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Knura o Tom, kak coBpemeHHble cpeacTBa T momoryT Baieil KoMIaHuu
* COKOHOMMUTb JICHbTH,

* YIy4YIIUTh TPOU3BOAUTEILHOCTD TPY/IA,

* YCHJIUTH O€30MaCHOCTb ¥ KOHTPOJIb,

* U30aBUTHCS OT PYTHHHI,

* TTOBBICUTH MTPOIJAKH,

* YIyYIIUTh UMUK KOMITAHUH,

* paboTarh ¢ yJaJeHHbBIMUA COTPYAHUKAMH,

* YIPaBJIsATh KOMIIAHUEH U3 JTI0OON TOUKU MUPA.

B cHopnuke 6onee 90 ToTOBBIX MHCTPYMEHTA, JII0OOH 13 KOTOPBIX CENaeT Barll Ou3Hec 3 dek-
TBHee. HekoTophie U3 pelleHuid Bbl MOXeTe MCIIOIb30BaTh Cpa3y MOcye MPOYTEeHHMS.
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Ynanennnie opuchl

Pemenne 1. O6’be,IlI/IHI/ITb O(bI/ICbI KOMIIAHUH B €IMHYIO CE€Tb

B yem BrIroma:
* Bece punmaliel B OQHOM JIOKAJIbHOU CETH.

Ecmm y Bac Heckobko 0(bMCOB, MarasvHOB, TOYEK MPOAAK, €CTh CKJIAJA WU IPOU3BOACTBO,
00BEJMHHUTE MX C MOMOIIBIO 3amumeHHoro [Psec-tynnens. Bee pecypchl opraHM3auy OKaKyTCs
B eIMHOM ceTu. I ie Obl H1 HaXOOWJICS COTPYJHUK, eMy OyIyT JIOCTYITHBI BCE KOPIIOPATUBHbIE MTPUIIO-
*KeHUs1, OOIIHe TAKK U CEPBEPBL.

Bbl cmokeTe OpraHM30BaTh aBTOMATHYECKW OOMEH NaHHBIMH MEXIY KOPIOPAaTUBHBIMH
6azamu. Hanpumep, KOHTpOJIMpPOBaTh U3 FOJIOBHOTO Ohrca ABUKEHNE TOBAPOB Ha CKJIAZIe B PEKUME
peabHOro BpeMeHu. BecTu 1ieHTpaM30BaHHbIN yueT pado4yero BpeMeH! yIaJeHHBIX COTPYJHUKOB,
KOHTPOJIMPOBATh MOCEIIAEMble CAaliThl M BECTU BUJEOHAOMIOAEHNE BO BCeX (pHIIMATIAX.

HOHOJ'IHI/ITCJ'IBHBIC NMpENMYIIECTBA BbI IIOJTYYUTE IIPU UCTIOJIb30BAHUN IP-TC]’ICq)OHI/II/II oecriar-
Hadad BHYTPUKOPIIOpAaTUBHAA CBA3b, eI[PIHbeI IJIaH HyMEpalluu U BO3MOKHOCTD IIEPEBOAUTD BBI3OBBI
MEXKAYy COTPyJHUKAMU (pHHHaHOB, e,IlPIHbeI HOMED TCJ'IC(pOHa H OTCYTCTBUE HCO6XOILI/IMOCTI/I B IIOI-
K/IIIOYCEHUU OTACTIbHBIX TCJ'IC(bOHHLIX JINHUI IJIA KaXa0ro OTacjacHua KOMIIaHUN.

Kaxoe Hy:xHO 00opynoBaHue: poecCHOHaIbHBII MApLIPYTH3aTOpP A1 KaXJOH TOUKHU MpU-
CYTCTBUsI Ballled KOMITAHUH.

Texnonmormm: VPN, IPSec.



A. Ornes, 0. Hepernn. «Cbopuuk Om3Hec-perennii. Kak mpokauars cBoii 6u3Hec ¢ moMorsio [T»

Pemenne 2. Ucniosib30BaTh
pacnpeaejeHHbie pailjioBble cepBepbl

B geMm BrIroga:

* [TosiBiisieTcs1 eiHAsI TOUKA JIOCTYIA K (paiiiam.

* [ToBBImAETCS CKOPOCTh PA0OTHI PETMOHAIBHBIX COTPYTHUKOB.
e VBemmuuBaeTcs CTeNeHb HaJIC)KHOCTU XPAHCHUSA JaHHBIX.

Ecmu y Bac ofmpie cereBble Markv HAXOAATCSA B Pa3HBIX MCTOYHMKAX BHYTPH Oduca WM
B HECKOJIBKMX Oprcax, co3/iaiiTe eIuHyI0 TOUKY JI0cTymna K ¢paidaam ¢ nomoiiblo TexHonoruu DFS.
Bce daiinbl cTaHyT AOCTYITHBI TIO eIMHOMY ajpecy. Ecim coTpyqHUKY CpOYHO TIOHAIOOMTCST KaKOM-
TO (baiiy, He HyKHO OyJeT BCTIOMUHATh, HA KAKOM M3 CEPBEPOB OH 3TOT (hailyl COXpAHWUI.

ITa TEXHOJIOTHS CKOITUPYeT MH(POpMALIUI0, HEOOXOAUMYIO /17151 pabOThI, BO BCE (DUITUAIIBI KOM-
naaur. CKOpoCTh padOTHl PErMOHABHBIX COTPYIHUKOB MOBBICHTCS, HAGKHOCTh YBeuuntcs. [axe
€CJIM OIUH U3 CEPBEPOB BHIUJET U3 CTPOsi, MH(POPMALIUSI HE TTOTEPSIETCS.

TexHOJIOrHs MOBLICUT U OE30MACHOCTD AOCTYyIIa K JaHHBIM. HukTo He cMoxeT MOJIYy4YUTb HEAB-
TOPU3UPOBAHHBIN JOCTYI, HE3ABUCUMO OT TOTO, TPOMCXOAUT 3TO B YIAJIEHHOM OT/IEJICHUH WU 1IeH-
TpaJIbHOM Oduce.

[onkmouns Texnosnoruio ABE, BbI ckpoeTe OT cOTpyaHUKa OOIIHe ManKu, K KOTOPbIM Y HEro
HeT jgoctyna. Kaxaplii BUOIUT TOJNBKO TO, YTO eMy MosoxeHo. He BbigaloTcsi cooOImeHus o 3anpere
JOCTyTIa, HeT co0Ia3Ha MOCMOTPeTh (PaiJIbl APYTOro OT/ea.

Texunonoruu: DFS (Distributed File System), Active Directory, ABE (Access Based
Enumeration).
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Pemenne 3. YCKOpPUTH 3arpy3Ky
JaHHBIX U3 yJaJieHHbIX 0(puCoB

B geMm BrIroga:
* Vckopsiercst AocTyn K paityiam Ipyrux (puimaios.
* DKOHOMMTCS] UHTEPHET-TpaUK.

Ecnu y Baieii KOMIaHUM HECKOJIBKO O(PUCOB, OOBEMHEHHBIX B CETh, HACTPONTE TEXHOIOTHIO
BranchCache. Oducol ¢punmanoB Oynyt OsicTpee MoayvaTh JOCTYN K WH(OPMAIMHU, XpaHsIIencs
B FOJIOBHOM Odpuce.

OjiHa 13 OCHOBHBIX TIPOOJIEM Y COTPYTHUKOB yIAJICHHBIX O(DUCOB — MEICHHOE MHTEPHET-TIO/-
kioyeHue. [Toatomy MHOrIa OOMEH JJaHHBIMH MESKIy TOJOBHBIM O(DHUCOM U (hUIMaIaMU HE TaKOM
OTIEPaTHBHBIN, KaK XOTEJIOCH OBl

Koraa corpyanuk 3arpyxaet nagopmaiimio u3 raaBHoro opuca, BranchCache apromarnyecku
JEUTCS e ¢ KOMITBIOTepaMH KOJIIET TI0 JIOKJIBHOM ceTH, Oe3 ucnonb3oBanus ViHTepHeTa. B pesyiib-
Tare MOBBICUTCS 3(P(PEKTUBHOCTH COTPYTHUKOB, KOTOPBIE pabOTAIOT C JAHHBIMU TJIABHOTO Obuca, yBe-
JIMYMUTCS] CKOPOCTD JIOCTYTA U OyIeT SKOHOMHTHLCSI UHTEPHET-TpauK.

Texnonoruu: BranchCache, Active Directory, Windows Enterprise.
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Pemenne 4. Hactpouts aBTOMaTnyecKum
oO0MeH Mexxay puanagamMn

B geMm BrIroga:
* ndopmanus o puinanax KOMIaHUM BCET/la aKTyaIbHAasl.

Ecnu B Bammx TOYKax mpojax, puivaliax, Ha CKJaje WM MPOU3BOACTBE pa3BepHYyTa cOO-
CTBeHHas1 6a3a KOPIMOPaTUBHOTO MpHIokeHus1, Hanpumep 1C, HacTpoiiTe aBTOMaTHUYECKyI0 CHHXPO-
HU3ALUIO MEKy HUIMH, U KQKAbIH ouc OyaeT UMeTh aKTyalIbHYI0 WH(OPMAITHIO.

K npumepy, marazuHsl CMOTYT BUIETh TOBAPHBIE OCTATKU IPYI ApPYyra U IOJACKAa3aTh MOKYIIa-
TEJIIO0 aJPEC, I7I€ MOKHO COBEPIUUTH MOKYIIKY. BBl cCMOKeTe aHaIM3UPOBATh MOKYTATEIbCKYIO AKTHUB-
HOCTb B PEXHME PeaIbHOTO BPEMEHHU U MOABO3UTH HEOOXOIMMOE CO CKJIaJIa.

[TpousBOACTBO CMOXET MOJTy4yaTh HOBBIE 3aKa3bl MPSIMO U3 TOYKU MPOJAX, a MEHEIKepbl
B oduce OyayT MHDOPMUPOBATH KJIMEHTA O TEKYIIIEM COCTOSIHUM IPOEKTa.

ITpu ucnonp3zoBanum cucrems! KOHTpost yueta gocryna (CKY /1) B ¢punnanax Bbl CMOXETe HEH-
TPAIM30BaHHO BecTH yueT padbouero Bpemenu. Uurerpupyiite CKY]] ¢ «1C: Byxrantepusi» u aBTo-

MaTUYECKU pacCUMThIBalTe 3apabOTHYIO TLIATY.

Texnomnoruu: HeoOxonuMo Hamure VPN-TyHHesI.
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Pemienue 5. YcranoBurth
BH/I€0HA0MI0]eHHe 3a BceMHu opucamMu

B geMm BrIroga:
* MOXHO KOHTPOJIMPOBaTh OUCH U3 OO0 TOYKU MHPA.

VYcranoBute [P-BueokaMepsl, 1 CMOXeTe KOHTPOJIMPOBATh COTPYIHUKOB U3 JIIOOOW TOYKH
MUpa Ha KOMIbIOTEPE, CMapT(hOHE WM TUIAHIIETE.

XpaHWTe apX¥B U UCTIONB3YHTE BUACOHAOIIOIEHNE B KAUECTBE OXPaHHOM cucteMsl. [IpoBepsbre,
HACKOJIbKO KJIMEHTHI JIOBOJIbHBI 0OCiIykuBaHueM. KoHTpomupyiiTe Ou3HEC-Ipolecchl B pexuMe
peanbHOro BpemeHu. Iloyunte MHCTPYMEHT MOpaJIbHOM MOTMBALIMU COTPYIHUKOB. OpraHusyire
BUAECOTPAHCIISLIMIO HA CAlTE U MOJIyYUTe JIOTIOJTHUTENIBHOE JOBEPUE CBOMX KJIMEHTOB.

Y CTaHOBUTH LIEHTPATM30BAHHOE BU/IEOHAOIONICHNE MOKHO, €CJTH BaIlIX (DUITHAIIBI OObETUHEHBI
B eIUHYI0 ceTb. M ¢ momMonipio odmayHoro ceppuca iVideon.

iVideon paboraer Bo BceM Mupe, UMeeT OecruiatHble npuiioxenus st Android u Apple i0S,
yMeeT XpaHUTh apXvB B OOJIaKe U paccTaBIATh Kamepsl Ha Google-kapre. Hactpoiite onosereHme

O JIBVDKEHUH B HepaOodee BpeMs U MOTyIUTe OXPAHHYIO CUCTEMY.

Kakoe HyxHO o6opynoBanve: [P-Buieokamepbl WM aHATIOTOBbIe KaMepsl 1 [P-Bueopeructpa-
TOP.

Texuonoruu: VPN, 1Videon.

10
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Pab6oTa BHe ochuca

Pemenne 6. Padorath B KOpnopaTuBHOM
ceTH U3 JI00H TOUYKH MHPa

B yem BrIroza:
* Pecypchbl KOPHOPAaTUBHOU CETH TOCTYITHBI YIAJIEHHO.

HacrpoiiTe BUpTYyalbHyI0 YaCTHYIO CETh M MOJYYMTE BO3MOXKXHOCTh padOTaTh U3 JIoMa, Kage
1 000N TOYKU Mupa, Tae ectb MatepHet. [Ipu VPN-noakoyeHun Baiie YCTPOWCTBO OKaKeTCsI
B JIOKQJILHOW CETH KOMIIAHMHM, KaK OyATO Bbl HAXOAUTECHh B cBoeM oduice. Hactpouts noakoueHue
MOHO Ha KOMIIBIOTEpPE, cMapT(OHE W TUIAHILETE.

OrtkpeiBaiite oouMe aitiel, padotaiite B 1C, moaxmoyaiTech K cepepam, UCIIONb3yIHTe BHYT-
PEHHIOI0 TeJIe(POHHYIO CBSI3b, I/ie Obl BBl HU HAXOMUJIHCH. [Iprdem sienaiite 310 aOCOMmoTHO Oe30MacHo.

Ecnm anst paboTsl BB HCMONIBb3yeTe OOMIECTBEHHYIO TOUKY Aoctyna Wi-Fi, To cuiibHO prckyere.
OcobeHHO B MecTax, rje ucnoab3yercsa Wi-Fi 6e3 maposns. Xakepbl MOTYT NepexBaTblBaTh Balll Tpa-
(buk, mosyyaTh Napoau ¥ Npovyio LeHHyo nH(opMaruio. VPN BbinosHseT mmdpoBaHue repeiaBa-
eMbIX JAHHbIX U 3AIIUILAET OT MOJ0OHBIX aTaK.

Kaxoe HyxHO 00opynoBaHue: NpodecCHOHANBHBINA MapLIPyTU3aTOp WM CEPBEP.

Texnonoruu: VPN, Active Directory.

11
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Pemenue 7. YOpoCTUTH yaJdeHHBIN
JIOCTYIl K KOPIIOPATHBHOM CeTH

B geMm BrIroga:
* Cetb ipeANpUATHSA IOCTYITHA O3 BBOAA JIOTMHA U TIAPOJIS.

[TonyunTe nmpocToil U HaAEKHBIA JOCTYII K pecypcaM KOMIIAHMH, KOTIJa HAaXOAUTECh B KOMaH-
JMPOBKEe WK BHe oduca, ¢ nomotipio DirectAccess. B yem npermyIiecTBo 3Toro peiieHus nepej
VPN? V corpyaHuka He OyneT HeoOOXOIUMOCTH BBOIUTH JIOTWHBI, TIAPOJIM Y BHITIOJHATH TIOJIKJTI0YE-
HUE K BUPTYaJIbHOU YaCTHOM CETH.

['ne 6b1 HM HAXOAMIICS COTPYJHUK C KOPHIOPATUBHBIM HOYTOYKOM, OH BCEr/a MOMYYHT JOCTYI
K CBOMM JIOKYMEHTaM U IIPU 3TOM JIa)Ke HE 3aMETUT Pa3HULIbl MEXIY NOAKII0YeHUSAMU. COTPYIHUK

MIPOCTO MOAKTIOUUT VIHTEpHET M OKaXeTCsl BHYTPU KOPIOPATUBHOM CETH.

NT-cnenmanucTsl CMOTYT peliaTh poOIeMsbl TOJIb30BATENeH B yIaIeHHOM pekUMe, HaXO/SACh
BHe ouca WK axe JoMa.

Texnonoruu: DirectAccess, Active Directory, Windows Enterprise.

12
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Pemenue 8. HactpouTts yiajieHHbIN
JOCTYIl K padoueMy KOMIbIOTEPY

B geMm BrIroga:
* Paboune KomMmbIoTephl B 0price JOCTYIHBI U3 000U TOUKU MHpA.

Hacrpoiite ynaneHHbII AOCTYI K padouemy cToy Uisi O(pHMCHOrO KOMIMBIOTEPA COTPYIHUKA,
Y OH CMOXeT paboTaTh 32 HUM U3 JTIIOOOM TOUKU MHpA.

CoTpynHHUK mprOOIIes, HAXOIUTCS B KOMAHAMPOBKE WM MIPOCTO PEUIUI MopadoTaTh U3 1omMa?
OH Bceraa CMOXeT MOAKIIOUUTHCS K CBOEMY KOMITBIOTEPY U MPOIOIKUTH PabOTy HaJl IPOEKTOM, KaK
Oy/TO He BBHIXOIWII U3 oduca.

Haripumep, rcrnionb3yst JOMaIiHUR HOYTOYK, MOKHO YIPaBJISATh MBIIIKOM, 3aIlycKaTh padouune
MIPUJIOKEHHMSI, OTKPBIBATh (Dailyibl Ha pabovyeM KOMIThIOTEpE, TevaTaTh JOKYMEHTHI Ha O(PHCHOM HJIH
JOMalllHeM IIPUHTEpE.

ITO HE3aMEHUMBII HTHCTPYMEHT JJIs TeX, KTO MPOJOJKaeT padboTaTh U3 A0Ma 110 BedepaMm HJIH
B BbIXOHbIE. OYeHb YIOOHO NP yYacTUU B TEH/IEpax, KOTOPbIE MPOXOAAT B APYTOM YaCOBOM IOsICE,

KOIZIa Y Bac HOYb.

Texnonoruu: RDP, VPN, DirectAccess, Active Directory.

13
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Pemenne 9. YaajleHHO BKJIIOYATH padounii
KOMIILIOTEP U3 JII000i TOYKH MHUpa

B geMm BrIroga:
* VianeHHbIi JOCTYI K paboueMy KOMITBIOTEPY, Jake eClId OH BBIKJTIOYCH.

WHorna OpiBaeT, 4To paboumii KOMITBIOTEP B O(PUCE BHIKJIIOYEH, a K HEMY KaK pa3 B 3TOT MOMEHT
HYKE€H yAaJIeHHBIN JOCTYyM. 71 TaKMX CUTyaluil Bbl MOXeTe HACTpOoUTh TexHosoruio Wake-On-Lan
Y BKJTIOYaTh OPUCHBIA KOMITBIOTEDP M3 JII0OO0M TOUKM MUpa. OCTaHEeTCsl TOIBKO HEMHOTO TOI0XKJATh,
TIOKa 3arpy3uTCs OTepaliMoHHast CUCTEMA, M MOXKHO MOAKToUathes. [ 1aBHOE, YTOOB KOMITBIOTEP OBLT
noakJnodeH k cetu 220B.

14
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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