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Jist koro 3ta kHura? Ijist Bcex, KTO UMEET BO3MOKHOCTh BBIXOIUTh B VIHTEpHET.
M HeBaXkHO, HACKOJIBKO YacTO 3TO MPOMCXOAUT: Balll Fa/IKeT MOCTOSIHHO OHJIANH,
vM ke Bel mposepsere noury pa3 B Mecsall. O yem ata kHUra?O ToM, CKOJIBKO
peasTbHbIX OMACHOCTEN TauT B cede Bpoje Obl BUpTyasibHasl BcemupHas mayTuHa u
KaK 3alIUTUTHCS OT HUX.
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IIpeaucaosue

CIOXHO MpeICTaBUTh, 4TO Kakux-To 20 JIeT Ha3a/ JIIoay OOXOIMIIHCh Oe3 MOOMIIBbHBIX Tesedo-
HOB U MHTepHeTa. A ceiiuac 6e3 HUX HM K Bpauy 3anmcarbesi, Hu JKKX omnatuts, HA ¢ Apy3bsMu
O BCTpeye He JO0roBopUThcs. HacTonbko OHM MPOYHO BOILLIM B Hallly Ku3Hb. 1 yem panblue, Tem
cujIbHEe onyThiBaeT Hac MIHTepHeT cBoell nayTHHOM.

1 61 He ckazaia, 4To 31O M10X0. OCOOEHHO, ECIIM MOIb30BaThCs UM ¢ yMOM. IHTepHeT npuHec
B Hallly KM3Hb y100CTBA, O KOTOPBIX €1l HAlllM POIUTEN MOIIM TOJIBKO MEUTaTh, a MOXKET, JaxXe U
He cMenr ogymarth. Eme Obl, MOXKHO He BCTaBasi ¢ IMBaHa:

* 3aKazarh ceOe 3aIm4acTb Ha aBTOMOOKIIB/KOMITBIOTEP/CTPOUTENIBHBII MIHCTPYMEHT C PYTOro
KOHIIa CBETa;

* 10OOUIAThCA C JPY3bsSMU U3 APYIrod CTpaHsbl, Ja TaK, OyATO OHU PAAOM CHIAT;

* HAWTH HOBBIX APY3€H, MpUYeM MoipoOHeIIast aHKeTa YeIoBeKa MO3BOJISIET Cpasy “OTcesiTh”
TeX, KTO He IOIXOAUT HaM MO B3IIsSIIaM;

* HATH PaKTUYECKH JTI0O0YI0 HEOOXOOUMYIO JIUTEPATYpy;

* 0OYYUTBCS YEMY-TO HOBOMY HAITPSMYIO Y BHICOKOKJIACCHBIX MacTEpOB;

* paboTaTh B IOOOM MecCTe B JII0OOE BpeMs;

* ¥ MHOTO€-MHOToe Jpyroe, Mup VIHTepHeTa OOLIMpeH M pa3HOIJIaHEH.

Ho, k coxasienuio, He Bce 3HAIOT, KaK 00e30MacuTh ceOs M CBOMX OJIM3KUX BO BpeMsl cepduHra
B MHTepHete. HaBepHoe, MOTOMY UTO CUMTAIOT, YTO Pa3 Thl HE BBIXOAMINL U3 JIOMA, 3HAYUT C TOOOM
HUYETo HE CIyduTcs. IT0 He Tak. [la, Kupnu4 Ha rojoBy Bpsj v Bam ynazer, noka Bel cuaure Ha
AMBaHe, HO BOT MOJYYUThb MICUXOJOTMYECKYIO TPAaBMY, MOTEPATh COJIUIHYIO CYMMY JIEHET, JaHHbIE Ha
CBOEM HOCHTeJIe, IOCTYIl K CBOMM YCTPOMCTBAM U CEpPBUCAM — 3aIpocCTo.

YrtoOsl MakcUMaIbHO 0Oe3omacuThb ceds1 B IHTepHeTe, Hy)XHO COOJTIONaTh HEKOTOPbIE MPaBUIIa,
a TaK’ke BOBCIO ITOJIb30BaThCS 3/IpaBbIM CMBICJIOM, ITOTOMY UTO CUTyal[uy ObIBAIOT pas3Hele. [IpuBeny
npoctoil mpuMep. Bee Mbl 3HaeM, 4TO HyKHO MbITh pyKH niepeft eioil. Ho jomyctum Takyio cutyaruio,
IIPY KOTOPO YMCTOM BOJIbI HET BOBCE (T.€. €CTh B HAJIMYMU TOJIbKO TaKasi BOJA, B KOTOPOW IIaBaeT BCSA
Tabnuia MeHzeneeBa 1 MCIoIb30BaHHBIN HOCOK B puaavy). Uro Ge3omacHee: OECTb ¢ HEMBITHIMU
pyKaMy MM PUCKHYTh NOMBITh? B aHHOH 3ajave ele MHOIO HIOQHCOB: HACKOJIBKO T'PSI3HBI PYKH,
KaK JaJIeKO /10 OTHOCUTEJIbHO YMCTOM BOJbI, CMOKET JIM YEJIOBEK MPOTAHYTh, €CIIU ceiiuac He MoecT
u TaK ganee. [loaromy Bcerza HyKHO JIeICTBOBATh IO CUTYAIMH, a 32 OCHOBY Oparh 0a30Bble (Ha TO
OHM 1 0a30Bble) MpaBmiia. Tak e u rpu Beixoae B MIHTepHeT — 3HaHue 6a30BBIX MPABIJI 00SI3aTEIbHO
U151 KOM(DOPTHOTO cepgUHTa.

B naHHOI KHMIe 51 XO4y NPUBECTHA OCHOBHbIE MTPAaBUJIA, KOTOPBIMU CTOMT PYKOBOZACTBOBATHCS
U Iy TellecTBUM 1o BceMupHOM nayTHHE, a Takke PUBECTU IPUMEPbl MOLLIEHHUYECKUX JEUCTBUIA,
KOTOpble BO3MOXHBI B VIHTEpHETE.

KHura He mpeTeH/iyeT Ha UCTHHY B NEpBOM MHCTAHLMHU, IOTOMY YTO, OBTOPIOCh, HYKHO He
CJIETIO CJIEJOBATh ITPAaBUJIAM, a TyMaTh FOJIOBOM.

Hekotopble TepMHHBI, TPUMEHSEMblE aBTOPOM, MOT'YT OBbITh HETIOHATHBI UnTaTeNsaM. s pa3p-
SICHEHUsI B KOHIIE KHUTU UMEETCsl IJIOCCAPHIA, Ky/la BRIHECEHBI ONPeIeNICHUs] HAanOoJIee «CTPAITHbIX»
CJIOB.

Takoke B KOHIIE €CTh CChUIKM Ha YIIOMUHAEMbIE B KHUTE ITPOTrPaMMBbl U CEPBUCHI.

PexomeHayeTcs K IpouTeHNUIO JMLam crapiue 16 ser.

Bce umena, cpamunuu u cumyayuu si8As0mMcst nOpodtcoeHuem gpanmasuu aemopa. JIoobwie cos-
NAOEHUS C PEANLHBIMU AH0O0bMU UM UCTIOPUAMU CAYUATIHBL.
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IToaroroBka Kk Boixoay B UHTepHer

Haunem MbI ¢ cambix a30B. UToOwI BhliiTH B IHTEpHET, Bam notpedyercs:
* paboumii UCTIpaBHbIN TajuKeT (TesiedhoH, IUIaHINeT, K puMepy) win [1K,
* Opay3ep Ha 9TOM yCTpOICTBe,
* [IOIKJIIOYEHNE K UHTEPHETY,
* YCTAQHOBJICHHBIM Y AKTUBHBIN AHTUBUPYC.
Bot npo nocieanuii MyHKT MOYEMy-TO MHOTHE 3a0BIBAIOT WM HE MPEIAloT eMy 3HAUYeHHE.
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AHTHUBHUPYC

AHTUBHUpYC — 9TO POrpaMma, co3JaHHasi Jyisi OOHapyKeHUs 1 00e3BpEeKUBAHUST BUPYCOB.

AHTUBHUpYC HEOOXOIUMO YCTAaHABIMBATh HA BCE KOMITBIOTEPHI, IJIAHIIETH U CMapT(QOHbI, 1aKe
€CJIM OHU He UMEIOT Bbixosia B MIHTEepHeT.

[Touemy? Il 3a1MTHI OT BUPYCOB (@ TaKkKe MPOYMX HEMPUATHBIX MPOrpaMM, HallPaBJIEHHBIX
Ha U3BJIeYeHMEe IPUOBLIH JIJIS 9yKOTo YesioBeKa 3a Bar cuer), pasymeercs. [laxe ecnu Bae ycTpoii-
CTBO HE MOJKJI0YEHO K MIHTEpHeTy, OHO MOXET MOMYYUTh BPEJOHOCHBIN KOJI Yepe3 ChbeMHBIE HOCH-
Ter uHGpopMarmu (JIelKy) Win NpH nepenade (aiiioB yepe3 albTepHATHBHBIE CIOCOOBI CBSI3H
Mesxay ycrpoiictBamu (Bluetooth, MK-nopt, mpoBoaHoe coenuinenue). Bupychl ObIBAIOT pasHble:

* O/IHM 3apaxaloT Bailie ycTpoiicTBO M HAUMHAIOT C HETO PACCHUIKY Cllama JpyTUM JIOAsIM;

* JIpyrvie 3aKpbIBalOT IOCTYyM K Bammm (aiinam u TpeGyioT 3a HUX BBIKYH (M ¢ OOJIBIION
BEPOSATHOCTBIO TIOJIyUUTCS TaK, YTO 3aIUIaTUB YKa3aHHYIO CyMMy, Bbl Bce paBHO /JaHHbIe Ha3al He
TMIOJTYyYUTE);

* TPEThU CIIEAAT 3a Bammu eiicTBUsAMY U niepexBaThIBalOT Barim naposam ot BCeBO3MOKHBIX
CEpBUCOB (OT COIMAIIBHBIX CceTel 10 OAaHKOBCKUX KapT);

* YeTBEPTHIE MMBITAIOTCS MOJAMEHUTH aIpeca CalToB, KOTOpbie Brl mocemnaere, YToObI BLIMAHUTD
y Hac MapoJji U sIBKU;

* ¥ elle MsATHIe, IIecThie, BOCbMbIE M MsTHaAaTeie. 1 Bce XoTaT npuObim 3a Bam cuer
(MIPSIMBIM WJTH KOCBEHHBIM 00pa3zoM).

W 4T00B MUHMMHU3MPOBATH PUCK 3apakeHUs1 BPEIOHOCHOW MPOrpaMMOM, HY)KHO 00€30TacHTh
ce0s1, yCTAaHOBUB aHTHUBHPYC.

AHTUBUPYCHI TOKE OBIBAIOT Pa3HBIE:

* EcTb Takue, KOTOpble HaXOAAT BUPYCHl B ONEPATUBHON NMaMATH, HA BHYTPEHHUX U (WJIM)
BHEITHUX HOCUTEJISIX. DTO CKAHEPHl.

* EcTb Takue, KOTOpbIE 3arpykaroTcs MpU CTapTe CUCTEMBl U TIOCTOSIHHO €€ CKaHUPYIOT Ha
BUPYCBI. DTO POrPaMMbI-MOHUTOPBI.

* EcTh Takue, KOTOpbIE BBIMOJHSIOT BaKIMHALIMIO CUCTEMbI OT OIPEJENICHHBIX BUPYCOB
(U3BECTHBIX JIaHHOH nporpamme). OHU U3MEHSIOT (hailyibl U KaTaloru Tak, YTO 9TO HE BJMSAET Ha UX
padory. [Tocie 3Toro BUpyc, OT KOTOPOrO MPOU3BOAWIIACH BAKIIMHAIMS, BOCIIPUHUMAET STOT (haili
yke 3apaK€HHbIM U HE BHE/IPSETCS B HETO. DTO UMMYHHU3AaTOPHI.

* EcTb Takue, KOTopble 0OHAPYKMBAIOT BUPYCHI HA paHHEH CTa i1 3apakeHus U He Jal0T eMy
pa3sMHOXAThCS Aajblie. ITO IPOrPaMMBbI-(PUIIBTPBI.

» CambIM HaziekHbIM cpeacTBoM 3amuThl ITK nmpusHaHbl nporpammbl-peBu3opsl. B otiu-
YyKe OT OCTaJIbHBIX IIPOrPaMM, OHH 3alIOMUHAIOT BCE U3HAYAJIbHBIE TapaMeTphl (haillIoB, KaTaJIOroOB U
CHCTEMBI B 1I€JIOM, a 3aTeM ITPOBOJSAT CPABHUTEJIbHBIN aHAIN3.

* EcTb yHUBepCcaJIbHBIE IPOrPAMMBbI, KOTOPBIE ¥ CKAHUPYIOT CUCTEMY, U OJIOKUPYIOT IIPOHUK-
HOBEHME HOBBIX BHUPYCOB, a TaKke Jieyar 3apaxeHHble (paijibl. ITo mporpaMmel-gokTopa. Ckopee
Bcero, Bel 0 HUX crblmanu, camble u3BecTHble U3 HUX: Norton AntiVirus, Doctor Web, Kaspersky
Antivirus. IMeHHO Takoro THra rnporpamMmmsl cJieyeT yCTaHOBUTb B IIEPBYIO OUYEpeIb Ha CBOE YCTPOil-
CTBO J1J151 3aIIUTHI OT BUPYCOB.

VYHuBepcasbHas porpamma, Wiu MporpamMma-aoKkTop, IOMOXeT BaM 3aluTuThest OT Bpeno-
HOCHBIX IPOrpaMM, Aake eciivd Bel He yacTthlii rocTh B IHTepHeTe (MoBephbTe, AJIsl 3apakeHusl JoCTa-
TOYHO 3aiTH 1 pa3 Ha 3apakeHHbIN caiT). OHa MOCTOSIHHO OyZeT CIeIuTh 3a TeM, Kakue (haiisbl
MIBITAIOTCS] IPOHUKHYTH B Barity cucreMy 1 BoBpeMsi 3a0beT TPEBOTY.

Boo01ie mosHOe cKaHMpOBaHUE CUCTEMBI Ha BUPYCHI HEOOXOIMMO MPOBOUTH Pa3 B MECALL, a
ecau Bel akTBHO nonb3yetech VIHTEpHET, CKauMBaeTe OTTyAa HE BCera MPOBEPEHHbIE (hailiibl, TO
Y TOTO Yalie.
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Ceituac Ha pbIHKE MHOTO TIPEAJIOKEHMI OT KOMITAHUH, 3aHUMAIOIIMXCS pa3padOTKOIN aHTHUBU-
pycHbIX nporpamm. OHM OTJIMYAIOTCS MO KOMIUIEKTAllMM, YHUBEPCAIBHOCTH, a Takxke LeHe. Ectb
u OecruiaTHbIe BEpCUH, TIOJHOCTBHIO OeCIIaTHbIe aHTUBUPYCHI, KOTOpbIE XOTh M 3alUINaloT Barry
CHCTEeMY, HO JIeJIaloT 9TO He BCera MOMTHOIIEHHO (Bce 3aBUCUT OT paspaborumka). [Toatomy mpesxkje
YeM 03a00THThCS YCTAHOBKOM aHTUBUPYCA, HY’KHO M3YUUTb PEIIOKEHHS OT XOTs1 Obl BELYIIMX aHTH-
BUPYCHBIX KOMITAHUH 1, B3BECUB BCE TUTIOCHI 1 MUHYCBI, OTIPEECTTUTHCS.

B kHure npuBOAUTH MpEIOKEHUS] KOMITAHUI HET CMBICIIA, IIOTOMY YTO BUPYCHI ITUIITY TCS KaX-
OBl JIeHb, CJIeI0BaTEIbHO, AaHTUBUPYCHBIE 0a3bl OOHOBIISIOTCS TAKXKE €KETHEBHO, M UyTh PeXke, YeM
eKeHEBHO, OOHOBJISIIOTCS MTPEAJIOKEHHU I KOMITAHUN-Pa3padOTUYMKOB aHTUBHPYCHOTO ITPOrPaMMHOTO
obecrieyeHusl.

Ho Tyt Bo3HUMKaeT kosarc, nogymaere Bel. Kak MHe BBIATH B MHTEPHET, YTOOBI OTPEJETUTHCS
C aHTMBHUPYCOM, HE MOJXBAaTUB BUPYC, €CJIM Y MEHSI €llle He YCTaHOBJIEH aHTUBUpPYC?

HleiicTBuTebHO, Kak? A odeHb MpocTo. 3arnomMuHaiTe peuent (aktyaibHo Ha 2018 rog, mis
I1IK):

* 3amyckaem Opay3ep.

» Habupaem B agpecHoii crpoke aapec https://ya.ru (310 ackernunast Bepcus SIHaekca, 6e3
IIPUMOYEK ).

* B nonckoBo# cTpoke BBOAUM “aHTUBUPYC ABacT”.

* [Iepexonum Ha caift https://www.avast.ru/.

* CkaumBaeM OTTy/a OECIIIaTHYIO aKTYaJIbHYIO BEPCHIO aHTUBUPYCA.

* VcranaBnuBaeM ero (yCTaHOBKA M CaM aHTUBUPYC Ha PYCCKOM SI3bIKE, BCE MHTYUTHBHO
IIOHSITHO).

* AHTHBHpYC YCTaHOBJIEH, ITPOBEpsieM, YTOObI OH ObLJT 3armylieH (B MPaBOM HIKHEM YTy, B
Tpee, BO3JIE YaCOB, MOSIBUTCS UKOHKA).

* 3amyckaeM Opay3ep, 1 MJJeM CpaBHUBATh AaHTUBUPYCHBIE TTPOTYKTHI.

B Gonee kpaTko¥i Bepcur, MOKHO OITyCTHUTh 1.2 U 1.3, ¥ cpa3y HabUpaTh B aJpeCHON CTPOKe
ajipec caiita ABacra.

AnTtuBUpyC ABacT 1aet 6a30ByIO 3alUTY OT BUPYCOB, U eciii Bol Oyaere nmonb3oBarkest HTEp-
HETOM C YMOM, PUCK TMOAXBATHTh 3apa3dy MuHUMasieH. [1o uzee, Bbl MoxeTe BOOOIIE OCTAaHOBUTCS
Ha TMOJTb30BAHUHM UMEHHO STUM aHTHBUPYCOM, HO B OECIUIATHOM BEpCUH eCTh He Bce (PYHKIMH, /1A U
0a3a aHTUBHpYCHasi OOHOBJISIETCSI HE TaK 4acTo, Kak y Toro xke JJokrtopa Beba. U eme oueHb yacto
Bam OynyT npuxoauth BCsKHE peKJIaMHbIe COOOIIEHUS C TPEIOKEHNEM KYIUTh TOIHYI0 BEPCHIO
MIPOIYKTA, a 3TO HEKOTOPBIX pa3/ipakaer.

Ecnu BBl Bce e pelmim ocTaTbcsl Ha OECIUIaTHOM aHTHUBUpYCE, KpailHe PEeKOMEHAYI0 XOTs
Obl BpeMs1 OT BpeMeHH TpoBepsaTh cBoil [1K OecriatHbiMu iedaruvu yruiutamu ot JJoktopa Beda
wm Kacnepckoro. Bupychbie 6a3bl, Kak yxke ObUIO CKa3aHO, Y HUX OOHOBJISIIOTCS Yalle, I03TOMY
BEPOSITHOCTb OOHAPYKUTD 3apasy BHIIIE.

W emme napy 0B 0 MOOMJIBHBIX aHTUBUpYCax. Kak mpaBuiio, y OONBIIMHCTBA KPYIHBIX aHTHU-
BUPYCHBIX Pa3paOOTUMKOB €CTh MPOLYKTHI AJIsI 3AIIUThl MOOMJIBHBIX YCTPOHCTB. VI HEKOTOpBIE CTOSIT
nener. OnsTth ke, Bam HyxHO Oyner caenath BeIOOp caMuM, pyKOBOJCTBYSICh CBOMMU IPEIIOYTe-
HussMHU. Ho TyT ecTh HEOOMBIIION ITIOC: OOMBITMHCTBO MPOU3BOAUTENEH TUIAHIIETOB U CMapT(OHOB
Ha Android BcTpanBaioT B ycTpoiicTBO aHTUBHpYC McAfee, KOTOpBIi BIIOJTHE MOXET 00ecrieurBaTh
3amuTy Batero ycrpoiicta. s onepanmonHoi cuctembl 10S Takke ecTb psiji aHTUBUPYCOB, KOTO-
pble MOTYT OOECTICUUTD 3aIUTY YCTPOICTBA.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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