Oxeupg KapTtep

LV

A

CO3AAU CBOMU VPN

be3sonacHoe ncnonb3oBaHue VIHTepHeTa




Ilxenn Kaprep

Co3aan csonn VPN. be3onacnoe
HCIOJb30BaHNe NHTePHeTAa

«ABTOp»
2024



Kaprep /1.

Cosznau ceon VPN. be3onacHoe ncnosnb30BaHne UHTEpHETA /
J1. Kaprep — «ABTop», 2024

KHura Oyaer nosiesHa ajist TeX, KTO CTPEMUTCS K CO3/IaHUI0 COOCTBEHHOM
BUpTyasibHOM yacTHOM cetr (VPN). OHa 0XBaThIBaeT MIMPOKUMA CIIEKTP TEM,
HaYMHAsA C OCHOB O€30IIaCHOCTH ceTell U TexHosioru VPN, 1 3akaHunBast
MPAKTUYECKUMHU IIIaraMu 10 HACTPOIKE M 0OCTYKMBAHUIO CEPBEPOB U KJIMEHTOB
VPN. ABTOp noapoOHO paccMaTpuBaeT pa3iuyHble acneKThl co3ganusi VPN,
BKJIIOUYast BLIOOP TUIaT(hOpMBI M MH(PPACTPYKTYPHI, 0OecTieueHre 6e30MacHOCTH
JAHHBIX, ONITUMU3AIMIO TPOU3BOIUTENILHOCTU U UHTETPALIMIO C CYIIECTBYIOLIEN
ceteBoil nH(ppacTpykTypoil. KHura takke odpaiaeT BHUMaHUE Ha TIOCICAHNE
TeHJICHIIUU U MepcreKTUBbl pa3BuTvst VPN TeXHOIOrUi, MOMOrast YuTaressiM
OCTaBaThCsl B Kypce COBPEMEHHBIX TPeOOBaHMIA K CETeBOM Oe30MacHOCTU. ITO
UCAJTbHBIN PeCypC Kak JJis HOBUUKOB, TaK U JJISI ONBITHBIX CIIEIUAINCTOB B
00s1aCTU ceTeBOU 0€30MacCHOCTH, KOTOPbIe CTPEMSITCS OCBOMTh HABBIKYM CO3JAHUS U
NoA/IeP’KKU cOOCTBeHHOTo VPN.
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I'naBa 1. 3auem Hy:ken VPN?

B coBpemeHHOM 111 pOBOM MUpE, Ille JOCTYIT K MHTEPHETY CTaJl HEOThEMJIEMOM YacThio MOBCe-
JHEBHOM KM3HH, BOIPOCHI OE30MacHOCTH M KOH(PUASHIINATBHOCTH JIAHHBIX CTAaHOBATCS Bce Oosee
aKTyaJbHBIMU. B 9TOM CBsI3M, BUpTyanbHble yacTHbie cetr (VPN) urpaior KiodeByio posib B odecre-
YEHUM 3aIUTHI U PUBATHOCTH MTPY MCHOJIb30BAHUN OHJIAH-PECYPCOB.

IepBas r1aBa nocBsIeHa U3y YEHHIO BAKHOCTH U IPEMMYILECTB Ucniosb3oBaHust VPN B cope-
MEHHOM MUpe. MBI pacCMOTPUM pas3IuHble aCIEKThl, KOTopbie AenaioT VPN HeoOXoIMMbIM HHCTPY-
MEHTOM sl o0ecrieueHrst 6e30MacHOCTH, KOH(PUAESHIMAIBHOCTH M CBOOO/B B OHJIAIH-TIPOCTPaH-
CTBe.

OT 3amUTHI IMYHBIX JAHHBIX ¥ 00X0/1a IIEH3YPHI 10 IOBBIIIEHNST O€30MaCHOCTH IOMAIIIHEN CeTH
1 cOKpbITUA peasibHoro IP-agpeca, VPN npenocraBisieT HIMPOKUI CHEKTP BO3MOKHOCTEH, KOTOpBIE
JENAI0T €ro HEOTHEMJIEMOM YacCThl0 COBPEMEHHOTO 1M(poBOro odpasa ku3HU. B 1aHHOM I71aBe Mbl
pa30epeM OCHOBHBIE ITPEeUMyILecTBa Ucoyib30BaHUA VPN, a Takke pacCMOTPUM OCHOBHBIE KOHIIET-
MM CeTeBOM 0e30I1acHOCTH, KOTOpPBIE NMOMOI'YT BaM JIydlle MOoHATh, noyeMy VPN cronb BaxkeH B
COBPEMEHHOM MHTEpHETE.

1.1. O630p 0CHOBHBIX IPEUMYIIIECTB HCMOJAb30BaHust VPN

BupryaneHas 4vactHaa cetb (VPN) crama HEOTHEMJIEMOM YacTbl0O COBPEMEHHOIO HWHTEP-
HET-IIPOCTPAHCTBA, NPEAOCTaBJIASA MOJB30BATENSAM MHOXKECTBO IPEUMYLIECTB M BO3MOXKHOCTEM.
JlaBaiiTe pacCMOTPUM OCHOBHBIE IPEUMYILECTBA UCNIONb30BaHUs VPN:

Oobecneyenne KOH(pHIEHIUATHLHOCTH JAHHBIX:

ObecneyeHne KOH(UIECHIIMATBHOCTY JAHHBIX SIBJISETCS OIHUM M3 KJIIOYEBBIX MPEUMYIIECTB
WCMOJIb30BaHUs BUpTYyanbHOM yacTHOW cetu (VPN). [lpu nogkimoueHnn k uHTepHery uepe3 VPN
BeCh NepeaBaeMblil TpauK MeXIy BallllM YCTpoHCTBOM U cepBepoM VPN mmdpyercs, uto odec-
MIEYMBAET JIONOTHUTEIBHBIA YPOBEHD 3aLIMTHI OT MIEPEXBaTa U MPOCIyIIMBAHNS TPETBUMU JINLIAMM.
IT0 0COOEHHO Ba)KHO B KOHTEKCTE UCIIOJIb30BAHMS OOIIEIOCTYITHBIX I HEHA/IS)KHbIX CETeH, TaKuX
Kak oOmectBeHHble Wi-Fi Touku goctyna, KOTopble MOryT ObITh MOJABEPXKEHBl PA3IMUHbIM BUIAM
KuOepaTak.

[Indpposanue tpaduka, npegocrasingemoe VPN, nemaer Bamm 1aHHbIE IPAKTUYECKU HEPA3-
OOPYMBBIMH 115 3I0yMBIIIJIEHHUKOB, KOTOPBIE MOT'YT MOIBITATHCS IIEPEXBATUTH Ballly HH(POPMALIHIO.
970 BKJIIOYAET B ceOs JIMUHBIE JaHHbIE, TAKKME KaK Mapojv, HOMEpa KPeJUTHBIX KapT, JINUHYIO Iiepe-
TIMCKY, & TAKKe JTI0OYIO IPYTyI0 YyBCTBUTENIBHYIO MH(POPMALIHIO, KOTOPYIO BbI [IepejaeTe yepe3 MHTep-
HeT. [Toatomy ucrons3zoBanne VPN cTaHOBUTCSI HE3aMEHMMBIM MHCTPYMEHTOM ISl 0OeCTIeUeHU s
6e3omacHocTH B IU(POBOIL cpejie.

Oomenocrynsele Wi-Fi Touku 1ocTyna, Takue Kak Te, YTo peJoCTaBIsAIoTCs B Kade, a3porop-
Tax WIN OTEJIAX, YaCTO SABJIAIOTCA MPUBJIEKATEIbHBIMU LIEJISAMU 11 XaKEPOB, KOTOPBIE MOTYT JIETKO
nepexBaThiBaTh TpaPUK U MEpexBaThIBaTh JIMYHbIEC JaHHbIE MOb30BaTener. OQHAKO, IPU UCTIONb-
3oBannu VPN, naxe rpy NOOKIIOYEHNU K TAKMM CETAM, Ball Tpauk ocraercs 3aiMppOBaHHbIM,
YTO JIeNIaeT ero MPaKTUUECKU HEBO3MOXHBIM /IS 31I0yMBIIUIEHHUKOB. Takim oopasom, VPN obec-
NeYMBAET JONOJHUTEbHBIN CI0M 6€30MaCHOCTH U 3aIlUTHI AJ15 BAlllUX JAHHBIX B JIIOOOW CUTYallUH,
rapaHTUpys Ballly IPUBATHOCTb U KOH(PUAEHIIMATIBHOCTh B NUHTEPHETE.

O06x0/ eH3yphl U reorpacuyeckux orpaHuYeHun:

O06x0x1 1eH3ypbl U reorpapuyeckKux OrpaHUYEHUN ABJISETCS OJHUM U3 KJIIOYEBBIX MPEUMY-
niecTB ucrosp3oBanus VPN. B coBpeMEHHOM MUpe MHOTHE CTPaHbl U MHTEPHET-ITPOBAIEPHI Orpa-
HUYMBAIOT JOCTYII K OIIPe/Ie/IeHHBIM BeO-caiiTam, cepBUCaM U KOHTEHTY B COOTBETCTBUU C MECTHBIMU
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3aKOHAMH, MTOJIMTUKOM WJIH IPyTMMU cooOpakeHusiMu. B Takux ciaydasx VPN craHOBUTCS HEOTbEM-
JIEMBIM UHCTPYMEHTOM JUIs1 0OecTieueHrsi CBOOOIHOrO I0CTyNa K MH(POPMAIMU 1 PECypcam B CETH.

[Tytem ucnonp3oBanus VPN monb3oBaTe i MOryT OOXOOUTh OJIOKMPOBKH, HaJlaraéMble MPO-
BaiiiepaMy MHTEPHET-CEPBUCOB WM MPABUTEIbCTBAMU. DTO JOCTUrAeTCs MyTEM MapIIpyTH3aluu
MHTEpHET-TpaduKa yepe3 yJaJleHHble CEepBEpPhl, PAaCIONOKEHHBIE 3a IMpeJelaMy CTpaHbl, Iae Jei-
CTBYIOT LIeH3ypHble orpannuenus. [lockonbky VPN coennnenue mmdpyer Bech epeaaBaeMsblil Tpa-
(UK, OH JienaeT ero HeBO3MOKHBIM IS TIepexBaTa Wi OJIOKUPOBKM CO CTOPOHBI MTPOBaiiepa Win
IIPABUTEJIbCTBA.

I'eorpacpuueckue orpaHuyeHrs], HAKJIAIbIBAEMbIE HA KOHTEHT U CEPBUCHl B UHTEPHETE, YacTO
SIBJISTIOTCSI TIPETISITCTBHEM [IJIsI TIOJIb30BAaTENel, KOTOPBIE XOTENIN Obl TIOYYUTh AOCTYI K pa3HOOOpa3-
HOMY KOHTEHTY U3 pa3HbIX pErMOHOB MUpa. MHOrve nonyJisipHble CEpBUCH IOTOKOBOTO BUJIEO, TAKHE
kak Netflix, Hulu, Amazon Prime Video u npyrue, npeiaraioT pa3jii4Hblii KOHTEHT B 3aBUCUMOCTHU
OT CTpaHbl, B KOTOPOM HaXOIUTCS MOJIb30BATENb. DTO O3HAYAET, YTO HEKOTOPbIE (PUIIbMBI, CEPUAIIbI
WM TeJleTiepe/iadyd MOTYT OBITh IOCTYITHBI TOJIBKO JIIsI TOJIb30BaTesIel U3 ONpeAeIeHHBIX CTPaH, B TO
BpeMs KaK Jpyrve MOTyT ObITh HEJOCTYITHBI BOBCE.

Opnnako ¢ ucrnonb3oBanueM VPN monb3oBaTeny MOTyT 0OOONTH 3TH reorpaduyeckue orpaHu-
YeHUs ¥ MOTYyYUTh JIOCTYN K KOHTEHTY, KOTOPBI B TIPOTUBHOM Clly4yae ObUT Obl HEOCTYIEH B X
peruone. [IpuHiun padboTsl 3akmoyaercs B ToM, yto VPN MackupyeT peasbHOe MECTOMONOKEHUE
T0JIb30BaTENs U MEPEHAIpaBiIsieT €ro NHTEPHET-TpauK Yepes3 ylaleHHbIE CEpBEpPbl, PACIOIOKEH-
HBbIE B IPYTUX CTpaHax. DTO MO3BOJISAET MOIb30BATENISIM OOMAHBIBATH CUCTEMBI OMpeIeSIeHUsI MECTO-
TOJIOKEHUSI M TIOJIy4YaTh JIOCTYIl K KOHTEHTY, KOTOPbIH JIOCTYIIEH B CTpaHax, II€ PacrojioKeHbl 3TU
CEepBEPHI.

Hanpumep, eciu onpesaeneHHsiid GriibM 10CTyIeH Tojabko 1ist mpocMmoTpa B CIHA, a moss-
30BaTellb HAXOMUTCS B IPYroM cTpaHe, OH MokeT nojakmounthesi K VPN-cepsepy B CIIA u nony-
YHUTH JIOCTYI K 3TOMY (PHIIBMY Yepe3 CepBUC MOTOKOBOTO Bujeo. Takum odpazom, VPN mo3Bosser
TIOJIL30BATENSIM CBOOOTHO BHIOMPATh KOHTEHT M HACTAKIAThCSI Pa3HOOOPA3HBIM BU/IE0, (PHIIBMAMHU U
cepuajlaMy, HE3aBUCMMO OT X MECTOMOJIOKEHHUS.

Arot ¢pyHkmuoHan VPN ocoOeHHO TIeHeH IS TeX, KTO MyTeleCTBYeT WM BPEMEHHO HaXo-
JWTCS 32 TPaHUIIEH, a TaKke JUIs TeX, KTO LIEHUT pa3HoOoOpasue M IOCTYIHOCTh KOHTEHTA B MHTEp-
Hete. VPN cTaHOBUTCS HEOTHEMJIEMBIM UHCTPYMEHTOM JIJIs1 00X0/1a reorpapuueckux OrpaHuYeHUi
Y TIOJTyYeHUs] CBOOOHOTO JOCTYIA K KOHTEHTY U3 JII0OON TOUKU MUPA.

Takum oO6pazom, VPN cTaHOBUTCS He3aMEHUMbBIM MHCTPYMEHTOM JIsl 0OecTieueHrsi CBOOO/I-
HOT'O JIOCTYTIa K MH(OPMAIIUK U KOHTEHTY B MHTepHeTe. OH MOMOTraeT Mojb30BaTesIsiM OOXOUThH IIeH-
3ypy, OJIOKMPOBKH U reorpaduyeckre orpaHuueHnst, OTKPbIBas TOCTYII K 3a0JIOKMPOBAHHBIM CaliTaMm,
CepBHCaM TIOTOKOBOT'O BU/IEO U COLIMAIIBHBIM CETSM U3 JII0OON TOYKU MHUPA.

3amura oT OHJIAlH-CJIEKKH:

3ammra OT OHJIAMH-CJICKKH MPEJICTaBIsIeT COOOM ellle OTHO BaKHOE MPEeUMYIIeCTBO MCIOIb-
3oBanuss VPN. B coBpemeHHOM 1IU(PpOBOM MHUpPe Hallla OHJIAH-aKTUBHOCTh YaCTO IMOJBEPraercs
HaOJTIOIEHUIO CO CTOPOHBI Pa3IMYHBIX CTOPOH, BKJIIOUAsl peKjamMoarelieid, MHTePHET-IIPOBaiIepoB
Y JIPYTHX TPEThUX JIMI. DTU CyOBEKTHl MOTYT OTC/IEKUBATh HAIIM JICUCTBUSI B MHTEPHETE, COOUPATh
MH(pOPMAIMIO O HAC U HallleM IOBEJEHUU B CETH, a 3aTeM HCIIOJIb30BaTh 3Ty MHQOPMALUIO s
HalleJICHHON PeKJIaMbl, aHAJIN3a MOTPEOUTETbCKOTO TOBEACHHS WM AaXe MPOAaXU HAIlel JIMIHOM
MH(pOPMAIMU TPETHUM JIULIAM.

VPN nomoraer 3aiuTuTh MoJIb30BaTelel OT 3TOr0 TUIA OHJIANH-CIEKKY ITyTeM MAaCKUPOBKHU U
Mg poBaHUs BCEro X UHTEpHeT-Tpaduka. Korga nosiab3oBatesb NOAKIIOYAETCS K MHTEPHETY Yepe3
VPN, Bce ero faHHbIe, BKJII0YAs IEPCOHAIBHYI0 MH(OPMAIIUIO, ITOCEIaeMBble BEO-CANUTHI, OTIIPaBJICH-
HBIE COOOINEHHS U T. 1., IMUPPYIOTCS Tiepel OTIPaBKol depe3 ynaieHHbi VPN-cepep. 1o 03Ha-
YaeT, YTO JaKe €CIIU KTO-TO IBITAeTCs IEPEXBATUTh 3TOT TpauK, OH HE CMOXKET IMPOUYUTATh €0, TaK
Kak OH OyreT 3amudpoBaH U HEOCTYTIEH JIsi IPOCMOTpa 0e3 COOTBETCTBYIOIIETO KJTI0Ya.
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[Mudpposanue tpapuka VPN urpaer kioueByio pojb B 3alIUTE MPUBATHOCTU IMOJIb30BaTE-
neir B untepHete. IlockomnbKy Bech MHTEpHET-Tpaduk, npoxonsimmil yepe3 VPN, mudppyercs, 3to
JeJIaeT €ro HeJIOCTYIHBIM JUIsl IPOCMOTPa M aHAJIN3a TPETbUMM JIMLIAMH, TAKUMH KaK peKJaMosa-
TeJIN, UHTEPHET-ITPOBAIEPhl WM XaKepbl. DTO O3HAYAET, YTO JJa)Ke €CIIM KTO-TO IbITAETCS NepexBa-
TUTb TpauK, OH OyJIEeT MPEICTABIIATh COOON HEMOHATHBIE 3aIU(POBAHHBIE JAHHbBIE, KOTOPbIE HEBO3-
MOXHO MHTEPIPETUPOBATH O3 COOTBETCTBYIOILETO KJTI0Ya Paciii(pOBKH.

Bnaropapst sTomy npornecc oTcieXKMBaHUs aKTUBHOCTHU I0JIb30BaTesIell B MHTEPHETE CTaHO-
BUTCSI TOPA3/I0 CIOXKHEe ISl TPEThUX JiHil. HEBO3MOXHO MPOCTO MPOCMOTPETh, Kakhe BeO-CalThl
MOCEINAeT I0JIb30BaTes b, KAKME 3allpoChl OTIPABISET WM Kakue aidibl ckauuBaer. axe npu
TMIONIBITKE aHAIM3a TpauKa, TPETHUM JIMIaM OYIIeT CJIOKHO BBIIETUTh MH(POPMAIIHIO O KOHKPETHBIX
JEWCTBUSIX MOJIb30BATes U3-3a 3alIM(POBAHHOIO XapaKTepa JaHHBIX.

Takum o6pazom, mmdpoBanue Tpacdpuka VPN co3maeT JOMOTHUTETLHBIA CJION 3aIUTHI M KOH-
(puaeHIMaIBHOCTY 1)1 MOJIb30BATelIel, KOTOPbIE LEHAT CBOIO MPUBATHOCTh B UHTEPHETE. ITO OCO-
OEHHO BaXXHO B COBPEMEHHOM LIM(POBOM MHpe, T7ie cOOp U MCTOIb30BAHUE MEPCOHATIBHBIX TAHHBIX
CTaHOBSITCS Bce OoJiee pacrpoCTpaHEHHBIMU 1 TIPOOJIEeMAaTUIHBIMHU JJ1s1 TIOJIb30BaTesnieit. Mcronb3oBa-
e VPN nomoraet MUHUMU3UPOBATh PUCK HEKENIATEIBHOTO OTCIICKMBAHKS U cOOpa JaHHBIX, 0Oec-
neyrBasi OOJBIIYI0 CBOOOLY M O€30MaCHOCTh B OHJIANH-TIPOCTPAHCTBE.

be3onacHoe noak/I0uYeHNne K yIaJeHHbIM CeTSIM:

BesomnacHoe noakioueHne K yJaJieHHbIM CETSIM SIBJISIETCS OJHUM U3 KJIIOYEBBIX IPEUMYILECTB
ucronb3oBanuss VPN, ocoOeHHO /111 OU3HeC-ToNb30Batesieil. B coBpeMeHHOM MUpe MHOTHE KOM-
MaHUKM UMEIOT paclipe/ieieHHble KOMaH bl U COTPYIHUKOB, pabOTAOIIUX U3 pa3indHbix MecT. VPN
obecnieunBaeT O€30MacHOe yJaJeHHOE MOAKIII0YEHHE K KOPIOPATUBHBIM CETSM M3 JII0OOH TOUKU
MUpa, 00ecTieunBasi BHICOKHMIA YPOBEHb 3aIUThl M KOH(PUIEHIIMATBHOCTH KOPHOPATUBHBIX IAHHBIX.

Ncnons3osanne VPN 114 ynaneHHOro oCTyna K KOpIOpaTUBHBIM peECypcaM SABJISETCS HEOTb-
eMJIEMOU YacThl0 COBPEMEHHOTro OM3Heca, 0COOEHHO B YCJIOBHAX Bce Oosiee I0OaTN3UPOBAHHOTO
1 MOOWJIBHOTO padodero okpyxkenus. COTpyTHMKHM MOTYT Mcroib3oBarh VPN mis Ge3omacHoro
JOCTyNa K pa3jIMuHbIM KOPIIOPATUBHBIM pecypcam, BKJoudas (haiisibl, 0a3bl JaHHBIX, BHYTPEHHHUE
MIPUJIOKEHHSI Y TIEKTPOHHYIO TIOUTY, HE3aBUCHMO OT X MECTOTIOJIOKEHUsT — Oy/Ib TO I0M, Kade WiIH
Apyrasi cTpaHa.

[Noaxmouenue yepe3 VPN co3paer 3aluIeHHbIi TYHHEIb MEX/y YCTPOMCTBOM COTPY/IHUKA U
KOPIIOPaTUBHOM CEThI0. DTOT TyHHEJIb MO3BOJISIET MepejaBaTh JaHHbIE Yepe3 NHTEPHET B 3allndpo-
BaHHOM BH/[IE, YTO CYILIECTBEHHO CHMKAET PUCK MepexBaTa WM yTeUKH KOH(pUAEHIMAIbHON UHPOP-
Manmu. Jlaxke ecim COTPYJHUK MOAKTIoUaeTcs K MHTEpHETY Yepe3 OOIeA0CTYITHYIO T HEHAIEeKHYIO
CeTh, TaKyIo Kak oOrecTBeHHbIN Wi-Fi B asponopty mim kade, ero JaHHbIe OCTAIOTCs 3alUIICHHBIMU
6maronaps mmgpoannio VPN,

370 Mo3BOJISIET OU3HECAM 00ECTIeUnBaTh BHICOKUI yPOBEHb O€30MACHOCTY M KOH(pUAECHIINAITb-
HOCTH IIPH yIAJICHHOW padoTe CBOMX COTPYIHHUKOB. BaxkHo otMeTuTh, uto VPN Takxke odecrieurBaeT
ayTeHTU(PUKAIMIO T0JIb30BaTENei, YTO NIOMOraeT MpeoTBpalliaTh HECAHKLIMOHUPOBAHHBIN JOCTYII
K KOprHopaTuBHBIM pecypcam. Takum oOpaszom, ucrionb3oBanre VPN 115 yianeHHOro JOocTyra He
TOJIBKO YJTy4IIaeT ypoBeHb OE30MaCHOCTH, HO U 00ECTIeUnBaeT yI0OCTBO ¥ THOKOCTh pabOTHI COTPY-
HHUKOB, YTO BaKHO B COBPEMEHHBIX YCIIOBUSIX OM3Heca.

JI1s1 KOMIaHuil, 0COOEGHHO TeX, KOTOpble padOTAIOT C YyBCTBUTEIbHBIMUA JAHHBIMHU, TAKUMHU
Kak (priHaHCOBBIE MH(OPMAIHS UM TIEPCOHAIBHBIE TAaHHBIE KJIMEHTOB, O€30MacHOe yIaJIEHHOE TO/I-
kioyeHne yepe3 VPN sBisieTcs: KpUTHYECKH BaKHBIM aclIeKTOM MX MH(POPMAIIMOHHON Oe30macHo-
CTU. DTO MO3BOJISIET COXPAHUTH BHICOKUI YPOBEHb 3AIUTHI Jake MPH padboTe B YCIOBUSIX yAATEHHON
PabOTHI WM My TEIECTBUNA COTPYAHUKOB.

Takum o6pazom, VPN obecrnieunBaeT Gu3HeC-TOb30BaTENSIM YBEPEHHOCTh B O€30MACHOCTU U
KOH(pHMIEHIIMATBHOCTH UX KOPIOPATUBHBIX JAHHBIX, Jake KOraa OHU padoTaloT YAaJeHHO U3 JII0OO0i
TOYKM MUpa. 70 jAenaer VPN HeoTheMIeMbIM UHCTPYMEHTOM JJ1s1 COBPEMEHHBIX KOMITaHUH, CTpe-
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MSIuXxcst ooecneduTh O6e3omnacHoe U 3(peKTUBHOE yIaieHHOe B3aMMOJCUCTBHE CBOMX COTPYIHU-
KOB.

3amura anyHoi nH(opManuu:

3ammra JMIHOU UHMOPMAITK ABJISAETCS OJHUM M3 HanOojiee BaXKHBIX aCIIEKTOB MCIOIb30Ba-
Hust VPN B coBpemeHHOM 1ippoBoM Mupe. C KakIbIM JHEM KOJIMYECTBO KMOEpaTak M CIydacB
yTeueK JaHHbIX PACTET, U MOJIb30BATEIH CTAHOBATCS Bee OoJiee yA3BUMBIMHU Mepe MOTeHIMATbHBIMU
yrpo3amu. UcrionszoBanue VPN mnipeacraBisieT co00it 3(hpeKTUBHBIN CIIOCOO 3alUTHI IMYHBIX AaH-
HBIX U MH(OPMAIMK O MECTOIMOJIOKEHNH OT HEeXelaTeJIbHOro cOOpa M UCIIONb30BAHUSI TPETHUMHU
JIMLIaMHU.

Korpa nonp3oBatesns noakmovaercs kK uHTepHety uepe3 VPN, Bech ero nunrepHeT-Tpauk mMac-
KHUpyeTcs ¥ mmpyeTcsi, YTo JAeNaeT ero HeJOCTYITHBIM AJIsl TIPOCIYIIMBAaHNS WX TIepexBaTa 3710-
YMBIIIJIEGHHUKAMHU. DTO 3HAYUTETIbHO YMEHBINAET PUCK JOCTYMa TPETbUX JIUI K JIMYHBIM JaHHBIM
TOJIb30BATE S, TAKMM KaK Mapoiiv, 0aHKOBCKUE JaHHbIE, TMYHbIE COOOIIEeHHs U T. . axe eciu 3710-
YMBIIIJIEGHHUKH CMOTYT NEPeXBaTUTh TPA(UK, OHU HE CMOTYT MPOYMUTATH €r0 U3-32 MU(PPOBAHUS.

OcobeHHo BaxHO ucrnoib3oBanue VPN mnpu noakmoueHnu K oOmectBeHHbIM Wi-Fi ceTsam
WIM JPYTM HEHaJeXKHBIM CETsIM, IJie PUCK YTEUKH JaHHBIX U KUOepaTak BBICOK. DTO MOTYT OBITh
a’pOIOPTHI, Kade, OTeNIN UK IPYTHe MECTa, TIe CeTH He 3alllUIIeHb! J0HKHBIM oOpa3oM. VPN obec-
MeYNBACT JOTOTHUTEIbHBIA YPOBEHb OE30MACHOCTY U 3aIIUThI, YTO TIO3BOJISET MOb30BATENISIM UyB-
CTBOBAaTh CeOs1 YBEPEHHO U 3AIUIIIEHHO B UHTEPHETE.

Takum oOpa3om, rcnonb3oBanre VPN cTaHOBHUTCSI BaXKHBIM 3JIEMEHTOM LU POBOY Oe3orac-
HOCTH B COBPEMEHHOM MHUPE, IJIe YTPO3bl KUOepOE30MaCHOCTH MOCTOSIHHO BO3PACTAIOT. 3aIlUTa JTY-
Hol nH(popMaimu ¢ nomoupio VPN no3Bosser 1nosiabp30BaTessiM COXPaHUTh CBOIO KOH(PUAECHINAITb-
HOCTb ¥ TIPUBATHOCTb B OHJIANH-TIPOCTPAHCTBE, YTO SIBJISETCS KJIIOUEBBIM ACTIEKTOM OOECTICUeHUsI
6e3omacHOCTH ¥ KoM(OpTa MPH UCTIONb30BAHUY MHTEPHETA.

VPN npezcrapiser coOOM MHCTPYMEHT ISl oOecrieueHns: 0e30MacHOCTH, KOH(UIEHITATTBHO-
CTH U CBOOOIBI B UHTEpHETE. PacKphITHE STUX MPEUMYIIIECTB MIOMOXKET YATATENISIM JIydllle MOHSTh,
noyemy ucronib3oBanue VPN sBJIsieTcs BaXXHBIM aClIeKTOM COBPeMEHHOH 1T POBOI Oe30MacHOCTH.

1.2. Pucku 6€30nacHOCTH NPH MCNOJIH30BAHUH 00IIEIOCTYIHBIX ceTell

Hcnonb3oBanue oOIIEJOCTYIHBIX ceTel, TakuxX Kak oOmectBeHHble Wi-Fi Toukm fgocrymna B
asporioprax, kade, OTesAX U JPyrux OOIMECTBEHHBIX MECTaxX, MPEICTABISAET COOON MOTEHITMAIbHbIC
PUCKU 111 6€30MACHOCTH ¥ KOH(PUAESHIIMAIBHOCTH TIONIb30BaTeNiei. B 3Toi r71aBe Mbl paccMOTpUM
OCHOBHBIE YTPO3bI, C KOTOPBIMH CTAJIKUBAIOTCS TIOJIb30BATENN MTPY TIOIKIIOYEHUN K TAKUM CETSIM, a
TaK:Ke CIIOCOOBI 3aIUTHI OT HUX.

Hcnonb3oBanue oOIEOCTYTHBIX CETel COMPSIKEHO C PSIOM CEPhEe3HBIX PUCKOB Oe30IMacHO-
CTH, OCOOEHHO B KOHTEKCTE TMOTEHIIMAIBHOTO MepexBaTa JaHHBIX 37I0yMbIIUIeHHUKamu. Ooreno-
CTYITHBIE CETH, TaKue Kak oOmecTBeHHble Wi-Fi Touku noctyma B aspornoprax, Kade, oTensx u Ipy-
T'UX OOIIECTBEHHBIX MECTaX, YacTo He OOEeCHeurBalOT JOKHOTO YPOBHS 3allUTHI, YTO JEJIaeT UX
0COOEHHO YSI3BUMBIMH JIJISI aTaK.

OnHUM U3 OCHOBHBIX PUCKOB IPH MUCTIONb30BAHMM TAKMX CETEH SIBJISIETCS BO3MOKHOCTh Tepe-
XBaTa JaHHBIX. [TOCKOJIbKY 3TH CETH HE 3aIMIIECHBI JOJKHBIM 00pa3oM, 37I0YMbIIUIEHHUKH MOTYT
JIETKO MOHUTOPUTD U TIEPEXBATHIBATH NepelaBaeMblil uepe3 HUX TpaduK. DTO 03HAYAET, UTO JI0OAs
uH(opMaIys, reperapaemMas yepe3 Takue CeTH, Takas Kak JIOTMHBI, Mapoiy, OaHKOBCKHE JTaHHBIC
WM JIMYHBIE COOOIIEHUS, MOXET ObITh CKOMITPOMETHpOBaHa. Hanpumep, 3710yMBIIIJIEHHUKA MOTYT
UCIIONB30BaTh MPOrPaMMBI JIsI TIepeXBaTa MaKeToB JTAHHBIX, YTOOBI 3aXBATUTh JIOTWHBI ¥ TIAPOJIU K
OHJIaliH-aKKayHTaM MO0JIb30BaTeei.

Araka "man-in-the-middle" (MITM) nipezcraBiisieT coO0i Cepbe3HyI0 YTpo3y 0e30IMacHOCTH,
0COOEHHO TIPY HCIIOBb30BaHUM OOIIEAOCTYIHBIX ceTell. [lomoOHast ataka MPOUCXOAUT, KOTa 3J10-
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YMBILIUIEHHUK YCTIEIIHO BCTPaUBAETCS MEKAY MOJIb30BATEIEM M TOUYKOM J0CTYIa K CETH, BHICTYIIas
B POJIM [TPOMEKYTOUYHOTO 3B€HA. 3JI0YMBIIIJIEHHUK IIEPEXBAThIBAET U JJaKe U3MEHSIET Nlepe/laBacMble
IaHHbIe Oe3 BeloMa MOJIb30BaTelNs, YTO OTKPHIBAET IBEPh AJIs1 PA3JIMYHBIX BU/IOB aTaK U 310yIOTpeo-
JIEHUH.

B xone ataku MITM 3710yMBIIIJIEHHUK MOXET TIepeXxBaThiBaTh BeCh TpauK, MepeaBacMbIil
MEX/1y TOb30BaTeieM M MHTEPHETOM. DTO BKJIIOYAET B ceds Bce BHUIbI MH(OPMAIMHM, BKIIOYAS
JIOTHHBI, TIAPOJIH, JIMYHBIE COOOIEHUsI, OAHKOBCKHUE JaHHbIE U APYTrue KOH(PHUICHIMATbHbIC TaHHBIE.
3J7I0YMBIIUIEHHUK MOXET MCIOJIb30BaTh 3Ty MH(MOPMALIMIO JIs1 pa3IMYHbIX LEJIEH, BKII0Yask Kpaxy
JIMYHBIX JAHHBIX, (PMHAHCOBbIE MOLIEHHUYECTBA, JOCTYII K KOH(PUIEHIMAIbHON MH(POPMALK U AaKe
UAECHTU(PUKALMIO YSI3BUMOCTEH 17151 1A IbHEMIINX aTaK.

Kpome Toro, 3710yMBIIIJIEHHUK MOKET BMEILIMBATHCS B [IEpEaBaEMble JAHHBIC, BHEAPAS Bpe-
JOHOCHBIE KOJIbl MJIM MOAU(UIIUPYS COAEPKUMOE CTPAHUI] BeO-CalTOB. DTO OTKPHIBAET ABEPD IS
BPEIOHOCHBIX BMEIATEIIbCTB, TAKMX KaK PaclpOCTPAaHEHHUE BPEJOHOCHBIX IIPOrpamM, MEepeHapaB-
JIEHUE T0JIb30BaTes el Ha (PUIITMHIOBBIE CAUTBI UJIM MAaHUITYJISILMU C JAHHBIMU 11 IPOBE/ICHUS aTak
Ha KOHKPETHBIE yA3BUMOCTH.

Js 3ammTsl ot ataku MITM pekoMeH 1yeTcst UCTIONb30BaTh HaA€KHbIE METO/IbI IHU(POBAHUS
Y ayTeHTU(UKAIUK, Takue Kak ucronb3oanre HTTPS nportokona 11 3aiuieHHoi nepegayu 1aH-
HBIX M MEXaHU3MOB ayTeHTU(UKAIMU Nosb3oBareneil. Kpome toro, ncnonszoBanue VPN nipencras-
asier codoit apdexTrBHBIN criocod npeaorBpatute MITM ataku, nockoneky VPN cozpaer 3amu-
IIEHHBII TYHHEJIb ME3K/y MOJIb30BaTeIeM U YJaJeHHbBIM CEpBEPOM, MUHUMU3UPYS PUCK IepexBaTa
JAHHBIX ¥ BMEILATEIIbCTBA 3JI0YMBIIILIEHHUKOB.

JI71s1 IpeaoTBpanieHus MogoOHbIX yrpo3 0e30MacHOCTH HEOOXOAMMO MMPUHUMATH COOTBETCTBY-
IOIIHE Mepbl MPEIOCTOPOKHOCTH MPH UCTIONB30BAHUM OOIIEOCTYIHBIX ceTeid. OMHUM U3 CrocoOoB
3aIIUTHI sIBJIsieTCsl ucrob3oBanue VPN, koTopbiii obecrieunBaeT mugpoBaHUe JTAaHHBIX W CO3AeT
©e30MacHbIN TYHHEIb ME3K/ly YCTPOMCTBOM IOJTb30BATENS U YIATIEHHBIM CEPBEPOM, UTO 3HAYUTETTHHO
CHMKAeT PUCK MepexBaTra M HE3aKOHHOrO A0CTymna K Ju4HOM uHpopmauuu. Kpome Toro, mnosb3o-
BaTeNIM JIOJUKHBI M30eraTh OTIIPaBKM UyBCTBUTENIBLHOW WH(OPMAIMM, TAaKOW KaK Mapoid Wil OaH-
KOBCKHE JJAHHbIE, TPH MCIOJIb30BAaHUHU OOIIEIOCTYITHBIX CETeH, a TaKKe UCIOIb30BATh 3alllUIICHHBIC
MPOTOKOJIBI CBs13H, Takue kak HTTPS, npu nocemiennn Be6-cailToB.

Kpome BOo3MokHOCTH "man-in-the-middle" araku (MITM), oOmieqoCTymHbIE CEeTH TaKke
MOTYT TNO/IBEpraTbCsi JpyrMM BUJaM aTaK, BKJIIOYAs CO3/1aHUE MOLAEIbHBIX TOYEK JOCTyma. 3J10-
YMBIIIJIEGHHUKH MOTYT co3/1aBath (pasbimBbie Wi-Fi ceTr ¢ mpuBieKaTeIbHBIMU Ha3BaHUSIMU, YTOObI
MIPUBJIEYb TOIH30BATENIEH U 3aCTABUTh UX MOAKJIIOYUTHCA K HUM. DTO MOXKET IMPOUCXOAUTH B 0OIIIe-
CTBEHHBIX MECTaX, TaKMX Kak Kade, a3poropThl, TOProBbIE LHEHTPbI U TYPUCTUYECKUE JOCTOIIPUME-
YaTeIbHOCTH.

Korpa nonp3oBarenn HEOCO3HAHHO MOJKJIIOYAIOTCA K TAaKUM IOAJIEIBHBIM TOUYKaM JOCTYIIA, UX
JaHHbIE CTAHOBATCS YS3BUMBIMHU IS aTaK U 37I0yMOTpeOIeHui. 3710yMbIIUICHHUKY MOTYT TlepexBa-
THIBaTh BECh TepeJaBaeMblil uepe3 3Ty MOAIEIbHYIO CeTh TpaduK, BKIOUYas JJOTUHBI, Apoiy, OaH-
KOBCKHE JIAHHBIE W JIMYHbIE COOOIIEHUS. DTO MOKET MPUBECTU K CEPhE3HBIM MOCIIECTBHAM, TAKIM
KaK Kpaxa JUYHOM MH(popMaluu, (pHAHCOBbIE MOLIEHHUYECTBA, BPEJOHOCHbIE BMEIIATEIbCTBA B
aKKayHTBI TIOJIb30BaTENIeH U Jpyrue BUIbl KHOepaTak.

JI71s51 32U T OT MOJOOHBIX aTaK PEKOMEHAYETCsI ObITh OCTOPOKHBIM MTPU BHIOOPE OOIIEI0CTYTI-
HBIX CETe U MPEANOYUTATh Te, KOTOPHIE SBJISAIOTCSA O(PULMATIBHBIMUA WM UMEIOT IIPOBEPEHHYIO pelty-
taumio. [Top3oBaTensM cieayeT n3derarh MOAKIIOYEHUS K CETSM C IMOA03PUTETbHBIMU WA HEOObIY-
HBIMH HAa3BaHUSIMU, a TAK:Ke 0OpalaTh BHUMaHUE Ha 3HAKU Oe30MaCHOCTH, TAKME KaK 3HAUYKH 3aMKa,
yKas3blBaloIIye Ha 3amuiieHHsle cetu. Kpome Toro, ncnonszoBanue VPN sBisercs a¢pdekTuBHbIM
CIIOCOOOM 3AIUTHl JAHHBIX Ha OOIIEIOCTYIHBIX CETSX, TOCKOIbKY VPN co3aer 3aiuieHHbIi TyH-
HeJIb U1 Iepeaay MHOpMaIi, MUHUMU3UPYS PUCK NIepexBarta Wik yTeUKH KOH(UIECHIIUATbHBIX
JAHHBIX.
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JI7151 3aIIMTHL OT TUX PUCKOB PEKOMEHyeTCsl Mcronb3oBath VPN mpu nogkimodyeHnu K oorie-
goctynHbiM ceTssM. VPN co3zaer 3amm@poBaHHbI TYHHEIb MEXAY YCTPOUCTBOM IMOJIb30BaTENs U
YAAJIEHHBIM CEPBEPOM, UTO JEJIAET €0 TPYAHBIM IJIA NIEPEXBATa WIA U3MEHEHUS 3/I0YMBILLJICHHU-
KamMH. DTO HO3BOJISIET MOJIb30BaTeNIsIM 00ECHeunTh 0E30MacHOCTh M KOH(PUAECHIMATIBHOCTh CBOMX
JaHHBIX, JaXe MpU MCIOJIb30BaHUM HEeHaJekHbIX ceteid. Kpome Toro, crnenyer nzberath nepenayun
YyBCTBUTEJILHOW MH(MOPMAIIMK, TAaKOW KaK Mapoiy Wik OaHKOBCKME JaHHbIC, MPU MOAKIIOUSHUH K
OOIIEJOCTYITHBIM CETSIM, YTOOBI MUHUMU3HUPOBATh PUCK UX KOMITPOMETAIHH.

1.3. CokpsbiTHe peaanHoro IP-agpeca

Coxkpsitue peanpHoro [P-anpeca npu ucrnosb3oBanuy BUpTyasibHou yactHoi cetu (VPN) npen-
craBisieT co0or 3(peKTUBHBII MeToll 0OecTieueHnsi aHOHUMHOCTH M TIPUBATHOCTH B MHTEPHETE.
Korna nonb3oBarens nogkioyaercs kK uHTepHeTY yepe3 VPN, Bech ero MHTepHeT-TpaduK MpOoXOaUT
yepes yaajeHHblll VPN-cepBep, KOTOPBIN BBICTYNAET B POJIM MIOCPEHMKA MEXy MOJIb30BaTeIeM U
ocTtajibHOM ceThio. B aToM niporiecce VPN-cepBep npucBarBaeT BpemeHHbli [P-anpec nons3oaresio,
KOTOPBIN OTJIMYaeTCs OT ero peajibHoro IP-anpeca. Takum o6pa3oM, )ik BHEIITHETO MHUpa KaXeTcs,
YTO BCE 3aIIPOChl U JAHHBIE UCXOJAT HE OT peajibHOro Mojb3oBarens, a ot [P-agpeca VPN-cepsepa.

DTOT MEXaHU3M COKPBITHUsI peaibHoro IP-agpeca nmeeT HECKOIBKO BaKHBIX MTpermMyIiecTB. Bo-
TMIepPBbIX, OH 0OECTIeunBaeT aHOHUMHOCTD MOJIb30BaTeN sl B MHTepHeTe. [TockonbKy ncxonusiii IP-agpec
nosib30Baresisi CKpoIT 3a [IP-anpecom VPN-cepBepa, ero oHiaitH-aKTUBHOCTh CTAHOBUTCSI aHOHUMHOM
11 BHEILIHETO MUpa. DTO 3HAUUT, YTO CAWTHI U OHJIAIH-CEPBUCH], KOTOPbIE MOJIb30BATEIIb [TOCEIIAET,
HE MOTYT HPSIMO CBA3BIBATH €TI0 JICNCTBUS C €r0 PEeaIbHOM JIMYHOCTHIO MJIM MECTOOJIOKEHUEM.

Kpome Toro, cokpritie peanbsHoro IP-agpeca criocoOCTByeT yiydIeHrIo MPUBATHOCTH TOJTb-
3oBatess. biaarogapsi 3ToMy HEBO3MOXKHO OTCIIEIUTH €T0 (PU3NUECKOE MECTONOIOKEHUE NN UJCHTH-
¢dunmposats ero Ha ocHoBe [P-agpeca. 910 0COOEHHO BaXXHO B YCIIOBHSIX MOBHIIICHHOTO BHUMAHUS
K KOH(pUMIEHIMAIPHOCTU JAHHBIX U OXPaHbl JINYHOU KU3HU. TaKkkKe CTOUT OTMETUTh, YTO COKPBITHE
peanbHoro IP-agpeca ciocoOcTByeT yiydiieHnio Oe30MacHOCTH MOJIb30BaTellsi B UHTEPHETE, TaK KakK
3JI0yMBIIUIEHHUKHY HE CMOTYT MOJYYMTh AOCTYII K ero peasibHomy IP-azipecy, yTo ymMeHbIIaeT puck
HE:KeJIaTeJIbHbIX MHLU/IEHTOB.

1.4. 3amuTa OT HeJOOPOCOBECTHBHIX NPOBA1ePOB NHTEPHET-YCJIYT

3amuTa OT HeJOOPOCOBECTHBIX MPOBAKAEPOB UHTEPHET-YCIIYT MPEACTABISIET COOON BaKHBIH
acIeKT WCMOoJb30BaHUs BUpTyanbHON yacTHOM cetu (VPN). Hekoropsle mHTEpHET-IIpOBaiiiepsl
MMEIOT MPAKTUKY OrPaHWYEHHs] CKOPOCTH WJIM JOCTYyIa K ONpenesieHHbIM BeO-caiiTaM [isi CBOMX
MOJIb30BaTeNell. ITO MOXKET OBITh CBA3AHO C Pa3IMYHBIMU IPUYMHAMU, BKJIIOYAsl YIPaBJIeHUE Tpa-
(brkoMm, OITOKMPOBKY OIpe/IeIeHHbIX KOHTEHTOB WM AaXe IIEH3YpY.

OpHaxo, ucnionb3yst VPN, mosb30Batein IMeoT BO3MOKHOCTh 0O0NTH 9TH orpannyeHus. [1pu
noakmoueHnu k VPN-cepBepy B Apyroii cTpaHe Win peruoHe, Mojib30BaTesb MACKUPYET CBOM peaslb-
HeI [P-anpec u coznaet 3anmdgpoBaHHbIN TYHHEb 10 YAAJIEHHOTO cepBepa. Takum oOpa3zom, UHTEp-
HET-TIPOBaiiiep He MMEeeT BO3MOXKHOCTH BUETh, KAKME KOHKPETHbIE BEO-CANUTHI MOCEIAET MOTb30-
BaTesib, U HE MOXKET OrPaHUYMBATh €r0 CKOPOCTh U JOCTYII.

ITOT acreKT 3alUThl 0COOCHHO BaXEH B CITyYasix, KOIJa MpoBaiiepbl HHTEPHET-YCIyT HaMe-
PEHHO OrpPaHUYMBAIOT JIOCTYII K OINPEJENICHHbIM pecypcam WX MPUMEHSIOT LIEH3ypy K ONpejieseH-
HBIM BHJaM KOHTeHTa. Hampumep, mosip30BaTenb MOXET CTOJMKHYThCS ¢ OJOKMPOBKOH JIOCTyNa K
COLMAJIBHBIM CETSIM, HOBOCTHBIM CaiiTaM WJIM CEpBUCaM INOTOKOBOTO BUAEO. B Takux curyanmsx
ucrons3oBanue VPN no3BosisieT 000MTH 3TH OrpaHIYeHUs U TIOYYUTh HEOT PAHUYEHHBIN TOCTYTI K
MHTEPHETY, COXPaHssl IIPU 3TOM CBOIO KOH(PUIEHIIMATBHOCTh 1 AHOHUMHOCTb.
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ITO TaKXke JaeT MoJIb30BaTe M OOJIbIIIe CBOOO/IB B BHIOOPE HHTEPHET-TIPOBaliAepa, MOCKOIbKY
OHH MOT'YT OBITh YBEPEHBI, YTO CMOT'YT OOOUTH JTIOOBIE OrpAHUYEHHM S, HAJIOKEHHbIE Ha X MOAKJII0Ye-
Hue. Kpome Toro, 3anmra ot HeZoOPOCOBECTHBIX MPOBAAEPOB UHTEPHET-YCIIYT MpH momornyd VPN
MOOAYCPKUBACT BAXKHOCTb MCITOJIb30BAHUA TEXHOJIOTUH qu)pOBaHHH " 3allIUThI KOH(bI/I,HeHHI/Ia)II)HO-
CTH B COBPEMEHHOM MHTEpHETE.

1.5. IloBpIIeHHE 0€30MACHOCTH AOMAIIHEH CeTH

[NoBblmenre 6e30MacHOCTH IOMAIITHEN CEeTH SIBJISIETCS] BAKHBIM aclieKTOM oOecrieueHust -
poBoii 6e3omacHOCTU B coBpeMeHHOM Mupe. VPN mMoxeT 3¢h(peKTHBHO MUCTIONBb30BaThCS IS 3aIUTHI
JOMAIITHUX YCTPOKMCTB M JAHHBIX OT TIOTEHITUAJIBHBIX KNOepaTak.

Korna nonp3oBaresns noakoyaercs K gjoMaisei cety uepe3 VPN, Bech ero uHTepHeT-Tpaduk
mmdpyercs U HarpasiisieTcst yepe3 yaayieHHbi cepBep VPN. D10 co3ngaer 3anuineHHbi TyHHE b
ME>K/1y TOTb30BaTeIeM U IOMAITHEN CeThIo, UTO JIeJIaeT repeaavy JAaHHbIX M0 CEeTH HEBUIUMOM s
TPEThUX JINII, TAKMX KaK XaKephl WX 3JIOYMBIILICHHUKH.

OnmHUM M3 OCHOBHBIX NMPEUMYIIECTB MCHoNb30BaHUs VPN 151 MOBBIIEHUsST O€30MacHOCTH
JOMAIITHeW CEeTH SABJISAETCS 3alUTa OT MOTESHIMATBHBIX aTak N3BHe. KubeprnpecTymHUKY MOTYT TIOTIbI-
TaThCS POHUKHYTH B JIOMAIITHIOW CETh [Tl KPaXW JIMYHBIX JAHHBIX, B3JIOMa YCTPOUMCTB MM YCTa-
HOBKHU BpelOHOCHBIX mporpamMm. Mcnonb3oBanue VPN co3maeT MOMOMHUTEbHBIA CIIOW 3alllUThl,
KOTOPBII JIeJIaeT TaKue aTaKu ropasfio CIOKHEe UM J1aKe HEBO3MOKHBIMHU.

Kpome toro, VPN no3BosisieT obecrieunts Oe30MacHoe yAaJeHHOEe TOAKIIOUeHNe K JIOMaIll-
HEell ceTH U3BHE. DTO MOJIE3HO, HAIPUMEp, €CJIM TMOJb30BaTesb X04eT MOJIy4YUTh JOCTYI K (haidaam
WM YTIPaBJISTh YMHBIMHM YCTPOWCTBAMH B CBOEM JIOME, HAaXOAsACh BAanu oT Hero. [loakmoueHue
yepe3 VPN obecnieunBaeT 3alyiieHHbIA KaHA CBSI3U MEXTy YIJICHHBIM YCTPOWCTBOM M JOMAIITHEH
CEThI0, YTO MUHUMHU3UPYET PUCK HECAHKIIMIOHMPOBAHHOTO AOCTYIIA.

Takum o6pazom, ucronb3oBanre VPN 1is MOBHIIeHUsT Oe30MIaCHOCTH JOMAIITHEH ceTh o0ec-
MEYMBACT HAJICKHYIO 3aIUTy OT KMOepyrpo3 u obecreunBaeT O6e30MacHoe ynajieHHOe TOIKIIIoYe-
HUE K JoMalTHel HH(ppacTpyKType. DTO BaKHBIN IIar s oOecrieueHrs i poBoi Oe30MacHOCTH U
3aIUTHI IMYHBIX JAHHBIX B MUpE, IJe KHOepaTaky CTaHOBSTCS Bce OoJiee pacipoOCTPaHEeHHBIMH.

1.6. 3amura ot DNS-nponyckos

3amuTa oT DNS-11portycKoB sIB/IsieTcsl BaXXHBIM aclleKTOM oOecredeH s 0e30MacHOCTH U KOH-
dunentmansaocTyt B cet. DNS-niponycku, win DNS-cHugUHT, MpeacTaBisiior co0oi MeToj
OTCJIKMBAHUSI UHTEPHET-AaKTUBHOCTH TOJIb30BaTes el MyTeM MOHUTOpUHra u 3anucu DNS-3ampo-
COB. DTO MO3BOJISIET 37I0YMBIIIJICHHUKAM WJIM CTOPOHHUM OpraHU3alisM NOoJIydyaTh JOCTYII K UH(POP-
Mallii O TOM, KaK#e BeO-CaiThl MOCEIAeT MOJIb30BaTellb, AaXKe eClIU ero MHTepHeT-Tpaduk 3anmd-
pOBaH.

Ucnonb3oBanue VPN ¢ cobctBerHbIMU DNS-cepBepaMu IO3BOJISIET YMEHBIIIATH PUCK MTOI00-
HBIX aTak ¥ MOBBICUTh KOH(PUICHIIUATBHOCT JaHHBIX. Korma nombs3oBaresb noakmovaercs K VPN,
Bech ero DNS-Tpaduk Takke HampapiseTcs: yepe3 3alipoBaHHbIA TYHHENb K YIAJIEHHOMY cep-
Bepy VPN. D10 o3Hauaer, yto DNS-3anpockl Takxke 3alUILEeHbl OT NPOCTyIIMBAaHUS WIA MaHUITY-
JAUMIA TPETBUMU JIMLAMM.

JpyruM BaskHBIM IpeumyniecTBoM ucnonb3oBaHuss VPN mna 3amumtsel or DNS-nponyckoB
SIBJISIETCS] BOBMOKHOCTD MCIIOJIb30BaHM A 3allMIIEHHbIX U HagexkHbix DNS-cepBepoB, npegocrasise-
MbIx VPN-mipoBaiinepoM. DTu cepBepbl 4acTO 00ECIIeYNBAIOT IMOBHIIICHHYIO O€3011aCHOCTh U KOH(H-
JEHIMAIBHOCTb, & TAKKEe MOTYT OJIOKMPOBATh BPEIOHOCHBIE MM HeXellaTeJIbHble BeO-cailThl. Takum
00pa3oM, IMOJIb30BaTeNb MOMYYaeT JAONOTHUTENbHBIN YPOBEHb 3aIIUTHI OT MOTEHIIMAIBHBIX YIPO3 B

CceTn.
12
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B nemtom, ucnons3oBanrie VPN ¢ codctBenHbiME DNS-cepBepamu oOecrieunBaeT HaaeKHYIO
3anmrty oT DNS-TIpOyCcKOB U MOBHIMIAET YPOBEHbh 0€30MACHOCTH M KOH(DUIESHIIMATBHOCTH B CETH.
IT0 0COOEHHO BAKHO B YCJIOBUSIX PACTYIIEH CIIOKHOCTA KMOEpYTpo3 U yBEIMIEHHS KOJTMUYECTBA CITy-
YacB HApyHICHUA KOH(bI/I,IICHHI/IaJIbHOCTI/I AJaHHBIX B UTHTCPHETE.

13
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I'naBa 2. OcHOBHBIE KOHIICNIIIUH CeTEBOH 0€30MacHOCTH

['maBa nocesiteHa 00Cy:K/IEHUI0 OCHOBHBIX ITPUHIIMIIOB M KOHIIETILINIA, HEOOXOAMMBIX 151 00ec-
niedeHnst 6e30macHOCTH MH(pOpMaImu B ceTd. B coBpemeHHOM 1MpoBOM MUpe, TIe Yrpo3bl Kuoep-
©€30IacHOCTH CTAaHOBSITCS Bce OoJiee paclipoCTpaHEeHHBIMHU M YTOHUEHHBIMU, TOHUMaHNe OCHOBHBIX
IIPUHLIMIIOB CETeBOW OE30MaCHOCTU CTAaHOBUTCS KpaiiHe BaXXHBIM Ul BCEX IOJIb30BaTesieldl MHTep-
HeTa.

B 3T10¥1 T71aBe MBI pacCMOTPHUM KJTIOUEBBIE aCHEKThI CETEeBOi OE30MaCHOCTH, HAUMHASI C OCHOB
mdpoBaHKs U ayTeHTU(UKALIMY, U 3aKaHUMBAs aHAJIU30M Yrpo3 Oe30IaCHOCTU B COBPEMEHHBIX
CETSIX ¥ METOJIOB MX MpeJoTBpaleHus1. Mbl Takke paccMoTpuM posb VPN B 3ammTe JaHHBIX B TyO-
JIMYHBIX CETAX U 00CYIUM NpaKTUYEeCKUe CLieHapuu uctosib3oBaHusl VPN ai1s noeieHns 6e3omnac-
HOCTU U KOH(PUAEHIMAIBHOCTH B CETH.

Pa36upast 311 KioYeBble KOHIEIIMU W TPUHLIAIIB, Mbl CMOXEM JIydllle TTOHSTh, KaK oOecrie-
YUTH GE30MaCHOCTh CBOMX JAHHBIX M 3AIIUTUTDH CeOsI OT passIMUHbIX YIPO3 B OHJIAWH-TIPOCTPAHCTBE.
B koHe4HOM uTOre, MOHMMaHUEe OCHOBHBIX KOHIIENIMI CeTeBO O€30MaCHOCTH MOMOXET HaM CTaTh
Oosiee OCBEJOMJIEHHBIMU U 3AIUILIEHHBIMUA YYaCTHUKAMU HU(POBOrO MUPA.

2.1. OcHoBbl LU poBaHNs U AyTeHTU(DUKAMHT

— IIIncdpoBanne JaHHBIX

[IncdpoBanme TaHHBIX UTPAET BaXKHYIO POJib B 0OecTiedeHNH Oe30MacHOCTH MH(OPMAIIUK TIPH
ee nepeave yepes cetd. OCHOBHOM NMPHHIMIT MIM(POBAHKS 3aKII0YAETCS B IPE0OPa30BaHUU UCXO/I-
HOTO TeKCTa (OTKPBITOrO TEKCTA) B HEMOHSITHBHINA IJIsi OCTOPOHHUX CHMBOJIBHBIA Habop (1mdpo-
TEKCT) C UCHOJIb30BAHUEM OITPEICJIEHHOTO AJITOPUTMA U KJTI0YA. DTOT MPOLECC JIeIaeT JaHHbIe HEBO3-
MOXHBIMM [1J1s1 TOHMMaHUsl 0e3 3HaHUS COOTBETCTBYIOIIETO KJoYa jeludpoBaHusi, odecreunBast
TEM CaMbIM KOH(HIEHIMAIBHOCTb UH(POPMALIUH.

Paznuunble anroputMmsl mM(POBaHUs MpeJiaraloT pasHble METOIbl NMpeoOpa3oBaHUsl JaH-
HbIX. Hanpumep, anroputm AES (Advanced Encryption Standard) siBnsiercss OqHUM U3 CaMBbIX pac-
MIPOCTPAHEHHbIX CUMMETPUYHBIX AJITOPUTMOB IM(POBAHHUS, UCHIOIb3YEMBIX IS 3AIUTHI JAHHBIX.
OH pa0oTaeT Ha OCHOBE IOJICTAHOBOYHBIX U MEPECTAHOBOUHBIX ONEpalvii Haj OJIOKaMH TaHHBIX U
UCIIONB3YeT KJIoY AJ1s MU poBaHus U Jetn@poBaHus UHDOpMaLIUH.

JaBaiite paccMOTpUM MOAAPOOHBIN MTpUMep MU POBAHUS 1 AeII(PPOBAHMUS TEKCTOBOTO CO00-
IIeHuA ¢ ucnoiab3oBanueM AES.

1. BriGop kmoua: I Hayaga HeoOXoAMMO BeIOpaTh Kilod mugpoanus. I[lycts 31o Oyaer
128-6utHbii K104 (16 OaiT).

2. HIudpoBanrie cooOIIEHUS:

— Ipenmnonoxum, y Hac ectb coooOmienue "Hello, world!", kotopoe Mbl XOTUM 3amugpoBaTh.

— CHauaJia TeKCT COOOILeHus1 TpeICTaBsAeTcsl B GaliToBOM (popMate ¢ UCTOIb30BaHUEM KO-
posku, Harpumep, UTF-8: 48 65 6C 6C 6F 2C 20 77 6F 72 6C 64 21°.

— 3arem cooOIeHHe JIOTIONHSETCS 10 JUIMHBI, KpaTHOH pa3mepy Oyoka (00brdHO 128 OuT mim
16 Gaiir), HanpuMep, myTeM fobaeieHus OaiitoB Hyns: 48 65 6C 6C 6F 2C 20 77 6F 72 6C 64
21 0000 00°.

— CooOmienue pazouBaercst Ha Oyoku o 128 6ur (16 6aiT).

— Kaxnpiit 6ok mmdpyercs ¢ ucronpzoBanueM BoiOpanHoro kimoda AES. IMpouecc mmgpo-
BaHMS NIPUMEHSIET payH[Ibl [IOICTAHOBKH, NIEPECTAHOBKU U NPeoOpa3oBaHusl HaJl OJIOKOM JIaHHBIX.

3. HemmppoBaHue cooOIeHHS:
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— 3ammdpoBaHHOE COOOIIEHNE MOXET OBITH MOMyUYeHo mnocie npuMeneHnsi AES k kaxgomy
OJIOKy TeKcTa.

— Jnst nemcppoBaHuUs UCTIONB3YETCS TOT K€ KJTI0Y, KOTOPBIA ObLT MCHOJIB30BaH 1S MUppo-
BaHMUS.

— Ilpumensiiorcsi oOparHble NMPeoOpa3oBaHusl, YTOOBI BOCCTAHOBUTb WCXOOHBIA TEKCT W3
3amppOBaHHBIX OJIOKOB.

It0 KpaTKuii npumep uctonb3oBanusi AES mis nmmdposanus u aenmgpoBanus cOOOIIEHUS.
Oobparute BHIMaHKe, YTO AES MOXeT MCromb30BaThes ¢ KIIIOUaMK pa3arnaHou JiaHbI (128, 192 wim
256 6UT), 4TO BIUSET HA YPOBEHb OE30MACHOCTH U MPOU3BOAUTEILHOCTD MIH(PPOBAHUS.

Paccmotpum npumep kona Ha Python, nemoHcTpupyonumii mmdpoBanue u nemmdgpoBaHue
TeKcTa ¢ ucrnosb3oBaneM AES u3 6udnmmoreku “cryptography:

“python

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes

from cryptography.hazmat.backends import default_backend

from cryptography.hazmat.primitives import padding

import os

def encrypt_message(message, key):

backend = default_backend()

iv = os.urandom(16) # MHuIManu3upyommii BEKTOp JOJKEH ObITh YHUKATBHBIM JIJIS1 KaKI0TO
COOOIIEHNA

cipher = Cipher(algorithms. AES(key), modes.CBC(iv), backend=backend)

encryptor = cipher.encryptor()

padder = padding. PKCS7(128).padder() # [Iy1s1 nononHeHns: COOOIIEHU s 10 KPaTHOCTH OJIOKY

padded_data = padder.update(message) + padder.finalize()

ciphertext = encryptor.update(padded_data) + encryptor.finalize()

return iv + ciphertext

def decrypt_message(ciphertext, key):

backend = default_backend()

iv = ciphertext[:16] # [Tonyyaem MHUIIMATM3UPYIOLTUI BEKTOP U3 MIM(POTEKCTA

ciphertext = ciphertext[16:] # OcraBuiasicst 4acTb — COOCTBEHHO IU(PPOTEKCT

cipher = Cipher(algorithms. AES(key), modes.CBC(iv), backend=backend)

decryptor = cipher.decryptor()

padded_plaintext = decryptor.update(ciphertext) + decryptor.finalize()

unpadder = padding. PKCS7(128).unpadder()

plaintext = unpadder.update(padded_plaintext) + unpadder.finalize()

return plaintext

# IIpumMep UCIoIb30BaHMA:

message = b"Hello, world!"

key = os.urandom(32) # I'enepupyem ciydaitHbiid 256-OUTHBIN KJIIOY

ciphertext = encrypt_message(message, key)

print("3ammdpoBaHnoe coodienue:", ciphertext.hex())

plaintext = decrypt_message(ciphertext, key)

print("PacmmdpoBannoe coobdmienue:", plaintext.decode())

Aror kox ucnonb3dyer AES B pexume CBC (Cipher Block Chaining) nis mmdgpoBanust u
nemmppoBanus coodieHusi. OH Takxke ucnonbdyer PKCS7 mis nononHeHus cooOImenus 10 Kpart-
HOCTH pa3mepy O10ka. OOpaTuTe BHUIMaHUE, YTO B STOM MPUMEPE UCTIONb3YeTCsI TeHepalysl Clryva-
HOTO KJII0Ya U MHUIIMAJIM3UPYIOLIETO BEKTOPa ¢ MOMOIIIbI0 “os.urandom()".

JaBaiite pazdepeM KO MOIIAroBo:
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1. UIMmopT HEOOXOAMMBIX MOITYJICH:

— Mpsl umnoptupyeM HeoOXoavMble MOIYJU U3 OubOmorteku “cryptography™: “Cipher” mns
co3manus oObekTa mudpa, “algorithms™ msa BeiOOpa anroputma mudpoBaHus (B IaHHOM cIydae
AES), ‘modes” 11 BeiOopa pexnma g poBanus (B 1aHHOM ciaydae CBC), “padding” ais paGoTs
¢ nornoHeHreM cooomienus, u “default_backend” mist BpiOOpa O3KeH/Ia M0 YMOTYAHUIO.

— Take MBI IMITOPTHPYEM MOLYJIb 08, YTOOBI ICIIONIb30BaTh (PyHKIIO “urandom()” as1s reHe-
paluy CITyJaiiHbIX JaHHbIX.

2. ®yukims “encrypt_message()

— OyHKIMS TPUHUMAET COOOIIEHNE U KJTI0Y B KAUECTBE apryMEHTOB.

— I'enepupyetcs cnyvaitHblid HHUIMATM3UpYomwid BekTop (IV) amuHoi 16 GaidT.

— Cozpaercs oobekT mmgpa AES B pexume CBC ¢ 3aganubv kimodaom u [V.

— Coznaerca oobekt nmagauara PKCS7 ns nononHeHus: cOOOIIEeHUs 10 KPaTHOCTU pa3Mepy
onoka (128 owmr).

— Coobrmenue nomnonHsiercs v mmdgpyercs ¢ nomoripio AES.

— BosBpamnaercs IV BMecTe ¢ 3aimmppoBaHHBIM TEKCTOM.

3. ®ynkiuums “decrypt_message()

— OyHKIMS TPUHUMALT 3al(PPOBAHHBINA TEKCT U KJIIOY B KAYECTBE apryMEHTOB.

— IV usBnekaercst u3 mudporekcra.

— Cozpaercs oobekT mmgpa AES B pexumve CBC ¢ 3aganubvM Kmodaom u [V.

— PacumdgpossiBaercs 3anmgpoBaHHbIi TEKCT ¢ iomoibio AES.

— INpumensiercs oopatHoe nononHerne PKCS7 k pacmmdppoBaHHOMY TEKCTY.

— BosBpatnaercst pacimm@poBaHHBIN TEKCT.

4. Tlpumep UcCnoNb30BaHUS:

— Cospaercs ciyyaitnoe coodmienue b"Hello, world!™".

— I'enepupyercst cyvaiiHbIi K04 AuHO# 32 Oaiita (256 Our).

— Cooorienue mudpyercs ¢ UCTIOIb30BaHUEM KJTI0YA.

— 3amm@poBaHHBIA TEKCT BBIBOAUTCS Ha 9KPaH B LIECTHALIATEPUYHOM (popmare.

— 3ammpoBaHHbIN TEKCT JeMM(PYyeTCs C UCMOIb30BAHUEM TOTO K€ KJTIoYa.

— PaciumgpoBaHHbIi TEKCT BHIBOAUTCS HA 9KPaH.

bubmioteka “cryptography” — sto Oubnmoreka Ha si3bike Python, Kotopast mpenocraBiisieT
BBICOKOYPOBHEBBIE KPHIITOTpaprueckre MpUMHUTUBHI 1J1s1 oOecrieueHnst 6e30MacHOCTH JaHHBIX. OHa
MpeIoCTaByIsieT yIoOHbI HHTepdeic i MuppOBaHUs, XEIIMPOBAHUS, TEHepaluK CIy4YalHbIX
yKcel, a TaKkKe APYTUX KpUnTorpaguyeckux onepauui.

‘cryptography” cTpeMUTCs ITPEeJOCTABUTD ITPOCTOM M Oe30TACHBIH CITOCOO BBITIOHEHH S KPHUIITO-
rpadpudeckux oneparmii B Python, ucronb3ys Jydinve NpakTUKY 0e30MacHOCTH U AITOPUTMBI (-
poBanus. OHa sIBJIsIeTCs] ONHOW U3 HanboJIee MoMmyIsipHbIX OMOMMoTeK Kpurrtorpaduu ais Python u
IIUPOKO UCTIONB3YeTCs ISl pa3paboTKU OE30MaCHBIX IPUIIOKEHUN U CHCTEM.

Ota OGubnMoTeKa MpeaocTaBiseT BHICOKOypoBHeBbie API miss MHOrMX Kpurrtorpaduyeckux
OTepaIyii, 4To JelaeT ee OYeHb YIOOHOW B UCIIOJB30BAHUM Jake I pa3paOOTUMKOB 0e3 Tiry0o-
KHX 3HaHW# Kpunrorpagun. OHa Takke oOecredrBaeT HATUBHYIO MOJJIEPKKY JIIsl MHOTUX aJITOPUT-
MOB II(POBAHUS U XEIUPOBAHUS, UTO MTO3BOJISIET BHIOMPATh HanOO0JIee MOAXOASAIINIA AITOPUTM IS
KOHKPETHOM 33/1a4H.

Anroputm RSA (Rivest—Shamir—Adleman) siBiisieTcsi OIHUM M3 CaMbIX PaclpOCTPaHEHHBIX
ACMMMETPUYHBIX AJITOPUTMOB IM(ppoBaHus. B oTmure ot cummeTpudHoro nmdpoBanus, rae s
mrdpoBaHus U AMM(POBAHUS UCTIONB3YETCSl OMH U TOT e KJI0Y, B ACMMMETPUYHOM IU(pOBa-
HUH UCTIONB3YeTCs Mapa KIoUel: myOTMIHbIA U TPUBATHBIN.

1. ITyGnu4HBIA KITI0Y:

— ITyOnuuHbIA KITI0Y UCTIONB3YeTCsT Il (P POBaHKS TAHHBIX.

— OH MoxeT ObITh CBOOOIHO PaCIPOCTPaHEH M JOCTYIICH ISl BCEX.
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— [My6nuyHBIi KITI0Y OOBIYHO MCTIONB3YeTCs J1s1 IU(POBAHUS CEKPETHOM MH(pOpMAIINK riepe]
€€ OTIPABKOM MOJTyYaTeio.

2. [IpuBaTHBIN KJIOY:

— IlpuBaTHBIN KJTIOY UCTIONB3YETCS s ACM(pPOBAHUS JAHHBIX, 3a(POBAHHBIX C UCTIONb-
30BaHMEM COOTBETCTBYIONIETO MyOIMYHOTO KJTI0Ya.

— DTOT KJIOY JIOJKEH XPAHUTHCS B TallHE M OBITh U3BECTHBIM TOJIBKO BJIAJIEIIBILY.

— [IpuBartHbIii K104 0OecTIeunBaeT BO3MOKHOCTD AeMM(ppOBaHUs 3aIIU(POBAHHBIX JAHHBIX U
JOCTYII K OPUTMHAJIBHON MH(OPMALIH.

[Tporiecc mudpoBanus ¢ ucnosab3oBaHueM aaroputma RSA crnemyormii:

1. IMonmyvaresnb TeHEpUpPYET Napy KJII0Yen: MyOIMYHbIA 1 TPUBATHBIH.

2. OH pacnpocTpaHsieT CBOW MyOJIMYHBIA KJTIOY, a TPUBATHBIN KJIIOY OCTAeTCsl B CEKpeETe.

3. OTmpaBUTEIh UCTIONB3YET MYOMUYHBIN KITIOU MOTydaTesst 1Jist MM POBaHUS COOOIIEHHUS.

4. Tlomy4artesib MCHIONIB3YET CBOM MPUBATHBINA KJIIOY /715 ACMM(pPOBAHUS COOOIIEHHS U TIOITy-
YEHUs1 OPUTMHATIBHOTO TEKCTa.

Paccmorpum npumep koga Ha Python, nemMoHcTpupylommii mmdppoBanue U aemdgpoBaHue
COOOIIIEHUSI C UCTIONIb30BaHMEM anroputMa RSA u3 6ubnmorekn “cryptography

“python

from cryptography.hazmat.primitives import serialization

from cryptography.hazmat.primitives.asymmetric import rsa

from cryptography.hazmat.primitives.asymmetric import padding

from cryptography.hazmat.backends import default_backend

# I'enepanms KmodeBoil napel RSA

def generate_rsa_keys():

private_key = rsa.generate_private_key(

public_exponent=65537,

key_size=2048,

backend=default_backend()

)

public_key = private_key.public_key()

return private_key, public_key

# IIudpoBanue cooOIEHUs C UCTIONb30BAaHUEM MYOIMYHOTO KJTI0oUa

def encrypt_message(message, public_key):

ciphertext = public_key.encrypt(

message.encode(),

padding. OAEP(

mgf=padding. MGF1 (algorithm=serialization.NoEncryption()),

algorithm=serialization.NoEncryption(),

label=None

)
)

return ciphertext

# HemmdpoBanue cooOIIeHNsI ¢ UCTIONb30BAHUEM MTPUBATHOTO KJTI0YA
def decrypt_message(ciphertext, private_key):

plaintext = private_key.decrypt(

ciphertext,

padding. OAEP(

mgf=padding. MGF1 (algorithm=serialization.NoEncryption()),
algorithm=serialization.NoEncryption(),

label=None
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)
)

return plaintext.decode()

# IIpumep ncnonb30BaHUs

if _name_ =="_main__":

# ['eHepaliys KJIIOUEBOU Maphl

private_key, public_key = generate_rsa_keys()

# OpurnHasIbHOE COOOIIeHUEe

original_message = "Hello, Bob!"

# ludpoBanue cooOIeHus

encrypted_message = encrypt_message(original_message, public_key)

print("3ammdgpoBanHoe coodienue:", encrypted_message.hex())

# [lemmdppoBaHme COOOIIEHUS

decrypted_message = decrypt_message(encrypted_message, private_key)

print("PacmmdppoBannoe coodmienue:", decrypted_message)

ITOT KOJ BHIIOJIHSET CJIEAYIOIINE [Iaru:

1. I'enepanus kmoveBon napel RSA (“generate_rsa_keys()"):

— B oroii (yHKIMM coO3maeTCsl HOBBI OOBEKT TMPUBATHOTO KJOYA C  TIOMOIIBIO
MeTosia generate_private_key()” u3 momyns ‘rsa’. Mbl ykaseiBaeM public_exponent=65537" u
“key_size=2048" 17151 reHepaliy KJoJya C napaMmerpamu, pekoMmeHayembimu ajist RSA.

— 3areM Mbl TonyvyaeM MMyOJIMYHBIA KJIIOY M3 MPUBATHOTO KJlOYa C TIOMOIIBIO METofa
“public_key()".

2. Iudpposanue coodiienus ("encrypt_message(message, public_key)"):

— B 3101 (pyHKIIMHU MBI I PYeM cOOOIIEHHE C UCTIONB30BAHMEM ITyOIMYHOro Kiovya booda.

— M1 BbI3BIBaeM MeTof, “encrypt()” y oObekTa MmyOIMyHOro Kimoda. B kauecTBe aprymeHTa Mbl
nepegaeM OANTOBYIO CTPOKY, MPECTABIAIONIYI0 COOOIIEHNE, KOTOPYIO Mbl XOTHUM 3alii(poBaTh.

— Mpl Takke mnepeaaeM mnapamerpbl M(poBaHMsA, BKJIO4Yas meror nomnoiHeHuss OAEP
(Optimal Asymmetric Encryption Padding), koTopsii siBfisieTcsi cranAapTHbIM 17151 RSA.

3. Hemmudposanue coodiienus (“decrypt_message(ciphertext, private_key)"):

— B 1001 pyHKImu Mbl genmmdgpyem 3ammdpoBaHHOE COOOIIEHHE ¢ UCTIONH30BAHUEM TTPUBAT-
Horo KJiova booa.

— MBI BbI3BIBaeM Metoz “decrypt()” y oObeKTa MpUBaTHOTO Kilovya. B KauecTBe aprymeHTa Mbl
repesiaeM 3alr@pOBaHHBIN TEKCT.

— MpmI Takke mepegaeM mapameTrpsl IemrgpoBaHuUs, BKIIOYAs TOT ke METO[ JOTMOTHEHHS
OAEP.

4. Tlpumep UcCnoNb30BaHUS:

— Mu1 reHepupyem kimoueBylo napy RSA.

— Cozpmaem opurnHaibHoe cooOmenue "Hello, Bob!".

— Iudpyem 310 COOOIIEHNE C UCTIONB30BAHUEM ITYOIMYHOTO KITI0YA.

— Hemmdppyem 3ammdppoBaHHOE COOOITIEHHE C UCTIONB30BAHUEM MPUBATHOTO KJTI0YA.

— BeiBoguM Ha 3KpaH 3ammgpoBaHHOE U paciigpoBaHHOE COOOIIECHHUS.

Takum 00pa3zoM, KOJ IEMOHCTpHUpPYET MU(ppOBaHUe U el poBaHre COOOIEHUI C UCTIONb-
30BaHMeM anroputMa RSA, KOTOpbIii UCTIONB3YeT Mapy KIouel: MyOnuyYHbIi U ipuBaTHbIA. [Tyomy-
HBIA KJTIOY UCTIOJIb3YeTCs 1S IM(pOBaHusl, a MPUBATHBIA KJTIOY )11 e POBAHUS.

BaxHO OTMETHTH, YTO B STOM INpUMeEpPe HEOOXOOMMO aKKypaTHO OOpaIaThCsi ¢ MPUBATHBHIM
KJIIOYOM, TaK KaK €ro yTeuka MOKET MPUBECTU K KOMITPOMETAIMH KOH(PUACHIIUAIBHBIX JaHHBIX.

IT1OT MeToA, IU(pPOBAHUS HIMPOKO UCTIONb3YETCS B KPUNTOrpadu4eCKUX MPOTOKOJIAX, TAKUX
kak SSL/TLS, kotopelii oOecnieunBaeT O6e30MacHYIO Tepeavyy JaHHBIX B WHTEPHETe, TaKylo Kak
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COBEpIIICHNE OHJIAMH-TIOKYTIOK, JOCTYI K 3allWIICHHBIM BeO-caiiTaM U 0OMeH KOH(UACHIIMATBHON
uHgopmarpei. Hanpumep, npu otkpeitun 3amuinenHor crpanuisl HTTPS B Opaysepe, cepsep
OTIPABJISIET CBOW MYOTMYHBIN KJTIOY, KOTOPBINA MUCTIONB3YeTCs IS 3a(poBaHus JaHHBIX, & 3aTeM
cepBep AeU@pPYyeT UX C TOMOIIIBIO CBOETO MPUBATHOIO KJIIOYA.

[Tpumenenue anroputMoB 1mmdpoBanus, Takux kak AES n RSA, B npaktuueckux 3agadax
oOecrieunBaeT 3aIuTy KOH(UAESHIIMAIBHOCTH IAaHHBIX MpH Tepeaade 1no cetd. OHU UCTONb3YITCS
B Pa3IMYHBIX 00JIACTX, BKJIIOYAS 3aIIUIIEHHYIO Tiepeaqy (aiyioB, 0OMEH COOOIeHUMH, Hdpo-
BaHME JIEKTPOHHOM TOUTHI U MHOTOE Jipyroe. BaxxHO BHIOMpATh MOIXOASIIHMNA aJITOPUTM IU(pPOBa-
HUS ¥ TPABIJIBHO YIIPABJIATD KJIOYaMHU JJ1s1 0OecriedeH s HaIe)KHOM 3aIUThI IAHHBIX B PA3IMYHBIX
CLIEHApHSIX UCTIONb30BAHUSI.

— AyrenTuduxkanms

AyTeHTH(}UKAIMSA — 3TO MPOLECC MPOBEPKU MOJIMHHOCTU TOJIb30BATENsl WM YCTPOMCTBA,
YTOOBI YOEIUTHCS B €0 UASHTUYHOCTH TIepejl MPEeJOCTaBICHUEM JIOCTYTA K CUCTEME, JAHHBIM HJIH
pecypcam. DTOT MpPOIECC UrpaeT KJIOYEBYI0 poiib B OOecrieueHnr Oe30MacHOCTH MH(MOpMAalui ¢
3alIUTe OT HECAHKIIMOHUPOBAHHOIO JOCTYIIA.

AyTeHTU(UKAIUS SBJISETCS BaKHOM cocTaBJstioniei npu co3nanuu VPN (BupTyaibHOM YacT-
HOM CeTH), TaK Kak 00ecrevrBaeT MpOBEPKY MOMJIMHHOCTY TOb30BaTENIe U YCTPOWCTB, KOTOPHIE
TMOJIKJTIOYAIOTCS K 3alUieHHoN ceTu. B konTekcte VPN aytenTu(uKkanms BumoaHsercs st ooec-
nieyeHus1 6e30MacHOro JJOCTYIa K pecypcaM CeTH U3 YIAJICHHBIX MECTOIOJIOKEHUI Yepe3 UHTEPHET.

[Tpu Hactpoiike VPN nosnb3oBater 0ObIYHO MPOXOAAT ay TEeHTU(DUKAIIMIO MTPY TIOIKITIOYEHUH K
yIJIEHHOW CeTH. DTO MOKET BKJIIOYATh B Ce0s1 PEI0CTABICHNE YUETHBIX JaHHBIX (JIOTMHA U MApOJIs)
WJIM UCTIOJIb30BaHKE IPYTHUX METOJOB ayTeHTU(UKALIMY, TAKUX KaK CepPTU(UKATHI WK OIHOPa30BbIe
MapoJIy.

Jns obecnieuenus 6ezonacHocT VPN-coeqrHeHns MOTYT TPUMEHSTBHCS pa3IMYHbIe METOIbI
ayTeHTU(PUKALUY, BKJIOYAS:

1. IMaponbHas ayTeHTH(]UKAILUS ABISIETCS OAHUM M3 HauOojee pacipoCTpPaHEHHBIX METO/IOB
MIPOBEPKU NOAJIMHHOCTH Tosb30Bartesieil npu noaxkmodyeHuu kK VPN. B atom MeTtone nons3oBarenu
MIPEJOCTABIISIOT CBOM YUETHBIE JAHHBIE, COCTOSAIIME U3 JIOTMHA (MJIM UMEHU T0JIb30BaTeIs) U apoJis,
U1 WAEHTU(UKAMY Y IPOBEPKU MOAIMHHOCTH NEPE JOCTYTIOM K 3allMIIEHHON CETH.

[Mpouecc maposbHO ayTeHTHU(HUKALIMN OOBIYHO BHIIJISIINUT CIEAYIOIMM 00pa3oM:

[Tons3oBareny HaumHaeT mnporecc nogkmodeHuss K VPN, OTKpelBasg IPWIOKEHUE WU
Hactpoiriku VPN Ha cBoeM ycTporicTtBe. [1j1s1 3T0ro oH 06s14HO BBOAMT aapec cepBepa VPN, Kk KoTo-
POMY XOYET MOIKJIIOYUTHCS, a TAKKE CBOM YUETHbIE IaHHbIE, BKJTI0Yasl JIOTUH U MapoJib. DTU IaHHbIE
HEeoOXoMMBI IJ1s1 ayTeHTH(HKauK nosib3oBaTens Ha ceppepe VPN u npenocraBieHus JOCTyma K
3aLUILEHHON CEeTH.

ITocne Toro kak mosb30BaTesb BBEJI CBOM yUETHBIE JaHHbIe, npuiokenue VPN ornpasiser nux
Ha cepep VPN 1151 npoBepku. DTO MPOUCXOAUT ITyTeM Niepeiaur MH(POpMALIMK Yepe3 UHTEPHET 10
3amudpoBaHHOMY KaHaJly CBsI3u J10 cepeepa VPN, riae nporcxoauT nporecc MpoBepKU MOJTUHHO-
CTH.

Cepeep VPN nosnyyaer nepeaHHble yU4eTHbIE JaHHbIE M CPABHUBAET UX C JIAHHBIMU, XpaHs-
muMucs B 6ase gaHHbIX. Ecim npegoctaBieHHble yueTHbIe JaHHbIe COBMAIAIOT C IAHHBIMH, XpaHsi-
IIMMUCS Ha CEPBEPE, ITO O3HAUYAET YCIIEIIHYI0 ayTeHTU(UKALIMIO MT0Ib30BaTe .

[Tocne ycnemHou ayrentudukaimu ceppep VPN ycraHaBivBaeT 3alllMIEHHbIN KaHAT CBS3U
MEX/1y MOJTb30BATEIbCKAM YCTPOMCTBOM U IIEJIEBOM CEThI0. DTO oOecreunBaeT 6e30MacHOCTb epe-
Ja4yM JaHHBIX, TaK Kak BCE JIaHHbIE, NIepe/laBaeMble Uepe3 3TOT KaHal, 3allri(poBaHbl U 3alUIIEHbI
OT HECaHKIIMOHMPOBAHHOTO JIOCTYMa WK TIepexBara TPEeTbUMHU JUIaMu. Takum o6pa3om, MoJb30-
BaTesIb MOJIydYaeT JOCTYIl K 3ammuiineHHon cetn yepe3 VPN, obecrieuriBasi KOH(PUICHITUATBHOCTD U
©€30MacHOCTh CBOE MHTEPHET-aKTUBHOCTH.
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[MaponpHas ayTeHTHU(UKAIMS YI0OHA B UCMIOIB30BAHUM M TIOHSATHA ISl OOJBIIMHCTBA TOJTb-
30Baresyiell, HO UMEET CBOU OrpaHuyYeHus B Oe3omacHoctu. Harpumep, nmapoian MoryT ObITh CKOM-
MIPOMETHPOBAHbI MPU HECAHKIIMOHMPOBAHHOM JOCTYIE WJIM aTakax nepedopa maposeid. [Tostomy
PEKOMEH/1yeTCsl IPUMEHSITh JOTOJIHUTEIbHBIE METO/Ibl Oe30MacHOCTH, TaKMe Kak JBYyX(aKTOpHast
ayTeHTU(DUKAIMS WIK UCTIONb30BaHMe OoJiee CJIOKHBIX Maposiei sl MOBBIIIEHNS YPOBHS 3aIlIUThI
IIPU UCTIOJIb30BAHUM MAPOJIbHON ayTeHTUuKauuu B VPN.

2. CeprucukarHas ayreHTU(PUKAIMS MPEJICTaBIsIeT COOOM MeTO/ MPOBEPKH TMOJTUHHOCTH
T0JIb30BaTeN e, IPU KOTOPOM UCTIONB3YIOTCS HU(POBbIE CEPTUPHUKATHI BMECTO TPAJAULMOHHBIX JIOTH-
HOB ¥ TlapoJjieil. DTOT MeTos odecrieunBaeT 0ojiee BHICOKUI YPOBEHb OE30MaCHOCTH, TIOCKOJIBKY OH
OCHOBaH Ha KpUNTOrpapuueckux KJo4yax, KOTOpbIE CJIOKHEE MOAJIeaTh WM CKOMIIPOMETUPOBATH.

B nporiecce ceprudukatHoi ayTeHTU(UKAIIMYA KaX/ bl MOJIb30BaTe/b UMEET CBOU YHUKAJIb-
HBII HU(POBOI1 CEPTUPUKAT, KOTOPBIA COAEPKUT €ro OTKPBITHIN K04 M UH(OPMALIUIO O €r0 JINYHO-
CTH, IOATBEP:KAeHHYI0 LIeHTpoM cepTrudukanmu (CA). [Tpy nonbiTke NOAKIIIOYEHUS K 3aUIIEHHON
CETH MOJIb30BaTe b MPEIOCTABIISIET CBOW CepTU(UKAT, KOTOPBII 3aTeM MPOBEPSETCS CEPBEPOM IS
MOATBEPKIEHUS €r0 MOJIMHHOCTH.

[Tpornecc cepTrduKaTHOM ay TeHTU(DUKALIAY TTPEACTABIISET COOOU MOCe0BATeIFHOCTD I1aroB,
rapaHTUPYIOIMX MOITMHHOCTh U O€30MaCHOCTh TOJIb30BATEIBCKOTO MOAKIIOUSHHUS K 3alUIIEHHOMN
CeTH.

— Tlonyyenue ceprudukara. B Hauane nosp3oBaresp noiayvaeT UU(pPOBOil cepTU(UKAT OT
Hajsie:xkHoro neHrpa ceprudukanuu (CA). DToT cepTUUKAT CONEPKUT OTKPBITHIN KJII0Y MOJIb30Ba-
Tessl U uHQopmauuio, noarsepkaeHHyo CA, Takylo Kak UMs U aJipec 1eKTPOHHOIN noyuTsl. [Tomny-
YyeHue cepTudukara — 310 NepBbI Iar K ayTeHTU(pUKALUK 1ojb3oBatess B cetd VPN.

— IlpenocraBnenue ceprudukara. IIpu nonsTke NOAKIIOYEHUS MOIb30BATENb [IPEJOCTABIISET
cBoil U poBOil cepTUdUKaT cepBepy. DTO AeaaeTcs BO BpeMsl MHUIMAMU coequHenusi ¢ VPN.
[lepenava ceptudukara no3BoJsET cepBepy MIEHTU(ULMPOBATh MOJIB30BATENIsl U HAYaTh MPOLIECC
MIPOBEPKU MOJIMHHOCTH.

— Ilposepka nogyuuHocTU. Cepeep VPN, nonyuus ceprudukar nonp3oBaressi, IpOBOAUT €T0
MIPOBEPKY. DTO BKJIOYAET CPABHEHUE cepTU(UKATA C JOBEPEHHBIM CIIMCKOM CEPTU(UKATOB, a TAKKe
IIPOBEPKY €ro craryca 1 NOAJMHHOCTH Y LieHTpa cepTudukanuu. Ecnu ceprudukar npusHaercs aei-
CTBUTEJIbHBIM U MOJUIMHHBIM, TO TI0JIb30BaTENIb CYUTAETCS Ay TEHTU(UIIMPOBAHHBIM.

— VcranoBka 6e3omacHoro kaHasa. [Ipu ycrenHo# ayTeHTU(UKAIMU cepBep U KJIMEHT ycTa-
HABJIMBAIOT 3AIUIICHHBIN KaHAI CBSI3U. DTO OOecreunBaeT KOH(pUASHIMATIBHOCTD U IIEJIOCTHOCTb
Nepe/laBaeMbIX JaHHBIX MEXIY IOJIb30BATEJEM U CEPBEPOM, TaK KakK BeCh Tpaduk 3amdpoBaH U
3allIMIIeH OT HeCAHKIIMOHMPOBAHHOTO JOCTYNA WM M3MEHEHMd. YCTaHOBKa OE30MacHOro KaHaja
3aBeplIIaeT Mpolecc CepTU(UKATHON ayTeHTU(PHKAIIIK 1 00ecriednBaeT Oe30MacHOe UCTIONb30BAHUE
VPN-coennnenus.

CeprudukarHast ayTeHTU(UKAIMS OOBIYHO UCTIONB3YETCS B KPYITHBIX OPraHU3alMsaX U KOPIO-
PATHBHBIX CETSX, rae TpeOyeTcsl BHICOKUI YPOBEHb OE30MaCHOCTH U KOHTPOJISI JOCTYTA. DTOT METOA
oOecrieunBaeT HaAEKHYIO 3aIIUTY OT HECAHKIIMOHMPOBAHHOIO JIOCTYIA U aTaK NepexBara JaHHBIX,
Aenasi ero MpearnoYTUTETbHBIM BHIOOPOM TSI 3aIIMThl YyBCTBUTEIBHOW MH(POPMAIIUHU B CETH.

JlaBaiiTe mpeacTaBuM, 4TO y HAC €CTh KOMITAHUs, IJie COTPYAHUKU padOTAIOT yIAJIEHHO U UM
TpedyeTcsi 6e30MacHbIid JOCTYI K KOPHOPATUBHBIM pecypcaM U3 JioOoi Touku mupa. s obecrie-
YyeHus1 6e30MacHOrO MOJKTIOUEHUsI COTPYIHUKOB K KOPHOPATUBHOM CETH MUCHIONIB3YETCs] TEXHOJIOTUS
VPN c ucnonb3oBaHueM cepTU(PUKATHON ayTeHTU(PHUKALUH.

B sTOM cuieHapum KaxIplil COTPYJHUK NOJTy4YaeT HU(ppPOBOi cepTU(pUKAT OT KOMIIAHUU, KOTO-
Pblii COIEPKUT €r0 OTKPBITHIN KJTI0U U JINYHbIE JaHHBIE, TOATBEP K IEHHbIE KOPIIOPATUBHBIM LIEHTPOM
ceprudukarmu (CA). Ipu nonsitke noakmoueHus K VPN kaxIplil COTpYIHUK IPEAOCTaBIISIET CBOW
udpoBoii ceprudukar ceppepy VPN, 4ToObI MOATBEPAUTH CBOIO TIOIJTMHHOCTD.
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Cepep VPN 3arem npoepsieT ceptuduKkaTt COTpyIHUKA, CPABHUBAS €r0 C JOBEPEHHBIM CITUC-
KOM CepTU(DUKATOB UM oOparasick K koproparuBHoMy CA 111 pOBEPKH MOATMHHOCTH U CTaTyca
ceprudukara. Eciam ceprudukar cuuraercsi AEUCTBUTEIbHBIM U MOJJIMHHBIM, CEPBEP MPOIOLKAET
nporecc ayTeHTudUKaluu.

[Tocne ycnemiHol nmpoBepku cepTUdUKaTa CepBep M KJIUEHT YCTAHABJIMBAIOT 3alUIIEHHBIN
KaHaJl CBS3M, MCIOJIB3Ys MPOTOKOJBI MU(POBAHUS U KITIOUU U3 cepTrduKara. ITo odecrieynBaeT
KOH(UIEHIIMATIBHOCTD U LIEJIOCTHOCTD JIAHHBIX, [IEPEAABAEMbIX MEK/1Y COTPYAHUKOM U KOPIOPaTHUB-
HOH CEThIO, U MPEeJOCTaBIIsIeT Oe30MacHOE U HAJIe:)KHOE CoeIMHEHHe /17151 paOOoTHI yIaIeHHBIX COTPY-
HUKOB.

3. IByxdakTopHas ayTeHTH(PHUKAIH MTPECTABIIIET COOON MeXaHU3M Oe30MacCHOCTH, KOTOPBIH
TpeOyeT OT MoJIb30BaTeNel MPEIOCTABUTh HE TOJIBKO YTO-TO, YTO OHM 3HAIOT (HAIIpUMeEp, TApOJib), HO
Y YTO-TO, YTO OHU UMEIOT (HarpuMmep, yCTpoMCTBO ayTeHTU(]pUKaimu). B kontekcre VPN 310 03Ha-
YaeT, YTO MOMUMO CTaH/IAPTHOI'O BBOJA YUETHBIX JAHHBIX MOJIb30BaTENb TAKkKe JIO/DKEH MpeocTa-
BUTb JONIOJIHUTEJIbHBIN (DAKTOP MOATBEP:KACHUS.

OpuH u3 HauOoJee pacpOCTPaHEHHBIX BAPUAHTOB MBYX(DAKTOPHON ayTeHTU(MHKAIUN — ITO
UCTIONb30BAHUE OJHOPA30BBIX Maposiell Wind ToKeHOB. [locie BBOJAa OCHOBHBIX YYETHBIX JAHHBIX,
TI0JIb30BATENI0 HEOOXOMMO BBECTH YHUKAJIbHBIN OJHOPA30BBIH MAPOJib, KOTOPBIN TeHEpUpPYeTCs OO0
YCTPOICTBOM ayTeHTH(HUKALIMH, TMOO CTIEIUATBHBIM PUJIOKEHUEM Ha MX MOOWIJIBHOM YCTPOKCTBE.
ITOT MapoJib JISHCTBUTENIEH TOJBKO OJIMH pa3 U OOBIYHO UMEET OrPaHUYCHHOE BpeMsl KWU3HH, YTO
aenaet ero OoJjiee 3alUIEHHBIM OT KPaXk WU B3JIOMa.

Hpyro# noaxof K AByX(paKTOPHOU ayTeHTU(PUKAIIMK BKJIIOUAET UCTIONb30BAHUE TTPUTOKEHUN
ayTeHTU(UKAIMK HAa MOOUJIbHBIX ycTpoiicTBax. [locie BBOIa OCHOBHBIX YYETHBIX AAHHBIX TMOJIB30-
BaTeJIi0 HEOOXOIMMO BBECTH BPEMEHHBIN KOJI, KOTOPBIi reHepupyeTcst MPUIIOKEHUEM Ha UX YCTPOU-
CTBE. DTOT KOJI OOBIYHO MEHSETCSl KaXkIble HECKOJIBKO CEKYH/ U JIeMCTBUTENIEH TOIBKO B TEUYEHHE
OrpPaHUYEHHOTO BPEMEHH, UTO MOBBIIIAET YPOBEHb OE30MaCHOCTH JIOCTYTIA.

Ucnonb3oBanue npyxdakropHoit ayreHTUduKauu B VPN-cucreMax 3HaYMTEIbHO MMOBBIIIIAET
yPOBEHb O€30MaCHOCTH, TAK KaK JIaKe €CJTU 3JI0yMBIIIJIEHHUKY YAACTCS y3HATh UJTH MO100paTh OCHOB-
HOH TapoJib, €My BCE paBHO OyJeT HEOOXOAUMO MPEJOCTaBUTh JOTIOMHUTENBHBIN (PaKTOp MOATBEp-
KJEHUS [Tl YCIEIIHOTO BXO/a B CUCTeMY. DTO JeJlaeT JOCTYI K KOPIOPaTUBHBIM pecypcam Oolee
3aIIMIIEHHBIM U HA/IE)KHBIM, YTO OCOOEHHO BaKHO B YCJIOBUSIX PACTYIIUX YIpo3 KHOEpOe30MacHOCTH.

[IpexacraBym, YTO y HAC €CTh KOMITAHUsI, B KOTOPON COTPYAHMKHU PadOTAIOT yAaJeHHO U pery-
JIIPHO TOAKJTIOYAIOTCS K KOpriopatuBHOU cety yepe3 VPN mist jocTyna K BHYTPEHHUM pecypcam.
Jns1 obecrieueHnsi JOTIOTHUTEBHOTO YPOBHSI O€30MaCHOCTH KOMITaHUsI BHEAPSIET BYX(PaKTOPHYIO
ayTEeHTU(PUKALHIO.

Korpga corpynHuk mbiTaeTcsi NOgkMOYUThess K VPN, MOMMMO CTaHAApTHOrO BBOJA CBOETO
JIOTMHA U TIApOJIsl, eMy TaK:ke TpeOyeTcsi BBeCTH OTHOPA30BbIN MAPOJib, KOTOPBIN reHepUpyeTcs pu-
JIO’)KEHHEM ay TeHTU(DUKAIIMU HA €T0 MOOMJIBHOM YCTPOKCTBE. DTO MPUIIOKEHHUE TeHEPUPYET YHUKAITb-
HBI [LIECTU3HAYHBII KOJI KaXk/Iple HECKOJIbKO CEKYH]], KOTOPBIM COTPYIHUK JOJIKEH BBECTH B JIOIOJI-
HEHME K CBOUM OCHOBHBIM YYETHBIM JJaHHBIM.

Hanpumep, corpyaqHuk BBOAMT CBOY JIOTMH U IIaposb B puiiokeHne VPN Ha cBoeM KOMIIbIO-
Tepe, 3aTeM OTKPbIBAET MPWJIOKEHUE ayTeHTU(UKALIMM Ha CBOEM CMApT(OHE M BBOOUT TEKYIIMI
miectu3HayHbli Koz, [Tocie storo cepep VPN niposepsieT BBeJeHHbIE YUETHBIE JAHHBIE U OJJHOPA30-
BBl IIAPOJIb, ¥ TOJIKO MPY YCIIEIIHOM ayTeHTU(PHUKALIMY TPEAOCTABIISIET COTPYIHUKY AOCTYII K KOp-
MOPAaTUBHOM CETH.

Takoll moaXon K ayTeHTU(DUKAIMK TIOBBIIIAET YPOBEHb OE30IMACHOCTH, TaK KaK Jaxke eciu
3JIOYMBIIUIEHHUKY YIACTCSl Y3HaTh WM NIEPEeXBaTUTh OCHOBHOM MMapoib, €My BCE PaBHO MOTpedy-
eTcsl IOCTYI K YCTPOKCTBY C MPHJIOKEHUEM ayTeHTU(DUKAIIH, YTOOBI TOTYYUTh OTHOPA30OBINA KO,
370 enaeT npolece ayTeHTU(UKaIMU 0ojee HaeKHBIM 1 3alUIIAeT KOPIOPATHUBHBIE PECYPCHI OT
HECAaHKLIMOHMPOBAHHOTO JI0CTYIIA.

21



H. Kaprep. «Coznaii cBoir VPN. be3onacHoe UCIonb30BaHNE HHTEPHETA»

4. BuomMeTpudeckasi ayTeHTU(UKAIMS TPEACTaBIseT COO0M METO MPOBEPKU MOJTMHHOCTU
TIOJIb30BATENSl, OCHOBAHHBI HAa €r0 YHUKAJIBHBIX OMOJIOTMYECKMX XapaKTepUCTHKaxX. B KOHTEKcTe
VPN 3710 03HavaeT UCrosib30BAHKUE TAKMX MAPAMETPOB, KAaK OTIIEYATKU MAJIbIEB, CKAHUPOBAHUE JIMIA
WM TOJIOCOBAsl UACHTU(MDUKAIMS [T TIOATBEPXKICHUS JIMYHOCTH TOJIB30BATENS TIPU TOTIBITKE TO/-
KJIIOYEHHS K CETH.

[Tponecc GuoMeTprveckoi ayTeHTU(UKAITUN OOBIYHO HAYMHAETCS C PETHCTPAIlii OMOMETPH-
YeCKUX JIaHHBIX TOJIb30BaTeNsl B crcTeMe. Hanpumep, COTpyJHUK MOXET MpOWTH MpPOLELypy CKa-
HUPOBaHMS OTIEYATKOB MaJbIEB WM CO3aTh IU(MPOBOE M300pakeHNE CBOETO JIUIA. DTH TaHHBIE
3aTeM coxpaHsIoTcs B 6a3ze gaHHbIX VPN-cepBepa B 3ammdpoBaHHOM BUJIE.

[Ipu nonwiTke noakmoueHrus Kk VPN nonb3oBaTemo npemjiaraercs noarBepanTh CBOIO JINY-
HOCTb, TMPEJJOCTABUB HE TOJIbKO CBOW CTaHAAPTHHIEC yUeTHbIE JaHHbIE, HO U PO poLenypy Oro-
MeTpuyeckor uaeHTudukau. Harmprivep, moab30BaTestio MOKeT NOTpeOOBaThCsl MPOBECTH TMallb-
[IeM TI0 CKaHepy OTIIEYaTKOB MaJIbIIEB WJIM ITPOUTH MPOIEAYPY CKAHMPOBAHMSI JIUILIA.

Cepeep VPN 3arem aHaIM3UpyeT MpeloCTaBJIeHHbBIE OMOMETpUYeCKHe JaHHBIE M CPAaBHUBAET
UX C JaHHBIMH, COXpaHEHHBIMU B 0a3e TaHHBIX. ECIIM XapakTepUCTHKY MOJIb30BaTEs COOTBETCTBYIOT
JOaHHBIM B 0a3€ TAaHHBIX C JOCTATOYHOW CTETIEHBIO BEPOSITHOCTH, MOAKIIIOYEHHE pasperiaercs. B mpo-
THUBHOM CJTy4ae JIOCTYII K CETH OTKJIOHSIETCSI.

Bnarogapsi MCMONMb30BaHUIO YHUKAIBHBIX OMOJIOTMYECKUX XapaKTEPUCTUK OMOMETpHUecKast
ayTeHTU(UKAIMsI 00eCreYnBaeT BHICOKUN YPOBEHb Oe30MacHOCTH U MPEOTBPAIIAET BOZMOXHOCTD
HECAHKIIMOHUPOBAHHOTO JIOCTYMA K KOPHIOPaTUBHBIM pecypcaMm uepe3 VPN.

5. TIpoTOoKOJIBl ayTEHTU(UKAIMKA WIPAOT KJTIOUEBYID pONb B OOecreYeHrH Oe30MacHOro
nocryna Kk cetd VPN. OHu onpenesisiioT MeTobl U MPOLEAyPbl, KOTOPBIE UCIOIb3YIOTCS ISl PO-
BEPKU MOJJIMHHOCTH T0JIb30BaTeser npu noakmoueHnu k. VPN-cepsepy. B 3aBucuMoctHt ot ypoBHS
0e30MacHOCTH U TPeOOBAaHMUN KOH(DUTYPAIU CETH, MOTYT MPUMEHSTHCSA Pa3IMUHble MPOTOKOJBI
ayTeHTU(PHUKALHY.

OpnvH U3 caMbIX paclpOCTPaHEHHBIX MPOTOKOJIOB ayTeHTUu(ukauuu — 310 PAP (Password
Authentication Protocol). B 3Tom npoTokone nosip30Baresip NpeJoCcTaBIseT CBOM JIOTUH U MapoJib,
KOTOpbIE 3aTeM oTnpasisAoTca Ha cepsep VPN s nposepku. Xorsa PAP npoct B peasinzanuu, oH
MeHee 0e30MaceH Mo CPAaBHEHHIO C JPYTMMH MPOTOKOJIAMH, TaK KaK Y4YeTHbIE JaHHbIEe TepeaaloTcs
B OTKPBITOM BH/IE.

s ynydimenust 6e3omacHOCTH 9acTo uctonb3yercs nporokon CHAP (Challenge Handshake
Authentication Protocol). Ilpu ucnons3oBanun CHAP cepep reHepupyeT cilyyailHblil BbI30B
(challenge), koTopsbIl OTIIpaBiseTCA MOb30BaTe0. [lob30BaTeNy 3aTeM UCIONb3YeT CBOW Mapoiib
TSI CO3/IaHMSI X3II1A STOTO BBI30BA, KOTOPHIN OTIIPABJISAETCS] 0OPaTHO HA CepBep It MPOBEPKH. DTOT
MeToj1 ayTeHTU(UKaImu Oojiee Hale)KeH, TaKk Kak Maposib HUKOTA He MepeaeTcsl 1o CETH B OTKPHI-
TOM BHJIE.

Eme onnuM pacnpoctpaHeHHbIM MpoTOKojioM ayreHTudgukaimu sieisercss EAP (Extensible
Authentication Protocol). EAP sBnsiercst 6oee ruOKuM MPOTOKOIOM, KOTOPBIN NOIICPKUBACT Pas-
JU4YHBIEe MeTofbl ayTeHTu(ukauuu, Takue kak EAP-TLS (EAP-Transport Layer Security), EAP-
TTLS (EAP-Tunneled Transport Layer Security) u PEAP (Protected Extensible Authentication
Protocol). 91tu MeTopl oOecneunBaioT 6osiee BHICOKHIA YPOBEHb O€30MaCHOCTH, TaK KaK UCTIONb3YIOT
cepTU(UKATHI WU Jpyrue MeXaHU3Mbl IM(POBAHUS 1J1s1 IPOBEPKH MOATMHHOCTH TTOJIb30BaTEIEH.

[Tpumep ucnonb3oBanus nporokosna PAP (Password Authentication Protocol) B koie mMoxer
BHIIVISIICTH CIIEAYOIMM 00pa3oM Ha ctopoHe cepBepa VPN, ucnonk3ymomero Python u 6udmmorexy
“pyrad” 1t pabotsl ¢ mpotokonoM RADIUS, KoTOphiil 0OBIYHO CHOIB3YETCs 1S Ay TeHTH(UKALUH
B VPN:
“python
from pyrad.server import Server
from pyrad.dictionary import Dictionary
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from pyrad import packet

# Cozmaem kiacc ajs ceppepa VPN

class VPN AuthServer(Server):

def _HandleAuthPacket(self, pkt):

# IlomyyaeM uMs NOJIB30BATENs U NTAPOJIb U3 MaKeTa ayTeHTU(PUKALUN

username = pkt.get(1)

password = pkt.get(2)

# 3nech OOBIYHO MPOMCXOAUT MPOBEPKA YUETHBIX TAaHHBIX B 0a3e JaHHBIX WU JAPYTOM HCTOU-
HUKE

# B 1aHHOM mIpriMepe Mbl IIPOCTO MPOBEPSIEM, UTO TAPOJIb HE MTyCTON

if username and password:

# Ecnu maposnb He MyCTOM, OTIpaByisieM OTBET, YTO ayTeHTU(DUKAIIMS MTPOIIUIA YCIEIITHO

reply = self.CreateReplyPacket(pkt, packet.AccessAccept)

else:

# Ecnu maposnb mycToid, OTIpaByisieM OTBET, YTO ayTeHTHU(DUKAIIMS HE ylalach

reply = self.CreateReplyPacket(pkt, packet.AccessReject)

# OTnpaBiisieM OTBET KJIUEHTY

self.SendReplyPacket(pkt.fd, reply)

# Cozmaem sx3eMIuIsp Kiacca cepeepa VPN u 3amyckaem ero

def main():

# 3arpyxaem cnoBapb arpuOyToB RADIUS

dict = Dictionary("/path/to/dictionary/file")

# Coznaem sxzemiuisip cepepa VPN, ykasbiBasi cjioBapb U opT

srv = VPN AuthServer(dict=dict, authport=1812)

# 3amyckaem cepeep

srv.Run()

if _name_ =="_main__":

main()

It0 6a30BbI IpUMep cepepa VPN, KOTOpBII MPUHUMAET MaKeThl ayTeHTH(HUKALUK OT KJIU-
€HTOB, U3BJIEKAET yUeTHbIe JaHHbIE (JIOTHH U Mapojib) U MpoBepsieT UX. B 1aHHOM NpuMmepe ayTeH-
TU(UKALMSA CUUTAETCS YCIELIHOM, €CJIU NAapoJib HE IYCTOM, MHAue ayTeHTU(UKAalKs OTKJIOHSAETCS.

Bbubmoreka “pyrad” aBisiercst Python-peamzamueit RADIUS (Remote Authentication Dial-In
User Service), KOTOPbI IIMPOKO UCIIONb3YeTCs AJis ayTEHTU(UKALMY, aBTOpU3aLuy 1 yueta (AAA)
[0JIb30BaTeEJIed B ceTaX, BKiaodass VPN.

RADIUS (Remote Authentication Dial-In User Service) — 3T0 mpOTOKOJI CETEBOrO YpOBHSI,
KOTOPBIA MO3BOJISIET IIEHTPAIM30BAHHO YHPABIATh ayTeHTU(UKalMell, aBTopu3aled U y4eToM
TMOJIb30BaTeNIell B pachpeiesieHHbIX ceTsx. OH padoTaeT Mo KJIMEHT-CEPBEPHOM apXUTEKType, Iie
KJIMEHTBI OTHPaBIAIOT 3anpockl Ha cepeep RADIUS nns ayreHTH)UKAIMK OIb30BaTENEN.

bubmioteka “pyrad” — 310 Python-6nommoTeka, mpenocTaBisionas HHCTPYMEHTHI I CO3/1a-
Hust RADIUS-cepBepoB u kreHToB. OHa TIO3BOJISIET pa3padaThiBaTh MPUIOKEHUSI, B3aMMOJICHUCTBY-
oe ¢ RADIUS-cepBepamu 151 peanu3anvy ayTeHTU(UKAIMA U aBTOPU3ALUM M0JIb30BATEIIEH.
“pyrad” obnervaer co3gaHue MOJb30BATELCKUX CEPBEPOB ayTEHTU(DUKAIIUM, TAKUX KaK CEepBEphI
VPN.

B npuBenenHoM npumepe kofa “pyrad” ucrnonb3yercs 1715 co3aHus npocroro cepsepa VPN,
KOTOpPbI TIPUHUMAET TMaKeThl ayTeHTU(DUKAIIMU OT KJIMEHTOB, U3BJIEKAET yUeTHbIC JaHHbIE (JIOTUH
Y Tapojib) ¥ MpoBepsieT MX. B 3aBUCMMOCTH OT pe3ysibTaTa MPOBEPKH CEpBEP OTIPABISET MAKETHI
Access-Accept um Access-Reject. DToT npumMep AeMOHCTpUPYeT OA30BBIM MEXaHU3M ayTeHTH(U-
Kalluyd Ha OCHOBE Maposisi, UCNosb3ys mpoTokosl RADIUS.
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“pyrad” moAepKMBAET Pa3IMUHbIE MPOTOKOJIBI ayTeHTU(UKaluy, Takue kak PAP (Password
Authentication Protocol), CHAP (Challenge Handshake Authentication Protocol), EAP (Extensible
Authentication Protocol) u apyrue. Beioop mpoTokosia 3aBUCHT OT TpeOOBaHUI O€30MACHOCTH 1 KOH-
(urypauum cetu.

B nieniom, “pyrad” o6ecrieunBaeT yaoOHBIN CIIOCOO CO3/IaHUS CEPBEPOB ayTEHTU(DUKAIMU, BKITIO-
yasi cepepbl VPN, ¢ nomorsio npotokona RADIUS. On npenocraBiisieT MMPOKUN HAOOp MHCTPY-
MEHTOB /151 padOTHI ¢ ayTeHTU(UKAIIMEN MOIb30BaTeN el B PaCIIPEeIeHHBIX CETSX, YTO JeJaeT ero
MOMYJISIPHBIM BBIOOPOM 151 pa3pabOTYMKOB, CO3JAIONINX MTPUTIOKEHHS CeTeBOW OE30MaCHOCTH.

Paccmorpum npumep koma Ha Python, xotopsiii gemoHcTpupyer ucnonb3oBaHue CHAP
(Challenge Handshake Authentication Protocol) mist ayrenTudgukaimu kiveHTta Ha cepeepe VPN:

“python

from hashlib import md5

# ®ynkuusa qis renepauu CHAP-otBera Ha Bbi3oB BeizoBa CHAP ot cepsepa

def generate_chap_response(password, challenge):

# KoHKareHalys naposs ¥ BbI30B BbI30Ba

concat = password + challenge

# X3IIMpPOBaHUE PE3YJIHTATOB

hashed = md5(concat.encode()).hexdigest()

return hashed

# IIpumep ucnonszoBanuss CHAP

def main():

# ITaposnb nosp3oBaresns

password = "secret"

# BbI30B BbI30Ba OT CEpPBEPA

challenge = "challenge123"

# I'enepaiiss CHAP-oTBeTa Ha BbI30B BbI30Ba

chap_response = generate_chap_response(password, challenge)

# Dmynsauus ornpaBku CHAP-otBeta Ha cepep

server_response = authenticate_with_server(chap_response)

# IIpoBepKa ycIelHOCTH ayTeHTU(UKALIIH

if server_response == "Access-Accept":
print(" AyrenTudukaims ycneusa. [lonp3oBarens nomyuui OCTyI K CETU.")
else:

print(" AyreHTH]UKaIMA He yranack. [JocTyn K ceTu 3anpelteH. ")

# Oyukuus qis smynsiun otnpaBku CHAP-oTBeTta Ha cepBep 1 MoTydeHus OTBETa OT cepBepa

def authenticate_with_server(chap_response):

# B peanpHOM mipuMepe 3aechk 01 Obl Kop, 1151 otiipaBku CHAP-oTBeTa Ha cepBep U mosyyde-
HUS OTBETa OT cepBepa

# B JaHHOM NpUMeEpe Mbl IPOCTO IMYJIUPYEM OTBET CEpBEpa

if chap_response == "5d41402abc4b2a76b9719d911017¢592": # Ilpumep xsma CHAP-
oTBeTa A1 napos "secret” u BoizoBa "challenge123"

return "Access-Accept”

else:

return "Access-Reject”

if _name_ =="_main__":
main()

ENXN

Paz6epem miaru B npumMepe Kopa:
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1. B Havasie koga umnoprupyercs pyHkimsa mdS” u3 monyins “hashlib’, kotopas ucnonb3yercs
JUTs X3IIUPOBAHUS IaHHBIX MeToioM MDS.

2. 3arem omnpenensercs yHKIUs “generate_chap_response(password, challenge)’, kotopas
MPUHUMAET TMapoib TMONb30BaTeNIsl U BBI30OB BHI30BA OT CEpBEpa B KauecTBE apryMeHTOB. BHyTpu
(byHKIIMM TIapoib ¥ BHI3OB BHI30Ba KOHKATEHHPYIOTCS BMECTE, 3aTeM pe3yJbTaT XdIIMpYeTcsl C
UCTIONb30BaHueM ajroputmMa MDS5, 1 Bo3Bpaiaercs XaIMpoBaHHBIN OTBET.

3. ®dynkimsa "main()’ ompenesnseT OCHOBHYIO JIOTMKY IIporpaMMbl. B 3toil  (yHKUMM
3aJaeTcsl Maposib IMOJb30BaTelsl M BBI30OB BbI30BA OT CEpBEpPA, 3aT€M BbI3bIBACTCHA (DYHKIMSA
“generate_chap_response()” mis cozganuss CHAP-orsera. [locie 3toro smynupyercsi oTnpaBka
CHAP-otBera Ha cepep pyHKkLuel authenticate_with_server()", 1 BO3BpalliaeTcsi OTBET OT CEpBEPA.

4. ®dyukuus “authenticate_with_server(chap_response)” amymupyet ornpaBky CHAP-oTBeta
Ha CepBep U IMOJTyuyeHUe OTBETa OT cepBepa. B JaHHOM nprMepe OTBET OT cepBepa IMYJIUpYeTcs
cpaBHeHueM nonyueHHoro CHAP-oTBeTa ¢ 3apaHee 3aJaHHbIM MPaBUJIbHBIM 3HaUeHueM. Ecim nosny-
YEHHBIN OTBET COOTBETCTBYET OXHJaeMOMY, TO (DYHKIIMSI BO3BpaiaeT cTpoky "Access-Accept”,
YTO O3HAYaeT YCIEIIHYI0 ayTeHTU(UKALMIO, B IPOTUBHOM CIIyyae BO3BpAILlaeTCsl CTpoKa "Access-
Reject".

5. ®yHkumsa ‘main()” BbI3BIBAETCS B KOHLIE POrPaMMBI 151 3aIlyCKa OCHOBHOM JIOTMKU.

ITOT KOJI SMYJIMPYET MpoLecc ayTeHTuguKauu kiareHTa Ha cepsepe VPN ¢ ncnionpzoBanuem
CHAP. BaxxHO OTMETHUTD, UTO B peajibHOM NpriiokeHun cepep VPN oTripasisi Obl BHI30B BHI30Ba
KJIMEHTY, a KJIMEHT B CBOIO ouepeb otrpasiisi 061 CHAP-0oTBeT Ha cepBep AJis TPOBEPKH.

ITporokon EAP (Extensible Authentication Protocol) nmpeacrapisietr cod6oit pacivpsieMblil po-
TOKOJI ayTeHTU(DUKAIIMU, KOTOPBI MO3BOJISIET BBIOMPATh PA3IMYHble METOAbl ayTeHTU(DUKAIIUN B
3aBUCHIMOCTH OT KOHKPETHBIX TpeOoBaHMii ceTH. [laBaiite paccMoTpum mpumep koaa Ha Python,
KOTOPBIN IeMOHCTpUpyeT ucnonb3oBanue EAP nis ayrentudukanmm kiveHra Ha ceppepe VPN:

“python

# IIpumep ucnonszoBanust EAP nna ayrentudukanym kiaveHnTta Ha cepsepe VPN

def authenticate_with_server(username, password):

# 3nech ObLT ObI KO TSI OTIPABKY JAHHBIX ayTeHTH(HUKAIIUK Ha CepBep U MOJIyUYEeHUsI OTBETa

# B 1aHHOM TIprMepe Mbl ITPOCTO IMYJIMPYEM YCIEIIHYI0 ayTeHTU(DUKAITIO

return True

def main():

# YueTHble JaHHbBIE MOIb30BATEIIS

username = "user123"

password = "password123"

# IlonbiTKa ayTeHTU(UKALMU ¢ Ucnonb3oBaHueM EAP

if authenticate_with_server(username, password):

print(" AyrenTrdukarms ycneusa. [lonp3oBarens nonyuui OCTyI K CeTU.")

else:

print(" AyreHTH]UKaAIMA He yranack. [JocTyn K ceTu 3anpelteH.")
if name ==" main_ ":

main()

ENXN

ITOT KOJ SMYJIMpPYET Ipoliecc ayTeHTu(guKalmy nons3osarens Ha cepsepe VPN ¢ ucnons3o-
BaHueM npotokona EAP.

1. B ¢yHkumu "main()” orpenesieHsl yYeTHbIE JIaHHbIE MOJIb30BaTeNsd (MMs MOJIb30BaTeNs U
Maposb).

2. 3aTeM  TPOMCXOAUT  TOMBITKA  AyTeHTU(UKAIMK,  BbI3bIBASA  (PYHKIHIO
“authenticate_with_server(username, password)". B peasbHOM npusioxeHnu 3ta (PyHKLMS OTIIpaB-
nsina Obl yUETHBIE JaHHbBIC Ha CepBep Uil TPOBEPKHU.
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3. B nanHom npumepe yHkuus “authenticate_with_server()” mpocTo sMyJaHMpyeT YCIEIIHYIO
ayteHTU(duKanuio. OHa TPUHUMAET YUYEeTHBIE JaHHbIE TIOIb30BaTessl (MM MOJIb30BaTeIsl U MapoJib),
MpoBepsieT X W BO3BpalaeT OyIeBo 3HaueHue ~True’, eciiv ayTeHTU(HKaIMs yCrelHa.

4. B 3aBUCHMOCTHU OT pe3y/bTaTa ayTeHTH(HUKALIMK, POrpaMMa BHIBOJUT COOTBETCTBYIOILEE
COOOIIEHUE O TOM, YAAJIOCH JIM MOJIB30BATENIO TTOYYUTh JAOCTYI K CETH.

STOT IpUMep KoJia IEMOHCTPHUPYET OOIINIA ITPOIIecC ayTeHTU(HUKAIUY C UCTIONb30BaHUEM ITPO-
tokona EAP, Ho B peabHOM npritoxkennn pyHKims authenticate_with_server()” OymeT conepxarb
OoJiee CIOXKHYIO JIOTUKY 1T ayTeHTU(UKAITUY TT0JTh30BaTessl Ha cepBepe VPN.

BBIOOp KOHKPETHOTO MPOTOKOJA ayTeHTU(DUKAIIMY 3aBUCUT OT TpeOOBaHMA OE30IMacHOCTH U
KOH(puryparmu cetd. BaxkHo BHIOpaTh MPOTOKOJ, KOTOPbINA 00ECTIeUnBAET ONTUMAIBHOE COYETAHUE
6e30MmacHOCTH, YI0OCTBa UCIIONB30BAHUS 1 COBMECTMOCTH C UMEIOIIEHCs] MH(PPACTPyKTYpOH.

Bce ati MeTonsl ayreHTH(DMKAIMK TIOMOraloT odecneuuTh Oe3onacHocTh VPN-coeauHeHu ,
rapaHTUpysl, YTO TOJBKO aBTOPU30BAHHBIC MOJIB30BATEM MOMYYAlOT AOCTYI K 3aIUINEHHOW CETH,
YTO BaXKHO JJTs 3aIIUTHI KOH(DUICHITUATIBHOCTH IAHHBIX Y TIPEIOTBPAILEHN I HECAHKIIMOHUPOBAHHOTO
JOCTYyTIA.

2.2. Yrpo3bl 0e301aCHOCTH B COBPEMEHHBIX CeTsX

— CeteBble aTaku: CereBble aTaky MPEICTABISIOT COOOM pa3sHOOOpa3HblE METOIBI B3JIOMa
Y HapylieHusi 0e30MacHOCTH CEeTeH, IeIbI0 KOTOPBIX YacTO SIBJISIETCS MONTyYeHHe HECAaHKIIMOHUPO-
BaHHOIO JIOCTYIA K JaHHbIM WK cepBucaM. OHU MOTYT IIPOMCXOAUTH KaK Ha YPOBHE COEIMHEHUs,
TaK ¥ Ha YPOBHE MPUKJIAIHOTO MPOrPAMMHOTO 0OeCTieueHH s, PEACTABIIsIsA Pa3IMuHble Yrpo3bl Jis
KOH(UIEHIIMATIBHOCTH, LIEJIOCTHOCTU U JOCTYITHOCTHU AaHHBIX. O3HaKOMJIEHUE C OCHOBHBIMU BUJAMU
CETEeBBbIX aTak IO3BOJISIET JIyUllle OHATh yA3BUMOCTH CETE U NMPUHATH COOTBETCTBYIOIIME MEPHI IO
3alUTe OT HUX.

[NepexBar 1aHHBIX — OfIHA U3 HaMOOJIEe PACIPOCTPAHEHHBIX aTaK, IPU KOTOPOM 3JI0yMBIIIICH-
HUK TOJTy4aeT AOCTYH K repeaaBaeMoir MH(GOpMAIK, HECMOTPSI HA TO, YTO OHA MOXKET OBITh 3anmd-
posana. Ilonaenka nakeToB MoO3BOJISIET 3JI0YMBILUIEHHUKY CO3/aBaThb U MOIM(ULIMPOBATh CETEBbIE
MaKeThl JUIS1 BHINIOJHEHUS Pa3jMYHbIX BUJOB aTaK, TAKMX KaK IOJMEHA JaHHBIX WM BBEACHUE B
3a0MysKIeHre cucTeMbl 3auThl. OTKa3 B oocmyxkuBanuy (DoS) HanpaBieH Ha Meperpy3Ky pecypcoB
CEeTH WJIM CepBUCA, YTO NMPUBOAUT K HEJOCTYITHOCTH JJIs1 JIETAJIbHBIX TO/Ib30Bareneil. Pacripenenen-
HBIE aTaku oTKa3a B oOcyxuBanun (DDoS) eme 6omnee 3¢peKTUBHBI, TOCKOIBKY OHH UCTIONB3YIOT
MHOKECTBO KOMIIBIOTEPOB 11 KOOPAMHUPOBAHHOI'O HAIAACHUS HA LIEJb.

JlI 3aIIMTBI OT CETEBBIX ATaK MCIOJIB3YIOTCA PA3JIMYHBIE METO/bI, BKJIIOYAs UCIOJIb30BAHUE
cpencTB MM(POBAHUS ISl 3aLUTHI [IepeJaBaeMbIX JAHHBIX, BHEAPEHUE MEXaHU3MOB ayTeHTU(UKA-
UM JJ151 IPOBEPKU MOJJIMHHOCTY TIOJIb30BaTENIe U YCTPOWCTB, a TAK)Ke HACTPOWKY CETeBbIX OpaH[-
May3pOB U CUCTEM OOHApy:KEHHs BTOPKEHUH JIJIs MOHUTOPUHTA ¥ OJIOKMPOBAHUS TTOA03PUTETbHOM
akTMBHOCTU. OCO3HaHKE PA3JIMYHBIX BUJOB aTak U METOJOB MX MPEJOTBPAILEHUS SBIISIETCS KII0Ye-
BBIM aCMEKTOM 0OecreveHus Oe30MacHOCTH CETH B COBPEMEHHOM MH(MOPMAIMOHHOM MUpE.

[ToHnmaHue pa3aIMYHBIX BUJOB CETEBBIX aTaK U METOJOB UX MPEJOTBPALICHUS SABISETCS BaXK-
HOW cocTapJstioniei rmpu co3panuu cooctBeHHoro VPN. TMockonbky VPN nipeanasHaueH st odec-
nieyeHust Oe30MacHOTO M 3AlUIIEHHOTO COCAMHEHUsI Yepe3 OOLIEeJOCTYITHbIe CETH, OH TMOIBEPXkKEH
pa3IMyYHBIM yrpo3aM, TAKUM Kak TepexBaT JaHHbIX, Mojaeka naketos, DoS u DDoS araku.

[pu cozpanum coocrBeHHOro VPN HE0OX0AMMO YUUTHIBATh STU YTPO3bl M IPUHUMATH MEphI
Ui 3aiuThl oT HUX. Hampumep, ncnons3oBanue npotokonoB mudposanust B VPN coeannennu
MIOMOTaeT MpPeIOTBPATUTh NIepeXBaT JAHHBIX, & MEXaHU3MBbl ayTEeHTH(PHUKAIUK 00eCTIeYnBaIOT TO/-
JIMHHOCTb TOJIb30BaTeNIell U YCTPOMCTB, MpeJoTBpallias HeCaHKUMOHUPOBAHHBIN aoctym. Kpome
TOTO, HACTPOMKA CETeBBIX OpaHAMAay3pOB M CHCTEM OOHApYKEHHS BTOPKEHHI MO3BOJISIET MOHUTO-
pUTH ceTeBOM TpauK U OIOKMUPOBATH IONO3PUTENBHYIO AKTHBHOCTb.

26



H. Kaprep. «Coznaii cBoir VPN. be3onacHoe UCIonb30BaHNE HHTEPHETA»

Takum 00pa3oM, 3HAHKE METOJOB MPEJOTBPAILCHHUS CETEBbIX aTaK U UX pealu3alysi B CO3/1a-
HuM codctBeHHoro VPN momoraoT obecrieunts 0e30MacHOCTh M 3alUIICHHOCTh TepeaBaeMbIX
nanHbiX B cetd. Cozganue VPN ¢ ydeToMm 3THX acleKTOB MO3BOJISET MOJIB30BaTEIsAIM OE30MacHO
oOMeHMBaThcsl MH(pOpMAIMed uepe3 HeHaIeXkKHbIe CEeTH, Takve Kak oOmiectBeHHble Wi-Fi Touku
JOCTyTa, MUHUMH3HUPYSI PUCKUA YTEUKU KOH(DHUICHIUATLHON WH(MOPMAIUY U HECAHKIIMOHUPOBAH-
HOT'O JOCTYyIIA.

PaccMoTpuMm KpaTko HEKOTOpPBIE PACIPOCTPAHEHHBIE BUIIBI CETEBBIX aTaK M METO/IBI UX MPEIOT-
BpaIllCHUS:

1. IlepexBar JaHHBIX:

— Mertonp! mpenoTBpaitieHust: Micrnosb3oBanue NpoToKoJoB mudpoBaHus, Takux kak SSL/TLS,
IPSec, niis 3amumtel nepegaBaeMoi HHGOPMAIUKU OT MepexBara.

2. INogpenka makeToB:

— Mertons! npenoTBpaieHusi: Vcronb3oBaHue MEXaHU3MOB IMPOBEPKH 1IEJIOCTHOCTH TTAKETOB
(manpumep, HMAC), ayreHTudukanus u mudppoBaHue s oOecriedeHus eJOCTHOCTH U O/ TUH-
HOCTH JJAHHBIX.

3. Otka3 B oocnyxuBanuu (DoS):

— Mertons! ipepoTBpartenusi: Hactpoiika ceteBbix OpaHAMay3poB Uil (pUIbTpaly Heskea-
TEJILHOTO TpauKa, OrpaHIMUeHre CKOPOCTH 3aIpOCOB, UCTIONB30BAHUE CPEACTB OOHapyxeHus DoS
Y CHCTEM KeIIMPOBaHMS [Isl CMSTYCHUS aTak.

4. PacnipeiesieHHble aTaku OTKa3a B oociyxkuBanuu (DDoS):

— Mertons! npenoTBpamienusi: Vicrnonab30BaHue CPeCTB sl pacnpesiesieHnst Tpapuka, TaKux
kak CDN (Content Delivery Network), HacTpoiika cuctem obHapyxenus:t DDoS, ¢unbsrpanus Tpa-
(buka Ha ypoBHe IpoBaiiiepa ceTu.

5. BHezipeHue BpeJOHOCHBIX PO paMM:

— Mertonpl mpenoTBpallieHUs: YCTaHOBKA AHTMBUPYCHOTO MPOTPAaMMHOTO OOecreyeHusl,
UCTIONB30BaHUE OpaHMay>pOB U CUCTEM OOHAPYKEHHS BTOP:KEHUH 111 OJIOKUPOBKHU BPEIOHOCHBIX
(haityioB 1 mporpamMm.

6. Ataky Ha ayTeHTU(UKALMIO:

— Meroapl npenotBpailieHus: BHenpeHne MexaHU3MOB [BYX(PaKTOpHOM ayTeHTH(UKALIH,
UCIIOb30BaHUE CUJIBHBIX MApOoJIel 1 METOIOB ayTEHTU(DUKAIMY C OTKPHITBIMU KJIIOYAMHU.

7. ConmanbHasi MHKEHEPUS:

— Mertons! npenoTepamienusi: O0yueHre Moib30BaTesiell OCHOBaM KHOepOe30MacHOCTH, OCO-
3HaHWE PUCKOB U ITPU3HAKOB MOIIEHHUYECTBA, UCTIOJIb30BAHNE MEXaHU3MOB ITPOBEPKHY MOIMHHOCTH
BHYTPUOPTaHU3AIIMOHHBIX KOMMYHUKAITHA.

8. OuImHr:

— Metons! npeoTBpaieHrst: PuabTpais U OJTOKUPOBKA TOI03PUTEIIBHBIX TTHCEM, 0OyUeHIe
TOJIb30BAaTE e y3HABATh MPU3HAKY (DUIITMHTOBBIX aTaK, CTIOb30BAHUE AaHTUBUPYCHOTO MTPOTPaMM-
HOro oOecrieueHusI U paclIMpPEeHH J1s 3aIUThl OT BPEJOHOCHBIX CalTOB.

3amuTa ceTy TpedyeT KOMILJIEKCHOTO MOX0/1a, BKJII0Yasi KOMOMHAIMIO TEXHIUECKHUX PEeIleHUH,
MOJIUTUK OE30MacHOCTU U OOyUeHHUs MepCOHaa.

— ConuajbHas uH:keHepusi: ColmanbHasi WHKEHEPHS TMPEACTaBIseT COO0M KPUTHUECKH
BaKHBII acleKT KnOepOe30MmacHOCTH, KOTOPbI (POKYCHpYeTCsl Ha MAaHUITYJIMPOBAHUU YeJIOBEUYECKIM
(bakTOpOM TSI TOCTMKEHUSI LieJield 37I0YMBIIIUIEHHUKA. DTOT MOAXO/ BKJIIOYAeT B ceOs1 pasHOOOpa3-
HbIe METOMbl, B TOM YHCJIe (PUIIIMHTOBBIE aTak, 0OMaH, MHCANIEPCKUE Yrpo3bl U JApyrue (hopMbl
COLMAJILBHOTO MaHMITYIMpoBaHUsl. PUILMHT, HAIIPUMEP, YAaCTO OCHOBAH Ha OTIIPAaBKE MOIEIbHBIX
NEKTPOHHBIX THCEM WM CO3IaHMU BeO-CATOB, UMHUTHUPYIOUIUX JIETUTUMHBIE PECYpCHI, C LEJbIO
oOMaHa NoJIb30BaTeNIel 1 MOTyYeHHs UX KOH(UAESHIIMAIBHONW MH(POPMAIIH, TAKOW KaK TApOJIU WU
JaHHBIE OAaHKOBCKUX KapT.
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Jlpyrue MeTosipl COLMAIbHOW MHKEHEPUU MOTYT BKJIIOYATh OOMaH, IMPU KOTOPOM 3JI0YMBIIII-
JICHHHUKU NPEACTABIAIOTCA JICTUTUMHBIMU II0JIb30BATC/IAMU WM COTPYOIHUKAMU, IITO6]:»I MOJIYYHTh
JOCTYII K 3alMIIEHHBIM CHCTEMaM WM MOMOYb B OCYILLIECTBJIEHUM aTak M3HyTpu. Hcainepckue
YI'pO3bl TAKKE ABJIAIOTCA JacTou HpO6.H€MOI71, Korjga 3JIOYMBIIJICHHUKW WJIK OaK€C HEOOBOJIbHBIC
COTPYAHMKHU UCIIOJIB3YIOT CBOM AOCTYII K CUCTEMaM U I/IH(I)OpMaLII/II/I B KOPBICTHBIX NJIX BPEAOHOCHBIX
LEJISAX.

[Nonnmanue u 60prba coryaIbHON MHXEHEPUH TpeOyeT He TOJIbKO TEXHUYECKUX Mep Oe3ormac-
HOCTH, HO 1 00y4eHHsI COTPYJHUKOB H TIOJIb30BaTENIEH O MPU3HAKAX MOIIIEHHUYECTBA, ITpaBuIax 0e3-
OIACHOCTH ¥ METOJaX 3aLIUThl OT COLIMAIbHOIO MaHUITYIMpOBaHUA. DPPEeKTUBHAS 3aIIUTA OT TAKUX
aTak BKJIIOYaeT B ce0s1 KOMOMHAILIMIO TEXHUUYECKUX CPEACTB (Hampumep, (priIbTparys IeKTPOHHON
MIOYTHI, AHTUBUPYCHOE TIPOrpaMMHOE OOecrieueHre) 1 o0yueHusl TiepcoHana (Harpumep, TPEeHUHTH
1o Knu6epOe30acHOCTH, TECTUPOBAHKE HA (DUILIUHT).

CornuaipHasi MTH)XEHepHsl UMeeT MPsIMOe OTHOILEHUE K CO3/IaHuI0 U Ucronb3oBaHuio VPN u3-
3a ee MOTEHIMAJIbHOTO BJIMSHUS Ha KOHEYHOTO IMOJIb30BatTesisi U 0e30MacHOCTh ceTh. PaccmoTpum
HECKOJIBKO CIIOCOOOB, KaK COITMaTbHAs MHKEHEePH MOXeT ObITh CBsI3aHa ¢ co3nanueM VPN:

— ®umuHr 1 ayreHTH(hONKANA

®dummHr 1 ayTeHTUUKAINS UMEIOT TECHYIO CBsI3b ¢ cozaanrueM VPN, ocoOOeHHO B KOHTEKCTe
©€30MacHOCTH TOJIb30BaTENEH U 3aIIUTHI OT HECAHKITMOHUPOBAHHOTO AOCTYNA K ceTH. PUITMHTOBbBIE
aTaky, HaIlpaBJICHHBIE HA TIOJIyYEeHUE YUETHBIX JAHHBIX MOJIb30BATENs, MOTYT IPEACTABIATh CEPhE3-
HYI0 yrpo3y i 6e3omacHocTd VPN. 310yMBIIIJIEeHHUKY MOTYT OTIIPABJIATH (haJIbIIMBbIE IEKTPOH-
HbIE [TMChMa WJIM CO3/IaBaTh MOJIE/IbHbIE BEO-CTPAaHUILIB, IMUTHPYIOIUE CTPAHUIIBI ay TEHTH(PUKALTAH
VPN-cepBHUCOB, C 11e/1bI0 00MaHa IMoJIb30BaTelield U 3aCTaBUTh UX PACKPHIBATH CBOM YUETHBIE TAaHHBIC.

Korna nonb3oBaTenb CTaHOBUTCS KePTBOM (PUIIMHIOBOW aTaky U MPEJOCTaBIISET CBOM yUeT-
HbIE JIaHHbIE 3JI0YMbILIUIEHHUKAM, [TOCIEAHNUE MOTYT MCIOJIB30BaTh 3Ty MH(GOPMALIMIO 1Sl TOAKIIIO-
yeHusi K VPN oT umeHu nosb3oBaresis. IT0 MOXKET MPUBECTU K CEPbE3HBIM MOCIESICTBUAM, TAKUM
KaK HECAaHKLIMOHUPOBAHHBIN JOCTYI K KOPHOPAaTUBHBIM peECypcam WM yTeuka KOH(pUAECHIMAIbHOW
uHgopmaryu. Takum oOpazoM, 3(ppeKTUBHAS 3alIUTa OT (PUIIMHIA CTAHOBUTCS BAKHOM YaCTHIO
oOmieit ctpaterun 6e3onacHoctu VPN.

JI71st iperoTBpaliieHust aTak (PUIIMHTA U 3aIUTHl yYETHBIX JaHHBIX Tosb3oBateneit VPN HeoO-
XOAMMBI COOTBETCTBYIOIIME MEphl OE30MacHOCTH, TaKMe Kak oOydeHHe MOJb30BaTesiell MpaBuiaM
Y TIpU3HaKaM (PUINMHTA, PEeryaspHOe OOHOBJIEHHE U MOHUTOPUHT Oe3omacHocT VPN-cepBepos, a
TaKke WCIOJIb30BAaHNE METOJOB ayTeHTU(MHKAIIMN ¢ MHOTO(aKTOpHOM MpoBepKoi. TonbKko KOMOU-
HalUsl TEXHUYECKUX CPEJCTB U 0OyUEeHHUsI MOIb30BaTesIell MOKET 00eCTIeunTh HaAeKHYIO 3aIUTY OT
¢ummmnara u odecneunth 6e30MacHOCTh Uctob3oBanust VPN.

@OuUIMHIOBBIE aTaKM MPEICTABISAIOT CEPbe3HYI0 yrpo3y Ajisi 0e30MacHOCTH MOJb30BaTeNei
uHTepHeTa. OHU MOT'YT MPOSIBIIATHCS B BUJIE MOLAETbHBIX IEKTPOHHBIX IUCEM, KOTOPBIE BBINJISIAT
TaK, OyTO OHH OTIPABJIEHBI OT U3BECTHBIX OPraHU3AIMIA UM CEPBUCOB, M COIEPIKAT IPOCKOY Mpeno-
CTaBUTD JINYHbIC JTAaHHBIC WM MEPENTH 10 MOJO3PUTENbHBIM cChUTKaM. OJHUM U3 KJIIOYEBBIX IPU-
3HAKOB (PUILIMHTOBOM aTaKy SIBJISIETCS] HEOXKUAAHHOCTDh COOOIIEHUS UM €T0 YTPOXKAIOIIUI XapakTep,
HarpuMmep, MpeaynpexaeHue o OIOKMPOBKE aKKayHTa WM HEOOXOAMMOCTh CPOUHOM IIPOBEPKH JaH-
HBIX.

Jlns1 oOHapy)eHust (PUIIMHTOBBIX aTak Ba)KHO 0OpaIiaTh BHUMaHUE Ha Pa3IMYHble TPU3HAKH
TMOJIO3PUTENIBHOCTH, TaKue Kak opgorpapuyeckie Wi rpaMMaTHieckie OMMOKH B COOOIICHUSIX,
HeoObruHble URL-agpeca B cCchUIKax, a Takxke 3alpoChl MPeJOCTaBUTh KOH(UAESHITATBHYI0 HHPOP-
Maryio, 0COOEHHO €C/IM 3TO JIENAETCs Yepe3 JEKTPOHHYIO MOUTY UM HEeMPOBEPEHHbIE BEO-CaNTHI.
BautenbHOCTD M 3HAHUE OCHOBHBIX METONIOB (PHIIMHTA TIOMOTYT TOJIb30BaTeNIsIM U30esKaTh Moraia-
HUS B JIOBYIIKH 3JI0YMBIIUIEHHUKOB U 3AIIMTUTh CBOM JINYHBIE JAHHBIE Y YUETHbIE 3AITUCH.
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BaxHO Takke MCHOIB30BaTh JOIOJHUTEIbHBIE MEPBl 3alUThl, TAKUE KakK JByX(aKTopHas
ayTeHTH(UKAIWSA WIA aHTUBUPYCHOE MPOrpaMMHOE oOecrieueHre, YT00b MUHUMHU3UPOBATh PUCK
MONaJaHus o[ BAMsHUE (DUIIMHIOBBIX atak. [TpeocTopokKHOCTh U OCBEIOMJIEHHOCTD MOJIb30BaTe-
Jiell UrpaioT KJII0YEBYIO pojib B OOpPbOE C 3TUM TUTIOM KHOEpIPECTYITHOCTH 1 00eCTiedeHuH Oe30mac-
HOCTHU B UHTCPHETE.

— ConuasbHasi HHKeHepus B HacTpoiika VPN

CoumanbHasi MHAKEHEpUs SBJISIETCS OMHUM U3 HauOoJiee XUTPhIX METOAOB aTaku B KUOEpIpo-
CTPAHCTBE, I/Ie 3JI0YMBIIUIEHHUKY UCTIONB3YIOT MAHUITYJISIIIAIO XU OOMaH, YTOOBI MOTY4UTh JOCTYI K
KOH(UIEHIIMAIbHBIM JaHHBIM WM cucTeMaM. B koHTekcTe HacTpoiiku VPN conuasnbHas MHKEHe-
pUsi MOXKET MTPOSIBUTHCS Yepe3 MACKMPOBKY aTaKH MO/ JISTUTUMHBIE 3aIPOCHl OT COTPYHUKOB Opra-
HU3ALWU WY aIMUHUACTPATOPOB ceTH. Harmpumep, 3710yMBIIUIEHHUK MOKET TOMBITATHCS TOMYYUTh
JOCTYII K KOH(purypanmoHHsM JaHHeIM VPN, BeiiaBas ce6s 3a corpyaauka IT-otnena, 3anpammBa-
fo1ero MHGOPMAIIUIO TSI OOHOBJICHU s HACTPOEK Oe30IMacHOCTH.

Takue aTaku MOTYT NPHUBECTH K CEPbE3HBIM MOCIEICTBHUAM, MOCKOIBKY KOMITIPOMETAIIUS
HacTpoek VPN wm yreuka kimodedl mugpoBaHUs MOXET OTKPBITh JOCTYI 3JI0YMBIIIEHHUKAM K
3aIIMIIEHHON CeTU. DTO B CBOIO OUYEPEIb MOXKET MO3BOJIUTH UM IEPEeXBaThIBaTh KOH(UACHIIMATIBHYIO
MH(POPMAIHIO, OCYIIECTBIATh aTaKU BHYTPH CETH WM JIaXe BHEAPSTh BPEJOHOCHOE MPOrpaMMHOE
oOecrieyeHre M1 JAJIbHENIINX aTak.

JI71s1 3aIIUTHL OT COIMATBHON MHXEHEPUH HEOOXOAMMO OOEeCTIeunTh 00yueHHe COTPYIHUKOB
OpraHu3alMy OCHOBAM KMOepOe30MacHOCTH M Crioco0aM OOHApYKEeHUsI TOJO3PUTEIHON aKTHBHO-
cru. Takke BaXKHO MMETh CTPOTHE MPOLEAYpPbl Ay TEHTU(MDUKAIIN 1 aBTOPU3AIIIH, YTOOBI TPEAOTBPa-
TUTh HECAHKITMOHUPOBAHHBIN JOCTYN K HacTpoiikam VPN u apyrum KOH(pHUICHITNATbHBIM JaHHBIM.

— Uncaiinepckue yrpo3sl u 6ezonaciocts VPN

WNHcaiinepckue yrpossl, CBA3aHHBIE C COTPYAHUMKAMHU WIM MOAPSIIYMKAMM, HPEACTABISAIOT
Cepbe3HYI0 OMACHOCTD JIs Oe30macHOCTH ceTi 1 VPN. DTH yrpo3sl MOTYT BKJTIOYATh B Ce0s IOMBITKA
HEeJOOPOCOBECTHOTO MCIOb30BAHUS TPUBWIETHI JOCTYIA, MpeJocTaBlieHHbX uyepe3 VPN, s
HECAaHKLIMOHMPOBAHHOTO JIOCTYIAa K KOH(pUAECHIMAIBHON MH(OPMALIMY WJIH BHIIIOJTHEHUST BPEAOHOC-
HBIX JeWCTBUI B cetu. Harpumep, cotpynHuk, umetonmii joctyn K VPN st ynaneHHo# paOoThl,
MOJET NONBITAThCS MOMYYUTh AOCTYII K JAHHBIM, K KOTOPBIM Y HETO HET ITPaB JOCTYIA, WX BHEAPUTD
BpenoHocHoe I10 Ha cepBepa ceTu.

JI71s1 peioTBpaliieH! sl MTHCAWAEPCKUX YTPO3 BaKHO PETyIsIpHO OOHOBIISATH MOMUTUKY Oe3ormac-
HOCTH, KOHTPOJIMPOBATh U OPaHUYMBATh JOCTYN K KOH(UAECHIMAIbHON UH(OpPMALIUH, a TaKXkKe pea-
JIM30BBIBATh MEXAHW3Mbl MOHUTOPHMHIA U ayIuTa JUIsl BBISIBJCHUS MOJO3PUTEIbHON aKTMBHOCTU B
cetu. Takxe ciemyeT 0Oydyarh COTPYJHUKOB M TIOAPSIUYMKOB IO TIpaBUiIaM Oe3011aCHOCTH U TIPaBHJIb-
HOMY UCTOIb30BaHUI0 VPN, 4T0OB CHU3UTH PUCK BHYTPEHHUX yIpo3.

OpHako Aaxe ¢ HAIMYMEM Mep NMPeJOCTOPOKHOCTA M KOHTPOJISl, HEBO3MOXKHO IMOJTHOCTBIO
WCKJIIOYUTh BO3MOKHOCTh MHCAWIEPCKUX Yrpo3. [109TOMy BaKHO MMETh Takke MEXaHW3Mbl OOHa-
PY’KEHHs MHIIMICHTOB U OMEPaTHUBHOTO PearupoBaHMs Ha HUX, YTOOB MUHUMHU3UPOBATH yIIEpO OT
BO3MOXKHBIX MHIIJEHTOB O€30IMaCHOCTH, CBSA3aHHBIX C BHYTPEHHUMH YTPO3aMH.

— O0Gyuenue nonp3oBarenei o 6ezonmacHoctu VPN: O0ydeHue nosib3oBaresieit 0 6e30macHOCTA
VPN wurpaet kJ1oueByio poJib B 3alUTE OT YIrPO3, CBA3AHHBIX C COIUAILHON MHKEHEPUEeU U MOIIIEH-
HUYecTBOM. [Ipu3HAKKM MOIIIEHHUYECTBA U aTaK yepe3 COLMAIbHYI0 WHKEHEPHIO MOTYT OBITh XUTPO
CKPBITHIMH, TIO3TOMY Ba)XKHO OOYy4YMTb MOJIb30BaTEIEH paclio3HABATh MMOAO3PUTEIbHBIE CUTYalluH U
CJIeZI0BATh MpaBUIaM 0e30MacHOCTH. DTO MOXKET BKJIIOYATH B ce0s1 TPOBEACHHNE PErYIsSPHBIX TPEHUH-
rOB 1 00YyYaIoIIMX KypCOB, rie OyayT pacCMOTPEHbl TUITUYHBIE CIIEHAPHU aTaK, METO/IBl UX MPEeIoT-
BpallEHUs U AEUCTBUS, KOTOPBIE CIIEAYET NPEIIPUHSATh B CIydae MOJ03PUTEIbHON aKTUBHOCTH.

29



H. Kaprep. «Coznaii cBoir VPN. be3onacHoe UCIonb30BaHNE HHTEPHETA»

OobyueHune Takke MOXET BKJOYaTh B celsi pa3pabOTKy MPaKTHYECKUX PYKOBOJACTB U PEKO-
MeH/IaIui 1Mo 6e30rmacHOMY UCToNB30BaHMI0 VPN, Takux Kak MCHOIb30BaHUE HAJIeKHBIX MAPOJICH,
n30eranvie mMyonMKayy JTMYHOW MHGOPMaIMY B CeTH MpH noakmoyeHur K VPN, u mpoBepka nop-
JIMHHOCTU BeO-CaliTOB Tepe]] MpeaocTaBjIeHNeM YYeTHbIX AaHHbIX. [lonp3oBaTenu JOMKHBI OBITH
OCBEJIOMJIEHBI O TOM, YTO MOJiepKuBaTh Oe3ornacHocTh VPN He TONbKO B MHTEpecax OpraHu3allum,
HO M UX COOCTBEHHOH JIMYHOM O€30MaCHOCTH U KOH(PUICHIIMATIBHOCTH.

BaxHo Takke co3garh Ky/lbTypy O€30MacHOCTH B OpPraHU3allvy, TJie COTPYIHUKH MOIIEPXKU-
BalOT Jpyr Apyra B COOMIONEHUM IMPaBUJI OE30MAaCHOCTH U AENSTCS MH(pOpPMAIMER O HOBBIX Yrpo-
3ax WM uHIMaeHTax. O6yuyenue nonp3oBateneit o 6ezonacHocT VPN 1075KHO ObITh HENTPEPHIBHBIM
MPOLIECCOM, KOTOPBIH PETYJISIPHO OOHOBJISIETCS U QIANITUPYETCsl K U3MEHSIIOIIMMCS yTpo3aM U Tpe-
60BaHUsM OE30MaCHOCTH.

Takum 06pa3om, MoHUMaHKE 1 OOpbOa COITUATBHON MHKEHEPUH UTPAIOT BAXKHYIO POJIb B 00eC-
nedeHnn Oe3omnacHoctd VPN 1 3ammmre ceTrt OT HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA U aTakK.

— Bpenonocnoe 110

BpenonocHoe nporpamMmmHoe obecrieuenrie (BpenoHocuoe I1O) mpexacraBisieT coOoit cepbes-
HYIO yrpo3y AJisi UH(OPMAIIMOHHOW Oe301MacHOCTH, TIOCKOJIbKY OHO MOXET MPUYMHHUThH HETIONPaBH-
MBII BpeJ] Kak JUIsl OTAENBHBIX IMOJb30BaTeNel, Tak U i opraHu3aiuid. CylecTByeT MHOXKECTBO
Pa3IMYHBIX TUIIOB BPEJOHOCHBIX MTPOTPAaMM, BKJIIOYAsi BUPYCHI, TPOSIHBI, IIITMOHCKUE MTPOrPaMMbl 1
paHcoMBape. Bupychl — 310 mporpaMmel, KOTOpble MOTYT BHEIPATHCS B JIpyrue (pailjisl U pacnpo-
CTpaHsAThCs O€3 BeJoMa Monb30Batetsl. TpOsiHbI TPEICTABIISIOT COOO0M MPOTrPaMMBbl, KOTOPBIE KAXYTCS
0e3BpeJHbIMHU, HO Ha CaMOM JieJie CKPbIBAIOT BPEAOHOCHYIO (PYHKIIMOHATBLHOCTS. [IImronckue mpo-
rpaMMBl CJISAAT 3a AEHCTBUAMM TMOJIb30BaTessl 6e3 ero BeoMa 1 nepeaioT noayYeHHyo nHpopMa-
M0 3JI0YMBIIIIIEHHUKaM. PaHcoMBape GIOKMpyeT AOCTYI K JaHHBIM WJIH YCTPOWUCTBY TOJIb30BATENS
1 TpeOyeT BBIKYII 32 MX pa30IOKHUPOBKY.

Jl1s1 mpeoTBpalenusi, OOHapykeHus 1 yaaneHus BpegoHocHoro [10 ucrnonb3yoTes pa3nmd-
HbIe METObI U UHCTPYMEHTHI. [IpoakTHBHBIE MEpPBI BKJTIOUAIOT B ceOs1 yCTAHOBKY aHTUBUPYCHOTO ITPO-
rpaMMHOT0 oOecrieueHrst 1 OpaHAMay3pOB, PeryisipHble OOHOBJICHUSI TPOrPAMMHOTO 00eCTIeYeH S 1
OTePAIIOHHBIX CUCTEM, a TaKke 00yUYeHHUe TOJIb30BaTe/ el OCHOBaM KUOepOe30MacHOCTH, YTOObI OHU
MOIJIA Pacrio3HABaTh MOTEHIMAIBHO OMacHble cuTyanuu. Takxke 3(p(eKTUBHO MCIIONb30BaTh AHTH-
BUPYCHBIE TIPOrPaMMBbI C (DYHKIMSIMU B peajlbHOM BPeMeHHU, KOTOpble MOTYT OOHapyXKUBaTh U OJ10-
KupoBath BpenoHocHoe [10 10 ero akTuBaiym.

BaxHO Take peryisipHO MpOBEpsTh CUCTEMY Ha Haiumuue BpenoHocHoro 10 ¢ momorpio
AHTUBHUPYCHBIX CKAHEPOB U aHTUCTIAWBAPHBIX IporpamMM. B cityyae oOHapyxeHus BperoHocuoro 10,
HEOOXOIMMO HeMeJIJIEHHO TIPUHUMATh MEpHI T0 €ro yAaJIeHHIO, UCTIONb3ysl aHTUBUPYCHBIE CPEICTBA
WY CTIETIAJIM3U POBAHHBIE TTPOTPAMMBI [Ts1 Y1 IeHH s BPEIOHOCHBIX MPUJIOKEeHHIA. PesepBHOe Koru-
POBaHME JAHHBIX TAK)KE MOKET CMSATYUTD TOCTIE/ICTBUS aTaKu PAHCOMBApE, TIO3BOJISIsI BOCCTAHOBUTD
AOCTYN K MH(pOpManyu 6e3 yIiaThl BHIKYTIA.

2.3. 3amuTa JAaHHBIX B MyOJNYHBIX CETAX

— Bupryansnele yactHsie cetv (VPN): Bupryansabie yactHeie cetu (VPN) npeacrasisior
co00il TEXHOJIOTHIO, KOTopasi oOecreurBaeT Oe30macHoe M 3al@poBaHHOE COEAMHEHHE MEKTy
YCTPOICTBaMU uepe3 OOIIEeAOCTYIHbIE CETH, TaKhe Kak MHTepHeT. OHM OCHOBaHBI Ha MEXaHM3Max
mmdpoBaHus TpadriKka, KOTOpble 00ECeUnBaOT KOH(PUICHIIMATBHOCTh U HIEJIOCTHOCTh Tepe/iaBa-
emMbIX AaHHbIX. [TpuHimn padotel VPN 3akimovaeTcs B CO3JAaHUM 3alWICHHOTO TYHHENS MEXIY
YCTPOMCTBaMU NOJIb30BaTEN s U yJaleHHbIM cepBepoM VPN, KOTOpBIN BRICTYIIAET B KAUECTBE MOCPE-
HUKA JUIS NIepeayu JaHHbIX.
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OpHuM U3 KioveBbIX KOMIOHEHTOB VPN sBiserca TexHosmorus mudpoBaHUs, KOTOpast
UCTIONB3YETCS JUIsl 3allUThl JAHHBIX OT HECAaHKLIMOHMPOBAHHOIO JOCTYNa BO BpeMsl MX Iepenadu
o ceru. [lInposanre mo3BossieT mpeodpa3oBaTh UCXOAHBIE JaHHbIE B 3a(ppOBaHHbINA popMmar ¢
UCTIONIb30BAHUEM CIIELIMAIbHBIX AJITOPUTMOB U KJIIOUEH, YTO AEIaeT UX HEIPUTOIHBIMU JIJIs1 YTEHUS
63 COOTBETCTBYIOIIEro KIova emugppoBaHusi. ITOT Mpoliecc odecrieuyrnBaeT KOH(PUASHIMATBHOCTD
JAHHBIX U 3aILUTY OT NepexBara TPETbUMHU JIMLIAMHU.

MexaHuU3MBbI Ay TeHTU(DUKAIIAN UTPAIOT TaKkKe BakKHYI0 poiib B pabote VPN, obecrnieunBast mpo-
BEPKY MOJIMHHOCTH MOJIb30BATEJIEN U YCTPOICTB NIepe]l yCTaHOBJIeHUeM coequHenus. [lonb3oBarenu
JOJIKHBI TIPEOCTAaBUTh COOTBETCTBYIOIIME YUETHBIE JAHHBIE WX LIU(POBbIE CEPTU(DUKATHI 1S MO -
TBEPXKJEHUS CBOEH JISTUTUMHOCTH iepesi cepepoM VPN. D10 nomoraer npe1oTBpaTuTh HECAaHKIM-
OHMPOBAHHBIM JOCTYII K CETU U 3alLMINAET OT aTaK TUMa "TOJ/IeNIKa IMYHOCTH .

[Mpeumymecta ucnosnb3oBanust VPN U151 3alUTH JaHHBIX BKJTIOYAIOT BO3MOKXHOCTB 0Oecrie-
YyeHus1 0e30MacHO nepeaaur KoH(pUISHIIMATbHON MH(OpMAaILIMK Yepe3 OOIeAOCTYTHbIE U HEHAIE K-
HBIE CETHU, Takue Kak ooOmmecTtBeHHble Wi-Fi Touku goctyna. VPN Tak:ke Mo3BOJISI0OT 000MTH reorpa-
(uyeckue orpannveHus u 1eH3ypy B MHTepHeTe, odecrieurBasi CBOOOIHBIN JAOCTYN K KOHTEHTY U3
OO0 TOYKU MUPA.

— IIpokcu-cepBepbl 1 aHOHUMai3epbl: [IpoKcH-cepBepbl U AHOHMMAM3EPbl — 3TO UHCTPYMEHTBI,
KOTOpbIE UCTIONB3YIOTCS JIs1 00X0/a IeH3yphl U 3alUThl KoH(puAeHMansHoCcTH B MHTepHeTe. OHM
JEWCTBYIOT KaK NOCPEAHMKH MEXy MOJIb30BaTeIeM U 3alpallliBaeMbIM PECYPCOM, MEpEHANPaBIIsis
3aIpoChl Uepe3 CBOM CEpBEPHI M CKpbiBast ucxoaHbli IP-anpec nons3oBarens. [Ipokcu-cepBepsl MOTyT
OBITh HACTPOEHBI KaK HA YPOBHE MPUJIOKEHHUSI, TAaK ¥ HA YPOBHE OMEPAIIOHHON CUCTEMBI, 00ecTieyur-
Bas NepeHarpaslieHre Tpapuka JJisi BceX MPUJIOKEHUN WM TOJIBKO JJIs1 ONpeIe/IEHHBIX.

OHUM K3 OCHOBHBIX NMPEUMYILECTB MCIONb30BAaHUS MPOKCU-CEPBEPOB M AHOHMMAI3EPOB
SIBJISIETCS] BOBMOKHOCTB 00X0/1a reorpauiecKux orpaHMYeHui 1 1ieH3ypol. [lyTem Mapiipytizanum
CBOEro MHTEpHET-Tpa(rKa Yepe3 cepBepbl, PACOIOKEHHbIE B IPYTUX CTPAHAX, [TOIb30BATEIN MOTYT
TMIOJTyYHTh JOCTYM K KOHTEHTY, KOTOPBIN ObUT 320JIOKUPOBAH B X PEruoHe. IT0 OCOOEHHO IOJIe3HO
Jist 00Xoj1a OJIOKMPOBOK Ha OIpe/Ie/ICHHbIE BeO-CalThl WM CEPBUCHI, TAKKE KaK COIMAIbHBIC CETU
WJIU TIOTOKOBBIE IJIAT(POPMBI.

Kpowme Toro, mpokcu-cepBepsl 1 aHOHUMai3ephl TaKke 00eCIIeUnBAOT MOBHIIIICHHBIN YPOBEHb
AHOHMMHOCTH M KOH(UAEHIIMaIbHOCTH. T1ocKONbKY OHM CKpbIBalOT McxOoaHbI [P-agpec nonb3oBa-
TeJIs1, 3TO JIEJAET €ro CJIOKHEe [I1s1 TPEThUX JIUL] OTCIIEIUTh €r0 OHJIAH-aKTUBHOCTb U UJEHTU(ULM-
poBaTh. ITO OCOOEHHO BaXHO MPU UCMONB30BaHMM oOmecTBeHHbIX Wi-Fi ceteit wim nipu padote ¢
YYBCTBUTEJIbHON MH(pOpMAIMEN, KOIjia MoJIb30BaTeNId CTPEMATCS MUHUMU3UPOBATh PUCKU YTEUKU
MEPCOHAJIbHBIX TaHHBIX.

Tem He MeHee, ciie/lyeT TIOMHHUTb, YTO MPOKCU-CEPBEPhl M AaHOHMMa3ephl He 00eCIeurBaIOT
TIOJIHOM 3aIIUTHI OT BCeX BUAOB Yrpo3 B MHTepHeTe. OHM MOTYT OBITh TIOABEPKEHBI aTaKaM M KOM-
MPOMETAINH, OCOOSHHO €CJT OHHM HEIOCTATOYHO 3aIIUIIEHbI UM UCTIONB3YIOTCS] HeHA I KHBIMU MTPO-
Baiinepamu. [Tosp30BaTeNnsim cieayeT BHIOMpaTh IPOBEPEHHbIE U HAJIEKHbIE CEPBHCHI, YTOOBI 0OecTie-
YUTh OE30MACHOCTh U KOH(PHUICHIINATBHOCTh CBOMX JIAHHBIX MPH UCTIONb30BAHUU TPOKCH-CEPBEPOB
Y aHOHUMA3epOoB.

[Tpu BHIOOpE MpOKCH-CepBepa WM aHOHMMAii3epa ISl MCHOJIb30BaHHUS BAKHO YUUTHIBATH
HECKOJIbKO KJTIOYEBBIX (DAKTOPOB, YTOOBI 00ECHIEUnTh Oe301aCHOCTh, HAIEKHOCTD U 3(P(DEKTUBHOCTD
BaIllero MOAKIIOUeHus1. B mepByo ouepenp crieyer oOpamniath BHUIMaHUE Ha Oe30MacHOCTh U KOH-
(puaeHIMaPHOCTD BalllMX JaHHBIX. Jlydllre cepBUCHI MpearaloT BHICOKUN YPOBEHb IU(POBAHUS
Y aHOHMMHOCTb TOJIb30BaTeNel, a TaK:Ke HE XPaHSAT JIOrOB aKTWUBHOCTHU WM JIMYHYIO MH(OPMAaLUIO
T0JIb30BaTENEN.

Kpome Toro, BaxxHO 0OpaTuTh BHUMaHME Ha CKOPOCTh M TPOU3BOAUTEILHOCTD cepBHUca. Brico-
Kasl TIPOITYCKHAsI CIOCOOHOCTh Y MUHMMAJIbHAS 3a/IepKKa MOMOTYT OOECTIeUUTh OBICTPYIO 3arpy3Ky
CTpaHMII ¥ Oe33aMeITUTENIbHBINA I0CTYI K pecypcam. Takke CTOUT yuuThIBaTh reorpauyeckoe pac-
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TIOJIOXKEHNE CEPBEPOB, OCOOEHHO €CIT BaM HYy:KeH JIOCTYII K 3a0JIOKMPOBAHHBIM PECypcaM WU KOH-
TEHTY U3 OINpeJeIeHHbIX PETHOHOB.

Jlns1 oGecriedyeHrst COBMECTUMOCTH C BAIlIUMU YCTPOMCTBAMU U OTIEPAIIMIOHHBIMH CUCTEMaMMU
yOenuTech, YTO BHIOPAHHBI CEPBHC TOIICPKUBACT HEOOXOAUMBIE IMIAT(OPMBI M TIPEJOCTABISCT
MIPUJIOKEHHST WJTH PACIIMPEHUsI U1l yA0OCTBa MCTIONb30BaHus. [Ipy 3TOM BaXXHO TaKke YYUTHIBATH
PEIyTaINIo ¥ OT3BIBBI O CEpPBUCE, YTOOBI BHIOpATh HAJEKHOTO MpOBaiiiepa C MOJIOKUTEIBHON pery-
Talled U BBICOKMM KaueCTBOM IPEIOCTaBIsIeMbIX yCIyr. HakoHell, yuTuTe 1ieHy U YCIOBUsI UCTIOJNb-
30BaHUsI CEpBHCA, YTOOBl HAWTU ONTHMAJILHOE COOTHOIIEHHE IIeHBl M Ka4eCTBa B COOTBETCTBUM C
BaIllMMH MOTPEOHOCTAMU U OIOIKETOM.

— ®aepBossl 1 crcTeMbl 0OHapyskeHus Bropxkenui (IDS/IPS): daeposbl 1 cucteMsl 0OHapY-
xenust Bropxkeruit (IDS/IPS) urpaiot kiio4eByio posib B oOecrieueHnn Oe30MacHOCTH CeTel, Mpeao-
CTaBJIsIsi MEXaHU3MbI KOHTPOJISL U 3aIUTHI OT MOTEHIUATBHBIX yrpo3. PaepBoiibl paboTaloT Ha yPOBHE
CEeTH WM NMPWIOKEHUS U (PUIBTPYIOT CETEBOM TpahuK Ha OCHOBE 3aJJaHHBIX [TPABUJI JOCTYIA, OIpe-
IeJsisl, KaKue MaKeThl JaHHBIX Pa3pelieHo nepeaaBaTh Wiv OJTOKMPOBaTh. TO MO3BOJISET OTPAHUYUTh
JOCTYI K CETEBBIM pecypcaM U YIpaBisTh TPAPUKOM B COOTBETCTBUM C TOJUTUKAMH OE30MaCHOCTH
OpraHu3aIvy.

Cucrembl obHapyxeHus: Bropxxeruid (IDS) u cucremsl mpenorBpaiienust Bropskenuii (IPS)
paboTaioT Ha 6oJiee MPOABUHYTOM YPOBHE, aHAIM3UPYs CETEBOH TpaHK Ha TpeaMeT HEOOBIUHBIX HITH
BPEIOHOCHBIX AefcTBHA. IDS OTCIeRKMBAIOT M PErUCTPUPYIOT TOIO3PUTENIBHYIO AKTUBHOCTD B CETH,
TaKyIO KaK MOMBITKY HECAHKIIMIOHUPOBAHHOT'O JIOCTYTIA UM aTakH, B TO BpeMs Kak IPS aktusHO 6710-
KHMpYeT WK NPeOTBpAIlaeT TAKME aTaKy Ha OCHOBE 3apaHee OIpPe/Ie/ICHHBIX TPaBUJI WA CUTHATYP.

Bwmecre daepsonbt u cuctemsl IDS/IPS obGecrieunBaloT KOMIUIEKCHYIO 3aIUTY OT HIMPOKOTO
CIIEKTpa yrpo3, IOMOrasi OpraHU3alvsIM MPeJ0TBpalIaTh HECAHKIIMOHMPOBAHHBIN JIOCTYI K JAHHBIM,
OOHapyXKMBaTh M pearupoBaTh Ha MHIMACHTHI OE30MaCHOCTH B PeaJIbHOM BPEMEHU U 00ecreunBaTh
COOTBETCTBUE COOJTIOCHUIO CTAHAAPTOB OE30MAaCHOCTH U perynupoBaHuil. dddekTrBHas KOHPUTY-
paiysi ¥ MOHUTOPHHT 3TUX CHCTEM TO3BOJISIIOT ONEPATUBHO pearnpoBarh Ha Yrpo3bl 1 MUHUMU3H-
pOBaTh PUCK KOMIIPOMETALIMU CETEBON MH(PPACTPYKTYPBHI.

daepBobl 1 cucteMbl 0OHapyxeHus: BropxkeHuid (IDS/IPS) siBistioTcs: BaXXHBIMA KOMIIOHEH-
TaMu 151 oOecrieueHns 6e3omacHoCcTy B uHdpacTpyktype VPN. PaccMoTpuM HECKOIBKO CIIOCOOOB,
KaK OHM MOTYT OBbITh UCTIOJIb30BaHbI MpH co31annu VPN:

1. ®dunbrpanus Tpaduka: PaepBoibl MOTYT UCTIONB30BATHCA AJ1s1 (PUIIBTpALIM TpaduKa, Mpo-
xopsmiero yepe3 VPN-cepBep, 4ToObI OJIOKUPOBATh WJIM Pa3pelaTh JOCTYII K OMpe/IeIeHHBIM pecyp-
caM B CETH B 3aBUCHMOCTH OT 33JaHHbIX MpaBu1. Harpumep, oH1 MOTYT OJIOKMPOBATh JOCTYII K OIpe-
JeJIEHHBIM TIOPTaM WJIM MTPOTOKOJIaM, KOTOpPBIE He JOJIKHBI UCTIONb30BaThCSl B KOPHOPATUBHOM CETH.

2. MonwuTtopusr 6e3onacaoctu: Cucremsl IDS/IPS mMoryT aHanmu3upoBath TpaduK B pealbHOM
BpPEMEHHU Ha MpeAMeT aHOMAILHOW aKTUBHOCTH WM MOTEHIMAIbHBIX aTak. OHU MOTYT OOHapyXH-
BaTh MOMBITKY BTOP)KEHH S, CKAHUPOBAHUE MOPTOB WM JPYTUe MOA03PUTEIbHbIC ISHCTBUS U MPEy-
MpexXJaTh aIMUHUCTPATOPOB O BOBMOXKHBIX YIpo3ax 0e30MacHOCTH.

3. Boprba ¢ BpenoHocHsM [10: IDS/IPS moryt o6napyxuBars BpenoHocHoe I10, nonbiTku
9KCIUJIONTOB WJIM aTaku, HampasiieHHble Ha VPN-cepBep wim KivMeHToB. OHM MOTYT OJIOKMPOBAThH
JOCTYI K 3apakeHHBIM pecypcaM U MpeJoTBpaliaTh pacupocTpaHeHe BUPYCOB WM APYTUX BPeao-
HOCHBIX ITPOTPaMM B KOPIIOPATUBHOM CETH.

4. Anamms 6e3onacHoctu: @aeppoinsl U cucteMbl IDS/IPS Takke MOTyT MCHONB30BATHCS IS
aHanm3a 0e30MaCHOCTH CETH U BBISIBICHHS ysi3BUMOCTel B KoHpuryparmy VPN. OHE MOTYT TOMOYb
UIeHTUUITMPOBATH cadble MecTa B CHCTeMe U ITPUHUMATh MEpBI 110 UX YCTPAHEHUIO /1S obecrieue-
HUS BBICOKOTO YPOBHSI 3aIIUTHI.

Ncnonb3oBanue daepposnios u cucreM IDS/IPS B couerannu ¢ VPN no3Bosnisier cozgares Molil-
HYIO 3aIlIUTy CEeTH, oOecneurnBasi KOH(PUIEHIIMATBHOCTbD, 1IEJIOCTHOCTh U JOCTYITHOCTh JaHHBIX IS
TOJIb30BAaTENEH, a TaKXKe OOHAPYKMBAsI U TIPEIOTBpAIas MOTEHIIMAIbHBIE YTPO3bl OE30I1aCHOCTH.

32



H. Kaprep. «Coznaii cBoir VPN. be3onacHoe UCIonb30BaHNE HHTEPHETA»

Coznanue VPN c ucnionb3oBanreM (haepBodia sIBIsieTCs CTaHAAPTHOM MPAKTHKOM /17151 oOecrie-
YyeHus1 6e30MacHOCTH M KOHTPOJIS iocTymna K cetr. [IpuBenem nprMepHsiil miiaH nocrpoeruss VPN
C nmpuMeHeHneM aepBoia:

— ITnanupoBanue u koHpurypanus cetr: Onpenenure napamerpsl cetu VPN, Bkimovast IP-
anpeca cepBepa VPN, noaceru 151 KJIMEHTCKUX YCTPOMCTB, UCTIOJIb3yEMbIE TOPTHI U IPOTOKOJIBI.

— PaszBepreiBanne VPN-cepBepa: YcTaHOBHTE U HACTpOUTE MporpaMMHoe odecrieuerre VPN-
cepBepa Ha LieHTpaibHOM cepBepe. HacTpoiite mapameTpsl mrdpoBanus, ay TeHTU(UKALUY U JpyTrHe
napaMeTpbl 0e30MacHOCTH B COOTBETCTBUY C TPeOOBAHUSAMM Balllel CETH.

— Hacrpoiika kJiMeHTckux ycTpoiicTB: HacTpoiite KiMeHTcKkue ycTpoiicTBa (Harpumep, KOM-
MBIOTEPbI, MOOWJTBHBIE YCTPOKCTBA) [1s oAk oueHust K VPN. Ykaxurte HeoOXomumble apameTphl,
takue Kak [P-agpec cepsepa VPN, tun ayreHTH(DUKaIMK 1 TIOOBIE JpyTrye napameTpsl, orpe/esieH-
HbIE Balllell CETEeBOW MOJIMTUKOM.

— Hacrporika npasui ¢paepBosa: Hacrpoiite nmpaBuia paepodia 1151 KOHTpois goctymna kK VPN.
Onpenenute, Kakue TUMB TpaguKa pa3pereHbl Wi OIOKUPYIOTCS IS KITMEHTCKUX YCTPOKCTB, MOA-
KkmoueHHbIX K VPN, 1 HacTpoiite puiabTpaiuio Tpaguka ¢ y4eToM ITUX ITPABUIIL.

— Hacrpoiika 6e3omacHocti: YoeauTech, 4TO HACTPOMKHM OE30MacHOCTH Bailero aepBona
COOTBETCTBYIOT CTaHJapTaM O€30MaCHOCTH U MOJIMTUKAM Balllel opraHu3anun. BkirioynTe 3ammry ot
aTak, Takux Kak DoS (otka3 B oociyxkuBanun), SYN (uyapl 1 Ipyrue TUTIBI CETEBBIX aTakK.

— MoHUTOpPUHT ¥ 00CTyKUBaHKE: YCTAaHOBUTE CUCTEMB MOHUTOPUHTA ¥ 5KYPHAJIMPOBAHMUS JIJTST
OTcIexXuBaHus akTUBHOCTU VPN 1 0OHapy:KeHHs TI0ObIX aHOMAJTUI MJTH TIOMBITOK HECAHKIIMOHUPO-
BaHHOTO I0CTyNa. PerynsipHo nmposepsiiiTe Ky pHabl COOBITHIA M OOHOBJISIIATE MpaBuiia (paepBosia mpu
HEOOXOIMMOCTH.

70T mporecc odecreunBaeT COo3/1aHKe 3alMIIEHHOro U HajaexkHoro VPN ¢ mpumeHeHueM
(baepBona 1151 KOHTPOJIS JOCTYIA U 3AILUTHI CETEBOM MH(PPACTPYKTYPBI OT YIpo3.

Huxe npuBesnen npumep KoH(MUIrypaluu ¢ UCIONb30BaHUEM iptables, craHzapTHOro paepposna
B Linux, mia obecrieuenus o6e3omnacuoctd VPN:

““bash

# OuunCTKA TEKYIIMX MTPaBUI

iptables -F

iptables -X

# 3anpeTuts Bce BXOAAIIME U UCXOASIIME COEJUHEHUS IO YMOTUYAHHIO

iptables -P INPUT DROP

iptables -P FORWARD DROP

iptables -P OUTPUT DROP

# Pa3pelmmTh yxe yCTaHOBJIEHHBIE U MX CBSI3aHHbBIE COEAMHEHUS

iptables -A INPUT -m state —state ESTABLISHED,RELATED -j ACCEPT

iptables -A OUTPUT -m state —state ESTABLISHED,RELATED -j ACCEPT

# Pazpemmts Tpaduk uepe3 untepderic loopback

iptables -A INPUT -i lo -j ACCEPT

iptables -A OUTPUT -o lo -j ACCEPT

# Paspermmmts Tpaduk 111 VPN (npeanonaras, uto cepsep VPN ciymaer va nopty 1194 UDP)

iptables -A INPUT -p udp —dport 1194 -j ACCEPT

iptables -A OUTPUT -p udp —sport 1194 -j ACCEPT

# JlonomHUTENbHBIE TTPaBUIA MOTYT ObITh J00ABJIEHBI B 3aBUCUMOCTU OT KOHKPETHBIX TpeOo-
BaHMi1 Bauey cetu 1 VPN.

# CoxpaHuUTh NpaBUJIa JyIsl Iepe3arpy3Ku

iptables-save > /etc/iptables/rules.v4

ENXN
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Srtor ckpunt iptables HacTpout caepBon 1is1 paspenienus: Tpaduka st ceppepa VPN, a
TaKKe JUIsl y’Ke YCTAaHOBJICHHBIX U CBSI3aHHBIX coepmHeHmid. He 3a0yapre n3menuts nopt (1194) Ha
COOTBETCTBYIOIIMI NOPT Baitiero cepeepa VPN, eciii oH ominuaercs. Takxke ydTuTe, YTo 9T paBuiia
MOT'YT MOTPeOOBaTh HACTPOUKHY AJ1s1 pabOTHI B Balllel Cpejie C yYeTOM IPYruX aclieKTOB Balllei CeTH.

s cozmanust VPN ¢ ucnons3oBanuem aepposia Ha Python Bbl MoXkeTe BOCIOIB30BaThCS
oubnmoTekoi ‘iptables-python’, kotopast mpenocTasiisieT yqoOoHbIi nHTepdeiic 1uist paboThI ¢ iptables
u3 Python. Huxe npusenen npumep koaa Ha Python 11 Hactpoiiku paepBona:

“python

import iptc

# OUYnCTKA TEKYIIUX MTPABUT

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "INPUT")

chain.flush()

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "FORWARD")

chain.flush()

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "OUTPUT")

chain.flush()

# 3anpeTuTh Bce BXOAAIINE Y UCXOASAIINE COSTUHEHUS TI0 YMOTUYAHHIO

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "INPUT")

chain.set_policy(iptc.Policy. DROP)

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "FORWARD")

chain.set_policy(iptc.Policy. DROP)

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "OUTPUT")

chain.set_policy(iptc.Policy. DROP)

# Pa3penuTh yXe yCTaHOBJICHHBIC U UX CBSI3aHHBIC COCIMHEHUS

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "INPUT")

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "OUTPUT")

rule = iptc.Rule()

rule.protocol = "tcp"

match = rule.create_match("state")

match.state = "RELATED,ESTABLISHED"

rule.target = iptc.Target(rule, "ACCEPT")

chain.insert_rule(rule)

# Pazpemmts Tpaduk uepes untepderic loopback

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "INPUT")

rule = iptc.Rule()

rule.in_interface = "lo"

rule.target = iptc.Target(rule, "ACCEPT")

chain.insert_rule(rule)

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "OUTPUT")

rule = iptc.Rule()

rule.out_interface = "lo"

rule.target = iptc.Target(rule, "ACCEPT")

chain.insert_rule(rule)

# Paspermmts Tpaduk 111 VPN (npeanonarast, uto cepsep VPN ciymiaer na nopty 1194 UDP)

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "INPUT")

rule = iptc.Rule()

rule.protocol = "udp"

rule.dport = "1194"

rule.target = iptc.Target(rule, "ACCEPT")
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chain.insert_rule(rule)

chain = iptc.Chain(iptc.Table(iptc. Table. FILTER), "OUTPUT")

rule = iptc.Rule()

rule.protocol = "udp"

rule.sport = "1194"

rule.target = iptc.Target(rule, "ACCEPT")

chain.insert_rule(rule)

Arot koA Ha Python mcrmonmp3yer 6mommoteky “iptables-python™ mis HacTpoiiku aepBona ¢
nomoIneio iptables. O6paTuTe BHUMaHUE, YTO JUIsI 3aITyCKa 3TOTrO KOZa MOTPeOyI0TCs MpaBa aJMUHU-
cTpaTtopa (Harpumep, 3ammyck ¢ ucnosib3opanueM sudo’). Takke ydruTe, 4To STOT KOJI MPeIHA3HAYEH
st Linux u TpeOyeT ycraHoBKH ‘iptables’.

Jnst Hactpoiiku paepsosia B Windows ¢ omortsio Python Bel MoxkeTe rcrnonb3oBath OHOINO-
TeKy pywin32’, kotopas npezaocrasisieT foctyn Kk API Windows, B Tom unciie Kk (pyHKIMAM yripaBJie-
Hus ¢aepposiom yepe3 Windows Firewall. Huxe npusenen npumep kona Ha Python st HacTpoiiku
aeprosia B Windows:

“python

import win32com.client

# Cosnmanue oobekTa 111 padotel ¢ Windows Firewall

fw_manager = win32com.client.Dispatch("HNetCfg. FwMgr")

# TMomyyeHnue oObeKTa npaBuia (aepBoia it Mpoduiist JOMEHHOU CeTr

fw_policy = fw_manager.LocalPolicy.GetProfileByType(1) # 1 — npoduib foMeHHOM ceTn

fw_rules = fw_policy.Rules

# CoznaHue HOBOTO IpaBmia ¢aepBosia ISl pa3peleHus Bxoasiiero Tpaguka Ha nmopt 1194
UDP nnsa VPN

rule = win32com.client.Dispatch("HNetCfg. FWRule")

rule.Name = "Allow VPN"

rule.Description = "Allow inbound traffic on port 1194 for VPN"

rule.Protocol = 17 # UDP

rule.LocalPorts = "1194"

rule.Action = 1 # Allow

rule.Enabled = True

# JloOGaBieHue MpaBuiia B CIIMCOK MpaBml (paepBosia

fw_rules.Add(rule)

print("Firewall rule created successfully.")

ITOT KOA CO3/1aeT HOBOE MpaBWJIO (paepBosia AJIsl pa3pelieHrst BXOAIIEro Tpaguka Ha mopT
1194 UDP anis VPN. O6patute BHUMaHUE, YTO ISl BBIIOJIHEHKS STOTO KOjIa MOTPeOYIOTCS MpaBa
aJIMUHUCTpaTopa (HampuMmep, 3allyCcK C MCHoib30oBaHMEM Run as administrator’). Kpome Ttoro,
YUTHUTE, 4TO 3TOT Kof pabotaet Tonbko B Windows u ucronszyer API Windows Firewall.

Hacrpoiika ¢aepsona Ha ycrpoiictax i10S (iPhone, iPad) npourcxoaur He yepes nmporpamMmu-
posanue Ha Python, a Haripsimyio B HacTpoiikax ycrpoiictBa. Ha i0OS HeT BO3MO:XHOCTH POrpaMMHO
YIPaBJIsATh (DaePBOJIOM M3-32 OrpaHUYEHHUI OE30MACHOCTH U MOMUTHKH Oe30macHoCTH Apple.

UroObl HacTpouTh (haepBoi Ha ycTpoiicTBax i0S, Bbl MOXETe BOCIONIB30BATHCSI BCTPOSHHBIMU
CpencTBaMU yrpaBJieHus1 O€30MacHOCTBIO, MTPEIOCTABISAEMbIMHI ONEPAIIMOHHON cucTeMOi. OOBIYHO
310 Haxoautcs B pasaene "Hacrpoiiku" > "besonacHocts" nmm "Hacrpoiiku" > "Wi-Fi u cers" >
"TlepcoHaJIbHBIN TOUKM JOCTYNA" Ha BAlllEM YCTPOWCTBE.
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N3meHeHus paepBoiia MOTYT BKJIIOUATh B ceOsl OrpaHUYICHHUE JIOCTYTIA K OMPE/Ie/ICHHBIM TTPH-
JIOKESHUSIM WM CITy’)k0aM dyepe3 UHTepHeT, OJIOKUPOBKY OIpeAe/IeHHbIX MOPTOB WA IMPOTOKOJIOB, a
TaKKe yIpaBJIeHUE ITPaBaMu JIOCTyNa K CETH ISl IPUIIOKEHUH.

Takum 0Opa3om, eciii BaM HEOOXOIMMO HACTpoUTh (paepBoit Ha ycrporcTBe i0S 11 paboThl
¢ VPN, Bam cieiyeT MporTH B HACTPOUKH OE30MACHOCTH Balllero YCTPOKMCTBA U BBHIMIOTHUTH HEOOX0-
JVIMbIE IEACTBUS B COOTBETCTBUU C BalllUMU TPEOOBAHUSIME O€30MacHOCTH U HacTpoiikamu VPN.

CiaoBapb TepMHHOB M OHATHIA:

[Iugposanue (Encryption): — 310 nipotiecc mpeoOpazoBaHusl MHPOPMAIMY B HETIOHSTHBIH JJIsI
MIOCTOPOHHUX BUJ] C UCIIOJIb30BAHUEM OIPEIEJICHHOTO aJITOPUTMA U KJII0Ya.

Henmdpopanue (Decryption): — 3TO mpoiiecc 0OpaTHOro Mmpeodpa3oBaHusl 3almm(pPOBAHHON
MH(pOPMAIMU B UCXOIHBII TEKCT C UCTOJIb30BAHUEM MPABUJIBHOTO KJIIOYA.

Anropurm mmmgposanus (Encryption Algorithm): — 310 MaTeMaTryecKuii aJITOPUTM, KOTOPBIA
orpeieNsieT npoiiecc mudpoBaHus U AeUPPOBAHUS JAHHBIX.

Kmou nmdposanus (Encryption Key): — CekperHas nHgopmaiiys, UCroiab3yeMas BMECTe ¢
JITOPUTMOM IU(POBAHUS 7151 PeoOpa30BaHUsl JAHHBIX B 3alM(pOBaHHBIN (hopMaT.

[My6mmuneiii kmou (Public Key): — 370 yacTh acMMMETpUYHOM KJTIOYEBOM Taphbl, KOTOpast pac-
MIPOCTPAHSETCS] OTKPBITO U UCTIONB3YETCs 1715 MU(POBaHUS JAHHBIX.

ITpusarnsiii kimou (Private Key): — 310 qpyras yactb acMKMMETPUYHON KJIIOYEBOM Mapbl, KOTO-
pasi XpaHUTCS B CEKpeTe U UCTIONb3YeTCs 1S AU POBaHUS JaHHBIX.

RSA (Rivest-Shamir-Adleman): — 370 OuH U3 CaMbIX paCIPOCTPAHEHHBIX AJITOPUTMOB ACUM-
METPUYHOTO MU(PPOBAHMSI, KOTOPBIN UCTIONB3YET Mapy KJIIOYen: MyOIMIHbIA 1 TPUBATHBI.

udpposas noanuce (Digital Signature): — 3T0 MexaHU3M, UCTIOJIB3YEMBIH 17151 Ay TEHTU(UKA-
[IUM OTIIPABUTEINS ¥ 0OECTIeYeH s 1IeJIOCTHOCTH JIAHHBIX ITyTeM NMPUMEHEHHs XeIIMPOBAaHUS U TIO[-
IIMCH C UCTIOJIb30BAHUEM IPUBATHOI'O KJTI0YA.

Xemmpoanue (Hashing): — [porecc npeoOpa3oBaHust TPOU3BOIBHOTO BBOIA B (PUKCUPOBAH-
HYIO CTPOKY (PMKCUPOBAHHOM JIMHBI, HA3BIBAEMYIO XEIIIEM, C UCTIOJIb30BAHUEM OIPEAEIEHHOIO aJIro-
pUTMa XEIIMPOBAHUS.

Hudpposoint ceprudukar (Digital Certificate): — 3TO 1€KTPOHHBIA TOKYMEHT, UCITIOb3YEMBbIi
ISl ayTeHTU(PUKAIIMU W 0OecriedeHrsT OE30MacHOCTH B CETH, KOTOPBIA COAEPKUT WH(MOPMAIIHIO O
BJIa/IeNblle cepTU(UKATA U ero MyOJINYHOM KJTIOUe, MOAMUCAHHBIE YIOCTOBEPSIOIIMM IIEHTPOM.

Kpunrorpaguueckne nmpoToKosl — 3T0 HAOOPBI MPAaBUII U TPOLEAYP, KOTOpbIe OMpenessioT,
KakuM 00pa3oM JlaHHble OYyIyT 3allMINEHbl U TMepelaBaThCsl Yepe3 OTKPBIThIE WM HeGe30MacHbie
CeTU. DTU MPOTOKOJIBI UCTIONB3YIOT pa3IuyHble KPUNTOrpapuyeckue MeTOIbl, JITOPUTMbI U KJTIOUU
J1s1 obecniedeHus1 KOH(UASHIMAIBHOCTH, IEJIOCTHOCTH U ayTeHTH(UKAIIUY JAHHbIX.

RADIUS (Remote Authentication Dial-In User Service) — 3T0 IpOTOKOJ yJaJleHHOW ayTeHTH-
(pukanyu, npeaHa3HaAuYEHHBIN 1S ay TEHTU(UKALIMY, aBTOPU3ALIUMU U y4eTa M0JIb30BaTeiel, OIKIII0-
yatoruxcs K cetd. OH HIMPOKO UCHONb3yeTcs 1S ayTeHTU(UKauuu KianeHToB VPN.

CnoBapbp RADIUS — 310 (paiin, onpeaensiomuii CTpyKTypy aTpuOyTOB M MX 3HAYEHHIA, UCTIOJb-
3yembIX B mipotokosie RADIUS. OH conepuT onucanusi aTpuOyTOB, UCTIONb3yEMbIX IS Tiepefayunt
MH(pOPMAIMHU O MOJIb30BaTENE U TUIIAX 3alIPOCOB U OTBETOB.

AyTeHTU(}UKAIMA — 3TO MPOLECC MPOBEPKU MOAJMHHOCTH MOJIb30BaTeNel WK YCTpOicTB. B
koHTeKcTe VPN 3T0 03HauaeT mpoBepKy YUETHBIX JaHHBIX M10JIb30BATEJIEN Nepe/l MPeaOCTaBIEHUEM
JOCTyTa K CETH.

Access-Accept n Access-Reject — 310 Tunbl oTBeTOB, OoTHpaBisemMbix ceppepoM RADIUS B
OTBET Ha 3arpoc ayTeHTuduKanuu. Access-Accept 03Ha4aeT yCHelHylo ayTeHTU(UKAIIHIO, a Access-
Reject yka3biBaeT Ha HeyJauHYIO NIONBITKY ayTeHTU(UKALIUY.
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[TaponbHas ayTeHTM(UKALUSA — 3TO METOJ ayTeHTU(PUKALMK, TP KOTOPOM IOJIb30BaTENb
MPEJOCTABIISIET JIOTUH Y NIAPOJIb AJ1s1 IPOBEPKU MOAJIMHHOCTH.

CeprudukarHas ayTeHTU(DUKALMA — 3TO METOA ayTeHTU(PUKALIMKU, IPYU KOTOPOM MO0JIb30BATEIh
UCTIONb3YeT UG POBON CEPTUGUKAT Il MOATBEPKACHUS CBOEH JIMUHOCTH.

JIByx(bakTOpHasi ayTeHTU(UKALMS — STO METOJ ayTeHTHU(PUKALIMHI, KOTOPbIIA TpeOyeT OT MoJb-
30BaTeNlsl MPEAOCTaBIEHUS JIBYX Pas3jiMuYHBIX (PAKTOPOB MOATBEPKIEHUS JIMYHOCTH, HAIpUMED,
HapoJis ¥ OHOPA30BOro KOJA.

Buomerpuueckas ayreHTU(UKALMS — ITO METOJ, Ay TEHTU(DUKALIMH, KOTOPBII UCIIOb3YET YHU-
KaJIbHbIe OMOJIOTMUECKHEe XapaKTePUCTUKH TIOJIb30BaTeN s, TAKKME KaK OTIEeYaTKU MajbleB, CKAaHUPO-
BaHMeE JIMLIA WIU T0JI0COBasl UACHTU(DUKALIHS.

T TEPMUHBI U TIOHATHUS] BKHBI /17151 IOHUMAHUSI OCHOBHBIX TIPHHITUIIOB CETEBOI OE30MacHO-
CTU M IPUMEHEHU S IIU(pPOBAHUS B 3aIIUTE JAHHBIX.
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I'naBa 3. Texnoaornu VPN u ux kaaccudpukamnusi

B 51011 I71aB€ MBI PACCMOTPUM TEXHOJIOTMH BUPTYaJIbHBIX YacTHbIX ceteil (VPN) u ux kiaccu-
¢ukampio. VPN — 310 MHCTpyMEHT, MO3BOJISIIOLIMIA YCTaHABIMBATh OE30I1aCHOE COeIMHEHHE Yepes
OTKPbITBIE CETH, TAKKE KaK MHTepHeT. OHM NIUPYIOT 1aHHBIE, ITepe/laBaeMble MEXy YCTPOUCTBaMH,
obecrieunBasi KOH(UICHIIMAIBHOCTh U 3AIUTY OT HECAHKIIMOHMPOBAHHOTO JOCTyma. Pasmynbie
bl VPN MoryT ObITh UCIIOIB30BaHBI B 3aBUCHMOCTH OT MOTPEOHOCTE OpraHnu3aliiy WM MOJb30-
BaTeJIsl.

3.1. Tunst VPN u ux pasianumsi

Remote Access VPN (VPN ynanennoro gocryna)

Remote Access VPN — 310 TexHOIOrHs, KOTOpasi UTpaeT BaXHYIO poJib B 0OECTieueHnu: Oe3-
OIIACHOTO W YZOOHOTO YNAJIEHHOTO JOCTyHa K KopropaTuBHbIM pecypcam. C momorsio Remote
Access VPN mnonp30Barten MOryT NOJKTIOUATbCS K YACTHOM CETH OpraHU3aliM U3 JT000ro yaajeH-
HOTO MecTa, OyJb TO JOMAIITHUI 0hHC, OOIECTBEHHOE MECTO MJIH JIPyroe MeCcTo paboThl, UCIIOb3Ys
U151 9TOTO OOIIEAOCTYITHBIE CETH, TAKME KaK MHTEPHET. TO 0COOEHHO BaKHO B COBPEMEHHOM MHUPE,
r7ie paboTa yIalIeHHO CTAHOBUTCS BCe Oojiee pacpoCTpaHEHHO! MPAKTUKOM.

Remote Access VPN obGecrieunBaeT cOTpygHUKaM BO3MOKHOCTb IOTYYUTh JAOCTYI K pecypcam
Y TIPWIOKEHUSIM OpraHu3alliy, HEOOXOOUMBIM [UTsI BBHIIIOMHEHHS MX pabovnx OOsS3aHHOCTEl, He3a-
BUCUMO OT MX (PU3MUYECKOTO MECTOMOJIOKEHHs. DTO BKIIOYAeT B ceOsl IOCTYI K BHYTPEHHUM (paii-
Jam, 0a3aM JaHHBIX, BEO-MPUJIOKEHUSAM U JIPyTMM KOPHOPAaTUBHBIM pecypcaM. Takoil Tl goctyna
MO3BOJISIET OPraHU3aLUAM COXPAHATh MPOU3BOIUTENBHOCTD U 3 (PEKTUBHOCTD JaKe IIPU YAAJIEHHOU
paboTe COTPYAHUKOB.

Hns ycraHoBnenus coeiuHeHus yepe3 Remote Access VPN 00BIYHO UCTIONB3YeTCs! KIUEHT-
ckoe rporpammuoe odecrieyenne VPN Ha ycTpoiicTBax KOHEUHBIX MOJIb30BATENEH, TAKUX KAaK HOYT-
OykH, cMapTdoHbl WK M1aHeTsl. [lonbp3oBaresns 3amyckaer kKiMeHT VPN 1 BBOIUT ydeTHble J1aH-
Hble 114 ayTeHTu(pukanuu. [locne ycremHon ayTeHTU(UKALIUKY YCTaHABIMBAETCS 3allli(pPpOBaHHOE
COoeMHEeHNEe MEeXKy YCTPOHCTBOM Monb3oBaresisi 1 VPN-cepBepoM B KOPHOPAaTUBHOM ceTu, odecre-
4ynBasi 6€30MacHBIl 0OMEH JaHHBIMH.

Ucnonb3oBanne Remote Access VPN HaurHaeTcs ¢ yCTaHOBKM CHELMATM3UPOBAHHOTO MPO-
rpammHoro obecriedenrsi VPN Ha ycTpoiicTBaX KOHEUHBIX MOJIb30BATENeH, TAKUX KaK HOYTOYKH,
cMapT(OHBI WJIH IJTAHILETHL. DTO POrpaMMHOe 0OecrieueHre MOKET OBbITh IIPEIOCTABIEHO OpPraHu3a-
el WM TproOpeTeHo camocTosATeNbHO. [Tocie ycranoBkM HeoOxonumo ckoHpurypuposath VPN-
KJIMEHT, YKa3aB [TapaMeTpbl COEAVHEHN, TaKUE Kak aapec cepeepa VPN, yueTHble JaHHBIE MOJIb30-
BaTeJIs ¥ MPOTOKOJIbl O€30MaCHOCTH.

Korna nmosnb3oBaresb rotos K MOAKJIIOYEHHUIO, OH 3aITycKaeT KianeHT VPN Ha cBoeM ycTpoicTee
Y BBOAMT CBOM YYETHBIE JaHHbIE A1 ayTeHTUuKaumu. ITocne ycnemnon ayTeHTurUKauum KINEHT
VPN ycranasnuBaeT 3ammgppoBaHHoe coearHeHne ¢ VPN-cepBepoM B KOPIIOPaTUBHOM CETH. JTO
coeMHeHHe o0ecrieurBaeT Oe30MacHbIi TYHHEb AJ1A NepelauM IJAHHBIX MEXy YIaJeHHBIM YCTPOi-
CTBOM M KOPIIOPaTUBHOM CETBIO.

Korna coenyHeHne yCcTaHOBJIEHO, MOJIB30BATENb MOKET MOTYYUTh JOCTYII K PECypcaM U IpH-
JIO)KEHUSIM OpraHu3alliy, TOYHO TaK e, KaK eclId Obl OH HAXOQWJICS BHYTPU KOPHOPATUBHOM CETH.
D70 BKJIOYAET B ceOsI IOCTYI K BHYTPEeHHUM (paiiiam, 6a3aM JTaHHbBIX, BEO-TIPUIIOKEHUSM U JPYTUM
KOPIIOPAaTUBHBIM PECypcam, KOTOPBIE MOTYT ObITh HEOOXOOMMBI [IsI BHIIIOJIHEHUS €T0 padounx 00s-
3aHHOCTEN.

38



H. Kaprep. «Coznaii cBoir VPN. be3onacHoe UCIonb30BaHNE HHTEPHETA»

Mo 3aBepreHnn padOTHI CECCUU WM KOTJA MOJIb30BaTes b OOJbIEe HE HYXKAAETCS B COEAU-
HEHUH, OH MOXET 3aKpbITh MporpaMmHoe odecrieueHrne VPN umm otkmountscst or VPN-cepBepa,
3aBEpIIMB CECCHIO. DTO MO3BOMISIET 00ECHEYUTh Oe30MaCHOCTh M SKOHOMUTh PECYPChI CETH, He TO/-
JepKuBasi IOCTOSTHHOE COEJUHEHUE.

[Tmocer:

VYno6ctBo: [To3BoMISAET JOCTYI K KOPIOPATUBHBIM PECypcam U3 JIFOOro MecTa ¢ MOKTIOUeHUEM
K UHTEPHETY.

Besonacaocts: ObecnieunBaet 3aluiieHHOe CoeJMHeH e 1 MU POBaHUE TaHHBIX, IPEI0TBPa-
111asi HECAHKIIMOHM POBAHHBIN JOCTYII.

I'mOkocth: TTo3BoMsieT paOOTHUKAM BBHINIONHATH 3aJa4d U3 JIIOOOro MecTa M B JII00oe BpeMms,
TIOBBIIIAS POU3BOAUTEIFHOCTh U THOKOCTh paboyvero mporiecca.

CokpallieHre pacxofoB: YMeHbIIIaeT HEeOOXOIUMOCTh B (DU3MUECKOM TPUCYTCTBHU B oduce,
YTO MOKET COKOHOMUTD Ha pacxojax Ha apeHay O0(pUCHOIO MPOCTPAHCTBA U KOMMYHUKALIMY.

Munycsr:

3aBHUCHMOCTB OT MHTepHeTa: TpedyeT HaTMUMe HaJIeKHOTO MHTePHET-COSTUHEHUS 111 paOOTHl,
YTO MOXET ObITh MPOOIEMAaTUYHO B HEKOTOPBIX MeCTax.

Bo3moskHbIe yrpossl 6e3onacHocTy: B ciydae HapyiieHus 0e30MacHOCTH Ha CTOPOHE KJTUEHT-
CKOTO YCTPOMCTBA MJIM HEJOCTATOYHOM 3aIUThl COETUHEHHS] MOTYT BO3HUKHYTh PUCKU YTEUKH KOH-
punenmansHON MHMOPMAITUH.

CHOXHOCTH € TIOAJIEPKKOM: MOryT BO3HUKATh CJIOKHOCTH C HACTPOUKOW U TIOAJIEPKKOM MPO-
rpammHoro obdecriedenrss VPN Ha ycTpoicTBaxX KOHEUHBIX MOJTb30BaTeseH.

OrpannueHHble pecypchbl: BO3MOXHBI OrpaHUYeHHs] CKOPOCTH WJIM TPOITYCKHOW CTTIOCOOHOCTH
CETH, YTO MOXKET TOBJIUATH HA TPOU3BOIUTEILHOCTh PAOOTHI TIPH YAAJIEHHOM AOCTYIIE.

Xots Remote Access VPN o61agaeT MHOXECTBOM MPEMMYIIECTB, BKJIIOUast yI0OCTBO U Oe3-
OINMACHOCTh, BAKHO YUUTHIBATH U MOTEHIMATbHbIE HEOCTATKU, YTOOBI 3(P(hEKTUBHO UCTIONB30BaATh ITY
TEXHOJIOTHIO.

Takum oOpaszom, ucrionb3oBanre Remote Access VPN mno3BosisieT mosb3oBaresisiM 6€30macHo
¥ yJOOHO NONy4aTh JOCTYI K KOPHOPATUBHBIM peCypcaM C yAaJIeHHBIX MECT, 0O0ecreunBasi COXpaH-
HOCTb JIaHHBIX U KOH(PUAECHIIMAILHOCTh MH(OPMALIUH, A TaKKe MOIAEPKUBAsT TPOU3BOAUTEILHOCTD
padoTsl BHe oduca.

Site-to-Site VPN (VPN mexay ocpucamn)

Site-to-Site VPN, Taksxe usBectHble kak Gateway-to-Gateway VPN, nipeacraBisior coOoii Tex-
HOJIOTHIO, KOTOpasi obecrieunBaeT OGe30MacHoe M HaJIe:)KHOEe COEAMHEHUE MEXAy AByMs WK Oolee
yZIaJIEHHBIMH JIOKAIMSIMU WK 0pricaMu depe3 OOIIeJOCTYITHbIE CETH, TAKUE KaK MHTEPHET. DTOT THUII
VPN mo3Boisier pa3nuyabiM odprcaM Win (prtiaiaM KOMIIAHUU OOMEHUBAThCS JAHHBIMH MEXTy
co00i1, KaKk eci Obl OHM HAXOAWJIUCh B OJHOW CETH, AaXe eClIM OHU (PU3MUYECKH PACTIONOXKEHbI Ha
Pa3HBIX KOHTHHEHTAX.

VYcraHoBneHue coeluHeHUs1 Mex 1y JoKausamu B Site-to-Site VPN npoucxoaut mexay cete-
BBIMH YCTPOWCTBAMH, TAKMMHU KaK MapLIPyTH3aTOPbl WA OpaHIMaydpbl, KOTOpbE 00ECIeurnBaioT
I'PaHMIIBI CETU B KX IOH JIOKAIUU. DTH YCTPONCTBA UTPAIOT POJIb IILTIO30B (gateways), KoTopble oOpa-
OaThIBAIOT TPa(PMK U YCTAHABIMBAIOT OE30MACHBIN TYHHEIb MEX/Y Pa3InIHBIMHU CETMHU.

Koraga coenuHeHue ycTaHOBJIEHO, JaHHBIE MOTYT TepeaBaThCsi MEXAY JIOKAIMSAMH 4Yepes
3amm@pOBaHHBIN TYHHEIb, 0OecrneurnBasi KOH(UICHIUATBHOCTD 1 3alUTY WH(OPMAIK BO BpeMsI
nepegayr. DTO MO3BOJSAET COTPYIHMKAM Ha Pa3HBIX O(UCAX KOMIIAHUM MMETh JOCTYI K OOIIUM
pecypcam, TakuM Kak paiisibl, 6a3bl JAHHBIX WM BHYTPEHHUE TIPUJIOKEHUSI, HEOOXOOUMBIE JJIsI UX
padoThl, U COBMECTHO padOoTaTh HaJ| MPOEKTAMH B PEaIbHOM BPEMEHH.

Takum oOpazom, Site-to-Site VPN sBisiercss 3(pdeKTUBHBIM pellleHueM Il KOMITaHWA ¢
HECKOJIbKUMU oprcaMu UK (prtnaiaMu, ooecrieunBasi iM Oe30MacHOe U HaJiedKHOe OOMEH TaHHBIMU
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MEX/1y Pa3IMYHBIMU JIOKAIMSAMH Yepe3 OOIIEIOCTYIHBIE CETH, TAKUE KaK UHTEPHET. DTO MO3BOJISET
YJIyUIIUTh COBMECTHYIO paboTy U 00MeH MH(pOpMaIel Mex 1y COTPYJHUKAMH, pacipe/ie/leHHbIMU
M0 Pa3HBIM reorpauIecKuM MecTaMm.

TIpeacTaBUM CHTYalMio, KOra y KOMIIAHMHM €CTh LEHTpalbHei oduc B Heo-Mopke u
HECKOJIbKO (prynasioB B pasHbix ropofax CIIA, takux kak Jloc-AHmxkenec n Ynkaro. Ytoowr obec-
neunTh 3PEKTUBHOE COBMECTHOE (DYHKIIMOHUPOBaHUE U 0OMeH MH(pOpMaIIUe Mexk 1y STUMH OH-
cam¥, KOMITaHUSI pelliaeT UCnoib3oBarh Site-to-Site VPN.

JI7151 9TOTO KakIblil O(pHiC yCTaHABIMBAET CETeBOE 0O0OPYAOBAHUE, TAKOE KAK MapIIPyTU3ATOPbI
Wi OpaHaMay3Ipbl, KOTOpble OyIyT BBICTYIATh B KauecTBe HUTIO30B it VPN-coequHenus. 3atem
C MOMOIIBI0 KOH(UTYPALIMU ITUX YCTPOUCTB CO3JAETCsl 3allM(PPOBAHHBIN TYHHEb MEX/1y CEeTIMU
0(puCOoB.

Korjia coeMHEHNe YCTAHOBIIEHO, COTPyAHUKH 13 Hblo-VopKa MOTryT JIerko HOTyunTh JOCTYI K
(aiinmam u 6a3am JaHHBIX, XpaHAIUMcs B orcax B Jloc-AHmxkenece n Yukaro, a Takxke UCIIONb30-
BaTh BHYTPEHHUE IPUJIOKEHHU ST, HEOOXOAMMBIE /7151 BBITIOJTHEHUS MX pabourx oOsi3aHHOCTEH. B TO ke
BpeMs coTpyaHukn u3 Jloc-Anmkeneca u Yukaro MoryT oOMeHMBaThCsl MH(pOpMAIIMel ¢ KoJJleraMmu
B Huio-Mopke 6e30nacHbIM 00pa3oM depes 3ammppoBaHHblii TyHHEb VPN,

370 NO3BOJISIET KOMIAaHUU 3(P(PEKTUBHO COBMECTHO PadOTaTh HaJl IPOEKTAMU K OOMEHUBATHCS
JAHHBIMHM, HECMOTPSI Ha paclpeielieHHOe MecTonooxkeHne oducos. binarogaps Site-to-Site VPN
OHA MOKET COXPaHUTh KOH(PUICHITNATBHOCTD M 3ALUTUTD CBOIO MH(OPMAIIHIO ITPH Nepeiade TaHHBIX
MEX/1y Pa3TMYHBIMU JIOKAIIUSIMU Yepe3 OOIIeJOCTYITHbIE CETH, TaKHe KaK MHTEPHET.

[Tmocer:

Besonacuocts: Site-to-Site VPN obecrieunBaet 3amuiieHHoe ¥ Mg poBaHHOE COSAUHEHUE
MEX/1y Pa3TMYHBIMU JIOKALIMSMH, YTO MO3BOJISIET MPEJOTBPATUTH HECAHKIIMOHMPOBAHHBIN JTOCTYII K
JAaHHBIM ¥ 00€eCTIeUnTh KOH(UASHIMATBHOCTh MH(POPMAIIHH.

I'mOkocts: ITo3BomseT koMnaHusM 3(hPEeKTUBHO OOMEHUBATHCS IAHHBIMHU MEKIY Pa3IuIHBIMU
oricamu v (prMaTaMu, pactipe/ie/IeHHBIMHU 110 pa3HBIM reorpauyeckuM MecTaM, YTO MOBBIIIAET
T'MOKOCTh U TIPOU3BOJUTENBHOCTh OU3HEC-TIPOIIECCOB.

DkoHoMus1 pecypcoB: [103BOMISIET COKPATUTh pacxofibl HA KOMMYHHUKAIMIO, TaK Kak Tpaduk
MEX/1y JIOKAIMSIMUA MOXKET TPOXOAUTh uepe3 OOIIeJOCTYITHbIe CeTH, TaKhe KaK WHTEPHET, BMECTO
UCTIOB30BAHUS IOPOTOCTOSIIUX MPUBATHBIX KAHAJIOB CBSI3H.

[Mpocrora macmrabupoBanus: Site-to-Site VPN mo3BossieT jerko A00aBiIsTh HOBbIe O(UCHI
WK (pUIMaIBl B CE€Th, IPOCTO HACTParBasi HOBbIE 1LTI03bl 111 VPN-coeaunenus.

Munycsr:

3aBUCUMOCTh OT HHTepHeTa: HeoOxomumMo HamMuue CTaOMJIBHOTO W HAJEKHOTO HMHTEp-
HET-COe/IMHEHUSI B KaXKIOU JIOKAIUK JTsl oOecrieuyeHrs] HopMasibHOUM paboThl Site-to-Site VPN.

CnoxHocth Hactpoiiku: Hactpoiika u ympasnenue Site-to-Site VPN moxer morpeGoBath
OIpe/IeICHHBIX 3HAHUI 1 HaBBIKOB B 00J1aCTH ceTeBOW OE30MaCHOCTU M aIMUHUCTPUPOBAHHUSI CETH.

OrpannueHHas MPOITyCKHast CriocoOOHOCTh: [TporycKHast CliocOOHOCTh CeTH MEXKY JIOKAIMSMU
MOXET ObITh OrpaHUYEHa, YTO MOXKET MOBJIMSTH Ha MPOU3BOAUTEILHOCTh PaOOTH M CKOPOCTD Tepe-
Ja4d IAHHBIX.

COXHOCTH € TIOAJEPKKON: B ciryuae BOSHUKHOBEHUS POOJIEM C COeTMHEHUEM MEX/Y JIOKa-
USAMH, TpeOyeTcsi KBaM(pUIIMPOBaHHAS TOJJIEPKKA AJIs1 X PELICHHSs, YTO MOXET 3aHSTh BpeMsl U

pecypchl.

Intranet-based VPN (Buyrpukopnoparusunie VPN)
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasinen OO0 «JIutpec».

IIpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB II0OJHYIO JIETaJIbHYIO Bepcuio Ha JluTpec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
coOom.
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