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Coaep:xanue

Muccus cepun «Anbrep-padbpuka»

BmecTto BCTymieHHs: KPUIITOAHAPXU3M B COBPEMEHHOM OOIIIECTBE
Yero XOTAT KPUMTOAHAPXHUCTHI?

Koner| o3HaKOMHTEIBHOTO (hparMeHTa.
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Muccus cepun «Aubtep-cpadpuka»

Cepusi «Anbrep-adbprka» MpecTaBiIseT IPyroi, TO ecTh aJlbTePHATUBHBINA MPUBBIYHOMY,
B3IJIS1/1 HA SKOHOMUKY, OM3HEC, yIIpaBJIeHHE.

MpsI kuBeM, paboTaeM, IPUHUMAEM PELIEHUs] B MUPe, KOTOPbIA 4aCTO U CKOpee IO MPHUBbIYKE
Ha3bIBAIOT TO KAIMTAJIM3MOM, TO IOCTUHYCTPUAJIBHBIM OOIIIECTBOM, TO LIM(POBOM LIMBUIIM3ALIMEH.

Ho stoT Mup noasuskHee, M3MeHUMBEE M1 MHOrooOpa3Hee CTaHJapTHBIX ompejieeHuil. B atom
MHpe 6€30CTaHOBOUYHO BO3HMKAET M KOHKYPUPYET MHOKECTBO BAPUAHTOB SKOHOMUYECKOW CHCTEMB,
OOIIECTBEHHOTO YCTPOKCTBA, KYJIbTYpPHOTO KOJIA.

DTO MUp albTepHaTUB. B HEM TOBapbl, TEXHOJIOTUH, UAEU CO3AAIOT MPOCTPAHCTBO BBIOOpA.
U BBIOOD 311ECh HE TACCUBHOE BBIPAXKEHHE COIIIACHS WJIM MpeAnodTeHus. Beioop — 310 TBOpueckoe
perienue. BeiOop npyroro BapuaHTa, OTJIMYHOTO OT MTPUBBIYHOTO, — 3TO CIIOCOO CO3/1aTh IIEPCIIEKTHB-
HBII pecypc, TEXHOJIOTHI0, OM3HEC-MOJEb, CTUb KU3HU.

Muiccus cepun «Asbrep-padpuka» — NpOAYyLIMPOBATh UAEH, PACIIUPAIOLIME KOHIIENTYalbHOE
MIPOCTPAHCTBO BBIOOPA M JIETKO MPEBPAIAOIIE CUMBOIMYECKUN PECypC albTepHATUBHOTO BUICHUS
B PeaJIbHbII PECypC OPUTUHAIBHBIX OM3HEC-PEIICHUI.

B cepwuio BoiayT paOOTHI IPAKTUKYIOIUX MTPEANIPUHIUMATENEH, MEHEAKEePOB, OU3HEC-KOHCYIIb-
TAHTOB, YbM PELIEHH ONMPAIOTCS HA aJIbTEPHATUBHOE BUJEHUE PHIHKOB, OpraHu3alvii, OM3HEeC-11po-
LIECCOB.

Takxe B paMKax cepuu OyayT MyOJMKOBaTbCSl KHUTU YUYEHBIX, Ub€ aJIbTEPHATUBHOE BHUICHUE
COBPEMEHHOI 9KOHOMUKH HAIILJIO MEXyHapOIHOE IPU3HAHUE U CO3JAET aKTYaJIbHYIO IEPCIIEKTUBY
BBIPAOOTKY MHHOBAIIMOHHBIX MOJIeNIel I TEXHOJIOTHI TIPOU3BOJICTBA, MOTPEOIEH S, OpraHu3aliy 1
yIIpaBJIEHHUS.

Jmumpuii Hearos, HayuHwlil pedakmop cepuu
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BMmecTo BCTYILUIEHHSI: KPHIITOAHAPXU3M
B COBPEMEHHOM 00IIeCTBe

Ham nocuacTivMBHIIOCH )KUTh B yIMBUTEIILHOE BpeMsi — BpeMsi liepeMeH. U T1aBHbIM ipaiiBepoM
9TUX TIePEMeEH sIBJIsIeTCS] OypHOE pa3BUTHE MH(POPMAIIMOHHBIX TEXHOJIOTUI, KOTOPOE MBI HaOJI01aeM
Ha MPOTSHKEHUU TOCIEAHUX NEeCATUICTHI. DBOMIOLMS TEXHOIOTUI MEHsIET MPUBBIYHBIA HAM MUD,
MpUYeM MEHsSIeT ero KapAMHAILHO U Ka4YeCTBEHHO, OTKPbIBasi IIPUHITUITAAIBHO HOBbIE TOPH3OHTHI B
pa3BUTHH OOIIECTRA.

Ecnu BHUMaTebHO MPOAHATM3MPOBATh WCTOPUIO IMBHJIM3AIUKM, MBI OOHApPYXUM Cpasy
HECKOJIBKO XapaKTepHBIX ToYeK OM(ypKalluK, B KOTOPHIX Ka3aBIIMIACS JIOCele HE3BIOIEMBIM BEKTOP
pa3BUTHS OOIIECTBA PE3KO CMEHUJI CBOe HaripapjieHue. [IepBoii Takoil TOUKOW CTajio U300peTeHue
MMCbMEHHOCTH, TIO3BOJIMBIIIEE HE TOJILKO 3HAUUTENILHO YIIPOCTUTD MPOIIECC Nepenadr nHPOpMaIum
Y KOHCOJIMJIMPOBATh B MaTepUaIbHON (hOpMe ee NCTOYHUKH, HO JJAJI0 3aMETHBIN TOJTYOK B Pa3BUTUU
9KOHOMHYECKOH, IOPUIMUYECKON, MHOTHX IPYTHX CUCTEM U COLMATIbHBIX MTHCTUTYTOB. BTOpOI BaskHOI
BEXOW B UCTOPUU YeJIOBeYeCTBa ObUIO BOSHUKHOBEHUE KHUTONIEYaTaHUS — 3TO U300peTeHUE OTKPBLIO
MyTh K TUPAXXUPOBAHHIO UH(OPMAIIHH, ¢ OBICTPOMY PACIPOCTPAHEHUIO U B KOHEUHOM UTOTE MPEeIo-
CTaBWJIO JIOCTYII K MICTOUHHMKAM JIJISI IIIMPOKUX CJIOEB HacesieHus. TpeThst onpe/essiomas CTyleHb B
SBOJIIOLIMY HaIlIeH [IMBUIN3AIMY — POKJICHHE B XX CTOJIETHH KMOSPHETHKY U TIOSIBJICHHAE KOMITHIOTE-
poB. Ha nanHOM 3Tarne uHpopManius, Kak siBjieHre, n30aBUIach OT MaTepHaIbHbIX HOCUTEIICH, TTOJI-
HOCTBI0 OOPETsI CBOI0 COBPEMEHHYI0 BUPTYasIbHYI0 (hopMy. HakoHelr, crienyromiei CTyneHbio MOCTUH-
AyCTPHATbHOIN PEBOJIOINHI, KOTOPYIO MBI MEPEXKUBAEM IMPSIMO Celvac, CTajlo Pa3BUTHE U IHUPOKOE
pacrnpocTpaHeHue Kpuntorpaduu, a Takxke MosiBJieHue OJIOKYerHa.

¢ buokuéiin (anrn. blockchain) — 3To0 BHICTPOEHHAsI MO ONpe/IeJJ€eHHBIM MPaBHIaAM
HeNnpepbIBHASA NMOCJIe/I0BaTeJbHAs eN0YKa 0J0KOB, cojaep:kamux nHgopmanuo. O Tex-
HUYeCKOM 3HAaY€eHHH ITOr0 TePpMHHA Mbl IOTOBOPHM I03:Ke, OKA JHUIIb YIIOMSIHEM, UTO
HMEHHO HA OCHOBeE (JIOKYEHHA MOCTPOEHBI BCe PACIPOCTPAHEHHbIE CEro/IHsI B MUPe KPHII-
TOBAJIOTHI. UIME@HHO 3TH TeXHOJIOTHH, 10 MHEHHIO 11eJI0oro psijga apropureTHbix IT-cnenn-
aJIMCTOB M YHTY3HACTOB KHOEPHETHKH, JATYT B OCHOBY 001IecTBa Oyayniero — qupposBoro
o0mecTBa, JHIIEHHOr0 HECNPaBeVIMBOCTH U HEPaBEHCTBA.

Kakoii jxe cMBIC/I BKJIQAbIBAIOT 3TU SHTY3MACTHI B MOHSATHE «IM(POBON LMBUIA3ALUN», HA
KaKMX 3aKOHaX W MPUHIMIIAX OHM IUTAHUPYIOT CTPOUTH Takoe oOmecTBo? Eciau oOpaTuthest K MHO-
TOUYMCJIEHHBIM CETeBbIM MyOJIMKAIMSIM, a TAKXKe JIOBOJIBHO PEAKUM (M B OCHOBHOM, aHTJIOSI3BIYHBIM )
aKaJIeMUYECKUM MCTOUYHMKAM, MOKHO TIPUATH K OYEBHHOMY BBIBOIY, YTO OOJBIIIMHCTBO M3 HUX
MIPE/ICTABIISIOT COOOM IPEMYYYIO CMECh M3 COIMOJIOTMH U TICUXOJIOTMU MACC C JIETKOW MTPUMECHIO TeX-
HUYECKMX TEPMUHOB, YTO B COBOKYITHOCTH JIA€T BeChbMa MOCPEJICTBEHHOE M TPYAHOE ISl TOHUMaHUSI
4yTHBO. Bosee Toro: TUIb eAMHUYHBIE U3 STUX UCTOYHUKOB 0OJiee T MEHee YeTKO OIHCHIBAIOT CaMy
npodsieMy, BOKPYT KOTOPO# (DOKYCHUPYIOTCSI BOIIPOCHI Pa3BUTHS ITU(POBBIX TEXHOJIOTUI B pa3pese
obmecTBa. ['opasno rydxe U MojiHee BOMPOC OCBENIAeTCsI Ha Pa3IMUHbBIX JUCKYCCHOHHBIX TUIOIIA-
Kax U B COIMAJIbHBIX CETsIX, MHOT/Ia TiepepacTasi B BEChMa arpeCCUBHYIO MOJIEMHKY, HO ¥ TaM BMECTO
caMoro mpeamera 00CykKIal0TCs, KaK MPaBUIIO, JIMIITh HEKOTOPBIE TIPUKJIA/IHBIE ACTIEKTHI UCTIONb30Ba-
HUS TeX WIM UHBIX TEXHOJIOTWIL. BUIMMo, B paMkax mogoOHOro JUCKypca Bce CTOPOHBI 10 yMOJTJa-
HUIO MIPETIONAraloT, YT0 OOBEKT XOPOIIO U3BECTEH KAXIOMY, U ITO STOMY MOBOJY yKe JIaBHO JOCTHT -
HYT TOJTHBIA U BCeOOIIMi KOHCeHeyc. BmecTe ¢ Tem, 1axke [UIsl caMOro TOHATHSI KPUNITOAHAPXHH JIO
CHX TIOp HE JaHO OIHO3HAYHOTO, UCUYEPITHIBAIOIIETO U CTOIPOLIEHTHO YCTPAUBAIOIIErO BCEX OMpe/e-
JICHUSI.

B cBoeii padote «KpunroaHapxusi, KWOeprocyaapcTsa 1 MUpaTCKue yTONUK» U3BECTHBIN Ty0-
avnuct, pusnocod u npenoaasarenb CeBepo-3anagHoro Yausepcurera [lutep Jlaanoy nuier:
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«ITo kako¥-TO NpUYNHE OOJBIIMHCTBO U3 HAC CYUTAET, YTO AHAPXUCTHI — 3TO cCaMble
HacTosimue (hpUKH C JUIMHHBIMHU JOXMaMH, IIBBIPsSIIONIHe OYTHUIKH ¢ KOKTeilieM MoJio-
TOBa B OKHa N00ponopsiiouHbix 6ankoB. Ha camoMm fejie aHapxusi He MMeeT HHUYero
0011€ero ¢ TAKNMH NPeACTABJIEHUSIME».

C TOYKM 3peHHs] MHOTHX COBPEMEHHBIX aHAPXKCTOB, TOCYJapcTBa B TOM BHIE, B KOTOPOM
OHH CYIIECTBYIOT Ha CETOJHSIIHIIA IeHb, BRIOMHSIOT (DYHKIMU TIOCPEAHUKOB MEK/ly HACEJICHHEM U
COIMAILHBIMU MHCTUTYTaMHU, UT'PAIOT POJIb IIEHTPAJIM30BAHHOTO MEXaHU3Ma, PeaT3yIoIero coop u
riepepacripe/ie/ieHie MaTepraibHbIX OJar ¢ UCMONIb30BaHUEM MHCTPYMEHTOB Hacuivsl. CoBpeMeHHast
MOJIeJIb SKOHOMHKH ¥ COIMAIBHOTO YCTPOMCTBA CTPOMTCS HA YIPABJICHUH MaTepHalbHBIMU pecyp-
caMu, TIpA KOTOPOU TpaxkJaHe, OTAaBask YacTb BRIPYUEHHBIX B pe3yJbTaTe MPOU3BOACTBA JOOABIICH-
HOM CTOMMOCTH CpPEJ/ICTB, BIIPABE PACCUMTHIBATh HA MOJTyUEHUE OMPEeSICHHOr0 KOMILIEKCa YCIyT,
TaKMX KaK, HalIpUMep, 3aIlUTa [TPaB U CBOOO, FapaHTHsI COOIONICHH I 3aKOHOB, a TaKKe, He B TIOCIIe -
HIOIO OYepe/Ib, — BHIMOJTHEHHE 11JI0T0 KOMILIEKCa MPOIeCCyalbHbIX JeUCTBUI P 3aKTIOUSHUH Clie-
JIOK, UCTIOJTHEHUU KOHTPAKTOB M 00eCreYeHNH 3aKOHHOCTH MOIO0OHBIX akTOB. OCHOBHOM HEJOCTATOK
TAKOTO MEXaHM3Ma 3aKJII0YaeTCsl B TOM, UTO caMa roCyJapCcTBEHHAsl CUCTEMa B IEJISAX MOLIepKaHUS
COOCTBEHHOU pabOTOCIIOCOOHOCTH MOTPEOIIsieT 3HAUUTEIbHBIE pecypchl. QOUH U3 OCHOBHBIX me3u-
€08 udeo.n02uu KpURmMoaHapxucmos Kaxk pa3 u Kpo-emcsi 8 mom, 4moosl UCKAIOUUMb U3 CXeMbl
COUUANBHO20 YCMPOUCMEA «AUWHUX», NO UX MHEHUI), NOCPEOHUKOS, NePenod’cu8 KOHMpoab-
HYI0 PYHKUUIO HA NAeUl CO8Pe-MEHHBIX UHPOPMAUUOHHBLX MEXHOA02UTl, U 8 NEP8YH) OUe-Pedb —
Kpunmozpaguu.

CornacHO orpe/eNieHnIo, TPUBEICHHOMY B «BUKUMeM», KPUNITOAHAPXU3M — 3TO (PUIOCO-
(s, nmpusbIBaOIIAsT K UCTIONB30BAHUIO CHJIBHON KPHUIITOrpadu [isl 3alUTH IPUBATHOCTU U JINY-
HOH CBOOOIBI. DTOT TEPMHUH BIEPBbIE MOSBWIICS B KypHasle «Taiim», B cratbe «Who Should Keep
the Keys?», onyonukoBannoi 14 mapra 1994 roga. A B marepuane «KTo Takre KpUnToaHapXHUCThI
Y HYXXHO JI1 HaM uX 0osThcsA?» aneKTpoHHbId kypHal RUBASE naer Gonee pa3BepHyTOE ornpefe-
JIEHWE TOMY SIBJICHHIO:

¢ «Kpunroanapxu3sm — ¢uiaocodus, cyTb KOTOPOil 3aKIHOYAETCSA B TOM, YTOOBI
HCIO0JIL30BaTh CIIbHYI0 KPUNTOrpadpuio 1Jisi 3alUThl IPUBATHOCTH M JIMYHOH CBOOOBIL.

KpurnroaHapXucThl CUMTAIOT, YTO KpUNITOrpadusl 3alIMINaeT JIoe ot ciexku B ViHTepHeTe
Y YBEPEHBI, UYTO 3AKOHbl MAMEMAMUKU CUNbHEE YeA08e4eCKUX 3aKOH08 1 UTo 0e3 Mg poBaHus
coo01eHni 1 MH(OPMAIUK JIMYHAS KU3Hb JII0JIel ocTpagaeT. KpunroaHapXucTsl — TO JIOIHU, KOTO-
pble IOIEPKUBAIOT (hrTocopHIo KpunToaHapxusma. [1odanbpHast 11es1b KpUnToaHapxuctos — MHTep-
HET JoBepHsl. DTO TAKOW KOJUIEKTUBHBIN Kpaya(aHIUHTOBBIN MPOEKT — IIOOATbHBIN HE3aBUCUMBI
MHTEPHET-TIPOBaiiep, KOTOPBI HAXOMUTCSI B KOJUIEKTMBHOM COOCTBEHHOCTH M PEasM30BaH 4Yepes
CITyTHUKOBBI MIHTEpHET 1 MMPHUHTOBbIE (heMCOThI. DTOT VIHTepHET Oy/ieT N3HAYaIbHO 3aKPHUIITOBAH
Y aHOHMMU3UPOBAH, TaKXke B HEro OyJeT MMIUTMMEHTUPOBAHA pacueTHasl CUCTeMa, OCHOBaHHAas Ha
TIOJINKCSX Y PEMyTaIyy MOJTb30BaTeNen.

Takum 00pazoM, MOXHO MPUATH K BBIBOAY, YTO KPUNTOAHAPXHM3M — CaM IO cede sIBJICHUE
B OOJIBINEH CTETIeHN KOHCTPYKTHBHOE, HEKENU JeCTPYKTHBHOE. VIHBIMU CIIOBaMH, JAaHHOE SIBJICHUE
MOHO OTHECTH K chepe COIUATBHO-TIOTMTUIECKON MICONOTMH, HallpaBIieHHON Ha OOphOy 3a CBO-
6omy croBa, TallHy JIMYHOCTU M YaCTHOU Tepenucku. To1bKo 8 Kauecmee OCHO8H020 UHCMIDY-
MeHma 3moil 60pbObL KPUNMOAHAPXUCHBL U0 He CMAYKU, MUMUHZU U YAUUHbLE NPOMeCcbl,
a mamemamuuecKue a120pummbul u 24yo00xkoe wugposanue.

OnmHUM W3 KJIOYEBBIX ACTIEKTOB IMIMPOKOTO PACMIPOCTPAHEHUsI MOAOOHBIX UIeH B OOIIecTBe
MOXHO Ha3BaTh JOCTYITHOCTh COBPEMEHHBIX TEXHOJIOTUH MU(pPOBAHUSA M HAIMYKE OOJBIIOTO KO-
YeCcTBa PeaM3yIoNIero 3TH TEXHOJIOTMU MPOrpaMMHOTO OOecreueHusl, B TOM YHUCjIe — CBOOOIHO
PacnpoCTpaHsIeMOro ¥ MMEIOIIET0 OTKPBITBIA MCXOOHBIN KofA. VIMEHHO 3TO He B MOCJIEAHIOn Oue-
peab OTKpPBIBAET /ISl COBpeMeHHBIX I T-crenuancToB 1 MpOCTBIX MOJIb30BaTelel, CUMIIATUZUPYIO-
IMX UJIeSIM KPUIITOAHAPXU3MA, IMHMPOKOE IPOCTPAHCTBO ISl ACATEBHOCTY U TIOMCTUHE Oe3rpaHuy-
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HOE ToJie BO3MOXHOCTeH. A pa3eumue 0A0KueliHA N0380as51em 0ene2uposams 3HAUUMENbHYHO
uacmuv 20cy0apcmeeHHbIX PYHKYUIL, C6I3AHHBIX C Pe2YAUPOSAHUEM U KOHIMPOAEM, CAMOMY KOM-
nblOMmepHOMY coo0ulecmay nepeHecmu ux 8 Kudepnpocmpancmeo. besycioBHO, TOCyIapCcTBO, KakK
[MBWJIM3ALMOHHBIA UHCTUTYT, HE MOXET He NMPOTUBHUTHCS MOAOOHON KOHKYPEHIIMH, BbI3bIBAIOIIIEH
BHYTPH HETrO IEHTPOCTPEMUTENIbHBIE CHIIBI, HATTPABJIEHHBIE HA OOIIYIO JEIEHTPATN3AIMIO PETYIUpPY-
romux yHkmid. OTcioaa — Bce T€ perpeccuBHbIE MEPhl IPOTUBOAEHUCTBUS, KOTOPbIE MPOBOASTCS
CETrO/IHsI MMPOTUB ITOTO KOMILIEKCa SIBJICHUM, B TOM YHMCJIe Ha 3aKOHO/IATEIbHOM YPOBHE.

[NepeHoc B KHOEpIpPOCTPAHCTBO PETYIUPYIOMINX M YITPABIISIONMX (PYHKIIUNA MOXKET OCYIIECTB-
JISITBCS C UCTIONIb30BAaHMEM TEXHOJIOTMH OJIOKYeliHa. BriepBbie 3TOT TEpMUH MOSBUIICS KaK Ha3BaHUE
pacripenesieHHOM 0a3bl TAHHBIX, PEaTM30BAHHON B aHOHUMHOM TIJIaTeKHOM cructeMe «BUuTkonn», u3-
3a 4ero OJIOKYEHH YacTO OTHOCAT K TPAH3AKIUSM B Pa3IMUYHBIX KPUMNTOBATIOTAX, OIHAKO TEXHOJIO-
T'Us EeroYeK OJIOKOB MOXET OBITh paclipocTpaHeHa Ha JToOble B3aMMOCBSI3aHHbIE MH(POPMAIIIOHHBIE
OJIOKM.

Bnok TpaH3akImii — crieruanbHast CTpyKTypa Jist 3anvcy MH(GOPMAI|K, KOTOpast I0JKHA ObITh
(bopMaIbHO 3aBEpIIEHHON M TOATBEPkKICHHON. TpaH3aKIMs CUMTAETCS 3aBEPIIEHHONW U TOATBEp-
KJIEHHOM, KOT/1a TPOBEPEHs! ee (popMar 1 MOAMKCH, M KOT/Ia caMa TPaH3aKIHs 00be/IMHEeHa B TPYIIITY
C HECKOJIbKUMU JPYTUMH; OHa COOMpaeTcs B CHEMAIbHYIO CTPYKTYpY — OJOK. Biiok copep)ut 3aro-
JIOBOK M CIIMCOK TPAH3aKIIMii, TO €CTh OTlepalnii, CBEIeHUsI O KOTOPBIX XpaHsATcs B HeM. Conepskumoe
OJIOKOB TaKke MOXET ObITh IIPOBEPEHO, MOCKOIBKY KaKIBIH OJIOK COAEPKUT MH(OPMALIUIO O MPEeIbl-
aymeM. Bece G10kM BBICTpanMBaloTCs B IIETIOUKY, KOTOpasi COIEPKUT MH(MOpMaInio 000 BCeX COBep-
IIeHHBIX KOrJa-1uoo onepanusx B 6ase.

Campbliii IepBbIi OJTOK B 1IETIOYKE — MEPBUYHBIN ONOK (aHIu. genesis block) — paccmarpuBaeTcs
KaK OTAEJbHBIN CITy4aid, TOCKOJIBKY Y HErO OTCYTCTBYET POIUTENIbCKHIA OMIOK. Co31aBaeMble B paMKax
CHUCTEMbI OJIOKU JOJDKHBI OTBEYATh LIEJIOMY PsIly MaTeMaTUIeCKUX U (DYHKIIMOHAIBHBIX KPUTEPHUEB.
VioBneTBopsomre KpUTEpUsM OJIOKM OTIIPABJISIOTCS B CETh, BKIIIOYASCh B pacIipe/ie/ieHHyI0 0azy
O10KOB, a MH(OPMAIIUS O HUX COXPaHsETCsl B APYruXx OJOKax. PeryjasipHo BOZHHMKAIOT CHTYalluH,
KOTJa HECKOJIbKO HOBBIX OJIOKOB B Pa3HBIX YACTAX PACIPEAEICHHOW CeTH Ha3bIBAIOT MPEAbIAYIIIM
OJIVH M TOT e, TO €CTh IIETI0YKa MOXET BETBUThCS. Pacripenenennas 6a3a TaHHBIX OJIOKYelH (hopMHu-
pyeTcsl Kak HempephIBHO pacTyInast Ierovka OJIOKOB C 3aliCsMHU 000 BCEX COBEPILIECHHBIX B CHCTEME
TpaH3akImsx. Koruu 6a3pl WK ee 4acTy OTHOBPEMEHHO X PaHSITCSl HA MHOKECTBE KOMITBIOTEPOB CETH
Y CHHXPOHU3HPYIOTCS COIIACHO (popMasibHbIM TpaBwiaM. MHpopmaius B Gokax He mugpoBaHa,
JOCTYIIHA B OTKPBITOM BHJIE, HO OTCYTCTBHE M3MEHEHUH yIOCTOBEPSETCS] KPUITOr pahuIecKUM CIo-
COOOM.

Takum 0OpaszoM, cBefieH!sI 000 BCeX TPaH3aKIMSX, TO €CTh OIepalusiX, COBEPIIEHHBIX KOT/Ia-
00 B cUcTeMe OJNOKYEHH, XpaHsATCsl cpa3y Ha MHOXECTBE KOMIThIOTEpAX MOJIb30BaTesIel CeTH U
MOTYT OBITh TIONTBEPXK/JCHBI B OO0 MOMEHT 0e3 BCAKUX yCHIMH. Ty HH(POpPMAIHI0 HEBO3-
MOZKHO nojjeJarb. Hanpumep, ecm Ha 3ToM npuHImIie OyeT nocTpoeHa 0a3a JaHHBIX COOCTBEH-
HUKOB 3€MEJIbHbIX YYAaCTKOB WM OOBEKTOB HEABWXKHUMOCTU, B HEH HeJb3sl OyleT «3aCEeKpPEeTHTh»
Kakue-J1M00 3aNKCH WM TIOJMEHHUTD UX «3aJHIM YHCIIOM», TIOCKOJIbBKY BCE CBEJICHUsI 000 BCeX Orle-
panusix ¢ 00beKTOM 0a3bl XpaHSTCS B PaCIIpeieIeHHOW CUCTEME, U HECAHKITMOHUPOBAHHBIE N3MEHe-
HUS TIPOCTO He OyAyT MOATBEPIKICHbl CUCTEMOU ¥ HE CMOTYT CUMTAThCSI JISTUTUMHBIMH.

AnosnoreTsl OI0KYEiiHA CYUTAIOT, YTO HA STOM IMPUHIIUIIE MOXKHO MOCTPOUTH HE MPOCTO 3allIU-
IIEHHbIE, AHOHUMHBIE U JICLIEHTPATU30BaHHbIE TUIATEXHbIE CUCTEMBI (TAKOBBIE CYIIECTBYIOT BO MHO-
JKECTBE YK€ CErojiHs), HO Takke (PMHAHCOBBIE MHCTUTYTHI, MOJOOHBIE COBPEMEHHBIM OAHKOBCKHUM,
CHUCTEMBI, CIOCOOHBIE 3aMEHUTh HOTApHAT, OMPKHU WM KPayaKpa(TUHT (M 9TO ceildac yxe TOxXe TeX-
HUYECKU PEAIM30BAHO).

4+ OuHAJIBHOH TOYKOM NMpoiecca «0J0KYeHN3ai» COBPEMEHHOr0 00IecTBa MHO-
rue KpunToaHapXuCThl BUAAT CO3/laHUe CBOEOOPa3HOro TPAHCTPAHMYHOro «IucgpoBoro
rocyapcTBa», Noj KOTOPbIM MOHNMAeTCs, KaK NPaBHjIo0, He TEPPUTOPHAIBLHOE, 2 COLH-
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ajbHOe 00pa3oBaHue JiKo/iel, 00beJUHEeHHbIX HOBOI, «H(POBOIl» HAe0JOruei u JOKTPH-
HOM.

Bosmooicho au peanuzoéame 6 Kubepnpocmpancmee noooOHble COUUANLHO-MEXHON02UMECKUEe
Mooenu, KOmopble MHO2UE COBPEMEHHbBIE IKCNEPNIbL CUUMAION Ymonusamu? Aemopumembole cneyua-
AUCTBL 8 PABAUMHBIX 0ONACIAX COBPEMEHHOU HAYKU UMEIOM PA3AUUHbBLE MHEHUS. HA MO c4ent, U ¢
IMUMU MHEHUSMU HAM XOMEN0Cb Obl NOZHAKOMUMb YUmameneli.
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Yero X0oTIAT KPUNTOAHAPXUCTHI?

Cywecmeyem mHodCECMB0 M100€l, UCKPEHHEe GePAUUX 8 MO, UIMO C PA36UMuem Kpunmozpa-
duu u UHPOPMAYUOHHBIX MeXHON02ULE cam coboro Hacmynum paii Ha 3emae. Koe-kmo, naobopom,
cuumaem maxylo MoKy 3peHUst UHPAHMUNBHOU, NOAA2as, UMO NOOOOHbIE HAOEHCObl CEA3AHBL C
HENOHUMAHUEM OeLiCMBYIOUUX 8 COBPEMEHHOM 0DUECBE COUUANLHBIX NPOUECCO8, BCAEOCBUE Ue20 U
DPOACOAIOMCSL 8CEBO3MOJICHbLE YymonuU. Ybs mouka 3peHust 603bmenm 8epx, NOKadjicen 8pems, OOHAKO,
npeoicoe uem CYyoumv 0 803MONCHLIX NOCAEOCMBUSX NPUULECTNBUS HOBOU UUEPPOBOTL NOXU, HEOOXOOUMO
pazobpamvcsi 8 0emansix Ucnogeoyemol Kpunmoanapxucmamu uoeonozuu. Kpome mozo, 6vino 6vi
HEN0X0 NOHSAMb, KMO MAaKue KPUnNmoarHapxucmsl 6000uie U Yem OHU OMAUUAIOMCSE Om Opyeux oou-
mamenei Mupa KOMnelOmepHbIX MexHoN02Ul.

B cospemenori npecce omuezo-mo npuHamo cmeuueams KpUNMoanapxucmos, upyconucame-
Jetl, RPOZPAMMUCTNOS U XaKepos eoeduro. Iloayuaemces He cAuKOM annemumHoe, u, 2Aa6Hoe, Hecse-
000H0e on1000. B oonoii uz nybauxayuu Ha BBC:

«Ecnu Bac elie HM pa3y He B3/1aMblBaJIM, He “CIMBaIX” Ballly JIMUHYIO MIEPENMCKY U HE IIaHTa-
KUPOBAIN KPaJEHBIMU UHTUMHBIMU (POTO, cuMTaiiTe, BaM nose3io. Harma ku3Hb, Kak JM4Has, Tak
Y MOJIUTUYECKAs], CTAHOBUTCS Bee OoJiee MPO3payHoO, M AEBAThCS OT ITOrO HEKY/a.

Henasno Bupyc Petya.A atakoBajl KOMITBIOTEPHI 110 BCEMY MUPY, OOJIbIIIEe BCETO Mapai30BaB
CHUCTEMbl YKPAaHHCKUX BeJOMCTB. B mocneqHee Bpems Xakepbl Bce yallle BJIaMbIBAIOTCS B MOJIUATH-
YecKoe TI0JIe — Yero CTOMT MCTOpHs B3oMa 0a3 JaHHBIX KOMUTETa [JeMOKpaTHuecKoi MapTHy WIn
“cIMB” IOKyMEHTOB BCeMMpPHOro aHTHIONMHIOBOTO areHTCTBa, LEeJIbI0 KOTOPOro ObLIO HE BHIMOTa-
TEJIBCTBO, @ 0OHAPOJOBaHKE OOLIECTBEHHO 3HAYMMON MH(pOPMAIMU. DTO TPeH], MOIeP)KUBAECMbIN
B TOM 4HCJIe JesATeNIbHOCTBIO caiita Wikileaks, KOTOpbIi mponaraHAMpyeT MaKCUMaJIbHYIO ITTACHOCTb.
Jpyroii cCOBpeMeHHBbIIl mpeno, npogo3zaaumarowiuii 6ce0OWYr0 NPO3PAUHOCHIL — MO MEXHOA02UL
0.10KuellH, npedaazarougue AH00M RPOGOOUMb onepavul 8 Kpunmoagaarome. BiloKyeliH rnojapasy-
MEBAET JIOCTYITHOCTb BCEX JAHHBIX O TPAH3aKLMAX U X HEU3MEHAEMOCTb, YTO rapaHTHpyeT Oe3omac-
HOCTb cliefiKi. Ho BO UTO mbITAIOTCS MPEBPATUTH HAIl MUP CTOAIIME 32 TUM IMporpammuctbl? Kak
Ha MOJIMTUKE M SKOHOMUKE OTPAKAIOTCS TEXHOJOTMYECKUE TPOPBIBbI COBPEMEHHOCTH 7>

Kax euoum, smom «zaac eonurouiezo 6 nycmolte» He deaaen OONbULOT PAZHULbL MeNHCOY XaKe-
PaMU, pacnpocmpanHumensiMu 6upycos u onokueliHom. Buecme ¢ mem pasnooopasue 614008 6 mupe
BbICOKUX MEXHON02ULL HAMHO20 WUPe NOo20, YIMo CYMeAU 6CHOMHUND U nepeuucaums asmopul u3 BBC.
Bom umo 206opum no smomy no6ody anarumuk 0OHOI U3 8e0YUUX POCCULICKUX AHMUBUPYCHBIX KOM-
nanuii Ilagen Llanun, nuwyuuii noo aumepamyprvim ncee0oHumom Barenmun Xoamozopos:

«Bceskui pas, korga B IHTepHere nmm TpaauimoHHbix CMMU s BUKY HOBOCTHBIE 3arOJIOBKH U3
paspsaaa “Xakepbl OpraHM30BaJIM OUYEPEIHYI0 BUPYCHYIO aTaky WM “ba3a IaHHBIX MHTEpPHET-Mara-
31Ha OblIa [OXHUIIIEHA XaKepaMU~, MHE HECTEPITMO XOUYETCs] OThICKaTh HAIIMCABLIETO 3TO Ky PHAIUCTA
Y CTYKHYTb €ro TI0 TOJIOBe YeM-HHUOYIb TshkeabiM. Korna-To, pabotas peiakTopoM KOMITBIOTEPHOTO
KypHaJsa, s1 6€3:)KaJOCTHO BRIMAphIBAJ TIOJOOHbBIE CTPOKM M3 MOCTYIABIIMX B M3/1aTEJbCTBO MaTepH-
anoB. “TloyeMy Thl C TAKMM yNOPCTBOM 3alMILAEIIb XakepoB?” — HegoyMmeBasu Komeru. “Iloromy
YTO OHU HU B YEM HE BUHOBAThl’, — BCAKUI pa3 oTBeval .

VctHHOE MpOoUCXO0sk/IeHHe TEPMUHA “Xakep” ceiuac, HaBEpHOE, YCTAHOBUTb YK€ HEBO3MOKHO:
IIPEAIoNaraeTcs, YTo OHO 3apOAMJIOCh B KaMITycax M ayauTopusx MaccauyceTckoro TexHomnoruue-
CKOI'0 MHCTUTYTA ele B 60-X rogax MpoLUIOro CTojaeTusA. beiryeT MHEHHE, 4TO CJIOBEYKO IMOMNaso B
00MXO0/] KOMITBPIOTEPIIUKOB U3 KaproHa XHIIIH, TJIe TIIaroi to hack o3Hava OTHIONb He “B3JIaMbIBaTh”,
KaK 9TO cYMTaeTcs ceryac, a “coodpaxars”’, “Bpydarscs”. CoOcTBEHHO, B 70-X XakepaMH Kak pa3 U
Ha3bIBAIN TeX, KTO “BpyOaercs’” B MPUHIMUIBI padOThl KOMIIBIOTEPOB, ITyOOKO MOHMMAET MPOUCXO-
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ASIIME B HUX MTPOIIECCHI — TO €CTh BRICOKOKBATM(HUIIMPOBaHHBIX I T-crieruanicToB, mporpaMMHCTOB,
Pa3pabOTYMKOB. XaKephbl — ITO MPEsK/IE BCETO UCCIIEI0BATENN, HACTOSIIME YISHbIE N3 MUPa BHICOKHX
TEXHOJIOTHI, Te camMble KOCMaThle TIAPHU B OYKAX, CKBO3b TOJICTHIE CTEKJIA KOTOPBIX MOKHO TO/KH-
raTb MypaBbeB. HacTosiiye Xxakepbl HUKOTJa He B3JIAMBIBAIN 1yKHe TIPUIIOKEHUSI T CEPBEPHI paIu
HAKVBBI M YK TeM OoJiee He COBEpIIIaIN MPECTYIUIEHUH — pa3Be YTo MOPOi UCMIOIB30BAIM CBOM 3HA-
HUS JJTs OpraHu3auy 6e300MTHBIX PO3BITPHIIIEH.

T'oBopsIT, OIMH peANPUMMYMBBIN TAPEHb, CKOHCTPYUPOBAB bluebox — ycTpONCTBO, TIO3BOJISIB-
1ee “oOMaHBIBaTh” arnmaparypy Tejae)OHHBIX CeTel, — OHAKBI CyMe I03BOHUThCs camomy [lare
Pumckomy. TTopoit Xxakepbl NCIONb30BAIM CBOM YMEHUS B JIMYHBIX 1IEJISIX, HO BCE PABHO CTAPAJIUCh HE
HAHOCHUTh KOMIBIOTEPHBIM CHCTEMaM M HX TMOJIb30BaTeNsAM cepbe3Horo Bpeaa. Ilo Gombiomy cuery,
XakepaMu MoxHO Ha3BaTh CtuBa BosHsika u buina Ieiirca, Jlunyca Topeanbica u Puuapna Cron-
MaHa. [laxe cos3pmaresp IEpBOM B MCTOPHU UEJIOBEYECTBA JIEKTPOHHO-BBIYKMCIUTENILHON MaIlIMHbI
Konpag Lly3e Obu1 CBOETO poia XakepoM, XOTsI B €0 BpeMeHa TaKOro MOHSATHUSI He CYIECTBOBAJIO
BOBCE.

JL71s1 mapHed, B371aMbIBAIOIIUX TIPOrPaMMBbl MJTH YJaJIeHHbIE CEPBEPHI C LIEJIbI0 HAKUBBI, a TAKKeE
pa3pabaThIBAIOIINX pa3IMYHbIe CpeCcTBA 00X0Ia CHCTEM JIMIIEH3MOHHOM 3aIlIUThI, BCEI/Ia CYIIeCTBO-
BaJIO OT/JEJIbHOE Ha3BaHUe — KpIkepbl. CHeMaIiCTOB MO B3JIOMY TeJie(pOHHBIX CETel MPUHSATO Ha3bl-
BaTh (ppukepamu. Tex, KTO UCTIOb3yeT B HE3AKOHHBIX IIEJIsIX OAHKOBCKUE KApThl U CHCTEMBI K-
TPOHHBIX TIaTeXer — Kaprepamu. OTAEIbHYI0 KaTeropHuio KOMIBIOTEPHOTO aHJeTpayH/ja COCTABISIIOT
BUPYCOMHMCATENH, CO3JAIOIINE U pacnpocTpansiomue BpenoHocHoe [10. DTy pa3HOIEPCTHYIO KOM-
MAHUIO0 TAK)Ke COCTABIISIIOT MHOTOUYHMCIIEHHBIE KJIAHBI, MMEIOIIUE JOBOJIbHO-TAKU Y3KYIO CIIEIaIIU-
3aIMI0: TeX, KTO MHUIIET KO, HEPEIKO Ha3hIBAIOT BUPMEUKEPaMH, TaK Ha3bIBAEMbIE KPHUIITOPHI yIia-
KOBBIBAIOT ¥ HNIM(PYIOT BPEIOHOCHBIE MPHIJIOKEHUSI, BIIAPUBATENIN 3aHUMAIOTCSI pa3favyell BUPYCOB
Y TPOSIHIIEB HACEJIEHHIO, a OOTOBO/BI PEATM3YIOT HA YEPHOM PHIHKE Pa3iWvHble “YCIyrH” ¢ TIOMO-
IO TIPUHAJIISKAIMX UM OOTHETOB, HAITpUMEP, pacchliKy criama wim DDoS-araku. CyiecTByior
MHTEPHET-MOIICHHUKY, BHIMAHMBAIOIINE Y JOBEPYMBBIX JKEPTB JEHBI'M MPH TMOMOIIM CIIEIMAIBHO
CO3JJaHHBIX CATOB WJIH C MCIOIb30BAaHUEM METOJOB COLIMAIILHON MHXEHEpUH. Takylo 1esTeTbHOCTD
HEPEeJIKO HA3bIBAIOT (hPOIOM, OT AaHIJIMHACKOrO TepMUHA fraud — “MOIIEHHUYECTBO”, @ CAMHUX MOIIIEH-
HUKOB 30BYT (ppozepami. KyITuKoB, HICHIONIB3YIOMIMX JTMYHYI0 HH(POPMAIIUIO MOTEHITUATLHOM KEPTBbI
B LIEJIsSIX OOMaHa WJIM BBIMOTATeIbCTBA, UMEHYIOT CKaMepaMu, HEpeJKO OHU MapasUTUPYIOT Ha calTax
3HAKOMCTB M TIPOMBIIUISIOT B COIMANBHBIX ceTsiX. KTo Takue criamepbl 3HaeT, HAaBepHOE, KaxKIbIil.
Hepenxo 3710yMBIIUIEHHUKH UCTIONB3YIOT XaKePCKKe METO/IbI /111 HECAHKIIMOHUPOBAHHOTO J0OCTYMA
K KOMIBIOTEpHBIM crucTeMaM. Ho Takux Jiiofiell Bce-Taku mpaBujibHee MMEHOBATh KHOEPIIPEeCTyITHU-
KaMH, CYMTATh UX XaKepaMU B KJIACCHYECKOM MOHMMAHHWU 3TOTO CJIOBA — BCE PABHO, YTO HA3bIBAThH
cucteMubiii O5ok [TK mporieccopom. U HerpaBuiibHO, U pa3apaxaer.

Hy, a pacxoxkee cI0BO Xakep, HeKorjga 0003HavaBIlee MPOCTO BHICOKOKJIACCHOTO KOMIThIOTEP-
HOTO CIelMAICTa, OKAa3aJIoCh 3aTepTO A0 JAbIp He pa3OMpalolMMUCS B BOMPOCE KYpPHAJIMCTAMH,
KoTopble HU3Be M I T-npoheccroHanoB 10 ypOBHSI KOMITBIOTEPHBIX MPECTYTHUKOB U KUOEP3II0/IeeB.
Maca B OroHb NOUIAIA MHOTOUHMCIIEHHBIE OHJIAHOBBIC U HE OUeHb U3JaHus1, Oarogapsi CTapaHusiM
KOTOPBIX HBIHE XaKepoOM ceOsl MHHT JII0OOH IIKOJBbHUK, KyNMUBIIUKA Ha “[opOyiike” TUCK U3 cepun
“1000 nporpamm 11 B3noma aTtepuera”.

B mupe cymectByer mHO)ecTBO IT-crienuaimcToB, KOTOPIX MOXKHO Ha3BaTh HACTOSIIIUMMU
npodeCCHOHAIAMU CBOETO Jiesia. ITO CUCTEMHbIE aJIMUHHUCTPATOPBI, TIOJ/IEPKUBAIOIINE LIeJTble KJla-
CTepBI CEPBEPOB, 3TO MPOT PAMMHUCTHI, TIUIITYIINE CJOKHBINA KOJI, 3TO SKCTIEPTHI IO MH(POPMAITMOHHON
0€30MacHOCTH, APXUTEKTOPbI ONIEPALIMOHHBIX CUCTEM, W, KOHEYHO, BUPYCHbIE aHAJTUTUKH, UCCIIELYIO-
I1IMe OTACHBIe Yrpo3bl. M Bce OHM — HEMHOXKO Xakepbl. BOT mouemy st OTHOIIYCh K JIIOZISIM, KOTOpBIE
3aCITy’KMJIM TIPaBO MMEHOBAThCSI UMEHHO TaK, C OOJBIIUM U UCKPEHHUM yBaXeHUEM, BeIb XaKep —
3TO 3BYUYHUT TOPIO».
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Bmecme ¢ mem, ¢ Baaenmunom Xoamozoposvim coaudaprsl daneko He éce sxcnepmel. B uacm-
Hocmu, é ceoem uHmepswio Pycckoti cayorcoe BBC aemop kuueu The Politics of Bitcoin u doyenm YHu-
eepcumema coopydrcecmea Bupeuruu /[p6uo I'onambus 03eyuun Heckoavko uHoe mHetue. Ilpueooum
MO UHMEPBYIO.

lonamOust BUIMT B IEATETIBHOCTH XaKEPOB U KYJIbTYpe CIMBOB HANOIOOME TeX, YTO OCYIIECTB-
nsier Wikileaks, ve momnb3y 1151 0OIIECTBa, IA€ TaKMe UTPOKU HEPEeIKO pa3o0sIavyaioT MpecTyIUIeH s
Ha rOCYJapCTBEHHOM U APYTUX YPOBHSIX, —a HA00OPOT, paspylieHue. biaroponHbie uaeu, KOTOpsIMU
OOBSICHSIOT CBOM TMOCTYITKM Jiloan Bpose Dapapna CHoyueHa, cuntaer ['onamOusi, Ha camoMm jiene
HecyT B ceOe 3epHO Teppopu3Ma. A BiusitesbHble [T-kopriopamyy He TONBKO OrpakaaloT JIIOAEH OT
BMeIlIaTeIbCTBA FOCYAAPCTBA B MX JIMYHYIO )KU3Hb, a MOMYTHO CTAaBAT IMOJ1 yTPO3Y CYBEPEHUTET 1IEJIbIX
CTpaH.

BBC: Cutyarus HbiHe HeoIHO3HAUHAas. Y Hac ecTb «PeicOyK», KOTOPBIN COeqUHSIET 1B MUJI-
JMapya JIofeH, ¢ ero JaiBaMu, KOTOpble BOT-BOT 3aMEHST TeJIeBUAEHHE; Y HAC €CTh CEPBUCHI BPOJIE
Skype, KOTOpbIe TIO3BOJISIOT MPOCTHIM JIIOSIM BKJIIOUAThCS B MIPSIMOM 3(pHp TelekaHala U3 aBTo3a-
KOB BO BpeMsI MacCOBBIX MTPOTECTOB; OJIOKYEIH, KOTOPBIN MOAPHIBAET CYHIECTBYIONIYIO UACI0 MUPO-
BOI skoHOMUKH, Wikileaks Kak ujean paaukajibHOM IIACHOCTH; Y HAC €CTh CKBO3HOE I poBaHue,
KOTOpoe Bpofie Obl yoeperaeT Hac oT «bosbinoro 6para» u OAHOBpeMEHHO — Bosbinue 1aHHbIe, KOTO-
pble MO3BOJISIIOT KOPIOpAlMsM y3HaTh O Hac OoJibllie, YeM 3HaeM o ceOe Mbl caMu. Bce 310 oveHb
MIPOTUBOPEUYMBO 1 COMBAET C TOJIKY, €CJIM YyecTHO. Kak BbI cunTaere, K 4emy ke BCe ITO HaC BeleT?

Hasua I'omamo6usi: Kyna Bce 1o Bemer? S 00 aTom ayman. MeHst KpaiiHe OeCIIOKOST JBe
TPYMIIBI JTIOJEH, OMHY M3 KOTOPBIX MPO3BAIM KPUITOAHAPXUCTAMH, a IPyrylo — Kubepnankamu. Tak
oHU HasbiBasU ceOs B KoHIle 1980-x — Hauasne 1990-x ronos. Y oHM CyIECTBYIOT /IO CHX TIOP.

JIxynuan Accanxk, Hapumep, MPeCTaBUTENb KaK pa3 rpyniupoBKY KuOeprnankoB. OHM Haru-
caJii IOPOXKHYIO KapTy OyayIiero, Kotopas moHadanxy Ka3ajach KaKOH-To OpeoBOi HayuyHOU (haH-
TACTUKOM C MPaBbIM YKJIOHOM. Ternepb OHa HaM TakoM yKe He KaxeTcs.

BuTKoMHbI, HaprIMep, eCTh B ITUX PaHHUX pa3paboTkax kKuOepraHkos. Llenb sTux monein —
MOJIOpBaTh Bce (POPMBI JEMOKPATUYECKOTrO TMpaBJeHUSI C TPEICTABUTETIbHBIMUA CTPYKTYPaMH.
['opasno mpoiie HOHATb, YTO OHHU XOTAT Pa3pyIInTh, YEM TO, YTO OHH XOTAT MOCTPouThb. [IoHATHO,
YTO OHM HEHABUJIAT, a BOT YUTO JIIOOST — HE OUEHb.

B 1994 rony cotpynauk Intel Tum Mait Hanucan «[IngppoHOMUKOH» — COOPHUK BOITPOCOB U
OTBETOB O KpunroaHapxu3me. OH OCHOBBIBAJICS Ha Oosiee paHHeM «MaHudecTe KpUrnToaHapXucTa»
Takxke aBTopcTBa Masi. B «IlludpoHOMUKOHE» yike MTPOCIeKUBAIOTCS UIeU BBEACHUS KPUITTOBATIOT
U TexHosornu Os0k4eiiHa. Kak MHe BUIUTCS (9TO MIOXOXE Ha TO, YTO MPOMCXOAUT ceiiuac ¢ KpaiHe
MPaBOy MOJIMTUKON B OTHOIIEHUM VIHTEepHeTa, 4yTo Ha3bIBAIOT HEO(hEOnTM3MOM, HEOPEAKIIMOHH3-
MOM), TO, YTO 3TH JIOJH CTPOSIT — KOPIOPAIMK (PeoJaIbHOTO THIA, STakue (heoiaTbHble AHKJIABHI.

B 31011 cucreme oy MOTyT HOJYYUTH HEBEPOSITHYIO BJACTh 0J1aroapsi JeHbram Win
NPHOOPETEHNIO0 CAMBIX COBEPIIEHHbIX TEXHOJIOTHIl, NepeMAaHUBAHNIO JYYIIUX IPOrpaMMH-
CTOB Ha CBOI0 cTopoHy. U Toraa Mup okyHeTcsl B IepMaHEeHTHYIO BOIHY, 1aKe ellle riayo:ke,
yeM ceifuac. Tomac ['066¢ roBopuit 0 BoiHe, KOTOpasi CTOJIKHET BceX co BceMu. U 310 TO, UTO, Kak
MHE KaKeTCsl, POUCXOAUT Cevac B MUpe. DTH JIIOAU 3asIBIISIIOT, YTO OOPIOTCS MIMEHHO C HAITMOHAITb-
HBIM TOCYJapCTBOM, TIOTOMY YTO OHO MPOBOLIMPYET BOWHBI U Mpoure Oeapl (1 310 Tak). Ho To, uto
OHHM TIpeJIaraioT B3aMeH, emie Xyxe. [IoroMmy 4To 3T0, eclii MOKHO TaK BBIPa3UThCs, MUP B MiepMa-
HEHTHOM COCTOSIHUM TE€PpPOpU3Ma, TJie J000e CyIIecTBO — MPOTUB JII0OOTO Jpyroro cyiecrsa. bes
KaKUX-JIMOO BCEOOBEMITIONTUX TOIUTUYECKUX CTPYKTYP.

BBC: Bel nuiiere, 9to GJIOKYEHH — OTUIOT MPABOro 3KcTpeMusMa. UTo Bl MMeeTe B BUTY MO
CJIOBOM «3KCTpeMu3M»? IMEHHO BOT 3TOT TeppOpuU3M, O KOTOPOM ceiluac cKazasm?

. I'.: Heo6s3atenpHO. Teppopu3M MOXKET MTPOUCXOTUTh OT Pa3HBIX TOJIUTHYECKUX CTOPOH. 1
9TO BUXKY CTpaTerueil, a He OnpeesieHHON MOJIUTUYECKON TOUKOM 3peHus1. [IOHSITHO, 4TO MEeTO/IbI
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STUX IPYNIT KeCTOKKE. M ecTh HEKOTOPOE CXOICTBO MEK/1Y TEM MTPABOPATUKAIBHBIM HACHIIMEM, KOTO-
poe Mmbl BuauM B CIIIA, u tem, yto ects B EBpone mim gpyrux mecrax. U1, ecim yectHo, oueHb
3a0aBHO HAOJIO/IaTh, KK 3TH JIIOAKM 00CY X IAI0T [3arnpenieHHoe B Poccun] «Mcmamckoe rocyaapcTBos.
«HMcnamckoe rocynapcTBo» MCHONB3yeT XUTpble MeTonbl, Bce 3t WhatsApp, Signal u Tak nanee.
ITO MOTPSCAIIIVIA MPUMEP PACIPOCTPAHSHHOTO TI0 OOJBIIION TEPPUTOPHH, NETIEHTPATM30BAHHOTO,
HEeUepapXmu4ecKoro, HerocyAapCTBEHHOro cyobekTa. IMeHHO TOro Turia, KOTOpbIid BOCXBAJISIOT KPUII-
TOQHAPXHUCTHI. DTO HE BBIVISAUT, Kak cBoOoaa. CoBceM He 00s13aTeNTbHO, UYTO OHU MOJJIEPKUBAIOT TEep-
POPHUCTOB, OHM JJa’ke MOT'YT ce0s1 HAPOUUTO OT HUX OTrpaHnunBath. Ho 6e0b Ha camom-mo dene yeav
Y HUX 00Ha: omcymcmeue KOHMPOASL U 80 MHOUX CAYHASX PACRPOCIMPAHEHUE XA0CA, SPOCHL NO
OMHOULEHUIO K A1000MY, KINO UM NOKAHCEMCSL 3ACAYHCUBAIOUUM M020.

BBC: Bol HazBaym [Ixynmana AccaHka, a KOro Obl ellie Bbl IPUYUCITIIN K TaKUM JIIOASIM?
Mapka Ilykep6epra?

J. T'.: Her, oH He cTouT Ha IEPBOM MeCTe MOEro crucka. B nmepByio ouepenp st Obl yKazal Ha
monei Bpoze xyauana AccaHka, KOTOpbIE MTPEACTABIISIOT ceOsi MacTepaMu KpunTorpaduu, uccre-
noBaresisiMu 1o kuoepoesonacHocTr. 1o wieHsl Chaos Computer Club!, KOTOpbIe TIOCEAT exe-
roHble Xakepckue KoHgepeHu. OHU Bce MOJHBI 310CTH.

¥ [hans | [omputer ~ [Lub_

Kak nmo MHe — Tak OHM BBIIVISAAT HACTOSAIIMMU mpoTodammuctamu. [lake ofeBaioTcs Tak xe.
OHM 3CTETU3UPYIOT MOJUTUKY U MPOCIABIISAIOT a0CTPAKTHOE MOHATHE CBOOOBI, KOTOPOE, 110 MOEMY
MHEHUIO, He UIMEEeT HUYEero oOIIEero ¢ TeM MOHSATHEM CBOOObI, KOTOPOE 3aJI0KEHO B Oojlee BMEHsie-
MBIX JIIoAsiX. VI OHU, Mpeke BCero, roBOpSAT O TOM, YTO XOTST YHUUYTOKUTh, U MAJIO YTO IOHUMAIOT
O TOM, YTO XOTSIT B3aMEH.

BBC: Bub HaBepHsKa crblllIaid O HEIaBHEM B3JIoMe cucTteM BupycoM Petya.A? Bwl ceifuac
TOBOPUTE O XaKepax, KOTOpble 3aHUMAIOTCS1 YeM-TO MOIOOHBIM ?

. I'.: Umenno. Y Hago OBITH TOTOBBIMU, UTO TaKoe OyAeT MPOUCXOIUThH Bee varlle. S He 3Haro,
KTO UMEHHO 32 9TUM CTOUT, BO3MOKHO, Mbl HUKOT/Ia He y3HaeM. Ho 3T0 U ecTh BOT 9Ta ACLIEHTpaJIH-
30BaHHAsl, HeUepPapXUUecKasi, HeTOCyAapcTBEHHAs. .. XOTs 3TO BIIOJIHE MOTJIO OBITh C/INAHO PyKaMuU
rocyaapcTBa, KTo 3HaeT? MHOXeCTBO BOBJICUEHHBIX B 9TO JIOJEH MPOAAIOT CBOU XaKePCKUE YTHITUTHIL.
Bort 3aiiiuTe B Tak Ha3piBaeMyIo TIyOOKYIO MAYTHHY, 1€ MOKHO TOKYIMAaTh Pa3Hble BEIld OMTKOM-
HAMH U IPyrod KpuntoBamioTor. CamMbIM NOMYJISIPHBIM TOBAPOM TaM SIBJISIOTCS KaK pa3 XaKepcKue
yTWIUTHL. Y KOrAaa KTO-TO MpeiaraetT 3To0 OrpaHNuyUTh, JIIOAU U3 KPUMITOMUPA HAYUHAIOT OECUTHCS.
«Jla Kak BBl CMeeTe OrpaHUYMBaTh HAITy CBOOOIY paclipOCTPaHATh MHCTPYMEHTHI 1711 YHUUTOKEHUST
qyKOro 100pa?» — roBopsAT oHu. Tak 4To s KAaT: YTO-HUOYIh TAKOE MTPOU3OUIET, U KAy TIPOIOI-
KEHHUSI.

BBC: Kak BbI 1ymaete, 4To MpaBUTETbCTBA OYIyT MPEANPUHAMATH HAa STOT CUeT?

! Chaos Computer Club (CCC) — coobrecTBo XakepoB, ocHoBaHHOe B 1981 rony B ['epmanuu. PeryssipHo nmpoBoauT MexayHa-
POIHBIE ChE3/Ibl XaKepPOB U BHICTYNAET 3a JOCTYIMHOCTh MH(popmarmu 111 Bcex. B 2013 ropy xakepsl CCC cMorm 000HTH JaKTHIIO-
CKOIHUYECKYIO 3a1uTy Ha iPhone 5s.
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. I'.: D10, KOHEUHO, CJI0KHBIN Borpoc. U 51 fymalo, eCTh 3aBUCUMOCTh OT pa3Mepa STUX CTPaH.
Bonee menkue rocynapcrBa BOoOIEe PUCKYIOT MOTEPSITh CBOM CyBEpEeHUTET. 3HAeTe... XaKepoB M
rOCY/IapCTBO MBITAIOTCS KAK-TO Pa3TPaHUYUTh. .. A Ha Jiesie TIoTyJyaeTcs: IepBoe, UTo JeJaioT MPaBu-
TEJIbCTBA — HAHUMAIOT XakepoB. M 3TH Xakepbl CTAHOBATCS YacCThIO MTPABUTEINBCTB.

Bort ouenn untepecHo: y Hac B CIIIA muorue HenasuasatT AHB, LIPY u ciyxObl pa3Benku, HO
BOOOIIIE-TO MHOTHE, KTO padOTaeT BHYTPH 3THX OPraHM3alii, JENAl0T KaK pa3 XaKepcKylo padoTy.
Saeapn CHOyIeH Toxe ObLT YacThI0 3TOr0 MHpa — JI0 TOro Kak oOHaponoBai ero cekpersl. B CIIA
ceivyac Takasi CUTyalHsi: IPABUTEJIbCTBO «3aXBATHIIN» KPYITHbIE Kopriopaiuu. Y 310 BooOIe-To coB-
MajgaeT co CTapblM SKOHOMUYECKUM orpeneeHreM dammusma. W uto npoucxoaut? Y MeIKuxX rocy-
JApCTB, Y KOTOPBIX HET TaKUX pecypcoB, Kak y CIIIA, «oTbenalor» cyBepeHUTeT.

B T0 xe Bpems u B CIIIA xopnopauuu «OThEAA0T» BHYTPEHHIOIO BJIACTh Y MPaBUTEJICTBA.
41, koHeuHo, He (hyTypoJIor, He 3Halo, 4To OyzeT aanbie. Ho s Buxky, uro BHe CIIIA amepukaHckue
KOPIOPAIMK SIPO CTAPAIOTCS MEPEXBATUTh Ty CHITY M BJIMSIHUE, YTO €CTh Y BJIACTU B 3TOH CTpaHe.

ITocmotpute Ha OOH. Tam ciyyailHO OKa3aJIMCh JIIOIU XaKEPCKOTO U KOPIOPATUBHOIO THIIA,
KOTOpble paboTal0T HajJ TeM, YTOObI MOJOPBATh BJIACTh B PA3IMYHBIX TOCYIAPCTBAX MOI THUIOM
AUIKUTANI-CBOOOABL. $1 HE MOry mpencTaBuTh, YTOOBI Xakepbl MOIM CBeprHyTh BiacTh B CIIA,
Kurae wmm Poccnu, nnm, BO3MOXHO, Aaxe B OOJNBIIMHCTBE cTpaH EBpocoio3a, HO MOCMOTpUTE Ha
«OpEK3UT» — 3TO OIVH U3 IPUMEPOB AKTUBHOCTH XaKEPCKOTO THTIA, KOTOpasi UMeJIa LIeJIblo pa3opBaTh
CYBEPEHHYIO. .. CTPAHHYIO, HO CYBEPEHHYIO CYIIIHOCTb.

Hpyras tema, koropass Mmyccupyercss B CMU ceituac, — 310 Henosepue crpaH EBpocorosa k
Google. Komnanus B otBer Toke HeHaBuauT EC, MOTOMY YTO OH MBITAETCSl PEryIMpoBaTh ee Aes-
TeJbHOCT. YTO crpaBeqymBo. M HekoTopbie aprymenTsl Google MpOTHB 3TOro COBMAAAIOT C apry-
MEHTaMH, KOTOpPbIE XaKepbl IPUBOAT B 3aIIUTY KPUNTOBATIOT U cBoOoAb B HTepHeTe. KTo 3HaerT,
OOIIAI0TCS JI OHU BOOOIIE Mek 1y coOoi HarpsiMyto? Ho oBecTka COCTOMT B TOM K€ CaMOM — OTBEP-
ratb nmpaBo EBpocoio3a MpoTrBOCTOATD MOMUTHKE Kopriopanuil. OHM Jake XOTST BIUSATh Ha 3aKOHBI.
Cytb 60prosl Mexay EC u Google eme u B ToM, uto y EC ropasmo 6osee cTporuve mpaBuia OTHOCH-
TeJIbHO KOH(pUIeHIMaIbHOCTU JaHHbIX, yeM y CIIIA. M Google 3Toro He BIHOCUT, TOBOPUT: «Jla Kak
BBl CMeeTe BBIPadaThIBATh CBOM COOCTBEHHBIN PeKMM KOH(PHUIECHIIMATLHOCTH ? !>

BBC: Xors eciii BCHOMHUTB UCTOPHIO C aiipoHOM «(pritaaenbpUncKoro crpeika», korna @b5P
TpeboBana y Apple pa30JOKHpPOBaTh €r0 YCTPOUCTBO, & KOMITAHUS OTKA3aJIach. . .

. T'.: Hy BOT TOrga xakepckast oOIyHa U ABrkeHue 3a cBooony MiHTepHeTa, 1 KOpIopaTuBHOE
0OIIECTBO — OHU TOT/Ia BCTAJIU BCE OIHOM CTEHOU. A 4TO ObLIO-TO? BT aOCOMIOTHO 3aKOHHBIN OpIIEp.
CHoyzieH Ham roBopusl 00 0oObICKax 0e3 oprepa, HO TyT-TO ObUT BCEro OWH 3aKOHHBIN opaep s
ofiHOTO YesnoBeka. U eciu 310 — He odecnieyeHue mpaBoIopsiIka, To 4to Toraa?!
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-

COOOM.
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