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BBE/IEHUE

dopeH3rKa MPOCTHIMU CIIOBAMH, 3TO COOP HUGPPOBBIX 10KA3ATENLCTB. UTO MOKHO MOHSTD MO
CJIOBOCOYETAHMEM «LIM(POBbIE JOKa3aTeabcTBa». [1of 1M poBEIMU JOKA3aTeIbCTBAMU MOIPa3yMe-
BaeTCs HAJIMYKE CIIE/IOB MPECTYIUIEHHS Ha JII0ObIX HOCUTENSIX MH(OPMAIIUH, KECTKUE AUCKU, CMapT-
(bonbl, MaHIIETHI, (PIIEIIKH, T0Oble MPEAMETHI IJIe MOKET XPAHUTbCS MH(POPMAIHS B JIEKTPOHHOM
Bujie. VI3 cambIX He OOBIYHBIX 3TO MOTYT OBITh YTIOTH, XOJIOAWIbHUKY U ITpOoYasi yMHast ObITOBAS TEX-
HHKa))

Cy1ecTByeT HECKOJIBKO BUIOB KPUMUHATIMCTUYECKUX IKCIIEPTU3:

ArnmapaTHO-KOMITBIOTEpHAS SKCIIEPTHU3a;

[TporpaMMHO-KOMIIBIOTEPHAST SKCTIEPTU3A;

KommblotepHO-ceTeBas aKkcnepTusa;

NupopMaiiioHHO-KOMIBIOTEPHAST SKCTIEPTU3A.

[epen cnienmaaTucToM B OCHOBHOM CTaBSITCSI BOITPOCHL:

0 HAIMYMK HA 00bEeKTaX MH(POPMAIIMU, KOTOpasi OTHOCUTCS K Jiey (B TOM YHCIe, B HESIBHOM,
yAaJIEHHOM, CKPBITOM WJIM 3ali(pPOBAHHOM BUJIE);

0 BO3MOKHOCTH UCIOJIb30BAHUS UCCIIEAYEMbIX OOBEKTOB ISl ONPEICIEHHBIX Tiejiell (Hanpu-
Mep, AJIs1 AOCTYIIA B CETh);

0 JEeWCTBUSIX, COBEPIIEHHBIX C UCTIOb30BAHUEM OOBHEKTOB;

O CBOWCTBAaX MPOrpamMm, B YACTHOCTHU, O TIPUHA/IEKHOCTU UX K BPEIOHOCHBIM;

00 MIeHTU(HUKAIIMY HAICHHBIX SJIEKTPOHHBIX JOKYMEHTOB, CO(Ta, MOJIb30BaTesel KOMIThIO-
Tepa.

Elnie ecTh NOHATHE KaK 9KCITPECC aHAJIN3, TO €CTh Ha MECTe OBICTPO BCe MIPOBEPSIETCS U JIeNIaeTCsI
3akmoueHune. HarprMep, Bbl cuanTe 10Ma, B3JIaMbIBaeTe CalT KakKoro HUOyIb JernapTaMenTa, U TyT
B JIBePb TIO3BOHWJIH, ThI TIOIIEJ OTKPBIBATh HE BHIKJIIOUMB HOYTOYK, 3aIIUTH MOJTUTICHCKIE, VIIH JTIOIH
U3 UHBIX TOC. CTPYKTYP, IOCMOTPEJIU Balll KOMITBIOTED, U BCe, A0Ka3aTeIbCTBO Ha Jiullo. [1o cpencrBam
9KCMpecc aHamu3a ObICTPO BBISBAT Ballle IPUYACTHe K B3JIOMY U 3a0epyT B [Ipyroe Mecto, MeHee
MIPUSITHEE YEM Balll JIOM.
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1 O6mue cBegeHus o Jore Bed-cepsepa

1.1 Kak paooraet web server log file?

Korna nomne3oBarens BBoqut URL-agpec B 6paysep, TOT cHavyasta pa3OMBaeT ero Ha Tpu KOM-
noHeHTta. Hanpumep:

https://your_site_address.com/example.html

B nanHOoM ciyuae Opaysep moHumaert, uto https — 310 mpotokosn, your_site_address.com —
Ha3BaHUeE cepiepa, a example.html — umsa ¢aiina.

HasBanue cepepa nmpeoOpasyercs B IP-agpec yepes cepsep qoMeHHbIX umMeH. 3arem HTTP-
3anipoc GET ornpasiisieTcst Ha BeO-cepBep uepe3 COOTBETCTBYIOIIMI TPOTOKOJ AJ1s1 3allpaliiBaeMoil
cTpaHuIpl Wi aiina, mpu 3tom HTML Bo3Bpamaercst B Opaysep, a 3aTeM UHTEpPIPETHPYETCs LIS
(bopmaTrpoBaHusA BUIMMOM CTPAaHMILIBI HA 9KpaHe. KaxIplil U3 3THX 3alpoCcoB 3anuchiBaeTcs B log
file BeO-cepBepa.

[Tpore roBopst, MpoIecC BHIIVISAUT TaK: TIOCETUTENh COBEPINAET Mepexo]] 1o CTpaHuIe, Opay-
3ep MepeaeT ero 3arpoc cepBepy, Ha KOTOPOM pacrosiokeH BeO-caiiT. CepBep BbIIAET 3aIPOIICHHYIO
I0JIb30BaTEJIEM CTpaHuULly B oTBET. M mocie atoro pukcupyer Bee npoucxonsiuee B log-daite.

Bce, 4To Bam HyKHO, YTOOBI IIPOAHATM3UPOBATH CKAHUPOBAHKE CaliTa IOMCKOBOW CUCTEMOM, —
SKCIIOPTUPOBATH JITaHHbBIE U OT(UIBTPOBATH 3aMPOCH, CAENTaHHbIe poOoToM, Hanpumep, Googlebot.
C nomompio Opay3epa u quanasona IP sto cnenars ynoOnee.

Cawm Jior-cpaiis npeacrapisier coOoil chpyio MH(GOPMALMIO, CIUIOMIHON TeKeT. Ho npaBuibHas
00paboTKa M aHAJIU3 JAI0T HEOr PAHMYEHHBIN UCTOYHUK MH(OPMALIUH.
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1.2 Conep:kanue u CTPyKTYpa Jor-cganaa

CrpyKTypa )KypHaJla B KOHEYHOM CUETe 3aBHUCUT OT THIIA MCIIONb3yeMOTroO cepBepa U KOH(pU-
rypauuii. Harpumep, ananus soroB Apache Oyner oTmmyarbest ot aHanm3a JioroB Nginx. Ho ectb
HECKOJIbKO OOIIUX aTpuOyTOB, KOTOpPHIE TIOUTH BCEra cofepxkarcs B daiie:

e [P-angpec 3ampoca;

* 1aTa U Bpemsi;

* reorpaus;

e meton GET / POST;

* 3anpoc k URL;

* xop, cocrosgunsg HTTP;

* Opay3ep.

[Tpumep 3anucu, BKIIOYas MPUBEACHHBIE BHIIIE JaHHBIE:

111.11.111.111 —- [12 /Oct /2018: 01: 02: 03 -0100] « GET / resources / whitepapers /
retail-whitepaper / HTTP / 1.1 « 200 -« ,,Opera / 1.0 (coemecmumviii; Googlebot / 2.1; + http://
www.google.com/bot.html)

JlononHuTebHBIE aTPUOYThI, KOTOPBIE MHOTIA MOKHO YBUIETh, BKJIOYAIOT:

* MsI XOCTa;

* 3arpoc / kimenTckuil [P-agpec;

* 3arpyKeHHBIC OANTHI;

* 3aTpayeHHOE BpeMs.

dxcnopr Jor-gaiia Ha WordPress

UroOsl TomoOHBIH (haiin mosBUIICS ¥ 1A caiita Ha ratdopme WordPress, HeoOX0AMMO BKJTIO-
YUTh (PYHKLMIO JIOTUpOBaHus. [1J1s 3TOro HaiiguTe B KOPHEBOM Marke caita (pail ¢ Ha3BaHUEM Wp-
config.php. Ckavaiite (paitn Ha KOMITBIOTED, YTOOBI MOJYYUTh AOCTYI K peIaKTUPOBAHUIO.

Hanee naitnute crpoky: «That’s all, stop editing! Happy blogging». Tlepen Heil 106aBbTE HOBYIO
CTPOKY Kojia:

define («WP_DEBUG», true);

7O nepeBeieT CalT B PEKUM OTIAIKH, YTO BKITIOUUT OTOOpaKeHUE YBEIOMJICHUI 00 OIMOKAaX.

Tenepp 3amycTute 3anmch OMMOOK B log-aiin. I 3Toro cpasy mop mpeablaymieid CTpOKOi
KoJa 100aBbTe HOBYIO:

define («WP_DEBUG _LOG», true);

UroOwl 3aiiTH B log-haiin caiita Ha WordPress, HykHo niepeiitu B FTP unu menemxep aiiios.
Jlanee B oOIIIeH Marnke caiita OTKpOWTe Manky wp-content, B Heli HariauTe ¢aiit ¢ uveHem debug.
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1.3 AnaauzaTopsl (paijioB KyPHAJIOB

ITo mMepe Toro, Kak Bce OoJIbITIe U OOJIbINE KOMITAHUI TIEPEXOAAT B 00J1aK0, AaHAIMTHKY Ky pHAJIa,
aHAJIN3 JIOTOB ¥ MHCTPYMEHTHI YIIPABJIEHHS JKypHAJIaMHU CTaHOBSITCS Bee Oosiee BOCTPeOOBAHHBIMU.

Hexkoropbie rpoBepstioT Jior-aiisisl BpyuHylo. Bed-mactepa 3KCopTUpyIoT (aidl v aHaIU31-
pyiot ero B nporpamme Excel. B Takom ciydae moHagoOUTCs TOJIBKO COPTUPOBKA U HECKOJIBKO (hop-
MYJI, HO JJAHHBINA TIOAXOJI — YCTapEBIIHA, ¥ 3[€Ch pACCMaTpUBAThCS He OyeT.

Hcrnonb3oBanue crienMaibHBIX MHCTPYMEHTOB Il aHaTN3a (DaiiyioB sKypHAJIOB MOXET OOJier-
YUTh 00PaOOTKY OOBIITNX 00bEMOB MH(OPMAIIHH.

Hekotoprle BeO-MacTepa yCTaHAaBIMBAIOT aHAIM3ATOP JIOrOB Ha caMm cepBep. Criocod ynodeH
TSI TIPOEKTOB, PACIIONIOKEHHBIX Ha COOCTBEHHBIX CepBepax, — TOr/a JIOru OyIyT COXpaHeHbI Heorpa-
HUYEHHOE KOJIMYECTBO BPeMEHH. A MPOEKTHI, KOTOPbIE HAXOAATCA Ha CTOPOHHEM XOCTHHTE, OyIyT
TMIOCTaBJICHBl B pAMKH — XpaHeHne MakcuMyM 1 Mecsitr. [1oaTomy Bo3HMKaeT HEOOXOIMMOCTh MTPOH3-
BOJIUTh POTAIMIO U APXUBUPOBAHUE.

Screaming Frog Log File Analyzer

Il mpumepa mposeeM aHau3 Jior (aityio yepe3 Screaming Frog Log File Analyzer.

WHcTpyMeHT npeaocTaBisieT AOCTYH K OecCIUIaTHOM BepCHUM, OTpaHUUMBAsl JKypHaI COOBITHIA
OJIHOM TBICSTYEH CTPOK. [I71s1 HEKPYITHOTO MPOEKTa 3TOro 00beMa XBaTHT.

CkavaiiTe ¥ YCTAaHOBUTE MpPOrpamMMy Ha KOMIIBIOTEp, Jajiee BHIIPY3UTE JIOT-(hailIbl I
cocraBbTe crrcok Beex URL-aapecoB, KOTOpeie PUCYTCTBYIOT Ha BeO-TUIOMaake. KCropt daiia
OITMCaH BBIIIIE.

AHanu3 JIOTOB OHJIAMH MOKaXeT B TaOIUIIEe KOIBI OTBETAa CTPAHMII, AAThI MOCIIETHUX TIEPEXO/I0B,
KOHTEHT, KOJIMYECTBO TIOMCKOBBIX OOTOB U Ipoyee.

OcraJibHblE aHATIM3ATOPBI PACCMOTPUM Oo0JIee KPaTKo.

GoAccess npesHa3HaueH [Uisi ObICTPOro aHanu3a AaHHbIX. Ero ocHoBHast uuest — OBICTPO
MOCMOTPETH JIOTH CepBepa M MPOAHAJM3UPOBATh UX B PEKMME PeajbHOro BpeMeHH 0e3 HeoOXOomu-
MOCTH MCHOJIb30BaHHMSI BaIllero opaysepa.

Splunk mo3BosnsieT Bam oOpadarsiBath GecriatHo 10 S00 MbB 1aHHBIX B ieHb. DTO OTJIMYHBIT
croco0 codrparh, XpaHUTh, UCKaTh, CPABHUBATH, AHAIM3UPOBATH KypPHAIBI CaliTa.

Logmatic.io — MHCTpyMEHT aHaJIM3a KypPHAJIOB, pa3paO0TaHHbBIA CHIEUAILHO JIJIS YTy UIIeHUS
paboTHl MPOrpaMMHOrO oOecrieueHrsi. AKIEHT JieslaeTcsl Ha MpOorpaMMHbIe JaHHbIE, Kyla BXOHST
1 KypHaJibl. Ha 1aHHBI MOMEHT MHCTPYMEHT IUIaTHBIH.

Logstash — 6ecriaTHbIN MHCTPYMEHT C OTKPBHITHIM UCXOTHBIM KOZIOM ISl YIIPaBJIeHUsI COOBITH-
SIMU ¥ KypHaiamu. Ero MOJKHO UCTIONB30BaTh it cOOpa JKypHAJIOB, UX XPAHEHUS U aHAJIM3A.

BonbimnactBo OC 1111 web-cepBepoB IPeJoCTaBIISIIOT BO3MOKHOCTh YKa3aTh KOHKPETHBIE
MPUBWIETHH JIOCTyNa Uit (pailyioB, YCTPOMCTB M JPYIUX BBIYMCIMTEIBHBIX PECYpCOB Ha JAaHHOM
xocte. Cretyetr MoHMUMaTh, YTo Modast MH(GOPMAIHs, K KOTOPOH MOKET ObITh OCYIIECTBIIEH JOCTYI
U3 KaTaJIoroB, MPUHAJIEKAIMX Web-cepBepy MOTEHIINAIbHO MOKET CTaTh IOCTYITHOM BCEM IOJIb30-
BaTesIsIM, MMEIOIUM JIOCTYN K myonmumaHomy web-caiity. OosraHo T10 web-cepBepa obecnieunBaet
JOTIOJTHUTEIBHOE YIIPaBJIEHUE JOCTYIIOM K (pailiaM, yCTpoiicTBaM U pecypcam. B citydae, eciu paspe-
IIEHH S IOCTYTIA K pecypcaM MOTyT ObITh YCTaHOBJIEHBI Kak Ha ypoBHE OC, Tak v Ha yPOBHE IPUIIOKE-
HUS web-cepBepa, BaKHO, YTOOB! OHM ObUTM UISHTUYHBI IPYT APYTY, B IPOTUBHOM CTy4ae BO3MOKHA
CUTYyallis, KOIJia TOJIb30BaTeNIsIM TMPEAOoCTaBieH JMO0 OveHb OOJBIION, MO0 OYeHb MaJleHbKHNA
noctyn. Web-aIMUHUCTPATOPBI JOJIKHBI PACCMOTPETh, KAKOEe KOH(UTYPUPOBAHHUE I0CTYIIA K XpaHU-
MO¥ B IyOMMIHOM web-cepBepe MH(pOPMAIUH SBISIETCS HAWTY UMM CO CJEAYIOIIUX TOYEK 3PEHHUS:

* orpannuenue gocryna IO web-cepBepa kK TOIMHOKECTBY BHIUMCIIMTENBHBIX PECYPCOB CPEl-
crBamu ynpasieHus gocrynom OC;



A. A. Oo6nacoB. «®Popensuka. Merogudeckoe mocodue st CTYICHTOB»

* OrpaHUYEHHE JIOCTYIA MOJIb30BaTeN el OCPEICTBOM JOMOTHUTEIBHOTO YIPaBJICHUs TOCTY-
oM, oOecrieurBaeMbIM Web-cepBepoM, Korga TpeOyloTcst Oosiee IeTalbHble YPOBHH YIIPABJICHUS
JOCTYTIOM.

CooTBeTCTBYIOIIAs YCTAHOBKA YITPABJICHUS IOCTYTIOM MOXET TOMOYb MPEJOTBPATUTb PACKPHI-
THE YyBCTBUTEILHOM MH(OpMAIIUK, KOTOpasi He MpeJHa3HaueHa sl MyOJIMYHOTO PaCpOCTPaHEHHUS.
JIOTIOTHUTENIBHO yTIpaBJIeHHE JOCTYIIOM MOXKET ObITh MCHOJIB30BAHO JIIsl OTPAHUYEHUS] UCTIONb30Ba-
HUS pecypcoB B ciiydae DoS-ataku Ha myOIUYHBINA Web-cailT.

OO6bI1YHO (paiinamu, JOCTYN K KOTOPBIM JOIKEH KOHTPOJIMPOBATHCS, SBJISIOTCS ClIeAyIOIIMe:

* [10 u koH(purypamoHHsie (PanisIbl TPUIOKEHUSI.

o daiibl, HEMOCPEICTBEHHO HUCIIONB3YIOIIMECS MEXaHU3MaMU Oe301acHOCTH: (hallibl XIIIeH
napoJiei u ipyrue ¢aiisl, UICIIONb3yeMblE IPH ay TeHTU(UKaLIMK; (haiiyibl, KOTOPbIE COAEPKAT AaBTOPH-
3aIMOHHYI0 MH(OPMAIIHIO, UCTIONb3YEeMYIO TIPH YIIPaBJIEHUH AOCTYIIOM; KpUMNTOrpahuvecKuii Marte-
pUas KJIo4a, UCTIONb3YEeMbIl B cepBHCax KOH(PUIACHIMATLHOCTH, LIEJIOCTHOCTH U HEBO3MOKHOCTH
OTKa3a.

» Jloru cepBepa u (haiijibl CHCTEMHOTO ay/IuTa.

* Cucremnoe 10 u ero KoH(pUrypaumoHHbIe (paibl.

10
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1.4 Pazrpanndyenue gocryna ajsa IO web-cepBepa

[NepBblii mar B KOH(UTYPUPOBAHMH YIIPABJIEHUS IOCTYNA COCTOMT B TApaHTHPOBAHUU TOTO,
yr0 Web-cepBep BBIMOMHSAETCS TOJBKO OT MMEHHU IOJIb30BaTesisl U TPYIIbI, KOTOPBIE CIEIHATBHO
CO3/IaHBI ISl 3TOTO ¥ UMEIOT OYeHb OrpaHMUYEeHHBIE MTpaBa JocTyna. Takum 06pa3om, JOIKHBI ObITh
BBEJICHBI CIelMaIbHbIe WACHTU(UKATOPHI MOIb30BATENIsl U TPYIIIbI, HCIOIb3YeMble UCKITIOUUTEIBHO
ITO web-cepsepa. HoBbiii nosib30BaTeNnb ¥ HOBast IPyINa JAOKHBL ObITh YHUKATbHBIMU U HE3aBUCH-
MBIMH OT BCEX OCTAJILHBIX MOJTb30BATENeH U IPYII. DTO HEOOXOAMMO /ISl peau3aliiy YIpaBIeHUs
JOCTYIIOM, OMMCAHHOTO Jajiee. XOTS CEPBep MOXET HaYMHATh BBIMTOMHATHCSA Kak root (Unix) wiu
system/administrator (Windows N'T/2000/XP) nns npussasku k TCP-nopry 80 u/unm 443 (ucrob-
syemoMy 1t npeaocrasieHrss HTTP u HTTPS-cepBucoB cOOTBETCTBEHHO), HE ClIElyeT JA0MYCKaTh,
YTOOBI CepBEP MPOAOJIKAI BHIIIOTHATHCS HA JAHHOM YPOBHE JOCTYTIA.

JlONOHUTENILHO ClIeAyeT UCMOb30BaTh Bo3MokHOCTH OC 1151 orpaHdyeHus JocTyna K ¢au-
JlaM, JOCTYIHBIM TporieccaM web-cepBepa. DT MPOIecchl JOKHBl UMETh JOCTYI TOJIBKO IO UTe-
HUIO K TeM (paiinam, KOTopble HEOOXOAMMBI [Tl BBITIOIHEHUSI CEPBUCA, M HE JIOJKHBI UMETh JOCTYIa
K OCTJIbHBIM (haiiiaM, TaKuM Kak paiiiibl jiora cepepa. Cremayer ucroib30BaTh ypaBieHue J0CTY-
noMm Ha ypoBHe OC 1151 oOecrieueHust CleIyIoero:

* Iiporiecchl web-cepBepa A0KHbBI ObITh CKOH(DUTYpUPOBAHBI [Ts1 BHINOJTHEHU S OT UMEHH T10JTb-
30Baresisi C OYeHb OrPAaHUYECHHBIM MHOXKECTBOM NPUBIJIETHH (T.€. HE BBINOJIHSATHCS Kak root, aMu-
HUCTPATOP WM SKBUBAJICHTHBIE TIOJIb30BATEIN);

* K (paiizam coiepsKkuMoro web-caifToB mpoiiecchl web-cepsepa JOKHB UMETh JOCTYII IO UTe-
HUIO, HO HE TIO 3aITUCH;

* mporiecchl web-cepBepa He JOKHBI UMETh BO3MOKHOCTD 3aITUCH B IMPEKTOPUH, B KOTOPBIX
XpaHHUTCS MyOIMIHOE COIEePKUMOe Web-CaiToB;

* TOJNBKO TPOLIECCH, ABTOPU30OBAHHBIE KaK aJIMHHUCTPATOp web-cepBepa, MOTYT MHCaTh
B (paitsibl web-conepxumoro;

* IpUIOXKEHHWE web-cepBepa MOXeT MucaTh B (paidjbl JIOTOB web-cepBepa, HO JIOT-
(haitsiel HE MOTYT YMTaThCS MPUIOKEHHEM web-cepBepa. TonbKO mpoiiecchl YpoBHS root/system/
administrator MOTyT YMTaTh JIOT-(paliIbl Web-cepBepa;

* BpeMeHHble (haiijibl, co3/1aBaeMble MpUIokeHueM web-cepBepa, Hanpumep, Te, KOTOpbie BO3-
HUKAIOT MpH (POPMUPOBAHUY TUHAMHUYECKUX Web-CTpaHMII, JOJKHBI ObITh PACIIONIOKEHBI B CIIEH-
QJIBHOW ¥ COOTBETCTBYIOIIMM 00Pa30M 3allUIIIEHHON TIO/IMPEKTOPUH;

* JOCTYTI K JIIOOBIM BpeMEHHBIM (haiisiaM, CO3IaHHBIM MTPUJIOKEHHEM Web-cepBepa, OrpaHuYeH
MpOLIECCaMU, KOTOPbIE CO3/AJTU ITU (pailJibl.

Takske He0OXOAUMO rapaHTHPOBATh, YTO MPUJIOKEHHE Web-cepBepa He MOXET XPaHUTD (haiisbl
BHE CMEIMAIbHOTO TOJKATAIOra, BBIACJIEHHOTO ISl MyOJMYHOrO Web-CONepKUMOro. IT0 MOXKET
OBITh 3a71aHO TIocpeacTBoM KoHurypatun B [10 cepBepa wim Moxet koHTpormpoBarkest OC. Cre-
AyeT TapaHTHUPOBaTh, YTO K JUPEKTOPUsM M haillaM BHE CIEIMATbHOTO MOAJEepEeBa TUPEKTOPHId
HE MOXeT ObITh OOpaIleHn, TaXe eClv TI0JIb30BaTeNI 3HAIOT UMEeHa ITUX (hailyioB.

Jlis1 yMeHbIlIeHUs1 BO3/ICUCTBHSI OCHOBHBIX TUIIOB D0oS-atak Hy)XHO CKOH(pUrypupoBaTh web-
cepBep C OrpaHMUYEHHBIM KOIM4ecTBOM pecypcoB OC, KOTOpbIe OH MOKET MCIOIb30BaTh. Yaire Bcero
HEOOXOIMMO COBEPILUTD CIICAYIONINE ACHCTBUS:

* MHCTAJUTUPOBATh COAEPKUMOE Web Ha OTIeTbHOM KECTKOM JTUCKE WITH JIOTUYECKOM pasjiene
ot OC u web-npunoxenus;

* ecIM JOMYCTUMBI 3arpy3ku (uploads) Ha web-cepBep, YCTAaHOBUTH OrpaHUYCHUE Ha 00BEM
JMCKOBOTO MPOCTPAHCTBA, KOTOPOE BHIACISAETCS Il STOU 11e/IH;

* eC/IM JOIYCTHMBI 3arpy3ku (uploads) Ha web-cepBep, 911 (ailiibl He JOIKHBI OBITH Cpasy ke
YuTaeMbl Web-cepBepoM U, TeM CaMbIM, BUJIUMBI 110JIb30BaTe1siM 1o poTokony HTTP. Onu gomkHbI
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OBITH YMTaeMbl Web-cepBepOM TOJIBKO MOCTIe HEKOTOPOr0 aBTOMATU3MPOBAHHOTO WJTH PYyYHOTO IPO-
1ecca IpocMoTpa. ITo NMpeJoTBPaIaeT OT UCIOIb30BaHUs web-cepBepa aj1s1 nepeiauy MUpaTCcKOro
1O, uHCTpYMEHTaNIBHBIX CPEJCTB aTakK, HOPHOrpaduu U T.I1.;

* rapaHTUPOBATh, UTO JIOT-(PAMJIBI XPAHATCSA B COOTBETCTBYIOIIEM MeCTe, B KOTOPOM OHU
HE CMOT'YT UcYepnarh pecypchl (DaijIoBON CUCTEMBI.

T IENCTBUS B HEKOTOPOU CTENEHH 3aIUTAT OT aTak, KOTOPbIE MOMBITAIOTCS 3aOMTHUTD (haii-
JIOBYIO cUCTeMy MH(popMalend, YTo MOKeT BbI3BaTh Kpax cUCTeMbl. OHU MOTYT TakXke 3alluTUTh
MPOTHB aTaK, KOTOPBIE MBITAIOTCA 3aN0JHUTh RAM namsATh HEHY:KHbBIMM IPOLIECCAMU ISl 3aMell-
JIEHUs] WM Kpaxa CUCTeMbl, TEM CaMbIM OI'PaHUYMB JTOCTYITHOCTh cepBuca. MHpopmalius B jorax,
cozaanHbix OC, MOXET MOMOYb PACNO3HATh TAKUE aTaKU.

JIOTIOTHUTENIBHO YacTO ObIBaET HEOOXOAMMO CKOH(UTYPUPOBATH TAMMAYThI M APYTUE CIIOCOODI
yIpaBJieHus 1Jisl JAIbHEUIIEro yMeHbIlIeHUsI BIUsIHUSL OCHOBHBIX DoS-arak. Onun u3 tunos DoS-
aTakd COCTOUT B TOM, YTOOBI OJHOBPEMEHHO YCTAHABIWBATH CETEBble COCIMHEHHS CBEPX MAaKCH-
MaJIbHO JIOITYCTUMOTO, YTOOBI HUKAKOW HOBBIM 3aKOHHBIM MOJIb30BaTE b HE MOT MOJTYYUTh JOCTYIL.
Korpa taiimayThl ycTaHOBJIEHBI HA CETEBbIE COEIMHEHUS (BpeMsl, TIOC/Ie KOTOPOTO HEAKTUBHOE COeIH-
HeHUe cOPachIBACTCs1) B MUHUMAJTBHO JIOITYCTUMOE OrpaHUYeHUE, CYIIECTBYIOIIHE COeAMHEHHS OyIyT
3aBepIIaThCs MO TAMayTy Tak OBICTPO, KaK TOJIBKO BO3MOXKHO, CO3/1aBasi BOBMOKHOCTh YCTaHAB-
JIMBATh HOBBIE COEMHEHN S 3aKOHHBIM TOJIb30BaTessiM. [laHHas Mepa TojibKo cMsiryaet DoS-artaky,
HO HE YHUUTOXAET ee.

Ecimu makcumaiipHOE YMCIIO OTKPBITHIX COEIMHEHWI (WM COEIMHEHUH, KOTOPbIE SIBJISIOTCS
MOJTYOTKPBITBIMHU, — TO O3Ha4aeT, 4to mnepsas yacth TCP-pykomnoxkarus 3aBepiimsiiach yCIHEIIHO)
YCTaHOBUTDb B HAMMEHBIIIEE YMCIIO, aTAKYIOIIUNA MOXKET JIETKO U3PACX00BATh JOCTYITHbIE COEIMHEHUSI
JIOKHBIMM 3arpocamu (4acto HaszpiBaeMbIMM SYN flood). YcraHOBKa B MakcMyM AaHHOTO yMcia
MOKET CMATrIUTh 3PPEKT TAKOM aTaku, HO IIEHON pacXoJ0BaHUs OMOJIHUTENILHBIX PECYpCOB. 3ame-
THM, YTO 3TO SIBJIIETCS MPOOIEMON TOJIBKO TeX web-cepBepoB, KOTOpbIe He 3arnuiieHsb! firewall’om,
ocra"asnuBaoM SYN flood ataku. BonbimHcTBO coBpeMeHHbIX firewall’oB 3amuinaiot web-cep-
Bep oT SYN flood araku, mpepbiBasi ee mpesxie, YemM OHa JIOCTUTHET web-cepBepa.
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1.5 YopasJieHue JOCTYIIOM K JUPEKTOPUM
conep:xumMoro web-cepsepa

He cnenyer ucnionp3oBath cchuikd, aliases uim shortcuts U3 gepeBa AUPEKTOPUN COAEPKUMOTO
web Ha nupekTopun win (haisbl, PacroiokKeHHbIE TAe-TO ellle Ha XOCTe WM ceTeBo (halioBoi
cucteme. Jlyuie Bcero 3anpetuts Bo3mMoxxHOCTh I1O web-cepsepa cienoBars no cepiikam u aliases.
Kak ykasbiBasioch panbliie, jor-¢aiibl 1 KOH(GUTYpalMOHHbIE (pailiibl web-cepBepa JOKHBI pa3me-
IIaThCsl BHE JIepeBa TUPEKTOPUH, KOTOPOE OIpeAesIeHO ISl MyOIMYHOTO COAEPKUMOro web.

JI1s1 orpaHMYeHus IOCTyNa K JepeBy AUPEKTOPUU COEPKUMOro web TpedyeTrcst BHITIOTHUTD
CIEeyIOIIHUE ITIary:

* BBIJICJIUTh OTJEJbHBIA KECTKUWA JUCK WIM JIOTMYECKMH pasfien isi web-comep:KumMoro
Y WCTONb30BaTh MOJIMPEKTOPUN HA JTAHHOM JKECTKOM JTUCKE WJIM JIOTUYECKOM pasjiesie UCKITIOUH-
TEJILHO 181 (DaiisIoB COEPKUMOro web-cepBepa, BKJIodasi rpaduky, HO UCKJII0Yasi CKPUIITHL U JIPY-
TUe MPOrpaMMBbl;

* ONpENeNUTh OTACIBHYI0 TUPEKTOPUI0 UCKIIOUMTETBHO ISl BCeX BHEIIHMX IO OTHOIIEHHIO
Kk 1O web-cepBepa CKpHUIITOB WM MPOTrpamMM, BBHIMOJTHSIOMUXCS KaK 4YacTh COOEPKMMOrO web
(narmpumep, CGI, ASP, PHP);

* 3aMPETUTh BBHINIOJHEHUE CKPUITOB, KOTOPHIE HE HAXOASTCS MO UCKJIIOYUTETIbHBIM KOHTPO-
JIeM aJMUHUCTPATUBHBIX aKKAyHTOB. [JaHHOE JIeiCTBUE BHITIONHSETCS CO3JaHUEM JOCTYIa U YIpaB-
JIEHHEM UM K OT/IeJIbHOW JMPEKTOPHH, IPEIHA3HAUCHHOM 1JTs1 X paHEHH 1 aBTOPU30BAHHBIX CKPUITTOB;

* 3AMPETUTH UCIOIb30BAHHE KECTKMX U CUMBOJIMUECKUX CCBITIOK;

* OMpeJeUTh MATPUILy JOCTYIA K colepxumMomy web. Ompenennutb, Kakue Nankyd v (aiisl
BHYTPH COJIEP)KUMOro web-cepBepa IMeIoT OrpaHUYEHHS U KaKKe SIBJISIIOTCS TOCTYITHBIMU (1 KOMY).

BonpimmHcTBo npoussoauteneii [10 web-cepBepa npenocTaBisioT JUPEKTUBBI WJIM KOMaH/Ib,
KOTOpbIE TIO3BOJISIIOT Web-aJMUHUCTpATOpy OrpaHUuMTh AOCTYI MOJIb30BaTelis K (hailyiaM ColepKu-
moro web-cepsepa.

Hanpumep, I10 web-cepsepa Apache npenocrapnsier qupektuBy Limit, KoTopast mo3BOISET
web-aaMuHUCTpaTOpy yKa3arh, Kakue BO3MOXHOCTH jgoctyna (Takue kak New, Delete, Connect,
Head u Get) cBs3anbl ¢ kaxapm (aiisiom web-copep:kumoro. IupektuBa Require B Apache nosso-
asieT web-aMUHUCTPaTopy OrpaHUYMBATh IOCTYIT K COAEPKMMOMY ayTeHTU(DUIIMPOBAHHBIMH TOJTb-
30BaTessSIMU UJIH TPYIIIAMU.

MHorve OUpPeKTUBBI WIM KOMaHbl MOTYT ObITh TIEPEKPHITHL HA YpOBHE nupektopur. Ho mpu
3TOM Clie/lyeT MOMHHTh, YTO YIOOCTBO, COCTOsIIIIeE B BO3MOXXHOCTH JIeNIaTh JIOKAJIbHBIE MCKITIOUe-
HUS U3 IJI00aTbHOM TOJIMTUKY, MOKET MTPUBECTH K MOSIBJICHUIO JBIPHI B 0€30MaCHOCTH, TMTOSIBUBIIIEHCS
B OT/ICJIBHOY MOAMPEKTOPUH, KOTOPAast KOHTPOJIMPYETCsI IPyTvM Iojb3oBarteseM. Web-aaMuHucTpa-
TOP JOJIKEH 3alPETUTh ISl OAJUPEKTOPHIA BO3BMOKHOCTh TIEPEKPHIBATH TUPEKTUBBI O€30MaCHOCTH
BEPXHETO YPOBHSI, €CJIM 3TO He SIBJIIETCs a0COIIOTHO HEOOXOAUMBIM.

B OGonmpmmHCTBE cilyyaeB Mof0OHbIE AUPEKTUBBI Web-cepBepa NOMKHBI ObITh 3arpeleHsbl.
HTTP onpegensier, uro URL, 3akaHuYMBaIONIMiiCS CUMBOJIOM CJellia, JOKEH TPAKTOBATbhCS Kak
3arpoc Ha nepeurcienue haiioB B yKazaHHON aupekTopun. Web-cepBep A0JIKeH 3arpeliaTh OTBe-
YaTh Ha TaKKe 3aMPOCHI, JaKe eCJIM BOZMOKHO IyOIMYHOE YTeHHne BeeX (hailyioB mupektopun. Takue
3aIpOChl YaCTO YKa3bIBAIOT HA TIOMBITKY Pa3MeCTUTh MH(OPMAIMIO CIIOCOOAMH, OTIIMYHBIMH OT TeX,
KOTOpbIe Jomyckaer web-aqmunuctpatop. [lonp30BaTenn MOTYT MBITATBCS STO Jej1aTh, €ClIU y HUX
BO3HMKAIOT TPYIHOCTH B HABUTAIMW TIO CAWTy WJIM €CJIM CCBUIKM B Web-CTpaHUIax OOpHIBAIOTCS.
Hapymmresib MOKET MBITAThCS 3TO CAENATh, YTOOB! pa3MeCTUTh MH(OPMAIIHIO, CKPBITYIO MHTep(eii-
coM caiita. Web-aIMUHHUCTPATOPBI IOJKHBI UCCIIEA0BATh 3alIPOCHl JAHHOTO TUIIA, HAaliIeHHBIE B JIOT-
(paitax web-cepsepa.
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Ha GonprimmHcTBe coBpeMeHHbIX XocTUHTOB Kpome FTP nocryna k ¢aiinoBoii cucreme mnpeo-
crapysiercs Takxke SSH moctyn (1o-yMoTyaHHIo WM TIO 3arpocy B TeX MOMJICPKKY). YMeHHe BeO-
MacTtepa padoTathb ¢ haiiyiaMu caiiTa B TepMHUHAE (B pekUMe KOMaHIHOU cTpoku) 1o SSH akoHOMUT
emMy mMaccy BpeMeHH. Orniepartivsi, KOTopast MOXKeT 3aHUMaTh JecsiTku MuHYT o FTP, nenaercs yepes
KOMAaHJHYIO CTPOKY 3a mnapy cekyHI. Kpome Toro, ectp MHOIO orepanuii, KOTopble MOKHO ClIeNaTh
TONBKO 10 SSH B pexxrMe KOMaHIHOM CTPOKH.

Be6-mactepy He 06s13aTeNIbHO OCBaMBaTh BECh MHCTPYMEHTAPHIA OTlepaliioHHOM cucteMsl Unix,
IJIs HavaJla JIOCTaTOYHO TMO3HAKOMMTBCSI C 0a30BBIMM KOMaHAaMH, a K HUM JOOAaBUTb HECKOJIBKO
TIOJIE3HBIX TPIOKOB MPH padboTe ¢ KOMaHIHOW cTpoKo# 1o SSH, uToOs! OBICTPO UCKaTh (paiiiibl, U3Me-
HATh VX aTpUOYTHI, KOMMPOBATh, YIAISTh U BBIOIHATH OMEPALIMU C TEKCTOBBIMU JTAHHBIMU.

Sl mponynly onvcaHue IPOTOKOJIA M Tpoliecca MOIKIIOUeHHs K aKKayHTy XoctuHra o SSH,
B CE€TM MOXHO HAaWTH MHOXECTBO BUJICO-YPOKOB U CTATEH IO JTaHHOW TeMe, CKaxy JIUIIb YTO JJIis
nojiKoueHust Bam mnorpedyercs mporpamma Putty (OC Windows) / Tepmunan (Mac OS X) v
AHAJIOTMYHBIE, ¥ IOCTYTIBI K XOCTUHTY 110 SSH: X0ocCT, MopT, JIOTMH 1 Maposb (4acTo UMs ¥ TApOJIb OHU
coBnagaoT ¢ gocrynoM B cPanel, ISPManager wiu akkayHTOM MaHe U yrpaBieHUs] XOCTUHIOM).

WTak, 9T0 1M0Ie3HOro MOXHO JiesiaTh B KOMaHJHOH CTpoke? MOKHO OBICTPO BBIMIOIHATH MOUCK
TMIOJICTPOKM B TEKCTOBOM (paiiiie, COPTUPOBKY, (DUIbTpPAIMIO TEKCTOBBIX JaHHBIX. Hampuwmep, s
aHaJIM3a JXyPHAIOB (JIOrOB) BeO-cepBepa, YTOObI BBISIBUTH MOJO3PUTEIBHBIC 3aPOCH K CAUTy WA
IOHATh, KaK B3JIOMAJIM CaWT.

[pearnonoxuM, Bbl 3aMETHIIN TTOAO3PUTETbHYI0 AKTUBHOCTh Ha caiTe (CTaJl MEAJIEHHO OTKPbI-
BaThCs1, POTAJIM JAOCTYIBI B aIMUH-TIaHE b, C CAliTa PacChUIAIOT cliaM U T.11.). [lepBoe, 4To B 3TOM
Cllyyae HY’KHO BBIIIOJITHUTb — 3TO MPOBEPUTH (DAiisIbl caiiTa Ha BPEJOHOCHBIN KOJI CTIeIMAIN3UPOBaH-
HBIMH cKaHepaMu. Ho moka cailT ckaHupyeTcsi, MOKHO TIPOBECTH KCIIPECC-aHaIM3 JIOTOB BeO-cep-
Bepa ¢ noMonipio komana find/grep, uToOb! onepeeuTh, He ObLIO JIM OOPAIeHU I K KAKUM-TO TTOA0-
3PHUTENILHBIM CKPUIITaM, TIOMBITOK OpyTdopca (1mogdopa naposisi) Ui BI30BOB XaKEPCKUX CKPUIITOB.
Kaxk 1o cnenars? O0 3TOM HUKE.

UrtoObl aHATTM3UPOBATH KYPHAIIBI (JIOTH) BeO-cepBepa HYKHO, YTOOBI STH JIOTH ObUTM BKJTIOUYEHBI
Y JIOCTYIIHBI B MOJIb30BATEIbCKON TUPEKTOpUH. ECIM NO-yMOTYaHUIO OHU OTKJTIOUEHbI, HEOOXOIMMO
UX BKJIIOYUTH B TaHEM YIPABJIEHHs] XOCTUHIOM M BBICTABUTh, €CIIM €CTh TaKas HACTPOWKA, MaK-
CUMaJIBHO BO3MOKHBIW MEpUOJ XpaHeHus (potaruu). Eciu 0oroB HeT, HO HY)XKHO BBHIIIOJHUTh aHA-
713 32 TIOCJIeIHAE HECKOJIBKO AHEH, X MOXKHO MOMpPOOOBaTh 3aIPOCHTH B T€X MOIIEPKKE XOCTUHTA.
Ha 6onpimmacTBe shared-XOCTHHIOB JIOTM MOKHO HAaWTH B qUpeKTOprH logs, KOTOpasi pacroyiokeHa
Ha OJIVIH WJIU J]Ba YPOBHS BbIllle aupekropur public_html (www). Utak, OyaeM cumrtarh, 4TO JIOTU
Ha XOCTHHTE €CTb M MyTh 0 HUX U3BECTEH.

[onkmouaemest mo SSH 1 nepexoayM B AMPEKTOPHIO C JIOTaMHU BeO-cepBepa, KOTOpbIe Ha BUP-
TYaJIbHBIX XOCTHHIAX XPaHATCS OOBIYHO 3a nocnenHue 5—7 aneid. Eciu BeiBeCcTH cnmcok (aitio
B IMPEKTOPUH, CKOpee BCero Tam OyaeT access_log 3a ceromHsIHui JeHb, a Takxke access_log.1.gz,
access_log.2.gz,... — 9T0 apXUBUPOBAHHBIE JIOTU 3a MPEAbIIYIITUE THU.

Hauatb aHanmm3 Jiora MOXHO € 3aITPOCOB, KOTOPbIe ObLTH BHIMOMHEeHB MeToioM POST:

grep «POST /’ access_log

uau

cat access_log | grep «POST /»

Pesynbrar BBIBOJA MOKHO COXPAHUTh B HOBBIM TEKCTOBBIN (pailil 17151 JaIbHEHIIIErO aHaIn3a:

grep «POST /’ access_log> post_today. txt

Kak cnenate To e 114 jiora, 3aapXuBUpoBaHHOro gzip? sl 3TOro ecTb KOMaHjaa zcat (aHaJo-
TMYHO cat, HO paclevyaTbiBaeT COIEPKUMOe 3aapXUBUPOBAHHOTO (haiiia).

zcat access_log. 1.gz | grep «POST /> post_today. txt

Jns aHanmM3a TMOJO3PUTEIbHOM aKTUBHOCTH JKENATeNIbHO KCIOIb30BaTh BHIOOPKY MO BCEM
JOCTYIHBIM Jioram. [ToaTomy j1asee B mprMepax OyeM UCTIONb30BaTh KoMaH Ty find, KOTopast BHIITO-
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HUT TIOUCK Bcex (paiyioB, a 3aTeM BBITIOJHUT ISl KaXJI0TO COOTBETCTBYIOINIYI0 KOMaH 1y (Hampumep,
zcat).

Kaxk onpezenuTh MOMBITKY B37I0MA WM TIOUCKA YSI3BUMBIX CKPHIITOB?

Harmpumep, MOXHO HallTH Bce oOpallieHHsl K HEeCYIIeCTBYIOIIMM CKpuNTam. php BO Bcex
JOCTYIHBIX JIOTaXx.

grep php HTTP.* 404» access_log

find. -name «*.g7’ -exec zcat {} \; | grep php HTTP.* 404»

(6Mecmo -exec MONHCHO UCNONBL308ANb XATE NSl 8b1308a ZCal.)

E1ie MOXHO moucKath Bce HeyCrelHble oOparieHus K ckpuntam php (K KOTOpbIM ObUT 3aKPBIT
JOCTYII).

find. -name «*.g7’ -exec zcat {} \; | grep php HTTP.* 403»

31ech MBI UITIEM 3aMpoChl, B KOTOPBIX BCTpeuaercs paciuupenue php u craryc 403.

Jlanee MOCMOTPUM MO BCEM JOCTYITHBIM JIOTaM YMCJIO YCTIEITHBIX OOpAIeHUil K CKPUIITaM,
OTCOPTUPYEM HUX MO urcity oOpamenuii u BeisesieM TOIT-50 cambix momynsipHbIX. BeIOOpKY cienaem
B TpU IlIara: cHavyaja BBIIIOJHUM TIOMCK IO access_log, 3aTemM mo BceM access_log.*.gz, BeIBeeM
pe3yJIbTaThl B (paiii, a 3aTeM UCIIONIb3YEM €ro ISl COPTUPOBKHU.

find. -name «*.g7’ -exec zcat {} \; | grep php HTTP.* 200»> php. txt

grep php HTTP.* 200» access_log>> php. txt

cut -d «"» -f2 php. txt | cut -d "' -f2 | cut -d»?» -f1 | sort | uniq -c | sort -n | tail -50

s caiita Ha Wordpress pe3y/ibTaT MOKET BBITJISIETb TaK:

(mpumeps! 11s1 Wordpress MpyBeIeHbl UCKIIIOUUATETBHO /TS WJUTIOCTPALIH, B JIEHCTBUTEIILHO-
CTU OIMCAHHBIA MOAXOI U KOMaH[bl He orpaHuuuBaiorcs naHHoi CMS. IlpuBeneHHbIE KOMaH[IbI
MOHO HCITOJIb30BaTh JIJIsI aHAJIM3a KYPHAJIOB BeO-cepBepa CalToB, padoTalIMX Ha JOOBIX php
(pperimBopkax u cucremax yrpasieHus (CMS), a Takxe npocto Ha php ckpumnrax.)

1 /wp-admin/edit.php

1 /wp-admin/index.php

1 /wp-admin/update-core.php

1 /wp-admin/upload.php

2 /wp-admin/users.php

3 /wp-admin/plugins.php

4 /wp-includes/x3dhbbjdu.php

4 /wp-admin/profile.php

4 /wp-admin/widgets.php

38 wp-admin/async-upload.php

58 Mwp-admin/post-new.php

1635 /wp-admin/admin-ajax.php

6732 /xmlrpc.php

14652 /wp-login.php

W3 pesynbrara BUIHO, 4TO K (haiiny wp-login.php 6bi10 6071ee 14000 oOpartieHu, YT0 HEeHOP-
MasibHO. Cyzisi o BceMy Ha caiT Obuta (WM erme uaet) OpyTdopc aTaka ¢ MOMBITKON MogoopaTh
JOCTYIH K MaHeIn aJMUHUCTPATOopa.

Bonbiioe uucio obpamienuii K xmlrpe.php Takke MOXET CBUIETEIBCTBOBATD O MOA03PUTEb-
HOU akTuBHOCTU. Hampumep, yepes caiit moryt atakoBats (DDOS’uth) npyrue Wordpress cailTbl
npu Hamure XML RPC Pingback Vulnerability.

Eme B cmucke NONO3pUTENBHBIMEM BBHIIJISIAAT YyCTlelTHbIe oOpaimeHust K /wp-includes/
x3dhbbjdu.php, Tak kak Takoro ¢aiina B cranmaprHom Wordpress ObITh He MoskeT. [Ipu aHaM3e OH
OKa3aJICsl XaKePCKUM HIEJIJIOM.
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Takum 0Opa3oM OYKBaJbHO 3a HECKOJIBKO CEKYHJ MOXHO MOXHO TIONYyYUTh CTATHCTHKY
1o oOpaITeHusIM K CKPUMTAMH, OMPEIeIUTh aHOMAJIUK U JIaXke HaWTH YacTh XaKePCKUX CKPUIITOB
0e3 CKaHUPOBAHUS CaiTa.

Tenepp qaBaiiTe TOCMOTPUM, He OBbLIO JIM MOMBITOK B3JI0Ma caiTa. Hanpumep, roucka ys3Bu-
MBIX CKPHIITOB MJIA OOpaIlieH s K XakepckuM IiiesuiaM. Haiinem Bce 3ampochl K (paiiinam ¢ pacimpe-
HueM. php co crarycom 404 Not Found:

find. -name «*.g7’ -exec zcat {} \; | grep php HTTP.* 404»> php_404.1xt

grep php HTTP.* 404» access_log>> php_404.txt

cut -d «"» -f2 php_404.txt | cut -d "' -f2 | cut -d»?» -f1 | sort | uniq -c | sort -n | tail -50

Ha sToT pa3 pe3ynbTaT MOXeT ObITh TAKHMM:

1 /info.php

1 /license.php

1 /media/market.php

1 /setup.php

1 /shell.php

1 /wp-admin/license.php

1 /wp-content/218.php

1 /wp-content/lib.php

1 /wp-content/plugins/dzs-videogallery/ajax.php

1 /wp-content/plugins/formcraft/file-upload/server/php/upload.php

1 /wp-content/plugins/inboundio-marketing/admin/partials/csv_uploader.php

1 /wp-content/plugins/reflex-gallery/admin/scripts/FileUploader/php.php

1 /wp-content/plugins/revslider/temp/update_extract/revslider/configs.php

1/wp-content/plugins/ultimate-product-catalogue/product-sheets/wp-links-ompt.php

1/wp-content/plugins/wp-symposium/server/php/fjlCFror WUFEWB.php

1 /wp-content/plugins/wpshop/includes/ajax.php

1 /wp-content/setup.php

1 /wp-content/src.php

1 /wp-content/themes/NativeChurch/download/download.php

1 /wp-content/topnews/license.php

1 /wp-content/uploads/license.php

1 /wp-content/uploads/shwso.php

1 /wp-content/uploads/wp-admin-cache.php

1 /wp-content/uploads/wp-cache.php

1 /wp-content/uploads/wp-cmd.php

1 /wp-content/uploads/wp_config.php

1 /wp-content/wp-admin.php

1 /wp-update.php

1 /wso2.php

2 /wp-content/plugins/dzs-zoomsounds/ajax.php

2 /wp-content/plugins/hello.php

2 /wp-content/plugins/simple-ads-manager/sam-ajax-admin.php

3 Mwp-content/plugins/dzs-zoomsounds/admin/upload.php

4 /2010/wp-login.php

4 /2011 /wp-login.php

4 /2012 /wp-login.php

4 /wp-content/plugins/wp-symposium/server/php/index.php

Kak Buaum u3 pesynbrata, nonoOHsle oOparieHus Obuti. KTo-T0 «Ha ynady» mnbitaicst oopa-
TUTBCSI K XaKEPCKOMY IIIeJUTy B KaTajiore MperiofioKXUTENIbHO YSA3BUMOro KOMIOHeHTa Revolution
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Slider /wp-content/plugins/revslider/temp/update_extract/revslider/configs.php u k WSO Shell
B KOpHE CaiiTa M K psijly APYTUX XaKePCKHUX U YSI3BUMBIX CKpHITOB. K cuacTpio, 6e3ycrerHo.

C nomompio Tex ke find / cat / zcat / grep MoxHO nonyunTh cnucok [P agpecoB, ¢ KOTOpbIX
9TH 3aMPOCHI BHIONHSIINCh, ATy U BpeMsi oOpaiieHusi. Ho mpakTHuecKoi Moib3bl B 3TOM MaJIo.

Bonbiite mosb3bl oT BeIOOPKH Beex ycremHbix POST 3anpocoB, Tak Kak 3TO Y4acTo MOMOTaeT
HAWTU XaKePCKUE CKPUITHI.

find. -name «*.g7’ -exec zcat {} \; | grep «POST /.* 200»> post. txt

grep «POST /.* 200» access_log>> post. txt

cut -d «"» -f2 post. txt | cut -d " "-f2 | cut -d»?» -f1 | sort | uniq -c | sort -n | tail -50

Pesynbrar MOXeT BBINISACTH CISAYIOIUM 00pa3oM:

2 /eontacts/

3 /wp-includes/x3dhbbjdu.php

7/

8 ©wp-admin/admin.php

38 mwp-admin/async-upload.php

394 /wp-cron.php

1626 /wp-admin/admin-ajax.php

1680 /wp-login.php/

6731 /xmlrpc.php

9042 /wp-login.php

3pmech BUIHO MHOTo obparnieHuii K wp-login.php u xmlrpe.php, a takxke 3 ycnemmsbix POST
3arpoca k ckpunty /wp-includes/x3dhbbjdu.php, kotoporo He momkHO 66T B Wordpress, TO ecTb
CKOpee BCero 3T0 XaKepCKHil IIeJL.

WNuoraa nonesno nocmotpeTh BHIOOPKY Beex 403 Forbidden 3anmpocoB, BHIOTHEHHBIX METO-
nom POST:

find. -name «*.g7’ -exec zcat {} \; | grep «POST /.* 403»> post_403.txt

grep «POST /.* 403» access_log>> post_403.txt

cut -d «"» -f2 post_403.txt | cut -d "' -f2 | cut -d»?» -f1 | sort | uniq -c | sort -n | tail -50

B Hamewm cirydae 310 BbIrIsAeno Tak. He odyeHb MHOTO, XOTsI 9TO MOIJIA OBITh MOIBITKH KC-
rtyatauu XML RPC Pingback:

8 /xmlrpc.php

Hakownerr, MmoxHo BbIOpaTh TOP-50 nOmyJIsipHBIX 3aIIPOCOB K CAWTy 32 CETOIHS:

cut -d «"» -f2 access_log | cut -d "' "-f2 | cut -d»?» -f1 | sort | uniq -c | sort -n | tail -50

[Tonyuaem:

6 /wp-admin/images/wordpress-logo.svg

6 /wp-admin/plugins.php

7 /wp-admin/post-new.php

8 ©wp-admin/async-upload.php

9 /sitemap. xml

10 /wp-admin/users.php

13 /feed/

13 /wp-admin/

20 /wp-admin/post.php

22 /wp-admin/load-styles.php

38 /favicon. ico

52 twp-admin/load-scripts.php

58 /wp-cron.php

71 /wp-admin/admin.php

330 /wp-admin/admin-ajax.php
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1198 /

2447 /wp-login.php

Craructuka oOpamenuii kK /wp-login.php B access_log nonrBepikaaer, uto Opytdopc araka
Ha CalT ere uaeT (KTO-TO MBITAeTCsl HOA00paTh Mapoiib), IOITOMY ClelyeT OTPAaHUYIHUTh IOCTYII K Wp-
admin no IP umm ¢ nomonipio cepBepHO ayTeHTU(UKALUM, a ecv Ha caiite Wordpress HEeT peru-
CTpalvy MOJIb30BaTEJIeH, TO MOKHO OTPaHUYUTh JOCTYH U K wp-login.php.

Takum oOpazoMm 0e3 KakuxX-JIMOO CHEelUaTU3MPOBAHHBIX MPUIOKEHUA W JIOTOTHUTEIBHBIX
MHCTPYMEHTAJIbHBIX CPEJCTB MOXHO OBICTPO BBHIMOJHUTH aHAIU3 JIOTOB BeO-cepBepa, HANTH MOAo0-
3puTelibHbIe 3arpockl U ux napamerpsl (IP anpec, User Agent, Referer, nary/Bpemsi). Bee uto ans
9TOro HYKHO — mofkJodYeHue mo SSH 1 6a3oBbie HABHIKK paOOThI C KOMAHJHOM CTPOKOM.
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2 Jlor aHTMBMPYCHOM MPOrpaMMbl

Hauunaewm mel ¢ Toro, uro 3amyckaem nporpammy FTK Imager.

Kypnanbl nporpamMmsi

Kaspersky Security 3amuceiBaeT MH(pOpPMAIMIO O CBOel padoTe (Hampumep, COOOIICHUS
00 ommMOKax MporpaMMbl WM TIPEAYIPEKACHUs) B KypHaII cOObITHIA Windows U B KypHAIIBI COOBI-
ik Kaspersky Security.

O sxypHase coobiTrii Windows

B xypHan cooertuii Windows 3ammceiBaetcss uHpopmanms o padore Kaspersky Security,
Ha OCHOBaHUM KoTopo# agmuHuctparop Kaspersky Security wim crienpanuct no nHGOpMaloOHHON
0€30MacHOCTH MOT'YT KOHTPOJIMPOBaTh padOTy MPOrpaMMBl.

CoObiTus, cBsizaHHble ¢ padorort Kaspersky Security, peructpupylorcsi B KypHaje COOBI-
i Windows ncrounnkom KSCMS8 (ciyx00it Kaspersky Security). ba3oBbie coObITUS, CBSI3aHHBIE
C paboTOil IMpOrpamMmbl, UMEIOT (PUKCHMPOBAHHbIE KOABI COOBITHI. BB MOXeTe MCronb30BaTh KOA
COOBITHS TSI IOKMCKA 1 (PMITBTPALIMK COOBITUI B KypHAJIE.

O xypHanax coobituii Kaspersky Security

Kypnanel coobiTuii Kaspersky Security npeacrasnsior codoit paitsbl popmara TXT, koTopsie
XPpaHATCA JIOKAJIBHO B narnke <[lanka ycraHoBky nporpammsel> \logs. Bel MmoxeTe 3agarth 1u1s1 XpaHe-
HUS KyPHAJIOB APYIYIO MAIIKY.

[MonpoGHOCTH BesieHu s KypPHAJIOB COOBITHI MTPOrPaMMBI 3aBHCHT OT YCTAaHOBJICHHBIX MTApaMeT-
POB A€TAJIM3aLH KyPHAJIOB.

Kaspersky Security BeeT >xypHaJibl COObITHII IO CJAEAYIOILEMY aJITOPUTMY:

* [Iporpamma 3anuceiBacT HH(OPMALIMIO B KOHELl CAMOTO HOBOTO KYypHaJa.

» Korga pa3mep xkypHaia ngocrturaer 100 Mb, nporpamMma apXxvBHpYeT €ro U co3JaeT HOBbIM
KypHaJL.

* [To ymMmomyaHuIo mporpaMma XpaHuT (paiiibl KypHAJIOB B TedeHUe 14 1Her ¢ MOMEHTa BHece-
HUA MOCJIETHETO U3MEHEHNS B KYPHAJI, a 3aTeM yJaJlseT UX. Bbl MOXeTe yCTaHOBUTDH JPYrol CpPOK
XPpaHEHU s KypPHAJIOB.

Jns kaxgoro Cepepa 0€30MaCHOCTH CO3JAI0TCS OT/EJIbHBIE JKYPHAJIbl HE3aBUCUMO OT Bapu-
aHTa pa3BePThIBAHUSA IIPOTrPAMMBI.

B namnke ¢ xypHajamMu ITporpamMMbl U B TaIlKe C JaHHBIMU mporpammsl (<Ilanka ycraHoBKu
nporpaMmbr> \data) MOTYT coziepkaTbesi KOH(pUICHIMAIbHBIE AaHHble. [Iporpamma He obecriednBaeT
3aIUTy OT HECAHKIIMOHMPOBAHHOTO JIOCTYTIA K IAHHBIM B 3THX Mankax. Bam HeoOxomumo npemnpu-
HSTh COOCTBEHHBIE MEPHI I10 3AIMTE JaHHBIX B 9THX MarKax OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

SpIDer Guard G3 daiuioBelii MoHuTOp UIsi coBpeMeHHbIXx OC Windows mnpumenmmn
Ha 3ameHy SplDer Guard® nist crapeix 32 6utasix OC Windows.

1. spiderg3.sys — OyT-apaiiBep, MUHU-PUIBLTP (pailioBoil cucteMbl padoTaouil Ha 32- u 64 -
outHeix OC;

2. 3aITyCKaeTcsl OfJHUM M3 NIEPBBIX Ha HadaJIbHOM 3Tare 3arpy3ku OC;

3. OTCIEeKUBAET U 3aTIOMUHAET aKTUBHOCTB (3aITyCK IMPOLIECCOB, 3arpy3Ky MOLYJIEH, (paiiIoBbIe
MaHMITYJISILMH. . . ) BCEX MPOLIECCOB C camoro Hayana 3arpy3ku OC;

4. GnokupyeT AOCTYII K (paityiaM Mo 3arpocy KJIUeHTa.

Hacrpoiiku SpIDer Guard G3

Bce nacrpoiiku SpIDer Guard G3 xpaHsATcs B peecTpe, B KJI04e

HKEY _LOCAL_MACHINE\SOFTWARE\Doctor =~ Web\Scanning  Engine\SpIDer  Guard
\Settings

Y TIPY U3MEHEHUH BJIMAIOT HA BCIO CUCTEMY.

OcHOBHbIE HACTPOIKH
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Core/LicensePath= [kamanoe]

napaMeTp MO3BOJISIET yKa3aTh KaTajior B KOTOPOM HAXOAUTCS JIMIIEH3MOHHBIN K04, OOBIYHO
3TO KaTaJor YCTAaHOBKM aHTUBUpYCA.

Core/LicenseFile= [nymuv]

napameTp nosossier ykazatb Juisi SpIDerG3, KOHKpEeTHBIN JTMUEH3MOHHbIA Kiod. [lapamerp
ycTapes U He ucnosnb3yercs, 3ameHeH Ha Core/LicensePath.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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