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C nmoMoIIIpI0 KOMIbIOTEpa Mbl 00IIaeMcsl C JTIOJIbMU, MOJTyYaeM HYyKHbIe CBECHUSI,
BEJIEM [IEJIOBYIO TIEPEIMCKY, XpaHUM (PMHAHCOBYIO M JIMUHYIO0 WH(OPMAIHIO —
J0BepsieM KOMITBIOTEPY TO, K Y€MY XOTeJIOCh Obl OrpaHUYUTh JOCTYIL. B TO ke
BpeMsI CErO/IHs TOJIBKO M TOBOPAT O BUPYCHBIX SMUAEMUSIX, XaKEPCKUX aTakax,
BOPOBCTBE JIMYHBIX TaHHBIX. 1 BbI TOJIKHBI YMETh 3aIUINATh CBOU JaHHbIE.
[TpounTaB 3Ty KHUTY U MPOCMOTPEB MPUJIATAIOIIMICS K HEN BUACOKYPC, BbI
y3HaeTe O MpUeMax, UCTOIb3YEMbIX XaKepaMU, BUPYCOIMUCATESIMA U CETEBBIMU
MOIIIECHHUKAMM, HAyYUTECh 3alMINATHCS OT BUPYCOB U MPOUMX BPEIOHOCHBIX
MporpamMM, pacro3HaBaTh U OTpaXaThb XaKepPCKUe aTaku, YJIOBKM UHTEPHET-
MOIIIEHHUKOB, 3alUIIATLCS OT Cllama, KOHTPOJIMPOBATh IOCTYI K TEM pecypcam,
KOTOPBIE He JJOJKEeH TocelaTh Bail pedeHoK. KHura pacckaker, a BUIEOKYpPC
MOKaKeT, KakK MpATaTh [IEHHY0 WHMOpMAIMIO OT UyKHuX IJ1a3, ToAOUpaTh Maposu,
BOCCTaHABJIMBATh MOTEPsIHHYIO0 nHGopMairuio. Ha npunaraeMom K KHUTe JUCKE,
KpOMe BUJIEOKYpCa, Bbl HaliieTe MporpaMMbl, KOTOPbIE HOMOT'YT Ha/IeKHO
3allUTUTD Balll KoMIbloTep. Buieokypc npuaaraercst TOJbKO K MeYaTHOMY M3AaHUIO
KHUTH.
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Cepreit AkumoBuu ApeMuyk
3amuTra Baliero KoMnboTepa

BMecTo BBegeHus

TpynHO cKa3aTh, YTO YCTPOESHO CJIOKHEE: COBPEMEHHbBIN aBTOMOOMIIb, CITIOCOOHBIN MUYaThCs CO
CKOPOCTBIO COTE€H KWJIOMETPOB B 4YacC, WM HEOOJBIION SIIIUK, CTOSIIUNA MOJ] CTOJIOM U BECesO MOj-
MUTHBAIOIIVIA pa3HOIBETHBIMU JIAMITOUKaMU. YTOOBI yIIPaBIISITh MAIIIMHOM, YeJIOBEK IOKEH MPONTU
MOATOTOBKY U CAATh 9K3aMEHBI, MOC/Ie Yero MOTy4YUTh 3aBETHBIC MPaBa, MOATBEP:K/AIOIIHE ero 3Ha-
Hus ¥ yMeHus. [Ipy mokymke e MepcoHaIbHOrO KOMIBIOTEPA HUKTO U HE MOAYyMAaeT MOMHTEPeco-
BaThCs, yMeeTe JIM Bbl Ha HEM paboTaTh. BeposTHO, Takoe pa3inyue CBSI3aHO C TeM, 4TO, Bble3kKasi
Ha JOpPOTY, HEMOATOTOBJICHHBIN BOAUTEb MOXET MPEJICTABISTh YTPO3Y AJIsI )KU3HU JIOJIEH, U JTydliiee
TOMY JIOKa3aTeJIbCTBO — aBTOMOOWIb, JICTSIINI Ha KPACHBIN CBET.

Bce, uTo nmponcxoauT B BUPTYaIbHOM MUpe, Heocss3aemo. Clie1oBaTeIbHO, M OIACHOCTH, KOTO-
pble MOTYT TOJICTeperaTh Bac 3/1eCh, TPYJHO TOHATh U TeM Oojiee omryThTh. Ho oHu ecthb. Kakblii
JeHb TIOSIBJISIIOTCSI COOOIIEHNS O MPOJEJIKax HEYJOBHUMBIX XaKepOB, BUPYCHBIX aTakax, Kpaxe OaH-
KOBCKOH U MEPCOHATBHON MH(OPMAITUK U TTPOUMX OMACHOCTSIX.

Kommblotep 1aBHO nepectast ObITh Y4eM-TO TUKOBUHHBIM U HETOCTYITHBIM — CETO/IHSI €10 MOKHO
BCTPETUTh MMPAKTUYECKH B Kax10M JoMe. OJTHAKO €C/IM Ha BXOJAHOU ABEPU MPUBBIYHO BUAETH 3aMOK,
OXPaHSIOLIHI X035IeB OT HEMPOIIEHBIX TOCTe, TO BUPTYaJIbHBIN BXOJ 4YaCTO ObIBAET COBCEM HE 3alllU-
1ieH. KoHevuHo, ¢ COBpeMEeHHBIM KOMITHIOTEPOM CMOKET CIIPABUThCS KaK/1ast TOMOXO3sIiKa, HO COOBI-
THS1 IOCJIETHUX JIET MOKA3bIBAIOT, YTO 7151 0€30MacHOi padOThl yMEHHsI ABUTATh MBIIIBIO SIBHO HE/I0-
CTaTOYHO.

B oruere, HegaBHO oIyOIMKOBaHHOM Kopriopaierr Microsoft, coodmaercst, uro 6onee 60 %
BCEX KOMIBIOTEPOB 3apakeHbl BUPYCAMU UJIM HAXOASATCS MOJ KOHTPOJIEM 3JI0YMBIIILJIEHHUKOB. By-
MauTech B 3Ty IIUGPY: MOTyYaeTcsl, YTO MOUTH Kk Il BTOPON KOMITBIOTEP BBIIIEN U3-TI0/1 KOHTPOJIS
XO3sIMHA U MPEICTaBIISIET OMACHOCTD JIJIS1 OCTAbHBIX. B HEKOTOPBIX CTpaHax yxke JeWCTBYIOT 3aKOHBI,
MO3BOJISAIONINE OTAATH MOJ Cy/ BIaAesblia KOMIbIOTEPA, C KOTOPOTO PaCChLIAIMCH BUPYChI MU CIIAM.
OpnHako mpo6GjeMa B TOM, YTO TOJIb30BaTe/lb, BOBMOXHO, U HE JIOTAJIbIBAETCSI O «TANHOW KU3HU»
CBOEW MaIllMHBI.

[udpel, onyonmukoBaHHble Microsoft, HaBepHsIKa MPUOM3UTENBHBI, U Y3HATh TOYHOE KOJIHU-
YEeCTBO 3apaKEHHBIX KOMIBIOTEPOB BPsi/l I BO3MOXKHO. Ho mpuBeeHHas CTaTUCTHKA SIBHO yKa3bl-
BaeT Ha TO, YTO COBPEMEHHOMY TOJIb30BaTEI0 HEOOXOIMMO 00JIaIaTh 3HAHWSAMM, TO3BOJISIOIIUMHU
OTJIMYUTH PEATbHYIO YTPO3y OT PEKJIAMHBIX TPIOKOB M INIABHOE — HAJIEKHO 3aIUTUTh KOMIBIOTEP OT
HEMPOIIEHBIX TOCTEM.

OT n3aareJabcTBa

Bamm 3amevanusi, npeniokeHusi U BOMPOCH OTIPABIISNATE MO agpecy MEKTPOHHON MOYTHI
dgurski @minsk.piter.com (u3narensctBo «[Iutep», KOMIbIOTEpHAS pelaKIIs).

Mb1 OyzieM pajibl y3HaTh Baille MHEHUe !

Ha caiite m3patensctBa http://www.piter.com Bbl Haiiziere MoapoOHYI0 WH(GOPMAIUIO O
HAIIUX KHUTAX.



mailto:dgurski@minsk.piter.com
http://www.piter.com/
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I'maBa 1
3amuImeHHOCTh KOMIIbIOTEPOB: MU(BI 1 PEATLHOCTD

Hcropus BOZHUKHOBEHUS KOMITBIOTEPHBIX BUPYCOB
Yro Takoe Bupyc

Pa3HOBUIHOCTH KOMITBIOTEPHBIX BUPYCOB

Bupychble Muctupukanmm

Yro 3a 3BEpb — TPOSHCKUI KOHb?

HoBaropckue nmogxozpl XxakepoB — pyTKHTHI (rootkits)
Va3BUMOCTH ITPOrpaMM U XaKEPCKUE TEXHOJIOTUN
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1.1. AcTopusi BO3ZHUKHOBEHUS KOMIIBIOTEPHBIX BUPYCOB

Ecnmu Ob pa3pabOTUMKy MEPBBIX KOMITBIOTEPOB, CETEW M CETEBBIX MPOTOKOJIOB MO 3arJisi-
HYTb B Oy/y1iiee, To, BIIOJTHE BEPOSITHO, IPOOJIEM C 3alUIIIEHHOCTHIO MH(POPMAITUY CETOIHS ObLIO OblI
MeHblne. [lepBoHaYaIbHO KOMIBIOTEPhI 3aHUMAJIH 1IeJIble 3aHus1, CTOMIN AOPOTrO U ObUIM JOCTYITHBI
TOJIKO KPYITHBIM TOCYJApCTBEHHBIM M YaCTHBIM KoMmaHusiM. Co BpeMeHeM BO3HHUKJa HeOOXOIu-
MOCTb OOMEHUBATHCS1 MH(OpMAaLIel — TaK MOSIBUIMCH TIEpBbIe ceTU. B TO BpeMst KOMITBIOTEPBI ObLITH
3aKPBHITBIMU CUCTEMaMU U YIIPABJISUTHCH CEPbe3HBIMU, YBICUEHHBIMU CBOUM JIEJIOM JIIOJbMU B O€JIbIX
Xajarax, Mo3TOMY TOTrJja HUKTO He MOMBIILISUT O XYJIUTAHCTBE M pa3pyIICHUSIX.

K coxanenuio, uCTOpusi yMaTdMuBaeT 0 MHOTUX (paKkTax, CBA3aHHBIX C 3apPOKIEHUEM KOMITBIO-
TEPHOTO BPEAUTEIIbCTBA, HO KOE-YTO BCE-TaKM JONLIO A0 Hamux gHed. [ekadps 1949 roma MoxHO
CUMTaTh HAYAJIOM BO3HMKHOBEHHS KOMITBIOTEPHBIX BUpPYcoB. MiMeHHO Torna B MITMHOMCCKOM YHH-
Bepcutere [IxxoH ¢on Heitman unrtan cepuio nekuuii « Teopus u opraHu3aiys CJI0KHBIX aBTOMATOB,
KOTOpasi U Jierjia B OCHOBY TEOPUH CAMOBOCITPOM3BOISALIMXCS aBTOMATOB. OJJHAKO 3TO ObLIa TEOPHUS.
IlepBpIM JeiicTBYIOIIMM BUPYCOM MOKHO HaszBaTh urpy Darwin (http://www.cs.dartmouth.edu/
~doug/darwin.pdf), koropyio m3o0penn B 1961 romy corpyanuku komnanuu Bell Telephone
Laboratories B. A. Bricorckuii, X. 1. Makunpoii u P. Moppuc.

[Tporpammel, HanMcaHHbIE Ha accemOiepe (SI3bIKOB BBICOKOTO YPOBHS e11ie He ObLJI0) M Ha3biBa-
eMble «OpraHU3MaMHI», 3aTPyKajIiCh B TaMsTh KOMIIBIOTEpPA M CPakajuch 3a pecypchl. OHM 3aXBaThl-
BaJIM )KU3HEHHOE MPOCTPAHCTBO, TIBITASICh YHUUTOXUTh MPOTUBHUKA. 32 3THM ITPOIIECCOM HAOJTI0IAIIO
MIPUJIOKEHHE- «CYbsD», OTIpeeIsBIIee MPaBrIIa U MOPsI0K O0pbObI conepHUKOB. [IporpamMmmuct, pas-
padoTKa KOTOPOro 3axBaThiBajia BCIO AMATH KOMITbIOTEPA, MoOexaal. Bee 310 ObLIO He Ooliee yeM
9KCTIEPUMEHTOM: YYaCTHUKOB MHTEPECOBAJI CaM IPOIIECC.

Crnenyiomuii 3tan — camoriepeMeniaioiascs nporpamma Creeper, co3anHasi B Hayasie 1970-
X rofioB cotpyaHukoMm kommnanuu BBN Bodom Tomacom s moacucremsl RSEXEC ¢ nenbio mpo-
JAEMOHCTPUPOBATh BOBMOXKHOCTh CAMOIIPOM3BOJILHOTO MEpEMEIIIeHHs TIPOrpaMM MeXy KOMIThIoTe-
pamu. Creeper He IPUHOCKIT BpeAa: pebAyIas KOMUs YHUUTOXAIAch, a BUPYC MepeMenaics Ha
CJIE/IYIOIINI KOMITBIOTED.

B 310 Bpems Oblna paspaboTaHa erie ofHa rmporpamMma — Reaper, KOTOPYI0 MOKHO CUUTATh
nepBbIM aHTUBUpYCcOM. [lepemernasich 1o cetu, Reaper otsickuBan aerictByionme konun Creeper u
npekpamiai ux padoory.

B 1970 romy mpou3ornuio erre 0JHO 3HaKOoBOe coObiTHe. B Mae B sxxypHasie Venture ObLT OIyom-
KOBaH (paHTacTUUECKMii paccka3 I'peropu beHdopna, B KoTopom ObUIO MPUBEICHO OTHO U3 MEPBBIX
OINMCAHUI BUPYCHBIX U aHTUBUPYCHBIX ITporpamMm — Virus u Vaccine. Yepes 1Ba rozna B (paHTactuye-
ckoM pomane «Korna Xapmu 6b11 ronr» [IaBuna ['epponaa Obuti onycaHbl IPOrpaMMBbl, 3aXBaThIBAIO-
IIME CUCTEMBI MOIOOHO YepBsiM. CaM TepMHH «4epBb» ObLT BIIEPBbIE UCIIONB30BaH B poMaHe [IKoHa
Bpannepa «Ha 1mokoBo# BosHe», oImyOarMKoBaHHOM B 1975 rogmy.

TepMUH «KOMIBIOTEPHBIN BUPYC» ObLT BIIEPBbIE MCTOBb30BaH B 1973 romy B (haHTACTHUECKOM
dunpme Westworld. [lanHoe clioBocoveTanre ynoTpeOssaioch B 3HAYCHUH, TIPUBBIYHOM [IJISI COBPe-
MEHHOT'O YeJIOBeKa, — «BPEIOHOCHAsI TPOrpaMmMa, BHEIPUBIIASICS B KOMITBIOTEPHYIO CUCTEMY>».

Hakownerr, 20 anpenst 1977 roga ObUT BBIMYIIEH KOMITBIOTED, TTpeJHA3HAYEHHBIH /IS MACCOBOTO
UCTIONB30BaHUs. YCIIOBUS IJIs1 PeIM3aliii CaMOBOCIPOM3BOISIIMXCS TPOrPpaMM 3aMETHO YTy UIllu-
JIUCb.

B 1980-x romax KOMITBIOTEPH 3HAYMTEIBHO MOJEIICBEIM U MX KOJIUYECTBO YBEIUYMIIOCH.
Kpome Toro, mammHbl ctamu Oosiee MPOM3BOAUTENBHBIMU, 4 SHTY3MACTOB, MOJYYHBIIMX K HUM
JOCTYII, CTAJI0 HAMHOTO OOJIBIIIE.

HeynuBuTtenbHO, 4TO 3TO AecATUIETHE CTajo Oosee OoraTbiM Ha COOBITHS B KOMIBIOTEPHOM
Mupe. Bputn mpoBeieHbl SKCTIEPUMEHTHI M0 CO3JAHUI0 CAMOBOCITPOM3BOISAIIMXCS TPOTPAMM U MTPO-
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rpamm-uepseit; nosssuiuck nporpammsl Elk Cloner u Virus, KOTopble CUMTAIOTCS IEPBBIMU KOMIIbIO-
TepHBIMHU BUpycaMu. Eciu paHbllie SKCTiepUMeHTa bHbIe 00pa3iibl HUKOTAA He MOKUIATN KOMITHIO-
Tepbl, HA KOTOPBIX OHHU 3aIyCKaJIMCh, TO HOBBIE MPOrPaMMBbI ObLTA OOHAPYKEHBI «Ha CBOOO/IE» — Ha
KOMITBIOTEpaxX BHE JJaOOPATOPHH.

JlanpHeiiiiee pa3BuTHe COOBITHI HATOMUHAIIO JTaBUHY. B 1987 rony mosBuiics epBblil BUpYC,
zapaxaiomuii IBM PC-coBmecTumMble KoMITbIoTepSI 1o yripasieHruem MS-DOS, — Brain. 1ot Bupyc
ObLT JOCTAaTOYHO OE3BPEIHBIM: €r0 JCHCTBHE 3aKJII0YaI0Ch B U3MEHEHUH METKM Ha JucKeTax B 360
Ko6aiit. Brain ObL1 HancaH AByMsI NAKMCTAHCKMMM MTPOT PAMMHUCTAMH, BJIa/Ie/IbIIaMK KOMITaHUH Brain
Computer Services (0Tciola U Ha3BaHUE BUPYCa), UCKJIIOUUTENILHO B PEKJIAMHBIX IEJISIX, HO HA €ro
OCHOBE OBbLTM CO3[aHBl MeHee MHUpOMoOuBbBie ocodn. B tom xe 1987 romy nosiBuiics Jerusalem
(«uepycaJMMCKMIA BUPYC» ), 3alIpOrpaMMHUPOBAHHBIN HA yAAJIEHUE 3apakeHHbIX (DallyIOB MO IMSTHU-
1am 13-ro. [lepBeie ero Bepcuu copepXkaiy OmuOKy, Orarogaps KOTOpor OH MOBTOPHO JAEHCTBOBAIT
Ha yXe 3apakeHHble (ailiibl. B mocieayonmx Bepcusx omuoKa Obuia UCTIpaBiieHa.

XOTs K TOMY BPEMEHH YKe MOSIBUIMCh MaTepHalibl, MOCBSIIEHHbIE Oe30MacHOCTH UH(pOpMa-
[IUH, BCE 9TO BOCIPUHUMAJIOCH He OoJiee YeM UTPYIIKOM, SKcriepuMeHToM. [Ipo3penne HacTynumiio
HEOKMJIAHHO, KOTJJa 3Ta «UTPYIIKa» MepecTaia OBMHOBATHCSA U MoBesa ce0s1 Kak pa3yMHbIN opra-
HU3M, 3apaKalolril Bce Ha CBOEM IyTH. D10 mpousonuio 2 Hostops 1988 roxa, korga cryneHt Kop-
HEJIbCKOTro yHHMBepcuTeTa Podept Moppuc-MiIaimmii 3armyCTiII MporpaMmy-4epBb, KOTOpasi coxpa-
HWIACh B UCTOPUHU TIOJ, UMEHEM CBoero paspaboruymka. YepBb Mopprca cTaj MEepBbIM CETEBBIM
YepBeM, YCIEIIHO PACPOCTPAHUBILIMMCS «Ha CBOOOE», M OMHOM U3 TMEPBBIX U3BECTHBIX IIPOrPaMM,
SKCIUTYaTUPYIOIINX TaKyIO YSI3BUMOCTh, KaK TepernoiaHeHue Oydepa.

3a KakMX-TO TMOJTOpa Yaca BPeJUTENI0 yIaloCh 3apa3uTh OKOJIO 6 Thic. MamuH. [Ipousomen-
111ee TIOBEPIJIO OOIIECTBEHHOCTD B IIIOK: BUPYCHI TyJisiii 1o CeTu U paHee, HO 3apa3uTh KaskIbIH 1eCsi-
THI KOMITBIOTEP 10 CHX TIOp HE yAaBajoch HUKOMY. CpodHO ObLIM NepecMOTpPEeHbl TpeOOBaHUs K
6e3omacHoctu cucteM U cozgansl UHCTUTYTH Bpoie CERT (Computer Emergency Response Team
— KOMaH/1a 1o OTBETaM Ha HeTIpeBUICHHbIE KOMITBIOTEPHBIE CUTYAIIUH ), KOTOPbIE CTAIM 3aHUMAThCS
6€30MacHOCTHI0 KOMITBIOTEPOB 1 JIaBaTh PEKOMEH/IAINY 110 YCTPAHEHUIO BUPYCOB.

KommbloTeps! cranoBUMCH Bee gocTyrnHee. Co BpeMeHeM OOJBIIMHCTBO I1aTopM U orepa-
IIMOHHBIX CHCTEM YHHU(PHIIMPOBAJIOCh, HA PhIHKE CTaaM Mpeodnagarsh Intel-coBMecTUMbIe KOMITHIO-
Tepbl, KOTOPbIE PadOTaIM MO YIPABIEHHEM OMEPAIIOHHON CUCTEMBI, pa3pab0TaHHON KOMITAHUEH
Microsoft. JlanpHeiine cOObTUs Pa3BUBAIMCHL C OTPOMHOM CKOpocThio. B 1991 rony mosiBuiics
NOAUMOPHbLE BUPYC, BUAOM3MEHSBIIMN cBoe Tesno. OneparmonHas cucrema Windows 95 Obiia
MPaKTHUYECKH TOTOBA, U ee beta-Bepcuio pazocnany 160 tecrepam. Bee aucku okazanuch 3apakeH-
HBIMH 3arpy304HBIM BHpYcoM Form, ¥ TOJIBKO OIMH TecTep He MOJIEHWICS TPOBEPUTH IUCK aHTHUBH-
pycoMm. B mpecc-penuse, MOCBSIIIEHHOM BbIXOAY MPUHIUMIHAILHO HOBOW ONEPaIliMOHHON CHCTEMBI,
ObLIO CKa3aHO, YTO OHA MOJHOCTBIO 3aIMIIEHa OT BUPYCOB BCEX THIOB. Yepe3 HeCKOIbKO MeCSIIEB
9TU 3as1BJIeHUs ObUIM pa3HECEHHI B MyX M MPax HEOKUAAHHBIM TMOJAPKOM — NIEPBBIM MAKPOBUPYCOM,
MPECTABIISBIINM COOOW He TIPUBBIYHBIN UCTIOMHSIEMBbIN (haiil, a CIIEHAPHIA, KOTOPBIH 3apakall TOKY-
MeHTH Microsoft Word. B tedenue mecsia makposupyc Concept o6ietes BOKPYr 3eMHOTO I11apa,
BHEJIPWICS B KOMITbIOTEPHI TIojib3oBatesielt Microsoft Word u mapaim3oBasi padboTy AecATKOB KOM-
MAHWI 110 BCEMY MUDY.

IIpumeuanue
Ha ceropnsimnuii MmomeHT u3BecTHO okono 100 mMomudukanmii Bupyca
Concept.

B anuBape 1996 rona nossuics nepeblid BUpYyC AJs onepauroHHon cuctemsl Windows 95 —
Win95.Boza, a pe3ugenTtHsiii Bupyc Win95.Punch, nossusmmiics nosxe, OKOHYaTeIbHO MOLOpBaJl
nosepue nosb3osarenerd K Windows 95. B mapre 31oro xe roga Hauanach nepsas SNUIEMUs BUpyca
Win.Tentacle, Harmucansoro aina Windows 3.0/3.1. OH 3apa3ui KOMIIBIOTEPHYIO CETb B HECKOJIb-
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Kkux yupexaeHusx ®@panmuu. [fo storo Bce Windows-BUpPYChl XpaHUIUCh TOJBKO B KOJUISKIIUSAX U
9NIEKTPOHHBIX JKypHAJIaX BUPYCOIMHUCATENICH, Ha CBOOOME TYJIsUIM JIMIIb HarmucaHHble 111 MS-DOS
3arpy304Hble M1 MaKpOBHUPYCHL. B 3TOM %e romy ObUT MoriMaH MakpoBUpyc Laroux, HalmMcaHHBIA 17151
Microsoft Excel.

B 1997 rony Ha cBeT nosiBUIMCh HOBbIE BUBI BUPYyCOB — FTP— 11 mIRC-uepBu, B utone 1998
roga — Bupyc Win95.CIH. Sror Bupyc aktuBusupoBacs 26 anpens (Bnepssie — B 1999 rony) v ynu-
4yTOkaj1 MH(OPMALMIO Ha KECTKOM AMCKE, 3allMChiBasi Ha Hero mycop. Kpome toro, oH nepesanucsl-
Bas Flash BIOS, eciu nepekitouaresb HAXOQWICS B MOJIOKEHNUH, pa3pELIAOILIEM 3aIlUCh, U BBIBOIWII
U3 CTPOsI MAaTEPUHCKYIO IJIATy.

IIpumeuanue

Smuaemust Bupyca Win95.CIH, Takke HU3BECTHOro Kak «YepHOOBLIb»
Y MOpa3uBLIEro KommbloTepsl 26 anpens 1999 roga, Oblia Ha TOT MOMEHT CaMoM
pa3pyLIMTEIBHOM.

Yepss I love you, BeimynieHHsld Ha $ununmnunaax B mae 2000 rozna, HaHeC BiaJelbliaM KOM-
NBIOTEPOB yIepO Ha CYMMY, 110 HEKOTOPBIM OlleHKaM MpeBbimaroriyio $ 10 mipa. Crenyonuii 4epsb,
Boureammii B ucropuio kak Code Red, 3a 14 yacoB cymen 3apa3uth 6onee 300 ThiC. KOMITBIOTEPOB,
NOIKTI0YeHHBIX K MIHTepHeTy. [Tocie HUX ObLM M Ipyrue, 4acTo — MepBbie B ONpeJeIeHHON KaTero-
puu. Hanpumep, Nimda (ciioBo admin, mpouynTaHHOe HA00OPOT), MHOTOBEKTOPHBIN Y€PBb, pacIpo-
CTpaHsJICA Cpa3y HECKOJIBKMMM CIIOCOOAMM, BKJIIOUAsl «UEPHBIE XO/Ibl», OCTABJIEHHBIE IPYTMMU Yep-
BAMU. MyDoom ObUI NpU3HaH caMbIM OBICTPbIM Y€PBEM, PACHPOCTPAHSIOIIUMCS IO IEKTPOHHOM
rovre.

Jo sToro Gonbinasi 4yacTh BUPYCOB OblIa HAalMCaHA Ha sI3bIKE HU3KOTO YPOBHS — acceMorepe,
TMO3BOJISIBIIIEM CO3JaTh HEOOJBINON ONTUMU3MPOBaHHbINA BUpyc. ABTopoM uepBsi AnnaKournikova,
kotopeil nopaswil Mutepuer B deBpane 2001 roga, oxasaics ro/UIaHICKUN CTYAEHT, KOTOPBIU
BOOOIIE HE YMeJT TPOrpaMMHPOBATh, aXe Ha TAKOM MTPOCTOM sI3bIKe, Kak Basic.

CeronHs oOuMe rofoBble MOTEPH BCEX KOMMEPYECKMX OpraHu3aluil OoT AEUCTBHIA BUpY-
COB MOT'YT CPaBHUTHCSI C OIOKETOM HEOOJBINON CTPaHbl, M 3Ta CyMMa KaKIIblid TOJ YABaUBAETCSI.
3asBiaeHUs HEKOTOPBIX CHELMATUCTOB MO OE30MaCHOCTU CBUIETENILCTBYIOT O CEPhE3HOCTH MpO-
onembl. Ilo cBeeHMsAM IIaBbl TEXHOJOTMUYECKOro JenapraMeHta kommnanuum MessgelLabs (http:/
www.messagelabs.com/) Anekca [una, B 1999 roay ¢pukcupoBajoch B CpeJHEM IO OJAHOMY
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HOBOMY BUpYcy B yac, B 2000 roay 3ta mudpa cocTapiisiia yke M0 OJHOW MPorpaMMe Kaxbple TpU
MUHYTHI, a B 2004 rogy 310 Bpemsl COKpaTHIIOCh 10 HecKoIbKkUX ceKyH[. [1o nannbiM Cankrllerep-
Oyprckoit anTuBrpycHou tadopatopuun U. Janunosa (OO0 «Cainll»), Tonbko 3a Mapt 2007 roga B
AHTUBHPYCHYIO 0a3y 100aBJeHO Oosee 7 ThIC. 3arucei.

Wrpa Darwin nponomnxkaercs. . .
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1.2. YUto Takoe BUpYC

Kak ObI cTpaHHO 3TO HY 3BYYAJI0, KOMILIOMEPHBIL GUPYC — TIPOTPaMMa U, KaK TPaBUIIo, HeOOJb-
mas mo pasmepy. Bce neno B HazHaueHUMM W criocoOe pacripocTpaHenusi. OObIYHAs MporpaMma
BBITIOJTHSIET MOJIE3HYIO PadOTY, CTapasiCh He HAPYIIUTH (DYHKIIMOHUPOBAHUE ONIEPALIMOHHON CHCTEMBI.
Yaire Bcero mojib30BaTeNlb YCTAaHABIMBAECT €€ CAMOCTOSITENIbHO. B citydae ¢ BUpycoM Bce Ha000pOT.
3agaya, KOTOPYIO CTaBUT €ro CO3JaTellb, COCTOMT B TOM, YTOOBI HAPYIIUTH paOOTOCTIOCOOHOCTh KOM-
MbIOTEPA, YAAINUTH, IIOBPEIUTh, & MHOTA U 3aIidpoBaTh BaXXHYI0 MH(DOPMAILIUIO C TEJIBIO 0Ty YeHHUSI
BBIKYIa. BUpYChl pacnipoCTpaHsIIOTCs MEX/1y KOMITBIOTEpaMu O CEeTH, 3aMeyisist UX padoTy, nepe-
rpykast KaHayibl ¥ OJIOKUPYs1 pabOTy CEPBUCOB.

Buumanmne!
[maBHast 0OcOOEHHOCTH JIIOOOrO BHUpYca — YMEHHE CaMOIPOU3BOJIBHO
Pa3MHOXAThCSI M PACHPOCTPAHSITLCS 03 YUacTHsI MOJIb30BaTesl.

PasMHOXeHHEe BUpYca MPOUCXOIMT 3a CUET TOTO, YTO OH «JOMKCHIBAET» COOCTBEHHBIN KOI K
apyrum aiiiam oo Mo CeTH MepeiaeT CBOe TeJIO IPyroMy KOMITBIOTEpY.

I'maBHas 3amaya BUpyca — 3apa3uTh MAKCUMAJIbHOE KOJTMYECTBO KOMIBIOTEPOB. CeroaHs Hamm-
caTh BUPYC MOXKET JIOOOH, ObUIO Obl XeJlaHWe U HaJIMUMe CHEelUaIbHBIX KOHCTPYKTOPOB, He Tpedy-
IOLIUX OCOOBIX 3HAHWIA, B TOM YHUCJIe M MO MporpammupoBaHuio. OIHAKO NOITO TakoW BUPYC HE
MPOTSHET (XOTsS OBIBAIOT U UCKMOUeHus:: BcnomHuM AnnaKournikova). Peanmzarusim anroputMoB
BbDKMBAHUS U 3apaKEHUs TIOCBSIIIECHBI 1IeJIble XKYPHAIbI, TIPUYEM HEKOTOpPbIE TOIXO/Ibl BHI3bIBAIOT
BOCXHILIEHHE.

JI71s1 MaCKMUPOBKU BUPYC MOKET 3apaxaThb JAPYrue MporpaMMbl U HAHOCUTh BPE/l KOMITBIOTEPY
HE BCErja, a TOJBKO MpPU OMpeAeeHHbIX YCTIOoBUsAX. OH CKaHUPYEeT AUCK B MOMCKAX UCTOTHSEMBIX
(aitioB (OOBIYHO TaKasi Ype3MepHasi aKTUBHOCTh BBIJAET MPUCYTCTBUE BUpYca) MO0, HAXOISACh B
OIIEPaTUBHOM MaMsTH, OTCJICKUBAET OOpallieHus K TakuM (paiiyiaM. BBHITIOJHUB HYXHbBIE JISHCTBUS,
BUPYC TlepeaeT yrpasjieHue IporpaMMe, B Tejie KOTOPOW HAXOIUTCSI, U OHa HAYMHAET padoTaTh Kak
OOBIYHO.

Bupyc crapaercs 3apa3uth MaKCUMaJIbHOE KOJIMUECTBO (haitjIoB, OTaBast MPeriouTeHe CMEH-
HBIM HOCHTEJISIM M CeTeBbIM pecypcam. [Touemy? A Bce MOTOMY, UTO MY HYKHO BBIKUTb: BEllb BCE-
I71a €CTh BEPOSITHOCTb, UTO B CETEBYIO MAIKY 3aiJIeT MOJIb30BaTelb C JAPYroro Komibiorepa. MiMeHHO
MO3TOMY, TIOTIaB Ha KOMIIBIOTEP, MHOTHE BUPYChI HE CPa3y 3aHUMAJIKCh pa3pyllieHreM (3aueM ke YHU-
YTOXKAaTh Ccels1, MOOUMOro?), a MPEX/ie BCEro YCTaHABIMBAIM CUYETUMK YCIIEIIHO 3apakeHHbIX (haii-
7oB. TToka B KOMIbIOTepe OBUIO 3apaXX€HO OTHOCUTENILHO MaJIo MPOrpamMMm, HaJlM4yKe BUpyca MOIJIO
ocTaBaThcs He3amMedeHHbIM. Cuctema paboTasa ObICTPO, HA SKPaHe He MOSBISAIOCh HUKAKUX CO00-
IIEHUH, ¥ MOJIb30BaTeNb PEIKO 3aMeyall YTO-To HeoObuHOe. OJJHAKO KOTjIa MOoKa3aTeslb Ha CUEeTUYMKe
BUpYCa JOCTUraJl Hy)HOTO 3HAUEHHUsI, BPSAUTE b HAYMHAII JISCTBOBATD.
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B HavanpHBIA MEproN CYIIECTBOBAHUS BPEIOHOCHBIX MPOrpaMM ObUIA TIOMYJISIPHBI BUPYCHI-
IIyTKH, KOTOpBIE MemaIn padoTe Mob3oBateneid. JlecTpyKTiBHbBIE 0COOM MPAKTUYECKH HE BCTpe-
yaych. Hanpumep, Takue nporpamMmbl IPOCUIM JIOTIOJTHUTENIBHOM MaMATH («IUPOXKKa» U T. II.),
Y 9KpaH OJOKMPOBAJICS, IMOKA TOJIb30BaTelb HE BBOIWII C KJIaBUATYpPbl HYXKHOE CJIOBO (MHOT/IA €ro
HY)XHO OBUTO yranath). JIMUHO s CTAJIKMBAJICS C BUPYCOM, KOTOPBIN NP OOHYJIEHUH CUETYMKA HE
naBai 3ammycTuth npuioxerue Microsoft Word ¢ 18:00 1o 09:00, MOTUBHPYS 9TO TeM, YTO padOTATh
HY)XHO B pabouee Bpems1. bbii 1 Kypbessl. Harpumep, BUpycC, KOTOPBIi BRIBOIHII HA 9KPaH COOOIIIe-
nue Bpone: «Haxmvure omnoBpemento L + A + M + E + R + F1 + Alt». [Tons30Batesns Haxxuma,
TIOCJIE Yero MOSIBIISTIOCHh COOOIIEHHE O TOM, UTO TaOJIMIIa Pa3esioB CTEPTA C KECTKOTO JIMCKA U 3arpy-
’KeHa B ONEPATUBHYIO MAMSITh M €CJIM TI0JIb30BaTeN b OTIYCTHT XOTS Obl OIHY KJIABHIILY, TO CO CBOEH
nH(pOpMaIyell OH MOXKET TIPOCTUTHCS, a €CJIM TPOCUIUT TaK POBHO Yac, TO Bce OyleT B TOpSIIKE.
Uepes yac OKa3bIBAIOCH, YTO 3TO OblIa IIyTKa. Hudero cede myTouky. . .

MaccoBoe pacnpocTpaHeHUE MEePCOHAIbHBIX KOMIBIOTEPOB MPHUBENIO K TMOSBICHUIO JIIOJEH,
KOTOPBIX MHTEPECOBaJl HE caM IMPOLECC CO3[aHusl BUPYca, a Pe3yJIbTaT, HAHOCUMBIN BPEIOHOCHOM
rporpaMmoil. i3MeHuIMch 1 IyTKU: BUPYChl HAYaIX peaibHO (POPMaTUPOBATh JUCKU, CTUPATh WK
KOJMPOBaTh BaXHYI0 HH(popMarmio. HeKoTopble MpUIokeHHs UCIOIb30BaA HEJOCTATKA 000PYHO-
BaHU$1 U IOPTUJIM €10, HAIIpUMEP BbICTPaUBAJIH JIyYd MOHUTOPA B OJJHY TOUKY, IPOKHUTast ero (Hagex-
HOCTb YCTPOMCTB B TO BpPEMS$I OCTaBJIsJIa JKeJlaTh JIyUIllero), Ui JIOMaJIU KeCTKUE TUCKU, TOHSISl CUM-
THIBAIOIIYIO TOJIOBKY IO OIPEJEJIEeHHOMY aJITrOpPUTMY.

Ha ceronns B Muipe BUpYyCOB HAMETHJIACH SIBHASI KOMMEPIMAIN3AIINS: IAHHBIE B OOJIBIIMHCTBE
CllyyaeB He YHUUTOXKAIOT, a MBITAIOTCS YKpacTh. HarpumMep, NomyasipHOCTb OHJIAMH-UTP MpUBEa K
TOSIBJICHUIO BUPYCOB, CIIELUATM3UPYIOIIMXCS Ha Kpake Maposieid K YYETHBIM 3alUCSIM UTPOKOB, Tak
KaK BUPTyaJIbHbIE IIECHHOCTH, 3apa00TaHHbIE B UTPE, MOXKHO MIPOAATH 32 PeasbHbIC ICHbIH.
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1.3. Pa3HOBHAHOCTH KOMIIbIOTEPHBIX BUPYCOB

[Mpuniio Bpemsi 03HAKOMHUTBCS ¢ OCOOEHHOCTSIMH PadOThl HEKOTOPBIX BUPYCOB — XOTSI OBI IS
TOrO, 4TOOBI, Y3HaB O Hayajle OYepelHON SMHUIEMUH, HE CMEIIUTh OTKJII0YaTh Kabenib, BEAyIHid K
MOJEMY.

TouHyl0 K1accupUKaIMio BUPYCOB U APYTMX BPEIOHOCHBIX MPOrPaMM JI0 CHX IOpP HUKTO He
npuaymat. Bupyc yacTo Henb3si OTHECTH HU K OJHOM M3 Kareropuii. Kpome 3Toro, aHTMBHpYCHBIE
KOMITAaHUH BBOJAT CBOIO TEPMHHOJIOTHIO, TIO-pa3HOMY 0003Ha4asi HOBBIN BUpYC. OIHAKO 1O HEKOTO-
PbIM OOIIMM MTPU3HAKAM BPEIOHOCHBIE TIPOrPaMMBbl MOKHO pas3/ieuTh Ha TPYIIIHL.

ITo cpene odouranus. I[lepBas kiaccuduKkaiys OTHOCUTCS K Cpefie, B KOTOPOU <« KUBET»
BUPYC.

* [IepBbie BUPYCHI, KOTOPBIE OBUTH MOMYJISIPHBI 10 MACCOBOTO pactipocTpaHeHus IHTepHera, —
¢aiinosvie. VX erie Ha3bIBAIOT mpaduyuoHHbimu. CeroHs U3BECTHBI IIPOTPAMMBI, 3apakalolIre BCe
THIBI UCTIOHSIEMBIX (DaiiJIOB B JII0OOM omepanmonHou cucteme. Hampumep, B Windows omacHocTu
TO/IBEpraioTcs B IIEPBYIO ouepeb ucnoHsiemsle (aidsbl ¢ pacimpenusmu EXE, COM u MSI, apaii-
Bephl (SYS), komanansie (aitnsl (BAT) u nuHammyeckue 6udmorexu (DLL). C mexaHu3mom 3apa-
KEHUsI TAKMMHU BUPYCAMH U MX PacIpOCTPaHEHHEM Bbl TOZHAKOMILIHCH B MTPEABIAYILEM pa3erie.

* 3aepy3ouHvle BUPYCHI TAK:Ke TOSBIIIMCH OAHUMHU U3 TIepBbIX. Kak BUIHO 13 Ha3BaHUsI, TaKue
BUPYCHI 3apaXaloT He (paiiyIbl, a 3arpy30UHbIe CEKTOPBI IUCKET U )KECTKUX JTUCKOB.

* C maccoBbIM pa3BuTHeM MIHTepHETa MOSBUIIUCH cemeable BUpYChL. [10 JaHHBIM aHTUBUPYCHBIX
KOMITaHWH, UMEHHO Pa3IMYHble BUJbI CETEBBIX UEPBEH MPEACTABIISIOT CErOJHSI OCHOBHYIO yIpo3y.
['maBHast UX OCOOEHHOCTH — PadOTa C PA3TMYHBIMU CETEBBIMHU MPOTOKOJIAMH M MCTIOJIb30BAHUE BO3-
MOXKHOCTEH TJI00ATbHBIX 1 JIOKAIBHBIX CETEH, TIO3BOISIONIMX UM Nepe/laBaTh CBOM KOJI Ha y/IaJIeHHBIE
CHUCTEMBI.

Kraccnueckum mpumepom ceTeBoro Bupyca siBisieTcst uepsb Moppuca, paccMOTpEHHBIH B pas-
nene 1.1.

HawuGonblyio pacnpocTpaHeHHOCTh TOMYYUIM CETEeBbIE YEpBHU, WCIIONB3YIOIIHE JIEKTPOH-
HYIO TIOUTY, MHTEpHET-TIeHKepbl, JIoKaabHble U (aitnooomennsie (P2P) cetn, IRC-cetu u cetn
oOMeHa JIaHHBIMH MEX1y MOOWIBHBIMU yCTpoHcTBaMU. HeKoTophle ceTeBble 4epBHU, HANpUMEp
W32 .Slammer wiu Sapphire, ucnons3ytonwmii yss3sumoctb Microsoft SQL Server 2000, moryT He
OCTaBJISITh HA KECTKOM JIUCKE HUKAKMX CJIEJIOB, XPaHsICh TOJIBKO B OMepaTUBHOM namsaTH. bnaronaps
CIIOCOOHOCTH aKTHBHO PACIPOCTPAHSTHCS U padOTaTh Ha 3apakeHHBIX KOMIBIOTEpax 0e3 UCHOJb30-
BaHMsI (haiyIOB ONOOHBIE BUPYCHI HarOosiee onacHbl. OHHU CYIIECTBYIOT UCKTIOUMTENTBHO B CHCTEMHOM
NaMsITH, a Ha JPyrye KOMITbIOTEPBI IEPEIAloTCsl B BUIE MAKETOB IaHHBIX. [lepBoe BpeMsi aHTHBUpYC-
HOEe TIporpaMMHOe obecriedeHre He ObLJIO CIIOCOOHO OOPOTHCSI ¢ TAKMMH OeCTeSICCHBIMU BPEUTE-
JISIMH.

Baumanue!
CeteBble M TOYTOBBIC BHUPYChl HamOoJjiee OMACHBI, TaK Kak CIIOCOOHBI 3a
KOPOTKOE BpeMsI 3apa3uTh OOJIBIIIOE KOJTMUYECTBO CUCTEM.

* CeroaHs HauboJiee MOMYJISIPHbI CETEBbIE BUPYChI, PaCIIPOCTPAHSIOIIMECS TOCPEICTBOM JIEK-
TPOHHOM IMOYTBHI, IO9TOMY MX YacTO BBIIEJSIOT B OT/AEJBHYIO KaTErOpHIO — noumogsle yepBu. Tak,
TPU U3 YeThipex KpynHermmx snuaemuid 2005 roga ObUTH BbI3BaHBl MIMEHHO MOYTOBBIMU YEPBSIMM.
Takue BUPYCHI Yallle BCErO paclpOCTPaHSIOTCS Yepe3 IEKTPOHHYIO [OUTY: OHU PacChUIAIOT IO ajpe-
caM, UMEIOIIMMCS B aIpECHOM KHUTe, MMCbMa C IIPUKPEIVIEHUSIMU B BUjie caMux ceOs. [l nepegaun
MOT'YT KCTIOJIb30BaThCs CPEJCTBA ONEPALIMOHHON CUCTEMBI WJIM HEOOJBILONH BCTPOEHHBIN OYTOBBIH
cepBep ((pyHKIMS TaKOro cepBepa — OTIIPaBKa MHUCEM).
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Hampumep, depBb Melissa oTchutan ce0si cpa3y Mocje akTUBU3AlUK TOJIBKO MO MepBbM 50
angpecam, a I Love You ncrions3oBas Bee 3alMcaHHbIe B aIpECHON KHUTE TOYTOBBIE a/ipeca, YTo ooec-
TMIEYMJIO EMY BBICOKYIO CKOPOCTb pacnpocTpaHeHus. pyroi tun yepss — cueHapuil Kak Worm, koto-
PbIli TIOCJIE TPOYTEHU S 3aPAXKEHHOTO [TMChMa HE pacChUIAJICS, & IPUKPEIUISIICA K KaXKIOMY ITOCIAHUIO,
OTIIpaBJIsieMOMY Mojb30oBatesieM. [Ipy 3ToM Ha HOBOM KOMITbIOTEPE BPEIOHOCHOE IPHJIOKEHHE MO0
BBITIOJTHSJIOCh ABTOMATUYECKH, UCTIONB3Ysl YI3BUMOCTH B TIOYTOBOM MpOrpaMMe, JIMOO pa3IuaHbIMU
CIIocOOAMH MOAITAIKUBAJIO MOJIb30BaTeIsl K CBOEMY 3aITyCKy. 3apakeHHOE IMCbMO MOXET IPUITH CO
3HAKOMOTO ajJipeca, ¥ MOJIb30BaTesb, CKOPEE BCEr0, OTKPOET ero. MoryT NpUMEHSATLCS pa3InyHble
yxuipenusi. Hanpumep, Bupyc AnnaKournikova npuriaman nocmorpeTs ¢poTtorpadgpuu M3BECTHOM
TEHHUCUCTKU AHHBI KypHHMKOBOI: JTIOOOMBITCTBO Yallle BCEro Opasio BepX HaJl OCTOPOXKHOCTHIO, U
TOJIb30BAaTENN 3aITyCKaJIM PUKPEIUIEHHBIM K TUCbMY MCIIONHSEMBIN (paii.
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Bynpre ocTOpOXHBI C IMCbMaMU, MONTYYEHHBIMU OT HEWU3BECTHBIX JIONEH.
OtkpbiBaiiTe (hpailyibl, IPUKPEIUIEHHBIE K TAKUM IMCbMaM, TOJILKO MOC/IE IPOBEPKU
AQHTHUBUPYCOM.

* O4eHb YacTO BCTPEYAIOTCS BUPYChl CMEIIAHHOIO TUIIA — NOYMOBO-cemesble. B TakoM ciydae
1X OOBIYHO HA3bIBAIOT MPOCTO CETEBBIMMU. SIpKHii TpUMep — ceTeBOi uepBb Mytob.c, KOTOPBIi B MapTe
2005 roga nepecpuiajcs B BUIE BIOKEHUH B 3JIEKTPOHHBIE NMCbMA M UCIIOJIB30Ba JJIs1 CBOETO pac-
IpocTpaHeHus ysa3BuMocTb B cepuce LSASS Microsoft Windows.

UYepsu — HanOos1ee onacHblid TUI BUPYcoB. OHM paciipoCTpaHSIOTCs OU€Hb ObICTPO U CIIOCOOHBI
nopaxatb (pailjibl, JUCKU U ONEPaTUBHYIO MaMATh. [IpaBMIIbHO HAMMCAHHBIA YEPBb MOXET Mapaiu-
30Bath paboty MHTepHeTa 1100 neperpy3uB KaHajbl, 1100 3apasuB cepepbl. Hanpumep, Slammer
CymeJ1 Opa3uTh MoYTH yeTBepTh MHTepHeTa. B aToM ciydae nopaxaer GecrieuHOCTh (pUupMBblI-paspa-
00TUMKa, TaK Kak 00 yA3BUMOCTH, KOTOpast OblJIa UCIIONIb30BaHa aBTOPOM Slammer, ObUIO U3BECTHO
elle 3a MoJrosa Ao ataku. IHTepecHo, YTo He OJMH o 10 3TOrO OYTOBbIE YEPBH C YCIIEXOM MCTIOSb-
30BasM ysa3BUMOCTh Microsoft Internet Explorer, mo3Bossiolyto 3arycKkarh JI0OOH HCTIOTHIEMBIH
baiin1, npueAIIMIA BMECTE C JIEKTPOHHBIM IMCbMOM, O€3 Corlacusl OJIb30BaTeNsl.

* Makposupycbel SBISAIOTCS MIPOrpaMMaMH, HAIMMCAaHHBIMU Ha MAaKpOCax — MOCIIeJOBATEIbHO-
CTSIX KOMaH]|, UCIHOJIb3YyeMbIX B HEKOTOPBIX CHUCTEMax OOpaOOTKM [JaHHBIX, HAIPUMEP TEKCTOBBIX
PEAKTOpax U MEKTPOHHBIX Tabinuuax. Bo3aMOXHOCTH MaKpOSI3BIKOB B TAKUX CHCTEMAaX MO3BOJISIOT
BUPYCY NIEPEHOCUTh CBOM KO B Apyrue ¢ailiibl, 3apakas ux. Hanbosnbliee pacnpocrpaneHue mnoiy-
4y MakpoBupychl 4151 Microsoft Word u Excel. Takoii BUpyc akTUBU3UpYETCs [TPU OTKPBITUU 3apa-
’KEHHOTO JOKYMEHTa ¥ TIEPEHOCUTCS Ha KOMIIBIOTED, KaK MPaBUIIO, BHEAPSIACH B Ma0a0H O ObIYHbIIH
(a1 Normal.dot). ITocsie 3T0r0 Kaskaplii COXpaHAEMBbIH JOKYMEHT 3apakaeTcsl BAPYCOM, a KOrua
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Apyrue MoJib30BaTesId OTKPbIBAIOT €0, X KOMIIBIOTEPHI TaK:ke MH(PULMpYoTcs. CylIecTBYIOT Takke
MaKpOBUPYCHI, 3apaxaroriue 6a3bl JaHHbIX Microsoft Access.

TpaIII/IL[I/IOHHLIC N MAaKpPOBUPYCHI CErOAHA MPAKTUYECKH BBIMEPJIM, TdK KaK CKOPOCTb MX pac-
MIPOCTPAHEHUS 3HAYUTEIILHO HIDKE, YEM CKOPOCTDH PACIIPOCTPAHEHUA CETEBBIX BUPYCOB, U y aHTU-
BUPYCHBIX KOMIIAHUH AOCTATOYHO BPEMCEHU, ‘ITO6I)I CO3JaBaThb BaAKIMHY ITPOTUB TaKUX BpCI[I/ITe)Iﬁﬁ.
OnHaKo 9TO COBCEM HE 3HAYHUT, YTO yrpo3a MUHOBAJIA U TAKWE BUPYCHI HE CTOUT OpaTh B pacyer.

ITo anropurmy pa6oTsl. Hanprmep, CyliecTByIOT pe3uICHTHbIE U HEPE3UICHTHBIE BUPYCHI.

* Pe3udenmmnulii BUPYC TIpU UH(MUITMPOBAHUN KOMITHIOTEPA OCTABJISET B ONIEPATUBHON MAMSATH
CBOIO PE3UJICHTHYIO YacCTh, YTOOBI IEPEeXBaThIBATh BCE OOPAIIEHUS ONEPAIIMOHHON CUCTEMBI K 00b-
eKTaM, TIPUTOHBIM I 3apaxeHus. ITo HanboJiee pacpoCTpaHEHHBIN THUTT BUPYCOB: OHU aKTUBHBI
HE TOJIBKO BO BpeMsl pabOThl 3apakeHHOM MPOrpaMMbl, HO M — YTO HauOoJiee BaKHO — KOrja Mpu-
JIOJKEHHUE 3aKPLITO. PC3I/III€HTHBIC BUPYCHI [IOCTOAHHO HAXOAATCA B IMIaMATU KOMITbIOTEPA U OCTAIOTCA
AKTUBHBIMU BIUIOTH JO €I'0 BBIKJIIOUCHUA WUJIN TIEPE3ATrPYy3KHU.

* Hepesudenmmbvie BUPYCHl HE 3apaXaloT MaMsTh KOMITBIOTEPA M COXPAHSIOT aKTUBHOCTD JIMIIh
OIr'paHUYCHHOC BPEMA, XOTA BO3MOKHBI BApUAHTHI. O)lHaKO HEPE3UACHTHLIC BUPYCBHI CETOAHA ITPaK-
TUYECKU HE BCTPEUAIOTCS, OHU HE CIIOCOOHBI K OBICTPOMY pa3MHOKEeHHI0. MOKHO CKa3aTh, YTO OHU
HE BbIIEpXKaId KOHKYPEHIMY CBOMX 0oJiee aKTMBHBIX COOPAThEB.

IIpumeuanue

Xouercsi emie pa3 oOpaTUTh BHUMAHUE HA TOHATHS «PE3UJIEHTHOCTb»
u  «}ailloBblil  BUpyc». HecKombko pa3 MHE MNpUXOAWIOCh — HaOIonaTh
HACTOALIYI0O NAHUKY, BBI3BAHHYIO TEM, 4TO (paiij, KOTOPBI KTO-TO IIPUHEC Ha
JUCKeTe, 3apaxkeH BHpPycoM. HecMOTpsi Ha TO UYTO HEKOTOpble BHPYChl MOTYT
CIIOKOMHO pa3MHOXKaTbcsl Oe3 yuyacTHsi Mojb30Batess, (hailyioBble, 3arpy304Hble U
MaKpOBHUPYCH (Pe3UAEHTHBIE M HEPE3UICHTHBIE) HE CIIOCOOHBI pacIipOCTPAHATHCS
0e3 momoIny yejoBeKa. YToObl TAakOM BUpPYC Hayall pa3pylIMTeIbHYI0 palory,
€ro HeoOXOAMMO AKTUBM3MpOBaTh. Haxonsich Ha AMCKETe WM KECTKOM MAMCKE,
OH pa3Be 4To OyJeT BbI3bIBATH pa3/ipakeHUe aHTUBUMPYCHOW MPOrpaMMBbl, U, €CIU
II0JIb30BaTENb CaM HE 3aIlyCTUT €ro, HEpE3UIEHTHBIN BUPYC HE IIPUHECET Bpe/a.

JlecsITKM BUPYCOB 3TOrO TUIMA XPAHATCS Y MEHs B OTHAEJbHOM Marke Jis
TECTUPOBAHUsI M M3YyUEHUs] aHTMBUPYCHBIX MPOrpaMM, M 32 HECKOJBKO JIET HU
OIHOMY M3 HUX HE IPUIIUIO B FOJIOBY aKTUBU3UPOBATHCS CAMOCTOSITENILHO, TIO3TOMY
JMCKeTa ¢ 3apakeHHbIM (DailioM He JIOJKHA BBI3BIBATH MAHUKY, CIEIyeT OLIEHUTh
CUTYallMI0 U MPUHATH NPABWIbHOE pelleHUe — YAAJIUTh MOTEHIIMAIBHO ONACHBIN
(paiin wm nornpodoBaTh BBLICYUTH €I0 C MOMOIIIBIO AHTUBUPYCA.

* [lepBble aHTUBUPYCHBIE IPOrPAMMBbl OUEHb OBICTPO HAXOAWJIM BUPYC MO €r0 YHUKAJIBHOM CUT-
Hatype. YToObl 3aTpyIHUTH MOJOOHBIN MMOUCK, CO3JaTeM BPEAOHOCHBIX MPOrpaMM CTalu g po-
BaTh TeJla BUPYCOB. B pe3yibrare NOSBUINCH BUPYCHI, HA3BAHHBIE NOAUMOPPHHBIMU.

* B nuteparype 4yacto yrnoMuHaloTcs cmeac-eupycol (stealth — HeBuaMMEKa), KOTOpBIE OBUH
pacnpocTpaneHsl Bo BpeMeHa MS-DOS. OHu NpUMEHSI0T MHOXECTBO CPEJICTB, UTOOBI CKPBITh CBOE
NPUCYTCTBUE B cucTeMe. OnpesiesuTh HaJTMYKie TaKUX BUPYCOB O€3 COOTBETCTBYIOIETO MHCTPYMEH-
Tapysi IPAKTUYECKU HEBO3MOXKHO.

CerogHsa 11 MaCKMPOBKHU CBOETO IPUCYTCTBUS B CUCTEME BUPYCHI UCIIOJIb3YIOT PYTKUT-TEX-
Hosoruu (0 HUX OyZeT paccka3aHo Mo3xke). BUpychl MOXKHO MoApa3ieuTh Takke MO CIeAyOIM
KPUTEPUSIM:

* 110 METOAY 3apakeHus (BUPYChI-IAPA3UTHI, KOMIITAHBOHBI U JIP.);

* Tuny onepauronHoi cucreMsl (Windows, Unix, Linux, MS-DOS, Java);

* IECTPYKTUBHOIN BO3MOKHOCTH (OT O€3BPEHBIX, TPOCTO MELIAIOIIMX padoTe, 10 KpaiiHe ornac-
HBIX);
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* S13bIKYy, Ha KOTOPOM HarmcaH BUpYc (accemMOnep, SI3bIK CIIEHApUEB U AP.).

Bupychl MOTyT UCTIONB30BATh Pa3IMYHBIEC YIIAKOBIIMKH, TIO3BOJISIIONINE IPEBPATUTH U3BECTHBIN
KOJI B IPAKTUYECKU HEY3HABAEMBIIl.

Kaxppiit BUpyc umeer coocTBeHHOE UMsl. Bbl cltpluTe ero, Korjaa y3Haere 00 ouepetHOM M-
nemun. OTkyna 6epercst umsi? OO6HapyKUB HOBBII BUPYC, aHTUBUPYCHBIE KOMITAHHUH JAI0T €My MMEHa
B COOTBETCTBHH C KJIACCH(PUKALIMSMU, IPUHITHIMU B KaXKI0M KOHKPETHON KOMITAaHWH, TIPHYEM KJIac-
cudukams y kaxaon ¢gpupmsl cBos. [Tocmorpute camu: Hanpumep, Worm.Win32.Nuf — 310 TO %€
camoe, uyto Net-Worm.Win32.Mytob.c. Yacto Ha3BaHue AaeTcs IO HEKOTOPHIM BHEIIHUM MPU3HA-
KaM:

* 110 MecTy OOHapyxkeHus Bupyca (Jerusalem);

* cofepXKalluMcs B Tese BUpyca TeKCTOBbIM crpokaM (I Love You);

* MeToy nojauu nosb3oBarenio (AnnaKournikova);

* 3pdexrty (Black Friday).

BriBaet Tak, 4TO BUpPYC HECKOJIBKO pa3 NepeuMeHoBbIBaloT. Hanprumep, 310 Kacaercs «uepyca-
JIMMCKOTO BUpYca». V3HauabHO ero Ha3BajM Mo MecTy ooHapykeHus — Israeli, 3aTem periy, 4to
9TO Ha3BaHME CJIMIIIKOM aHTUCEMUTCKOE, M 3aMeHUIM ero Ha «1813» (1o pa3mepy Bupyca), Ipy 3TOM
napajuiesbHo ucnosb3oBaioch apyroe uMms — IDF (Israeli Defence Forces), u Tojibko yepe3 HEKOTO-
poe BpeMsi BUpyc Ha3Baiu Jerusalem.

Kcratn

CamMbiM MasieHBKUMM 10 pa3Mmepy Bupycom cuurtaercss Repus (Win95.c) —
Bcero 156 GailT (CyliecTBYIOT, OIHAKO, U Oojiee TsKeIOBeCHble MOIUUKAIIUY,
BIUIOTh A0 256 Oaiir). IJis yMeHbIlIeHUs] pa3Mepa 3TOro BUpyca HUCIOIb3YIOTCS
Pa3JIMYHBIC NPOrpaMMHBIE XUTPOCTU U YJIOBKH; Bp€a OH HE INPUHOCUT, U BCE
nporpaMMbl  pabotaioT 0e3 mpoOnem. [Ipu 3TOM ecTh Kak pe3ujieHTHbIE, TaK
1 Hepe3uleHTHble mpencraButesin Repus (Win95.c). [lomumo manoro pasmepa,
Repus cTtan nepBbIM BUPYCOM, MCIONB3YIOLUIMM /JIsi CBOETO Pa3sMHOKEHHS KdII-
namate Windows. OH HIIeT B K1I-0JI0KaxX 3arojioBKU (DailyioB, 3alUCHIBAETCS B
HUX U YCTaHABIUBAET Jisi OJIOKOB arpuOyT dirty, KOTOpBIA AaeT cucTeMe KOMaHay
COXpaHUTh ero Ha JUcK. [lomoOHass MeToaMKa MO3BOMSIET JaXe HEPe3UAEHTHOMY
BapUAHTY PaclpoOCTPAHATHCS CO CKOPOCTBIO PE3UIEHTHOTO BUPYCA.

OpHuM 13 cambIx HHTEpecHBIX sABsAeTcA BUpyc I-Worm.Hybris (Vecna), nosmyuunsimi B uiosie
2002 rozma 4eTBepTyI0 KaTeropuio onacHoctu. OH paclpoCTpaHseTCsl MOCPEICTBOM JIEKTPOHHOU
noutsl. B nepBylo ouepenp 3TOT BUpYC 3apakaeT cucteMHbli (aitn wsock32.dll, nonyyas poctyn
KO BCEMY MHTEepHET-TpauKy, a 3aTeM pacchbuiaeT ceds Mo MOTyYEHHBIM TaKUM 00pa30M MOYTOBBIM
anpecam. Camoe HUHTEPECHOE, YTO STOT BUPYC MOKET CAMOCTOSITESIbHO OOHOBJIAThCA uepe3 MHTepHer,
CKauyMBasi C HOBOCTHOI KoH(epeH1uu alt.comp.virus miaruHsl, AaoIye eMy HOBble BO3MOXKHOCTH.

KonuyecTBO curHaTyp B aHTUBMPYCHBIX 0a3aX MHOTMX ITpou3BoauTeNeil yxe nepepanuio 400-
THICYHYIO OTMETKY U IIOCTOSIHHO PacTer.
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1.4. Bupycubie mucTudpukanmum

Yeaoicaemvui  noayuamens, Bbl mMOAbKO umo noayuuau  8upYyc
«TAJIHBAH».

Tlockonvky mvl 6 Acpeanucmare He max yxc U NPoOOSUHYMbL 8
MEXHON0ZUSIX, SMOM GUPYC CAedyem UCNOAHSMb epyunyio. [loxcanyiicma,
nepewiaume 3mo NUCbMO 8CeM, K020 3Haeme, U YHUUModicbme 6ce paiinvl Ha
Bauwem srcecmicom ducke coocmeenropyuro. boavuioe cnacubo 3a nomousp.
Ao0oyaaa, xaxep u3 Taauoana

Hcropuio pa3BUTHSI KOMITBIOTEPHBIX CHCTEM HEJb3s1 Ha3BaTh Becesiod. B nepBbie rofbl aHTHBU-
PYychl ObUTM HECOBEPIIEHHBI, A MOJIB30BATENHN €llle He BJIaJed JOCTAaTOYHOU HH(pOpMAaIe, HO yxKe
MIPE/ICTABIISIIN, KaKyI0 yrpo3y HECYT KOMITLIOTEpPHBIE BUPYCHL. BeposTHO, mo3sToMy Kaxaoe coooine-
HHE O MOSIBJICHUN HOBOTO BUPYCa BBI3BIBAIIO MaHKUKY. Co BpeMeHeM Y MoJIb30BaTesield MOsIBUICS ApY-
Iroil, He MEHee OMACHbI CUHAPOM — BUPYCHbIE MUCTU(UKAIIMU. XOTs NEPBble BUPYCHbIE MUCTU(]U-
KallMW HavyaJIv TOSIBJISIThCS MpUOIM3uTesibHo B 1988 romy, a pacuset npuiiesncs Ha Korer| 1990-x,
pacckazarb 00 9TOM SIBJIEHUM CTOUT, TaK KaK MBI HE 3aCTPaXxOBaHBl OT HETO U CETOHSI, KOT/1a CKOPOCTh
pacrnpocTpaneHust 1060l HHPOPMAIMY Ha TIOPSIOK BHIIIE.

BrIrisaqut 310 NpuOIM3UTENBHO TaK. 30YMBIIIIEHHUK JIMOO CITyYaiHbIN YeJI0BEeK MUIIET mpe-
AYTPEKAEHUE O TOM, YTO OH OOHAPYKUJT OMACHBIA BUPYC JIMOO MONO3PUTENBHBIN (paiiil, ¥ moMeIaer
3TO cOoOOIIeHNe B KOH(EPEHIIMIO WM PacChUIaeT MO JIEKTPOHHOM MOoUYTe MaKCUMAJIbHOMY KOJTHYe-
cTBy Jiozieit. Ha camoM fienie HUKakoro Bupyca HeT. [IpounTaBimii Takoe MIChMO MOJIb30BAaTENb CIie-
LINT NPeSyNPeUTh CBOMX TOBAPUILEH (4acTO TaKOW COBET MPUCYTCTBYET B CAaMOM NOCIaHuM). aib-
HelIee pa3BUTHe COOBITUI MOI00OHO BUPYCHOM SMUIEMUH: TIOTOK KOPPECTIOHACHITUY YBETMUNBAJICS
JTABUHOOOPA3HO, TAK KaK HAITyTaHHBIE TOJIb30BATEIN U3 JIyUIINX MOOYKACHHI CIIeIaT peaynpeauTh
00 «OMacCHOCTHU» KOJIJIET ¥ MApTHEPOB MO Ou3Hecy. Pe3ysbTaToM siBisieTcsi BUpyCcHas UCTEPHUKA, KOTO-
pasi CUCTEMATUYECKHU COTPSICAeT KOMITBIOTEPHBIN MUP, PUHOCS HAITPACHOE OECIIOKOMCTBO ThHICSYaM
JHONeH.

IlepBoii nelicTBUTENBHO yAAYHOU MuUcCTH(pUKanueinl cieayer cuurtarh Bupyc Good Times,
nosieuBImiics B 1994 rony B cetu AOL. Bce Havanock ¢ TOro, 4to KTO-TO pa3ociall COOOIIeHIe
C TIpeyIpexJeHUEeM: HU B KOEM Cllydae Hellb3sl ObUIO YMTaTh JIEKTPOHHOE MUCHhMO C 3aroJIOBKOM
Good Times. 9To MUCBMO SIKOOBI COIEPKAIIO CTPAIIHBIN BUPYC, CTUPAIOIINIA HH(POPMAIIUIO HA JKEeCT-
KOM JIMCKe. B mocimanum roBopuiioch, 9To O HOBOM BUPYCE CIEAYeT MPeAyNpeauTh BCeX 3HAKOMBIX U
COCITYXKHBIIEB. 3aTeM IILJIO MOAPOOHOE OMMCaHKE MTPUHITUIIA ISHCTBUS BUPYCa U CrIoco0a U30aBUTHCS
ot Hero. CTOUT JIM TOBOPUTH O TOM, UTO TAKOTO BHpYyca He CylecTBoBajo 1 B nomuHe! Keratu, camo
MMCbMO-TIIPEAYNPEXKICHUE TaKke MMesio 3arooBok Good Times.

OcHosuble ujen Good Times UCMONB3YIOTCS M CETOIHS.

Jpyrast MuctuduKarys, NOSBUBILIASCS B TOM K€ Tofay, OblIa 3aImylleHa U3 MepKaHTUIIbHBIX
coobpaxenuii. Hekuit Maiik PorieH oTripaBuil Ha HeCKoibko BBS-cTan1mii cooOmeHusi, B KOTOPBIX
pacckasai o TIOSIBJICHUH HOBOTO BHPYCa, 3apakaloiero MoJeMbl, padoTaomie Ha ckopoctu 2400
6on. Hapon noBepuii. B pesynbrare cripoc ¥ COOTBETCTBEHHO IIEHBI Ha Oosiee Me/IJIeHHbIe MOJEMBbI —
1200 601 — pe3Ko yBEeJTUIUIIHCH, a Ha OoJiee OBICTphIC YIIaJIH.

Cnenyer, OIHaKO, OTMETHUTh, YTO YaCTO UCTEPUKA BO3HUKAJIA JICHCTBUTEIFHO M3-3a TOTO, YTO
KTO-TO Haxoaui Bupyc. Hampumep, B 2001 romy omuH M3 monb3oBaTesiell OOHAPYKIII, 4TO (haiii
sulfnbk.exe, nexanyii B CMCTEMHOUN 00JIaCTH, 3apakeH BUPYCOM — UMeeT MOJ03pUTEIbHOE Ha3Ba-
HUE U CTpaHHbIN 3Ha4OK. Korjga crpactu yTuxiim, BbISICHUIOCH, YTO JaHHBIN (pailsl — 9TO CUCTeMHast
YTUJIUTA, OTBEUalolias 3a CO3[JaHre Pe3epBHBIX KOIMUM (pailyIoB C JIMHHBIMM MMEHaMU (Ha3BaHUE
— or System Utility for Long FileName Backup — cucremHas ytuiura s pe3epBHOIO KOIMpPOBa-
HUS C COXPaHEHUEM [UIMHHBIX UMeH (DailyioB), M Y KOHKPETHOTO TOJIb30BaTellsl OHA JeUCTBUTEIBHO
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ObL1a 3apakeHa BupycoM. [TogoOHast ucTopusi moBTOpUiIach yepes roa. HauaBmmcs cpequ ncnaHoro-
BOpAIIMX Tob3oBaresielt atepHera B Hauaste ampesnst 2002 roga, Muctudpukanus ObICTPO pacipo-
CTpaHWIACh Ha aHIJIOTOBOPSIIUX K cepenuHe anpes. [lon nmogo3penue nomnan ¢aiin jdbgmgr.exe,
npuHaaiexasmmii nakery Visual J++ 1.1. VI onsiTh — COMHUTENIBHBIN 3HAUOK, HEMIOHSATHOE HAa3BaHKE
U JIEUCTBUTENILHO 3apakeHHbIN (hait. OqHako B JaHHOM CJIydae, eciv IMOoJIb30BaTesb He padoTa C
naketoM Visual J++, paboTOCIOCOOHOCTh CUCTEMBI NPH yIaJIeHUH 3TOro haiiyia He HapyIianach.

K vectu Bupycomucareneit, 3ta uctopus He Obuia 3a0bITa, U Yepe3 HEKOTOPOe BpeMs JIeHCTBU-
TEJILHO MOSIBWICS BUPYC, UMEIOIIMI UMEHHO Takoe UMs aiia.

B 2002 romy mnosiBuicsa HoBbii Bupyc — Perrun (W32/Perrun-A, PE_PERRUN.A,
Win32.Perrun, W32/Perrun, W32/Perrun.A), KOTOpBIII HEU3BECTHBIE YACTO MPUCHUIATM HA CAUNTHI
AQHTUBUPYCHBIX KOMIIAaHW, OYEBUJHO, KaK MPEAyHpekIeHUE: MOJI, Mbl U TaK MOXEM. DTOT BUPYC
MOT 3apakarh rpadudeckue aityisl 1 TeKcToBbie daiibl ¢ pacmmpenreMm TXT. HoBocts nmogxsa-
THJIM MH(OPMAIMOHHBIE areHTCTBa, U Hapo[l, ECTECTBEHHO, Hayasl BOJHOBaThCs. [Ipu Ommkaiiimem
PacCMOTPEHUH OKA3aJI0Ch, UTO /IS 3apaxkeHus (pailyia v ero MoceAyIoIIero pacipoCTpaHeH s He00-
XOIMIMa TIPOrpaMMa-KOJMPOBIINK, KOTOpast (paKTHUECKU SIBJISCTCS BUPYCOM M Oe3 KOTOPOU JTaHHBIN
BHPYC MOXKHO CUUTATh Pa3Be UYTO LIYTKOM.

Camast nHTepecHasi M U3BecTHast MucTudukanus npousonwia B 1991 rogy. Ee aBrop Pobept
Moppuc cooOIIHI, YTO CTA KEPTBOW HOBOTO BUPYCa, PACIPOCTPAHSIONIETOCS 10 OOBIYHOM K TPH-
YEeCKOM CeTH, ¥ paccKas3all 0 Mepax, KOTOpble HEOOXOIUMO MPUHSATD IS 3alIUThI OT Hero. [1o coBam
Moppuca, Hesb3s1 ObLIO JIeNIaTh CIEIYIONIIe BElH:

* BKJIIOYATh YTO-TMOO B JEKTPUUECKUE PO3ETKHY;

* UCIIONIB30BaTh OaTapeikul (MMOCKOIBKY BUPYC MPOOpaJCsl Ha 3aBOJIBI IO MTPOM3BOICTBY Oara-
pEeK U 3apa3uil BCE MOJIOKUTESbHBIE KJIEMMbI TOTOBOM MPOAYKIIMN);

* TlepeaBath JIPYT APYTy (haitsisl JIIOOBIME CLIOCOOAMU;

* YUTaTh Ha KOMITBIOTEPE TEKCT, IPUYEM COBEPILIEHHO JTI000H, Jaxe coodiieHre camoro Mop-
puca;

* WCMOJIb30BaTh IOC/IEA0BATENIbHbIE TMOPTHI, MOJEMBI, TeJe(OHHBIE JIMHUU, IPOLECCOPBI,
CHUCTEMHYIO MaMThb, CETeBOE 000PYy/I0BaHKE, TPUHTEPbl, MOHUTOPBI M KJIABUATYPHI;

* MOJTb30BATHCS AMEKTPONPUOOPAMH, FA30BBIMU TTUTAMU, BOIOIIPOBOIOM, OTHEM U KOJIECHBIM
TPAHCIIOPTOM.

XO0poI110, YTO MHOTHE Cpa3y MOHUMAJIU, YTO ITO MPOCTO MIYTKA.

Kak Bugute, Muctudukanum MnosiBIsSOTCA OT HEAOCTATOYHON KOMITBIOTEPHOM I'PaMOTHOCTH
IIpU OTPOMHOM eJIaHUU MTOKa3aTh CBOU 3HaHUs. [IpexioHneHre nepes He3BECTHBIM YacTo MOPOXK-
JaeT MHOXeCcTBO MU(OB. Yero CTosT pacckasbl O TOM, UYTO KaKTYC CIIOCOOEH 3aIlUTUTh OT KOMITBIO-
TEPHOTO (a MoYeMy He MOHUTOPHOro?) M3ayueHHs. JTa IIyTKa MOsIBUIACh B KAKOM-TO JKypHaJe B
HOMepe 3a | ampensi. ABTOp cTaThy MOIPOOHO OIMUCAN pa3Mep UrOJIOK KaKTyca, PACCTOSTHUE MEKTy
HUMM, BBICOTY U PEKOMEHyeMblid BU]1 KOJTIOUETO pacTeHusl, a TaKke Haulyulllee MeCTo 1715l €ro pac-
nonoxeHusi. KoHeuHo, KakTyc Ha MOHUTOpE CIIOCOOEH pa3Be UTO YIy4IlUTh HACTPOEHHE, HO HUKAK
HE OCTAaHOBUTb U3JTy4YEHHE.

Muctudukam MOryT IpUHECTH HeMautbiil Bpeq. [leperpykaioTcs OUYTOBbIE CEepBEPHI, MONb-
30BaTeNU B [TAaHUKE YJAISIOT CUCTEMHbIE (paiisibl. Bepa B MUCTH(DUKALMIO MOKET HAHECTU CEPbE3HBIN
yZap peryTaluy YesioBeKa WM 10 KpaiHel Mepe cIeaTh ero OObeKTOM HACMEIeK: KakK e, MHU
ce0s cyrnepxakepoM, a OKazajics YalHMKOM, TOMAaBIIMMCS Ha Takylo IIyTKy. Kpome Toro, mucbma
4yacTo MpUXoiAT ¢ 3anonHeHHbiMU nonsivMu Kommst 1 Komy, nostomy criameps! MOTYT MOJTy4UTh
MO/IAPKU B BUJIE PEAJIbHO CYIIECTBYIOIIMX aApecoB. BupycHble MUCTU(UKAMK MOTYT OTBJIEYb BHU-
MaHUe OT MPUHSATHS HEOOXOOUMBIX Mep O€30MaCHOCTH, TaK KaK MOCJIe HECKOIbKUX JIOKHBIX MPey-
MPEesKIEHUI MOIb30BATEN MOTI'YT HEIOOLIEHUTh ONACHOCTh PEaJIbHbIX BUPYCOB.

Kak ommnunte MucTugUKauio ot peajabHoro Bupyca?
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* HeoOX0nMMO OTHOCHTHLCS C OOJIBIIMM MOI03PEHUEM K THChbMaM, MOJIyYeHHBIM OT HEU3BeCT-
HBIX JIIOJIeH, C KAKUMU Obl OJTarMU HaMepeHUsIMU OHHM HU oOparanick. OTKy/a y OTIIPaBUTETs Balll
NEKTPOHHBIN afgpec? MokeT ObITh, U3 Oa3bl JaHHBIX criama?

* Hukora He OTKphIBAlTE BIOKEHUS K MMCbMaM OT HE3HAKOMBIX OTIIPABHUTEJICH, MHAYE Y BaC
TMOSIBUTCSI BO3MOKHOCTh Ha ceOe TOUyBCTBOBATH TO, O Y€M Bbl IPOUMTANIM B MPEAbIIYIIEM pasJene.

 Ecniu BBl HUKOTJA HE OCTaBJISUIA CBOU JJAHHBIC HA CIICIIMATM3MPOBAHHBIX CAlTaX U HE Peru-
CTPUPOBAIU CBOIO BEPCHIO aHTUBHPYCA WU MOJOOHOH MPOrpaMMBbl, TO K JTIOOOMY MHUCEMY, MOTyYeH-
HOMY OT aHTMBUPYCHOM Jlaboparopru koMranuu Microsoft uimm gaxe nmyno buna Ieiitca, ciemyer
OTHOCUTBCA C noio3peHreM. C 4ero 3To OHM BAPYT HANMCAIU BaM?

* Eciiu nmucbMo coepkuT MogpoOHYI0 TEXHMUECKYI0 MH(POPMAIIUIO, OTHECUTECh K HEMY CKeTl-
tnaecku. B omucannu Good Times roBOpuiock, 4to mporeccop OyaeT BbIBeIeH U3 CTPOsi OecKo-
HEYHBIM [IUKJIOM 7-i CJIOKHOCTH. .. ECIIM Bac mpocAT yIaliuTh WIM 3aIyCTUTh KaKOU-TO (haii, 6e3
COMHEHUH yJaIsiiTe MUChbMO.

Bonble KoMmaHuy 10poxar BpeMeHeM, TI03TOMY BMECTO OITUCaHMsI TPOOIeMbl OHH, CKOpee,
OrpaHMYaTCsl CChIJIKOM HAa COOTBETCTBYIOLIMIA cailT. I1ycTh Bac He cMyIlaeT, 4To B OCIaHUH YIIOMU-
HAIOTCs U3BECTHBIC AaHTUBUPYCHBIC WM MPABUTEILCTBEHHBIC OpraHu3anuu. Ecim Bel Tymaere, 4To
BaM JISHCTBUTEJIHHO COOOIIAIOT O YeM-TO BXKHOM, TO, TIepe/l TeM KaK HavyaTh TAHUKOBATh, 3alIUTE HA
CaWT JAHHOW KOMITAHUU: CPEIM HOBOCTEH BBl 00S3aTENILHO YBUAWTE MTpeAypexacHre 00 OMacHOCTH.

B HHTepHeTe ecTh HECKOJIBKO PecypcoB, MOCBSIICHHBIX MUCTU(DUKaUsIM. Camble TOIyIIsip-
Hble 13 HUX — cailT Poba PozenOeprepa (http://www.vmyths.com/hoax.cfm) u caiiT OXOTHHKOB 32
muctudukarmsvu Hoaxbusters (http://hoaxbusters.ciac.org/).

Bce Beaymue aHTUBUpPYCHBIE KOMIIAHUM WMEIOT COOCTBEHHBIC CTPAHUIIBI, TOCBSIIECHHbIC
muctupukanusaM. M nHgopmanuio MOXKHO HailT Ha caiite BupycHoit snmmkionequn (http:/
www.viruslist.com/), Symantec (http://www.symantec.com/avcenter/index.html) u McAfee
(http://vil.mcafee.com/hoax.asp).

U, xoHeuHo *e, He 3a0biBaiiTe 0 Google — Ha TO OH U TIOMCKOBUK, YTOOBI BCE 3HATH !
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1.5. Yto 3a 3Bepb — TPOSAHCKUI KOHb?

[TpakTruecky HA OIMH Pa3rOBOP O KOMITHIOTEPHBIX BUPYCax He 00XOOUTCS Oe3 TepMHHA «TPO-
SIHCKasi IpOrpaMMax», WM «TPOsiHEeL». YeM 3TO MPUIIOKEHUE OTIMYAEeTCsl OT BUPYCa, KAKOBO €ro
Ha3HAUYeHHe 1 YeM OHO ornacHO? K 3Toi KaTeropuu OTHOCSATCS IPOrPaMMBbl, BBITOTHSIONINE HECAHK-
[IMOHMPOBAHHbBIE eNCTBUS Oe3 BegioMa nosb3oBatess. [1o xapakTepy JefcTBIS TPOsSIHEll HATTOMUHAET
BUPYC: OH MOXET KPacTb MEPCOHAIbHYI0 MH(OpMaLIo (TIpexke Bcero (ailiibl maposieil U NOYTOBbIE
0a3bl), epexBaThIBaTh JaHHbIE, BBEJCHHbIE C KJIABHATYPHhl, peke — YHUUTOXKATh BaXHYI0 UH(pOpMa-
M0 UJTM HapyIIaTh pabOTOCIIOCOOHOCTh KOMIThIOTepa. TpostHCKas MporpaMma MOXeT IPUMEHSIThCS
IJIsL VICTIOJIb30BAaHMSI PECYpPCOB KOMITBIOTEPA, Ha KOTOPOM OHa 3aIylleHa, B HeOJIaroBUAHBIX WM
MPECTYNHBIX LIEJSIX: PacChUIKM BUPYCOB U crama, nposeaeHuss DDOS-arak (Distributed Denial of
Service — pacIipe/ie/ieHHbIX aTak, HAIPaBJIEHHBIX HA HapyIIeHHe pabOThl CETEBBIX CEPBUCOB).

3TO MOT'yT AeaTh U BUPYChl. OTIMYKE 3aKJII0YAeTCsl B TOM, YTO YaCTO BHEIIHE TPOSTHEI BHITJIS-
JWT KaK BIOJIHE HOPMaJTbHASI IIPOTpaMMa, BHITIONHSIOIAS TTojie3Hble (pyHKIMU. OIHAKO Yy Hee eCTh U
«BTOpasi )KU3Hb», O KOTOPOW NOJIb30BaTENb HE AOTa/IbIBAETCs, TAK KaK 4acTb (DYHKUMI IPUIIOKEHUS
CKpbITHL. TposHCKast mporpamMma OTJIMYaeTcst OT BUpyca HECTTIOCOOHOCTHIO K CaMOPACIPOCTPAaHEHHIO:
OHa He MOJKET caMa KOMMPOBAThCS Ha Pyre KOMITBIOTEPbI, HUIUETO HE YHUUTOXKAET U He U3MEHSIET B
KOMITbIOTEpE MoJib30BaTelist (Kpome (hyHKIMI, KOTOpbIe HYKHBI JJIsI e 3amycKa). TposiH MOXET Mpo-
KpacTbCsl K HUYETO HE MOJ03PEBAIOIIEMY MOJIb30BATENI0 107l BUAOM yckoputens MHTepHeTta, oum-
CTUTEJISI TUCKOBOTO MPOCTPAHCTBA, BUJEOKOIEKa, IJIarMHa K mpourpeiBatemio Winamp WM UCTION-
HsieMoro (paiiia, UMEIOIIEro JBOMHOE paclIupeHue.

IIpumeuanue
XO0T4, B OTJIMUUE OT BUPYCa, TPOSIHELl HEe CMIOCOOEH K CAMOPAa3MHOKEHHIO, OT
3TOrO OH HE CTAHOBUTCS] MEHEE OIACHBIM.

B nocnesHem ciyvae MOXeT MPUATH MUCBMO C MPOCKOOW MOCMOTpPeTh (hoTorpacuio 1 mpu-
KpervieHHbIM (haitsiom Bpoze superfoto.bmp.exe (kak BapuanT, nocie BMP moxeT ObITh 0sbI1I0E
KOJIMYECTBO MPOOEJIOB, UTOOBI M0JIb30BATEN b HUYETO He 3aro103puil). B utore nonyyarens cam ycra-
HaBJIMBaeT BPEAOHOCHYIO mporpamMmMy. OTciofa MpOU30ILI0 Ha3BaHUE TAKUX MPUJIOKEHHUI: BCIIOM-
HUTE, KaK axeiipl 3axBaTiiy Tpow. ['opoa ObT XOpOIIO YKperieH, axerlbl JOIro He MO €ro
B3Th M OOMaHy/IM 3alMTHUKOB. [Jis1 skutesneit Tpou KoHb ObUT CUMBOJIOM MHpa, U aXeHlibl, TKOObI
1J151 IPUMUPEHU S, TOCTPOMJIH IEPEBSHHYIO CTAaTyI0 KOHSI, BHYTPb KOTOPOM MOCAIMIIN CBOMX JIyUIIHX
BOMHOB. Hyero He nogo3peBaroliye TPOsHIbI 3aTalUIM OAAPOK B TOPOLL, @ HOUBIO aXeUI[bl BbLIE3IIH
U3 CTaTyu, 00e3BpeUIM CTPaXKy U OTKPbLIA BOPOTA, BITyCTUB OCHOBHBIE CUJIBI.
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Pa3sMHOXEeHHUI0 TPOSIHCKOM MPOrpaMMbl MOXKET CIIOCOOCTBOBATH CaM MOJIb30BaTENb, KOMHUPYS
ero Jpy3bsM M Kosuleram. Bo3MoskeH BapuaHT, KOrjaa mporpaMma IMorajiaeT Ha KOMIbIOTEP MOJIb30-
BaTesisl Kak 4epBb, a Jasiee padoTaeT Kak TPOsiH, o0ecrieurnBasi CO3/1aTeNli0 BOZMOKHOCTD JAUCTAHIIH-
OHHOTO YIPaBJICHUsI 3apa)KEHHBIM KOMITBIOTEPOM. Yailie BCero Takue mporpamMMbl BCe-TaKU OTHOCSIT
K YepBSIM.

3amyCTUBIINCH, TPOSHEI PACTIONATaeTCsl B MAMSITH KOMIIBIOTEPA U OTCIICKMBAET 3alporpam-
MUpPOBaHHbIE JIEMCTBUS: KpaaeT Mapoiau AJis AocTyna B VIHTepHeT, oOpamaercs K cailtaM, Hakpy-
YKBasi YbU-TO CUETUYMKH (32 YTO IMOJIb30BATEIb IUIATUT JIMITHUM TpahuKOM), 3BOHUT Ha TUIATHBIE,
YacTo Joporue, TenedOHHble HoMepa, CIIEIUT 3a ISHCTBUSIMU U MPUBBIYKAMU XO3SIMHA KOMITBIOTEpa
Y YUTAET ero JIeKTPOHHYIO MOYTY.

CoBpeMeHHBIE TpPOSIHIIBI, KaK TMpPaBWIO, yXke He Tamar Bce mnoapsna. OHM 1eneHamnpas-
JIEHHO 3aHUMAIOTCSl COOPOM KOHKpeTHOU mH(popmaimn. Harpumep, «OaHKOBCKUE» IIMHOHBI Kpa-
AyT HOMepa KPEIUTHBIX KApTOUeK M JPYruX OAHKOBCKUX JTaHHBIX. B CBSI3M ¢ pOCTOM MOIMYJISIPHOCTH
MHTEPHET-UTP TOSIBWIICSI MHTEpPEC K Kpaxke WIPOBBIX MPEAMETOB WM MEPCOHAXKEH, 1IeHa KOTOPBIX
MIOPOU JOXOOUT JI0 HECKOJIBKUX THICSY JIOJJIAPOB, MTOSTOMY Kpaka YUETHBIX 3alHMCe J1JIs1 MOIIIEHHU-
KOB He MeHee MpHBJIeKaTebHa, YeM Kpaxka OaHKOBCKUX aTpuOyTOB.

OtnenbHO crneyer ynoMmsiHyTh Trojan-Downloader u Trojan-Dropper, koTopbie UCIONB3Y-
I0TCSI JUTSl YCTAHOBKM Ha KOMIIBIOTEPHI TPOSTHCKUX, PEKJIaMHBIX (adware) WM MOpHOrpaduyecKux
(pornware) mporpamMMm. Kpome TOro, TpOSIHIIBI YacTO MCIOJB3YIOTCA I CO3[aHUsI TPOSHCKUX
MIPOKCU-CEPBEPOB UJIM JIAXKe LIEJIBIX 30MOUCETEN /IJIsl PACCBUIKM CTIamMa WJIA BUPYCOB.

Kak onpenenutb, 4TO B CHUCTEME MOCEIUIACh TPOSTHCKasi mporpamMma’? Bo-mepBbIX, coriacu-
TECh, CTPAHHO, KOT/Ia TOJILKO YTO YCTAHOBJIEHHBIN TUTIarH K Winamp He 0OHApYyKMBAETCsI B CIHCKE.
Bo-BTOpBIX, MPH MHCTALISIMU TPOSTHA MOKET OBITh BBIBEIEHO COOOIIEHNE, IPUYEM Kak 00 ycIel-
HOM OKOHuYaHuM yctaHoBkHM (Bpore Internet Exsplorer already patched), Tak 1, Hao6opoT, roBopsi-
I1ee O TOM, TO YTUJIUTA HE YCTAHOBJIEHA, TOTOMY UTO CHCTEMHasi OMOIMOTeKa HECOBMECTHMA C Bep-
CHel TIporpaMMsl JIMOO apXuB MOBpexkaeH. Bo3MokHO, OyIyT TakKe BbIBEJEHBI PEKOMEHIAINH 11O
ycTpaHeHuto omuoku. [Tocrne moarux My4YeHuit mob30BaTeslb BPSIL JIM TIOMYYUT OKUAAEMbIIA Pe3YITb-
TaT, CKOpee BCEero, OCTaBUT BCE MOIBITKY U OylieT MpeObIBaTh B YBEPEHHOCTH, UTO 3TO MOJIE3HAS MTPO-
rpamMMa, KOTopasi IpOCTO He 3aIlyCTH/IACh TI0 HETIOHSTHBIM pUYrMHaM. TposiHeIl TeM BpeMeHeM ITpo-
niercs: B aBro3arycke. Hanpumep, B Windows He0OX0IuMO ObITh BHUMATENIBHBIM K CIIAYIOIIIM
BETKaM peecTpa:
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HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Windows\CurrentVersion\Run

HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Windows\CurrentVersion
\RunOnce

HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Windows\CurrentVersion
\Runservices

HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Windows\CurrentVersion
\RunservicesOnce

Bo3MoxHO momertieHue sipiiblka TPOsiHA B TManky ABTO3arpy3ka (3To BCTpevaeTcss OueHb
PEeIKo, TaK KaK MPUCYTCTBHE BPEIOHOCHO! MPOrpaMMBbI B STOH Marke JIeTKo 0OHAPYKUTh) WX 3aITUCh
B (paiisibl autoexec.bat, win.ini, system.ini. Yacto pa3paOoTunKku NpUHUMAIOT MEPBI, YTOOBI TPOSTHA
He ObUTo BUIHO B OKHe /ImcmeTdep 3amad, BRIBOOMMOM HaxatueMm couetaHus kiasumn Ctrl+Alt
+Delete. Haubosnee cioxHble TPOSHCKUE TIPOrPaMMBbl YMEIOT CaMOCTOSITESTHHO OOHOBJISITBCS Yepe3
WuTepHeT, npAaTaTbesi OT aHTUBUPYCOB M paciuipoBbIBaTh (pailyibl Maposiel. YIpaBisTh TPOSHLIEM
MOHO HECKOJIbKUMU CIIOCOOAMM — OT TPSIMOTO TMOIKJII0YEHU ST K KOMITBIOTEPY JI0 TPOBEPKH OIpe/ie-
JICHHOTO CETEeBOI0 pecypca, Ha KOTOpbIit x03siuH nockuiaet e-mail, ICQ u IRC-koman bl

Yacrto TposiHel] COCTOUT U3 IBYX YacTei: KJIMEHTCKOM, YCTAHOBJIEHHOW Yy XO3sIMHA, U CcepBep-
HOU, paboTaroleil Ha MalluHe KepTBbl. Takue mporpaMMbl Takke HasbiBaoT backdoor (moraiiHou
XOM). 3aIyCTUB MPOrPaMMY-KJIMEHT, 3JIOYMBIIUIEHHUK MPOBEpsieT, HaxoauTcs i cepep B CeTH:
€CJIM OTKJIMK TTOJTYYeH, TO YAAJCHHBIM KOMITHIOTEPOM MOXHO YIPABJISITh KaK CBOUM.

VuuThIBas HEyMeHUE TPOSHCKHUX MIPOrPaMM PacIIpOCTPAHATBCS CaMOCTOSTEIBHO, TTPOCTHIM U
3(pHeKTUBHBIM MTPABUIIOM, TIO3BOJISIIOIIM U30€KaTh 3apakeHUs], ABJISETCS 3arpy3ka (haiyioB TOJIBKO
U3 HAJeKHBIX MCTOUYHUKOB. HecMOTpst Ha TO 4TO, B OTJIMYME OT BHPYCHBIX SMUIAEMUMN, O TPOSH-
CKUX 3MMUAEMUSX TIOKA ellle HUKTO He CIIBIIIAN, 12 W BPSI JIU YCIIBIIINT, YIUTHIBasE HECTIOCOOHOCTD
9THX TPOTPaMM K CaMOCTOSITEIbHOMY Pa3MHOKEHUIO, OHM He MeHee (a, BOZMOXHO, Jaxke Oolee)
OTACHBI, YeM BUPYCHI. Beib 4acTo Takue mporpaMMbl CO3/1AI0TCS JIJISl IEPCOHATBHOTO UCTIONh30BaHUS,
Y TIOSTOMY CETOTHSIIHAE aHTUBUPYCHI HE MOTYT 3HaTh 000 BCEX HHMX. DTO O3HAYAET, YTO MOJIL30BA-
TeJIb MOXET JIONIroe BpeMs paboTaTh Ha 3apakeHHOW MaIllHe, He TIof1o3peBast 00 3ToM. YToObI HAalTH
TPOSTHCKOE TIPUJIOKEHHUE, TPeOYIOTCS CielUaIbHbIe YTHINTHI U HAOIOICHHE 32 CETEBON aKTUBHOCTBIO
KOMITBIOTEpPA C TIOMOIIIBIO IITaTHBIX CPEJICTB OMEPAIMOHHON CUCTEMBI M YCTAHOBJICHHOTO OpaHaMay-
9pa, 0 YeM OyaeT mogpodHee paccKa3aHo B I71aBe 4.
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1.6. HoBaTopckue moaxoibl XakepoB — PyTKHTHI (rootkits)

Ecnu TpostHIIBI, O KOTOPBIX TOBOPHJIOCH BBIIIIE, MOKHO OOHAPYKHUTh C TIOMOIIBIO CHCTEMHBIX
YTUIINT, TO MPECTABUTEIN STOTO KJ1aCcCa BBIYUCIIAIOTCS TOJBKO C TOMOIIBIO CIIEIIUAIBbHBIX YTHIIUT.

Pymkumu! IpeACTaBISIOT cOO0i O0JIee MPOIBUHYTHIN BApUAHT TPOSHCKUX KOHel. Hekotopsie
AHTUBUPYCHbIE KOMIIAHUYU HE PA3JEJSIOT PyTKUTHl U TPOSIHIIBI, OTHOCSI MX K OHOM KAaTeropuu 3J10-
BpeIHbIX MporpamMM. OIHAKO TPOSTH MPSUYETCs HA KOMITBIOTEPE, OOBIYHO MAaCKHUPYSICh TIOJT U3BECTHYIO
nporpamMmy (Hampumep, Spymaster BeigaBaeT ceOs 3a npwioxkenue MSN Messenger), a pyTKHUTBI
UCTIONB3YIOT JIIs1 MACKUPOBKH 0oJiee TPOJBUHYTHIE METO/IbI, BHENIPSISICh TIIYOOKO B CUCTEMY.

W3HayanbHO CIIOBOM «PYTKUT» 0003HAYAIICSI HAOOP MHCTPYMEHTOB, TIO3BOJISIIONIUI 3/I0YMBIIII-
JIEHHUKY BO3BPAIATHCS BO B3JIOMAaHHYIO CUCTEMY TaKMM 00pa3oM, YTOObI CUCTEMHBIN aMUHKCTpa-
TOP HE MOT €r0 BHJETh, & CUCTEMA — PErucTpupoBarh. Jloaroe BpeMst pyTKUTHI ObUTH TIPUBHJIETHUEH
Unix-cucrteMm, HO, Kak U3BECTHO, XOPOIIIHME UJIeU MPOCTO TaK He MPOMaIaioT, U B KOHIE XX BeKa CTalu
MaccOBO TOSIBJISTHCS PYTKUTHI, MpeaHazHaueHHble A1 Microsoft Windows. O pyTkuTax 3aroBo-
PWJIH, TOJIBKO KOT/Ia Ha MX MCTIOJIb30BaHUY B CBOMX MPOYKTax OblTa moiMana pupma Sony. CerogHs
SKCTIEPTHI MPEACKA3BIBAIOT OyM 3TOW TEXHOJIOTHHM, M B ONVKAMIIIME BA-TPHU Tofla OKUIAETCS Macco-
BBII POCT KOJIMYECTBA PYTKUTOB — BILIOTH 10 700 % B roa. Camoe nevasibHOE, 4TO UX OYIyT UCHIOJb-
30BaTh HE TOJIBKO 3JI0YMBIIJIEHHUKU: PYTKUTHI CTAHYT MaCCOBO IIPUMEHSTHCS B KOMMEPYECKUX IIPO-
AyKTax, B MIEPBYIO OUYepeab Ui 3alUTHl OT MuparcrBa. Hampumep, HegaBHO ObLIIO OOBSIBIECHO, YTO
kommanus Microsoft co3nasia pyTKUT, OOHapyXUTh KOTOPBI HEBO3MOXKHO. He nckimoueHo, 4to 310
n300peTeHre BCTPETUTCS B HOBBIX BepcHsix Windows.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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