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IIpeaucaosue

[Tnarexnas cdepa — BaxkHeilnas o00JaCTb SKOHOMHMKM M JKM3HM COLMyMa B LiEJIOM. A
MIOCKOJIBKY COBpEMEHHas1 COLMaIbHasl )KU3Hb BO BCEX €€ MPOSABIEHUAX — U OM3HEC, U JIMYHBIH IU1aH,
Y MeJIMITHOE MPOCTPAHCTBO — Bce Oosiee OasupyeTcss Ha MH(POPMAIIMOHHBIX TEXHOIOTHSX, BIIOJIHE
oxunaemMo B cropony UT MyTupoBaiu u criocoosl MOIIIEHHUYECTBA U €r0 MHCTPYMEHTHL. DBOJIIOIH-
OHHMPOBAJIO U CAMO TPECTYITHOE COOOIIECTBO, CO3/ABINEe HACTOSIIYIO MOIIIEHHUYECKYIO HHIYCTPHIO,
COOCTBEHHBII PHIHOK, HA KOTOPOM MOXHO KYIHTh HE TOJBKO CHIENATbHBIN HHCTPYMEHTAPHA, HO U
3aKa3aTh B3JIOM JIIOOOM CHUCTEMBI MJIM MACCHPOBAHHYIO aTaky Ha TOT WJIM MHON MH(OPMAIIMOHHBIN
pecypc. [lostomy mH(pOpMaIoHHast 6e30MacHOCTh, 3alMTa WH(POPMAILMKA CTAaHOBUTCS BCce Ooree
OCTpoii mpodseMon, Tpedyloiieil 0co00ro BHUMaHUsI CO CTOPOHBI 3I0POBBIX OOIIECTBEHHBIX CHII.
PaznmuunbiM acriektam odecrnieueHrst THPOPMAIMOHHON O€30MaCHOCTH, METOAAM IPOTUBOJICHCTBHS
MIPECTYIUIEHUAM B IUIATEKHOU chepe 1 NOCBsILeHa OM3HeC-HUMKIIONe 11 « MOIIEeHHUYECTBO B IUIa-
TEKHOU chepe».

IIpencrapisgeM aBTOPCKMIA KOJIJIEKTAB KHUTH € yKa3aHWEM HaMMEHOBAaHUM Pa3JesioB, HallMCaH-
HBIX KaX/IbIM U3 aBTOPOB:

e Jleonuo Jlsamun (Ha4albHUK OT/ENa JEKTPOHHBIX OAHKOBCKMX TEXHOJIOTHI AenapTamMeHTa
OaHKOBCKoro Hag3opa banka Poccun) — «Mcnonb3oBaHue coBpeMeHHbIX (pOpM IUIaTeXe /715 Jiera-
JIM3aLAY TIPECTYIHBIX JOXOA0B M OpraHU3alysl IPOTUBOAECUCTBUSA»;

* Huxonaii Ilamuuz6snyes (Ha4yaJIbHUK OT/ENa 0 YIPABJICHUIO UHIMIEHTaMU JlenapTaMeHTa
3amuTel nHGopManuu [a3npombaHka) — «YTOIOBHO-TIPABOBbIE ACTIEKThl OOPHOBI C MPOTHBOIPAB-
HBIMU JIesIHUSIMU B chepe OaHKOBCKUX KapT», «I pakIaHCKO-ITPaBOBbIE BOIIPOCHI B Cy4yae HECAHK-
IIMOHUPOBAHHOTO MCIOJIb30BAHMSI TUIATEKHBIX KapT», «be3omacHoCTh GaHKOMATOB»;

* Aumon Ilyxoe (aupeKTOp 1o pa3BuThIO LleHTpa rcciie1o0BaHui MJIaTeKHbIX CUCTEM U pacue-
TOB) — «[Ipoleaypsl MUHUMH3AIIMM PHCKOB MU padoTe C TUIATeKHBIMUA KapTaMu»;

* [lagen Peserkos (11.3.H., mpopeccop Kaceapbl IKOHOMUYECKOTO aHAJIM3a U OyXTraJlTepcKOro
yudeta OAUHIIOBCKOTO T'YMAHUTAPHOTO YHUBEPCUTETA) — «DJIEKTPOHHBIE TUIATEKU: PUCK BO3MOKHOIO
WCTIONb30BAHUSA 1JIs JIETAIM3ALMYA TPECTYIHBIX JOXOH0B>;

* Unavs Caukos (renepanbublii qupektop Group-1B), Baaepuii bayaun (pykoBoauTensb 1ado-
paTopry KOMITBIOTEPHOM KPUMHUHAJIMCTUKY U UCCIIEN0OBAHUA BpeaoHOCHOTrO koaa Group-1B), Jmum-
puti Boakoe (pyKOBOIUTEINb OT/ENIa paccieOBaHusl MHIMIEHTOB MH(OPMALIMOHHOM 6e30MacHOCTH
Group-IB) — «IIpakTuka momeHHnyectsa B cucreMax [JJbO», «PacripocTpaHeHHbIE BUIbI MOILIEHHU-
yecTBa B cpepe AMEKTPOHHBIX AEHET» (B coasmopcmee);

* Maxcum Kyzun (tnaBHbii apxutekTop npoaykra BIIIl) — «MeTtoabl 1 ”HCTPYMEHTBI OLIEHKH
PUCKOB Ha 6a3e MOHUTOPUHIA KAPTOUHBIX TPAaH3aKLUI»;

* Upuna Jlobanosa (pykoBOOMTENb AENapTaMEeHTa UCCIIeJOBaHUI OaHKOBCKOTo cektopa Harm-
OHAJILHOTO areHTCTBa (PMHAHCOBBIX MCCliefoBaHMil) — «VccenoBaHue ornbita U OCBEJOMIIEHHOCTU
HaceJIeHUs 110 MOLIEHHUYECTBY B c(pepe IUIaTEXXHBIX KapT».

C ysadiceruem,
Anexceii Boporun,
PpyKosooumensv npoekma, peoakmop-cocmagumens (LIUIICuP)
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I'nasa 1
MoIllleHHHYeCTBO B CHCTEMAaX ANCTAHIIMOHHOIO
0ankoBckoro oocay:kuBanus (JIbO) u 3J1eKTPOHHBIX 1eHer

1.1. IIpakTuka momenauuyecTBa B cucremax /[bO

Poct konnyecTBa n cymm Oe3HAJIMUHBIX Ollepalyii €CTECTBEHHO MPHBJIEK BHUMAHUE CHavyalla
KOMIIBIOTEPHOM, A ITOTOM YK€ OPraHU30BaHHOW IIPECTYITHOCTH K 3TOMY PBIHKY.

INepeoie MaciTaOHbIe XuIieHUst Hadauch B Poccun B 2007 . Korna cyMMBbl XUIIIEHUT CTasu
JOCTUraTh MUJUIMOHOB J0JUIAPOB, YYACTHUKM IMPECTYNHBIX I'PYMI, KOTOpbIE 3aHUMAJIMCh OOHAIIU-
YMBAEM JEHEKHBIX CPEICTB, NPUBJIECKJIM BHMMAaHUE OPraHM30BAHHOM IIPECTYIHOCTH, TaK KaK Ha
«00OHAJT» YXOWJIA OYEHb KPYIHBIE CYMMBI M IPOIIEHT 3a BBIBOJ JEHEKHBIX CPEJICTB MOT' JOCTUTATh
50 %.

Ananmm3 paboThl OONBIIMX MPECTYMHBIX Py, 3aaepkaHHbix B 2011-2013 rr., mokasbiBaer,
YTO 3TO OOJBIIME, XOPOIIO OPraHU30BaHHBIE (POPMUPOBAHMSI, KOTOPHIM CJIOKHO MPOTHBOCTOSITh
Jaxe I0PUINYECKU-YIOJIOBHBIM IyTeM. Takue (pakTOpbl, KaK OTPOMHBIE JOXO/bI, HECOBEPIIEHCTBO
3aKOHOZIATENIbCTBA U BO3MOKHOCTU OOHAJIMUYMBAHUSA AEHEKHBIX CPEACTB NpUBEIH K pocty Ha 100—
200 % B TO1 3TOrO THUIA MPECTYIUICHUI. AHAIN3 TEXHUYECKUX M OPraHU3aMOHHBIX METOJOB JaHHBIX
MIPECTYIUIEHUH SIBJISIETCS IEPBOCTENIEHHON HEOOXOAUMOCTBIO /17151 OOPbObI C STUM SIBJICHUEM.

B nanHO# raBe mpejcraBieHa HeoOXxonumasi MH(GOpMaLKs, MO3BOJISIONIASA CIEHUATNCTAM B
o0racTy 6e30MacHOCTH (PMHAHCOBBIX OTIEPALIUiA Oy YUTh OCHOBHOM HAOOD 3HAHMIA /1715 IPOTUBOJIECH-
CTBHSI MOIOOHBIM TUIIAM MHIM/EHTOB. [J1aBa HamMcaHa BEAYIIMMH SKCIEPTAMU-KPHUMUHAIMCTAMH
Group-IB, koTOpBIE MPUHUMAIIH YYaCTHS B OOJIBITMHCTBE PE30HAHCHBIX paccienoBanmii B PO u CHI'.

B 1MBMIM30BaHHOM MUpE PEryJIsATOpPOM IpaB U 00S3aHHOCTEN, OTPAaHUYEHUI U Mep MPUHY K-
JeHus ABisAeTcs 3aKoH. OIHAKO NOSABJIEHUE U AKTUBHOE Pa3BUTHE NH(POPMALIMOHHO-KOMMYHUKALM-
OHHBIX TEXHOJIOTHI M chepbl KOMIBIOTEPHON MH(pOPMALIUK J0Ka3aJIl OOLIECTBY, HACKOIBKO pado-
YUM MOXET ObITh MPUHLIMI ubi jus incertum, ibi nullum («eciu 3aKOH He Onpe/iesieH — 3aKOHA HEeT» ).

STOT NPUHLIMIT MOKHO IPUMEHUTB K CUTYaLUH C Pa3JeJIOM 3aKOHOJATENIBCTBA, PErYJIUPYIOIUM
cepy koMIbloTepHO# MHpopManuu B PD: mpobessl B IEHCTBYIONIMX 3aKOHAX, OTCYTCTBUE MOHATHIA-
HOTO armapara iy ero HeKOppeKTHoe 0003HaYeHHe MPEIATCTBYIOT AOJKHOMY TPUMEHEHHUIO 3aKOHA
WJIA HE JOIYCKAIOT €r0 BOBCE.

Hcnonb3yst mpoOesibl B 3aKOHOAATENIBCTBE, OUIMOKH B pPealM3aliiy TPOrpaMMHOTO odecreye-
HUSI ¥ TIPUMEHSIsS IPOCTEHIIME CIOCcOObl COLMATbHON MHXEHEPUH, MOIIEHHUKAM YAAJIOCh YKPACTh
B chepe uHTepHeT-0aHKMHra $ 446 MIIH (pe3y/bTarhl MOMYYEHBl 3 €KErOAHOrO OTYeTa KOMITaHUH
Group-IB 3a 2013 r.). O01iee KOJIMYECTBO MOXUILEHHBIX JAEHEKHBIX cpeAcTB 3a 2013 r. mpeacTas-
JIEHO Ha pucyHke 1.1.
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MHTepHET-MOLIJeHHW-IeCTBO

. MolwerH1yecTeO & cHcTEMaX
" WHTepHeT-DaHKWHra

$446 MNH

-+ OUIWNHT $57 MJTH

., XuueHne 3nexTpoHHbIX
aexer

$23 MJIH

| Yenyru obHanuumneanng
" WHBIX HeneransHLIX JOX00oB

$89 MJIH

/ $615 M/TH

Puc. 1.1. Ouenra o6vemoe poirka kubepnpecmyntocmu 8 P®, kamezopusi <uHmepHem-mouleH-
HUUECMBO»

MOoIIIeHHUYeCTBO B CHUCTEMax JWCTAaHIIMOHHOTO OAHKOBCKOTO OOCIY:KMBAHHSI OCHOBAHO Ha
TMOJTyYEeHUH HeCAaHKITMOHMPOBAHHOT'O IOCTYTIA K TTOJIb30BATEILCKON MH(OpMAIIUY, HEOOXOIMMOM /IS
PabOTHI M aBTOPU3AIINY.

[TpuHIMNMATEHO METOIBI COBEPIIEHHS XUILICHHUSI IEHEKHBIX CPENICTB PA3IMYalOTCs CIOCOOOM
MOJTy4€HUS JOCTYTA K KJII0YaM /1eKTpOHHO-1Mpposoi noanucu (SLI) ans aBropusanuu B cucteme
JBO: uHcaiig unm 370HaMepeHHbIe TENCTBUS TPEThUX JIUI] (BHEIITHETO 3JI0YMBIIILJICHHUKA).

OcraHoBuMcs OoJiee TIOIPOOHO HAa HaMOOJee PacipPOCTPAHEHHBIX METOAAX COBEPIICHUS TIpe-
CTYILIEHUH, CBA3aHHBIX ¢ cucremamu JBO.

Mucaiin. B cinyyae croBopa coOTpyIHUKOB, UMEIOIIUX AOCTYH K cucteMe b0, nim no uHuIm-
aTUBE OJHOTO COTPYAHUKA, IIPOBOMASITCS ONEpalliy, KaK MPAaBUIIO TUIATEKH C UCIOJIb30BAHUEM JIETH-
TUMHBIX KJIIOYEeW U ayTeHTU(PUKAIIMOHHBIX JaHHbIX. Takxke MHcaiiep MOXKET 3aBJIaJeTh KII0YaMu
SUIT u toruHOM/TIApOIIEM Kak (PU3NYECKH, HAPUMep B ClTyyae HeCOOMOAEH!S COTPYTHUKAMU KOM-
MAHUM TPABUJI TOJIMTUKH TIAPOJIBHOM 3aIUTHI, TAK W C TIOMOIIBIO TPUMEHEHHsI CIIeIMaTN3UPOBaH-
HOT'O IIPOrPAMMHOT'0 0OECTIEUeHHM I /TSI CIIEKKH 3a ISUCTBUSIMU TOJIb30BaTeN el (Kernorrep) Ha aBTo-
MaTU3UPOBAHHOM padoveM MecTe.

Jluta, umMeromme JOCTyI K JaHHBIM ayTeHTU(uKanuu B cucreme B0, 3to vare Bcero: Oyx-
rajrep, reHepaIbHbIA JUPEKTOP, CUCTEMHBIN a JMUHUCTPATOP, & TAKXKE JTI0OON COTPYIHUK, UMEIOIITUI
nocryi k [1K, ¢ kotoporo npousBoautcst padora ¢ cucremont JBO.

BHemHuii 3J10yMBIIIJIEHHHK AEHCTBYET C MOMOIIBIO CIIEIMATM3UPOBAHHBIX BPEIOHOCHBIX
MporpaMm, KOTOPBIE 3aYacTyl0 HEJAOCTYITHBI IMPOKOW Macce Jofe. BelOop BpelmoHOCHOW Mpo-
rpaMMBbl 37I0YMBIIUIEHHUKOM 3aBHCHT OT TOTO, KaK Oy[eT MPOUCXOAUTH MOATBEPKACHHE TuiaTeska (c
noMoIpio SMS-coo0IeHrsT UM 3JIEKTPOHHOTO HOCHTENIS C 3apaHee 3alMCaHHBIM CepTHU(RUKATOM),
B KakoM OaHKe HaXOJUTCS KJIIMEHT U KaKUMH BO3MOKHOCTSIMH JIOJKHA 00J1a/1aTh BPEIOHOCHAS TTPO-
rpamma.

BHenHue 3710yMBITUICHHUKY /17151 COBEPIIIEHHS] XUIIIEHUH IEHEeKHBIX CPE/ICTB MCTIONb3YIOT CJie-
AyIoIye TMOMyJIsSIPHBIE CIIOCOOBI PacIipOCTpaHEHHUsT BPEIOHOCHBIX MPOTrPaMM: EKTPOHHYIO ITOUTY,
TMIOKYIIKY 3arpy30K U SKCIUTyaTalMIo ysI3BUMOCTEH Ha TEeMATUYECKUX caiiTax. PaccMoTprM 0coOeHHO-
CTH KQXKJIOTO U3 CIIOCOOOB.

DNeKTPOHHAsA MoYTa. [JaHHBIA METO/ aKTyaseH sl TPOBEICHUS LIENEBbIX «3apakKeHUN»,
KOrJa y 3JI0YMBIIUIEHHUKA MMEIOTCS a/Ipeca JIEeKTPOHHBIX TMOUT JIMIl, paboTaloIMX C CUCTEMOM
MHTepHeT-0aHKMHTra. CxeMa pacrpoCTpaHEeHHUs CIIeTyIOIast:

* 3JIOYMBIIIIIEHHUK TOTOBUT 3JIEKTPOHHOE MUCHMO C BJIOXKEHHEM. B TekcTe muichMa yKasbiBa-
I0TCSI IPUYUHBL JJTs1 OTKPBITUA (haiiia, mpuiaraeMoro K nuceMmy. Hampumep, ¢ mpocb00# mpoBepKH
JIOKYMEHTOB (PMHAaHCOBOM OTYETHOCTH (B YaCTHOCTH, aKTOB CBEPKH);
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* 110CJie OTKPBITHS (paityia U3 BIOKEHUs BpeJIOHOCHAS IIPOrpaMma yCTaHABIMBAETCSI B CUCTEMY
1 cOoOOIIaeT Ha yIaJeHHBIN CepBep 3IOYMBIIIJIEHHUKA CBOW CTaTyC 00 YCIEITHOW YCTAaHOBKE («OTCTY-
KHBAETCS»);

* 3JIOYMBIIIJIGHHUK POBEPSIET Ha CepBepe MOsIBJIEHNUE HOBBIX COOBITUI OT PacIipOCTPaHsIeMBbIX
UM IPOrpaMM.

IMokynka 3arpy3ok. [[aHHBI MeTO/ SIBJISIETCSI OMHUM M3 CaMbIX IPOCTBIX, HO HaWMeHee
3(p(PEKTUBHBIX, TOCKOJIBKY YCTAHOBJIEHHBIE TAKAM CIIOCOOOM BPEJJOHOCHBIE PO PaMMBI OBICTPO yria-
JISIIOTCSL ¥ 329aCTyI0 MPOJABIIBI HE MOTYT 00ecTieunTh TpedyeMylo 1eneByio ayautopuio. Cxema pac-
MPOCTPaHEHU s CIeAyIomast:

¢ 3JIOYMBINUICHHHUK HHICT JIML, Y KOTOPBIX YK€ UMECTCA CETb 3apa’k€HHBIX KOMIILIOTEPOB C
3arpy’keHHOU 1 YCTAaHOBJICHHOUM BPEIOHOCHOM MporpaMmmoin (00T-CeTh);

* BJIaJIeJIel] 3apakeHHOI 00T-ceTH JaeT HeOOXOIUMOMY KOJTMYECTBY KOMIIBIOTEPOB KOMaH/1y Ha
3arpy3Ky BpPeZIOHOCHOTO TIPOrPaMMHOTO 00eCTieueHtsI, KOTOPOE OH MOIYUHJI OT 37I0YMBIIIUICHHUKA;

* BPEIOHOCHAS TIPOrpaMMa 3arpysKaeTcs v 3aIyCKaeTcsl, a 3aTeM CoOOIIaeT Ha yIaJIeHHBIH cep-
Bep 3JIOYMBIIIEHHUKA CBOU CTaTyC 00 YCIIEITHOW YCTaHOBKE;

* 3JIOYMBIIIJICHHUK IPOBEPSIET Ha CepBepe MOsIBJIEHUE HOBBIX COOBITUI OT PacIpOCTPaHsIeMBbIX
UM TIPOTrpaMM.

AkcmiryaTamnusi ya3BUMOCTel HAa TeMaTHYeCKUX caiiTax. [laHHBINA MeTox sIBJIsieTCs] HanOo-
nee 3(pPEeKTUBHBIM, TIOCKOJIbKY JAET BO3MOKHOCTb OCYLIECTBIISITh MACCOBOE PaclpOCTPaHEHUE Bpe-
JOHOCHOTO MTPOrPaMMHOTO OOecedeH s, a TaK:Ke BBIOMPATh LEJIEBYI0 ayJUTOPUIO JUIsI pacpocTpa-
HeHus. CxeMa paciipocTpaHeHHs CleyoIast:

* OCYHIECTBJISIETCS] KOMITPOMETAIIMS TEMaTUYECKOro caiTa (Harpumep, buhgalter.ru);

* B CaiiT BCTpaMBaeTcsl BPEIOHOCHBIN Ko (iframe), KOTOpbIl BMeCTe ¢ COAepKUMbIM CaiTa
3arpy’kaeT BpeJOHOCHbIE KOMIIOHEHTHI;

* [IpU MOCEUIEHUM TOJIb30BATENISIMU TaKOTO CailTa OCYILECTBIISAETCS aHAJIM3 YCTAHOBJIEHHBIX
KOMITOHEHTOB (Opay3epa 1 ero IjIaruHoB) M UX Bepcuil B cucteMe. B ciyuae oOHapykeHHsI OCyIeCTB-
JIieTcsl 3arpy3Ka U 3aIyCcK 3aJaHHOM BPEJOHOCHOU PO paMMBl;

* [10CJIE 3aIyCKa BPEIOHOCHOM MPOrpaMMBbl Ha yIAJIEHHBIN cepBep 3JI0yMBIIIJIEHHUKA cOO0IIa-
eTCsi CTaTyc 00 YCIEIIHON YCTaHOBKE;

* 3JI0YMBIIIIJIEHHUK TIPOBEPSIET Ha CepBepe MOsIBJIEHNE HOBBIX COOBITHI OT PAaCIpOCTPAHSIEMbIX
UM TPOTPaMM.

N3ob6paskeHue naHem yrpasJieHus CBA3KH KCIuionToB Black Hole moka3ano Ha pucyHke 1.2.
OCHOBHBIM MapamMeTPOM, XapaKTEPU3YIOIIUM CBS3KY IKCIUIOWTOB, SIBJISIETCS KOI(MP(UIIUEHT «IpO-
OVBa» — 9TO OTHOILICHUE KOIMYECTBA 3arpy30K BPEJOHOCHOM MPOTrPaMMBbI K KOJIMUECTBY TMOJIb30BaTe-
JIef/XOCTOB, MOCETUBIIIMX BPEIOHOCHYIO CChUIKY. Ha n300paxeHnu koa(ppuimeHT «mpodrBa» paBeH
15,1 % 3a Bech nepuoj ero UCTOIb30BAHUSI.
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O Blackhole® CTATHCTHIA noteo e EIOMACHOCTS  HACTROROH [

639761 104056 10126 1w

516850 245932 31716 surs

5 oW P

Puc. 1.2. Ilaneau ynpasnenus céssku sxcnaoiimos Black Hole

Hawn6oee nproprTeTHRIMUA TIPOrPAMMHBIMU KOMITOHEHTAaMH (TIJTATMHAMM) JIJTsT SKCIUTyaTary
ys3BuMocTen sBisiores: Java, Flash, Internet Explorer u Adobe Acrobat Reader.

Kommanwueii Group-IB mpuBeneHa 0030pHasi CTaTUCTHUKA YSI3BUMOCTEH BeO-TIPHIIOKCHHI,
MOJTyYeHHasl B XOJIe OKa3aHWs YCIYT M0 ayauTy WH(OPMAIMOHHOW Oe30MacHOCTH W IMPOBEICHUS
TecToB Ha MpoHUKHOBeHue B 2012 r. u B [ kBapTasie 2013 r. CTOUT OTMETUTD, UTO B XOJIE€ TPOBOAUMBIX
WCCJIEIOBAaHWI OLIEHMBAJIACh 3AIUIIIEHHOCTh HE TOJILKO 1IEJIEBOTO TTPUJIOKEHHsI, HO M Bcel nHGpa-
CTPYKTYPHI, B paMKax KOTOPOM ObLJIO pa3BepHYTO IiejieBoe Npuiiokenne. Takum oOpa3oMm, MOBepX-
HOCTPh aTaKy BKJIoYasa B ceOs BcE croponHee 10, a Takke KOMITIOHEHTBI, UCTTOb3yeMble BeO-TTpH-
JIO)KEHUEM U pa3MeIleHHbIe Ha OTHOU C TIPUJIOKEHUEM TUIOIIA/IKE.

Yaine Bcero crienmaniucraMu Group-IB BbISBIAIMCH YA3BUMOCTH, CBSI3aHHBIE CO CIIEAYIOIIMMU
HEJOCTATKAMH:

* HEIOCTATOYHAsI TPOBEPKA BXOIHBIX JTAHHBIX;

* PacKpHITHE TyBCTBUTEIBHOU MH(MOPMAIINIH;

* UCIIOJIb30BaHME Maposiell HeTOCTATOUHOM CIIOKHOCTH.

ITo pesymbratam otuera kommanuu Group-IB 3a 2013 r. (http://report2013.group-ib.ru/),
caMble paclpoCTpaHeHHbIE YA3BUMOCTY B KOMIIOHEHTaX, UCIIOJIb3YeMblE 3JI0YMBIIIEHHUKAMU, TIPe/l-
CTaBJIEHBI HA PUCYHKE 1.3.

B pesynbrate ycnenrHoro ucrosb30BaHus BPEIOHOCHBIX TPOrpamMM BCe JAajIbHEHIINe 1eiCTBUS
3JI0YMBIIUIEHHUKOB Oy[yT HalpaBJieHbl Ha 3aKperUvieHue B CUCTEMe, JajbHelIee XUIeHNe KTloJe-
BOI1 MH(OPMAIMH, a TAKKe NOITyYeHHe YIaJIeHHOTO yIpaBJeHNs] KOMIIbIOTEPOM.

CyllecTBYIOT IB€ OCHOBHBIE CXEMBI, C TIOMOIIIbI0 KOTOPBIX OCYIIECTBIISETCS Kpaxa JIEHEeKHbIX
CPENCTB: CIeNUAM3UPOBAHHOE BPEIOHOCHOE MPOrpaMMHOE oOecriedeHue, MOXHUINALoIIee Mapoiy,
ceprucdukarsl, kmoun DI, u pummnr.

B Hacrosiiee BpemMst MOKHO BBIIEJMTH HECKOIBKO OCHOBHBIX CIIOCOOOB COBEPINICHH T XHIIICHUI
B cuctemax [IbO npu nmomoiy BpeJOHOCHBIX MTPOrpamMM, PaCCMOTPUM MX Jajiee.
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YazeMMoCcTh HenoCpeaCTBeHHO
web-n pUno*eHua

YA3BUMOCTH KOMMOHEHTOR
1 cToponHero 10

10% HepoctaTki KoHDUrypaLun
cepBepa pasMelleHns

Puc. 1.3. Cmamucmuxa y;wemwocmeﬁ NPUNOAHCEHUA, UCNONAB3YEMBLX 3N0YMbIUITIEHHUKAMU

Tposinckasi mporpaMMa Ha KOMIbIOTepe :KepTBbl. CaMblil pacpoCTpaHeHHBII CIIOco0.
Bo3morkHO XuliieHre U3 mo00ro 0aHKa, KakK y IPUANIECKUX, TaK Uy (PU3UUECKUX JIUIT, a TAKXKe MPo-
BeJIeHUE IIaTekXa B aBTOMAaTUYECKOM pexkuMe (aBTo3aIuB). Bilok-cxema, MmomaroBo onuchiBaoIas
MPOLIECC COBEPIIIEHUS XUIIIEHUH, MTpecTaB/ieHa Ha pucyHke 1.4.

TposiHckasi nporpaMMa Ha KOMIIbIOTEPe KePTBbI /1JIs lepeHanpaBjeHns Ha (PUIINH-
roBbIil caiiT. B 1aHHOM cltyyae TPOsIHCKasi IporpamMmma MCIOoNb3yeTcsl TOJbKO ISl IepeHanpaBieH s
nosb3oBaTesiell Ha (PUIIMHIOBBIN cailT. [IpuMeHseTcs Uisl XUILEHUs IeHEeKHBIX CPEICTB TOJIBKO Y
dusmyeckux sl [JaHHBIA CcOco0 3a49acTyio TpeOyeT OCYIECTBUTh 3BOHOK TOJIb30BATETIO 3apaXeH-
HOW MaluuHbL. BIoK-cxema, MoIaroBo ONnvchIBaoIasl MPOIecC COBEPIIEHUs] XUIIEHUH, MTpecTaB-
JIeHa Ha pucyHke 1.5.

Tposinckasi nporpaMma Ha KOMIIbIOTepe *KepTBbI — nepeBbinyck SIM-kapthl. Crioco0
aHaJIOTMYeH JBYM mpeablaynmM. OTIrudueM sIBISIeTCs JIUIb TO, YTO 3JI0YMBIIUIEHHUK OCYILECTB-
asiet nepeBblnyck SIM-KapThl, HCHONB3Ys (pasibIIMBblE TOKYMEHTH U JJOBEPEHHOCTb. Bok-cxema,
TOIIArOBO OIMKMCHIBAIOIAS ITPOIIECC COBEPIIEHUS XUIIIEHUI, TPeACTaBieHa Ha pucyHke 1.6.

Tposinckasi mporpaMmMa Ha KOMIbIOTEpe W MOOMJIBbHOM YCTPONWCTBe :KepTBblL. Hau-
MeHee TIOMyJISpHBIA croco0. B OCHOBHOM OH Tipe/iHa3HAueH ISl XUINEHUs CHEXHBIX CPEICTB Y
uznueckux nuil. Biiok-cxema, MomaroBo OMUCHIBAOIIAs MPOLIECC COBEPIIEHUsI XUILEHUM, Tpej-
CTaBJieHa Ha pucyHke 1.7.
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Puc. 1.4. baok-cxema XumgeHusi OCHeHCHbIX CPeOCn8 ¢ NOMOULbIO MPOSIHCKOLE NPOZPAMMbL

[ MNATERHOE NOpyueHMe |

BakK OTNDIBNRET SMS-Koa
LA noTeepHae nnarexa

Puc. 1.5. Brok-cxema XuujeHusi OEHeHCHbIX Cpeocme ¢ NOMOUbIO MPOSIHCKOL
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WK EXOOWT B MHTEPHET-
WEH NONb30BaTENA

|

v
3H¥ OTMRAENAST SME-K00 AnA
MONTEEpHOSHUA MNaTE 3

Puc. 1.6. baok-cxema xumgeHus: OeHeHCHBIX CPEOCME ¢ NOMOULLIO MPOSHCKOU NPOZPAMMbL, nepe-
evmnyck SIM-kapmui

Puc. 1.7. baok-cxema XumjeHUs: OEHEHCHbIX CPeOCmeE ¢ NOMOWbIO MPOSIHCKOU NPoZpaMMbl HA
Komnviomepe u MOOUNLHOM YCmpOLicmae
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Tposinckasi nporpaMMa Ha MOOWJILHOM TeJie(poHe KePTBbI.

B ocHOBHOM JaHHBI CIOCOO HANPaBJIEH Ha XUINEHUE JEHEKHBIX CPEACTB Y (PU3UUECKUX JIUI]
00 y GaHKOB, TIOAEPKUBAIOIINX IepeBoI JeHer o SMS. Pa3zmep xuiieHuit orpaHiuyeH TUMUATAMU
OaHKa Ha MpOBeJEeHNe TaKUX orepanuil. biok-cxema, MomaroBo ONMMCHIBAIOIIAs TPOIIECC COBEpIIe-
HUSI XUIIIEHUH, pe/ICTaB/ieHa Ha pUcCyHKe 1.8.

Tposinckasi nporpaMmMa Ha MOOHJIBHOM TeJiechoHe KepTBbI — (DMIIMHIOBBINA CaMT.
HWcrnonb3yertcst 1yist XUIIEHUH IEHEKHBIX CPEACTB Y (PU3UYECKUX JIUI] IoOoro Oanka. OTinvaercs Ot
MPebIIYIIEero Crocoda TeM, YTO HEeT TAKKX JKECTKHUX JIMMUTOB, Kak it SMS-0ankunra. biok-cxema,
TMOLIArOBO OIKCHIBAIOIASI ITPOLIECC COBEPIIECHUS XUIIIEHUI, TPEACTaBIeHa Ha pUcyHKe 1.9.

Komnpomeranus cucrembl 6aHka. [JaHHblii criocod Hanbosee CI0KHBINA 1 PeKO BCTpeda-
eTcsl Ha MPaKTUKe. XHIIeHNe BO3MOXKHO KaK CO CYETOB caMoro O0aHkKa, Tak M CO CYETOB KJIMEHTOB
9TOro OaHka. BJIoK-cxema, MmoIaroBo OMMChIBAOINAS TPOIECC COBEPILICHM I XUIIICHUH, TPe/ICTaBIeHa
Ha pucyHke 1.10.

[Mporecc oOHATMYMBAHM ST TIOXUIIEHHBIX JEHEKHBIX CPEJCTB SIBJISIECTCS 3aBEPIIAIONICH CTaauei
xuieHus. OH, Kak MPaBUJIO, BBIIIOJHAETCS IIPECTYITHOM T'PYIIIOM, HE BXOASAIIEH B COCTaB TOM, KOTO-
pasi IOXUTHIIA IEHEeXKHBIE CPeCTBa ¢ OaHKOBCKOro cyeta. Eciu mporiecc 0OHAIMYMBaHUSI YCIIEIITHO
3aBepllieH, TO TPyIe, KOTopasi MOXUTHIA AEHEKHbIE CPEICTBA C OAHKOBCKOTO CYETa, BO3BpAIAETCs
ot 40 10 60 % ot obHamMueHHOW cyMMBbI. [IPOIEHT 3aBUCHT OT YCJIOBUI pabOTBHl U OTOBApPHBACTCS
B HavaJle B3auMOJIEICTBUSI.

Ha pucynke 1.11 nmpencraBieHO HECKOJBKO OCHOBHBIX BAPWUAHTOB JIBUKEHUS JACHEKHBIX
CPeICTB B 3aBHCMMOCTH OT MOXHUINAEMOW CyMMbL. OJTHAKO cxeMa MOXeET OBbITh IPeACTaBIeHa 3HAYM-
TEJIbHO CJIOXKHEE, €CIU MPOLIECCOM OOHATTMYMBAHUS 3aHUMAIOTCSI HECKOJIBKO PA3HBIX IPYIIIT U €IUHO-
BpEMEHHbBIN 00beM XUILCHUM, KaK TIPaBUIIo, Oojee 5 MITH pyOriei.

15



. Komnextur aBropos, A. C. BoponuH. «MoIlleHHUYeCcTBO B TUIaTe:KHON cepe. bru3Hec-sHIMKIIoNe T s»

1.2. Poccuitickuil pbIHOK JIEKTPOHHBIX JI€Her

UYrtoObl MOMYyYUTh TIPE/ICTABIICHUE O MEXaHU3MaX MOIIIEHHUYECKMX CXeM U MeTorax OopbhOBI C
HUMHU B CETMEHTE JIEKTPOHHBIX JIEHEer, HEOOXOIMMO PACCMOTPETh MOAPOOHEE STOT PHIHOK, a TAKKe
MIOBEJIEHUE U «IIOPTPET» TOJIb30BATENIEH EKTPOHHBIX KOILIEIBKOB.

2 GaHx SME-KoMaHIY Ha Nepesog gexsr
.

!

Bank otnpasnaet SM5
NOATEEEKASHUA NN

Puc. 1.8. baok-cxema XumjeHUsi OEHENHCHBIX CPeOCmE ¢ NOMOULBIO MPOSIHCKOU NPOZpaAMMbL HA
MOOUNBHOM Ycmpoticmae
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LI‘EH.IJJ

Puc. 1.9. baok-cxema xuwjeHusi OEHEHCHBIX CPEOC8 C NOMOULBIO MPOSHCKOU NPOZPAMMbL HA
MoOUnbHOM Yempoticmae (pumurzo8will catim)

TposH yCTaHABAMEAET CPEACTBD
YAANEHHOID ROCTYTA

3nOYMBILINEHHWK NOSKAKHART
| W HASHEIET T

¥ knwenTos

¥ Banka Garka

¥

Y
= 3noymMbILnEHREIK BB
¢ HanBonbwwmn Gan

- ¢

3NOYMEILNSHENK NEPEBLINYCKAET KNIYM

3L 1 wewmer napany
. J

ET KNMEHTOB
MK

- y
HaunHaet npousce ofHanv=MBania
et <pEacTe

Puc. 1.10. barok-cxema xumyeHUust OEHEHCHBIX CPEOCM8 Uepe3 KOMRPOMEMAauUo CUCIeMbl OAHKA
Poccuiickuii ppIHOK 3JIEKTPOHHBIX JEHET AEMOHCTPUPYET YCTOMUMBBIA POCT: MO JaHHBIM J’son

& Partners Consulting, B nepom nonyroguu 2014 r. 00beM 1uiatexei, MpOXOAsAIIMX Yepe3 poc-
CHIICKHE JIEKTPOHHBIE IIATEXHBIE CEPBUCHI, BHIPOC Ha 38 % MO CPaBHEHUIO C TEM XK€ MepHOIOM
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MPOIIUIOrO Tofa. DKCHEePThI MPOrHO3UPYIOT JAajIbHENIIee YBeIUYeHHEe YHCIIa MOJIb30BaTelel OHJIAH-
KOIIIEJIbKOB, POCT KOJIMYECTBA M pa3Mepa TPaH3aKIMK. ITO 0OYCIOBJIEHO IIEIbIM PSIOM ITPUYKH.

Puc. 1.11. IIpoyecc oOHANUMUBAHUS NOXUULEHHBIX OEHEHCHBIX CPEOCME

Bo-niepBbIxX, pocT 1011 KPYITHBIX TUIATeKed Yepe3 MeKTPOHHbIE KOUIETbKY, TAKUX KakK Iora-
IIEHUe KPeauToB, JeHexkHble nepeBopbl, tiatexku 3a KKY u np. TexHomoruun oHaiH-TUIaTeKeH
CTaHOBSITCS] TIPUBBIYHBIMU TSI TIOJTb30BATeNel M JOBepHe K HUM PacTeT.

Bo-BTOpBIX, AKTUBHO pa3BUBAETCSl OHJIAWH-TOPTOBJISl: POCCUMCKUI PHIHOK UHTEPHET-KOMMED-
MM — OJIMH M3 CaMbIX ObICTpOpacTynmx B mupe. [Ipudem Tekymiasi SKOHOMUYECKasl CUTYyallusl B
Poccru MOXeT SIBUThCSA M CTUMYJHMPYIOIIMM (paKTOpOM Jyist ero JajibHeiniero pa3sutus. C omHoO
CTOPOHBI, MHOTHE KOMIaHUH C(POKYCHPYIOTCS Ha OHJIAMH-peaIU3alii, YTOObl CHUBUTD U3AEPKKU:
yXe ceiiyac MHOTME KOMITAaHWH, Ybsl TPOAYKLIMSI TPAJULIMOHHO MIPOAABAIACh B OOBIYHBIX TOPTOBBIX
CeTsIX, aKTUBHO MPOJBUTAIOT COOCTBEHHBIE OHTalH-TIIomanAku. C Apyroi, mokymnareau OyayT Oosee
B3BEIIIEHHO TOIXOAUTH K BHIOOPY HY)KHBIX TOBapoB. VIHTEpHET-Mara3uHbl M ayKIIMOHBI MPEJOCTaB-
JISIIOT IIMPOKKE BO3MOKHOCTH TSI TIOMCKA HanOosiee SKOHOMUYHBIX BAPUAHTOB, K KOTOPHIM MOKHO
TaK’k€ OTHECTH IOJyYEeHUE CKUAOK U y4yacTHe B aklusX. Tak, 24 % oHJaliH-TIOKyIaTesnei Moib3y-
I0TCSI CKUJIOUHBIMU KyroHaMu. OHJIaiH-IIIONMHT OTKPHIBAET U BO3MOKHOCTH TTOKYTIOK 32 PyOesKOM:
40 % vHTEepHEeT-TIOKyMaTesel AeIaii 3aKa3bl B 3apyOeKHBIX Mara3uHax.

Bwmecte ¢ Tem pacteT (puHaHCOBasi TPAMOTHOCTDb HAace/IeHUs1. Yke cefiuac 3JIeKTPOHHBIMU JIEHb-
ramHy IpU OIlIaTe MHTEPHET-TIOKYTIOK TOJIb3YeTCsl OUTH KaK/AbIi YE€TBEPTHIH MOKYyIATelb U3 HallleH
CTpaHBbI.

Kpome Toro, cymectBeHHOE BIMSIHUAE Ha pOCT 00bEMOB MHTEPHET-KOMMEPIIMU OKa3bIBAET pa3-
BUTHE HOBBHIX TexHoJoruii. Okono 85 % mnons3oBareneit MIHTepHeTa B Poccuut mosb3yoTes: MOOHITh-
HbIMU TesiepoHamu 111 Bbixona B CeTb, 38 % npocMaTpUBalOT CaldThl UHTEPHET-Mara3uHOB C LIEJbIO
TMIOKYITKM TOBapa, UCTIONb3ysl MOOWIIbHBIE ycTpoicTBa (1aHHble Synovate Comcon, OnLife, HOSOpb
2014 r.).

Poccuiickue miatekHble CEpBUCHI MpeIaraloT MPUIOKEHHs JJIs BCEX THIIOB MOOWJIBHBIX
YCTPOICTB, Yepe3 KOTOpble MOXHO OBICTPO M YAOOHO OIUIATUTh MOKYNKH. [lomyssipHocTs cMaptdo-
HOB, MO3BOJISIIOLIMX UCIIONB30BATh BO3MOKHOCTH TUIATEKHBIX IPUIJIOXKEHUH, ObICTpO pacteT. 1o nan-
HbeIM Synovate Comcon, 40 % xwuresneil ropoJOB-MWITMOHHUKOB SIBJISIOTCS BJIA/IE/bIIAMU TUX Iajl-
&eToB, B ropojax ¢ HacejaeHreM ot 100 000 yenoBek aHAIOrMYHBINA TIOKa3aTes b JocTuraet 32 %.

[Tpu 5TOM KHUTEM HEKPYITHBIX TOPOIOB AKTHBHEE 3aMEIIAI0T CBOU TesiehoHBI O0JIee COBpEMEH-
HbIMU KOMMYHHUKaTopamu: B 2014 1. yucio BiaaesbleB cMapTdoHOB BeIpocsio Ha 60 % 1o cpaBHe-
Huio ¢ 2013 r., B meranonucax— Ha 40 % (pannbie Synovate Comcon, Pochnnekc, 2014 r.).
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Hakowner, pacter ypoBeHb NMPOHMKHOBeHUsI VIHTepHeTa, aKkTUBHO Pa3BUBAIOTCS MOOWIIbHBIC
uHTepHeT-TexHosoruu. B 2014 r. nons nonb3oBareseit, KoTopbie BHIXOAAT B CeTh ¢ TOMOIIIBIO COTO-
BBIX TeJIe(DOHOB, BBIPOC/IA ITOYTH BABOE MO cpaBHeHuIo ¢ 2013 .

Bce 3ti akTophl MO3BOJSIOT MPOTHO3MPOBAThH JaJIbHENIIee CTAaOMIbHOE Pa3BUTUE PBHIHKA
9NIEKTPOHHBIX AeHer. Kpome Toro, MOKHO ¢ YBEPEHHOCTHIO TIPETIONIOKUTh, YTO B OJIMKaiieM Oyy-
I1[eM OHJIAH-TOPTrOBJISI ¥ JICKTPOHHBIE TUIATEXKH BCe Yatile OyayT MPOU3BOAUTHCS C UCTIONb30BaHUEM
MOOWJIBHBIX YCTPOUCTB. ClielyeT OXHIaTh 3HAUUTEIBHOTO PACIIMPEHUsT ACCOPTUMEHTA TeXHOJIOTHIA
1 MOOWJIBHBIX MPUJIOKEHUM, CBS3AHHBIX C JUCTAHIIMOHHBIMY TPOJAAKaMU U IJIATE:KAMH, a TaKkKe
COBEpIIIEHCTBOBAHUS YK€ UMEIOIIUXCS.
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1.3. ITopTpeT moJib30BaTedsI JEKTPOHHBIX
JIeHeT, MOTPeOuTEbCKOE MOBE/IEHIE

CornacHo pesy/brataMm ucciegoBanust Synovate Comcon, 1mo coctossHuio Ha koHerr 2014 r.
6onee 14 % Bcero Hacenenust Poccuu (ot 16 10 54 niet) Kak MUHUMYM OfIMH pa3 B TPU MeCsIIa TMOJb-
3yeTcsl JIEKTPOHHBIMH KollleJbkaMu. [Ipy 3TOM cpeu akTMBHBIX MHTEpPHET-TIONb30BaTeNel, pery-
JISIPHO COBEPILIAIONINX UHTEPHET-TIOKYIIKH, YCIyraMy 3JIeKTPOHHBIX IJIATeKHBIX CUCTEM TOJIB3YIOTCS
58 %.

BonbmmHCTBO Mob30BaTe el JeKTPOHHBIX KOIIEeTbKoB (47 %) KUBYT B rOPOAAX-MUJLJTMOH-
HUKaXx.

Camoii MHOrouncjeHHOR yactu noyb3oBarenert (30 %) 25-34 roga. Y 55 % BnajenbleB 3JeK-
TPOHHBIX KOIIIEJIbKOB BBICIIIEE UJIM HEOKOHUEHHOE BhICIIee 0Opa30BaHue.

Uro e OIUIauMBAIOT IMOJTb30BATENM MEKTPOHHBIMU JeHbraMu? 3HauMTeNabHas 4acTh BJa-
JENbIIEB MEKTPOHHBIX KOIIEIbKOB PErYJISPHO IJIATUT C UX TMOMOIIBIO 32 TeJIEKOMMYHUKAIIIOHHBIE
yciyra: 53 % ONpOIIEHHBIX COOOITIIN, YTO TIOMIOTHSIIOT OaaHc MOOMIILHOTO TestedoHa, 28 % oruia-
yrBaloT JoMatHuil HTepHer, 13 % — kommepueckoe TesieBueHne. 36 % UCHoIb3yI0T IEKTPOHHbIE
JEHbI'U JIJIs OTUIATHI TIOKYIOK B MHTEPHET-Mara3uHax U TOBapoB Mo Kartayioram, 20 % oriauuBaioT
NIEKTPOHHBIMU JICHbraMH1 OHJIAWH-UTPHI.

Cy1miecTBeHHOE KOJTMUECTBO MOJIb30BaTENel COBEPIIAET Yyepe3 JIEKTPOHHBIE KOIIEIbKH KPyTI-
Hble OBITOBBIE TUIATEXU, Takue Kak oruiata KKY u noramenue kpenuToB (110 14 % OnpoIeHHBIX ).
JleHexxHble TIepeBOIBl U TIEPEBOJ] CPEACTB Ha OAaHKOBCKME cyeTa coBepiiaoT 1o 21 % BrajesbleB
NEKTPOHHBIX KOIIEJIbKOB.

OTaenbHO CTOMT BBIIGIUTH CEPBHC TMEPEeBOIA JEHET MEXIy KOIIEIbKAaMH — €r0 MCIOb3YIOT
23 % OIpOIIeHHBIX. DTa BOZMOXHOCTbh AKTUBHO HAOMpAET MOMYISIPHOCTh KaK JIETKUIA M ObICTPbIN
croco0 nepeaTh IeHbIM B JII0OO0M YTOOHBI MOMEHT.

Ha poccuiickom pbIHKE TpeCTaBIeHO HECKOJbKO 3NEKTPOHHBIX IUIATEKHBIX CEPBUCOB.
CornacHO JaHHBIM OIPOCa TMOJIB30BaTENEH, MPY BHIOOPE OINPEAETIEHHOrO IEKTPOHHOTO KOIIeIbKa
[JIAaBHYIO POJIb UTPAeT JoBepHe. TO HauOoJiee BaKHBINA aTpuOyT UMUITKA JTIOO0N MapKy JIEKTPOH-
HBIX CIIOCOOOB OIUIATHI, CHJIbHEE BCErO BIMSIONIMI Ha ee OOIIyIo OIleHKY. B To ke Bpems noBepue
— 3TO coOMpaTesIbHOE TIOHATHE, COCTOSIIIEE B TIEPBYIO OUEpe/ib U3 TAKUX XapaKTEPUCTUK MApKH, KakK
COOTBETCTBHE CBOMM TIOJIb30BATENSIM («JIs TAKUX JIIOAEH, KaK 51»), HAMEpeHHEe PeKOMEHJOBaTh («s
Oylly peKOMEHIIOBaTh 3Ty MapKy APY3bsIM»), COOTHOIIIEHHE IIEHBl M Ka4eCTBa YCIyr («Ipejasiaraer
ONTUMAJIBHOE COOTHOIIIEHHE IIEHBl ¥ KAUecTBa YCIIyr»), HaAeXKHOCTb U CTAaOMIIBHOCTh CepBHUCa, 0e3-
OIACHOCTb IUIaTekel («o0ecneunBaeT MaKCHMaJIbHYI0 Oe30MMacHOCTh 1 3alUIIEHHOCTh MOMX TLIaTe-
Ke»).

Ecnu cripocuth monb3oBaTeneil HampsMylo, Kakod W3 TMEepPeYHCIIeHHBIX aTpuOyTOB Ui HUX
BaKeH IPU BBIOOPE 3MEKTPOHHOTO criocoba oruiatkl (o 10-6amibsHoi mkane), 73 % mosb3oBate-
JIefl pa3IMYHbIX JIEKTPOHHBIX TUIATEKHBIX CHCTEM YTBEPKAAIOT, YTO O€30MACHOCTD U 3aIUIIIEHHOCTh
TIaTexen — 3To Hanbosee BaXkHbIN mpu3Hak (oreHk:d 9 u 10 BbICKa3BIBAHUIO «0OECTIeUYrBaeT MaK-
CUMaJIbHYI0 O€30MaCHOCTD U 3aIMIIEHHOCTh MOMX IUIATeXei»). be3omacHoCTh — 3T0 OMH U3 KJIIO-
YeBBIX MapaMeTpPOB, BIUSIONIMX HA OOLIYI0 OLEHKY (BXOXUT B Tom-10 arpuOyTOB MO BIMSHUIO Ha
OOIIyIO OICHKY).

OTcrona MOXHO CIIeJIaTh BBIBOJA O TOM, YTO B KaTerOPUH JEKTPOHHBIX KOILIETbKOB Oe3ormac-
HOCTb TUIATeXeW JO/KHA OBITh TpeBbiie Bcero. [Ipu 3ToM BaKHO HE TOJIBKO rapaHTHPOBATh 3alll-
IIIEHHOCTh M O€30MaCHOCTb TUTATEKeH MPY MOMOIIIM IEKTPOHHOTO KOIIENIbKa, HO U peaibHO ee obec-
MeYNBaTh, IIPECceKasi MOIIEHHUYECTBO M UCTIONb30BAHUE EKTPOHHBIX KOIIEIHKOB HE3AKOHHO.
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1.4. CxemMbl MOIIIEHHNY€CTBA, CIOCOOBLI HH(POPMUPOBAHUS
MoJib30BaTeJel 1 MeTOIbl NPO(PUIAKTHKHA

Molennuyeckue cxemMsl B Ccpepe QJICKTPOHHBIX JACHET YCJIOBHO MOXHO pa3Jc/inTb HA TEXHU-
YeCKHUe M «COIMAIbHBIC» — PACCUMTAHHBIC HA JOBEPYMBOCTD TIOJIb30BATEIICH.

ITnmarexHbIe CEPBUCBHI COBMCCTHO C BEAYIIMMU OTCUYCCTBEHHLIMHU U MCXKIAYHAPOOHBIMU KOM-
IIaHUAMU pa3pa6aTbIBa10T W BHCAPAIOT AJITOPUTMBI IIPEAOTBPAICHUA MOIICHHUYECKHUX onepauI/Iﬁ C
HCIIOJIb30BAHMUEM JJICKTPOHHBIX ILJIATCKHBIX CPCACTB. ITomumo 9TOro, OHU MOCTOSAHHO COBEPHICH-
CTBYIOT BHYTPEHHHE MHOTOYPOBHEBbIE CHCTEMbl OE30IIACHOCTH, TIO3BOJISIIONINE aHAIM3UPOBATh BCE
ornepanun B CUCTEME, BbISIBJIATH ITIOAO3PUTCIIBHBIC IICfICTBI/IH " OIIEPATUBHO MPUHUMATL COOTBETCTBY-
IolI1e Mepbl. B 4acTHOCTH, KpUTEPUSIMU OITPE/IeNICHN s TOI03PUTENBHBIX OTEPaIid MOTYT ObITh HETH-
NIMYHBIE TIPU3HAKY MTOBEJICHUS JIEKTPOHHOTO cueta: apyrue [P-aagpeca, cMeHa (hr3H4ecKoro ycrpoii-
CTBa, C KOTOPOTO MTPOUCXOUT aBTOPU3AIIMS, HEXapaKTePHbIC TPAH3AKIIUHK JIJIsl TOrO CYeTa U TIp.

Komruieke TeXHUUeCKUX Mep, BHEAPSAEMBIH TJIaTeKHBIMU CEPBUCAMM TSI oOecrieueHus 0e3-
OIMACHOCTHU JICKTPOHHBIX KOIIECJIbKOB, MUHUMU3UPYET BEPOATHOCTb XUIICHUA CPEACTB C UCIIOJIb30-
BaHUEM YS3BUMOCTEN CepBHUCa.

YcrpoiicTBa BaesbIIeB EKTPOHHBIX KOIIEJIBKOB B 3TOM ILIaHe ropasno Oosiee ysI3BUMBI, 1
TUIATeKHBIE CEPBUCH PETyYJISIPHO MH(OPMUPYIOT KJIMEHTOB O Psijie TIPaBUJI, KOTOPbIE HYXKHO COOJIO-
Jath s oOecrieueHrns: 0e30MacHOCTU CPEJICTB.

1.4.1. Bpenonocnoe I1O

Psin BpeIoHOCHBIX TTPOrpamMM, HalleJIeHHbIX Ha MOXUITIEHHE MapoJiei Mob30BaTeNel 1 oy Je-
HUS JIOCTYTA K 3JIEKTPOHHBIM KOIIIEJIbKaM, TPOHUKAET Ha IOJIb30BaTe)IbCKHIE KOMITBIOTEPBI 1 MOOITh-
HbIE YCTPOKCTBA.

Bupychble nporpammel 17151 cMapT(pOHOB MOTYT MiepexBaThiBaTh SMS-co0011IeHu 1, TaK YTO MO
yrpo3y MOMaa0T BCe IIaTeXHbIC MPIJIOKEHUS, T/Ie pean30BaHa (DYHKIMS TUIATeKEN C IIOMOIIBIO
SMS-komaHnz,

EnuHCTBEHHBIE CITOCOOBI 3allUThl OT BPEJIOHOCHBIX MPOrPaMM — YCTAHOBUTb M PETYJISPHO
0OHOBIIATH aHTUBUpYCHOE [10, He ckaunBaTh MPOrPaMMBI U3 HETIPOBEPEHHBIX UCTOYHUKOB, HE 3aITyC-
KaTh HE3HAKOMBbIE MPUIIOKEHUS, 3arpykeHHble n3 MHTepHeTa. O TPOSHCKUX MporpaMMax M mpaBu-
Jax Oe30MacHOCTU OCBEIOMJIEHO OOJIBIIMHCTBO TOJIb30BATENICH IEKTPOHHBIX KOIIETbKOB, HO 3Ta
MOITIECHHUYECKast CXeMa JI0 CUX TIOp TpoJoikaeT padoTarh.

1.4.2. ®ummHr

He menee pacripocTpaneHHasi MOIIEHHUYECKAsi CXeMa — 3TO XUIIEHUE MePCOHATbHBIX JaHHBIX
C TIOMOIIBIO (PUIIIMHTOBBIX CAalTOB: KJIMEHT MEPEXOAUT MO CChUIKE Ha MOJIEIbHBIN CAUT TJIaTeKHOTO
CepBUCa, TJIe eMy MpeJiiaraeTcst BBeCTH CBOM JaHHBIE. YKa3aB Ha TAKOM CalTe JIOTHH, ITAPOJIb U JII0OYIO
JIPYyryio KOH(PUISHIMAIbHYI0 UH(POPMAIHIO, MMOIb30BaTe b (DAKTUYECKH MPEJOCTABIISIET 3I0YMBIIII-
JICHHUKaM JIOCTYII K CBOUM CPe/ICTBaM.

YUroOBl OTJIMYUTH TOAACTBHBI OT OPUTUHAJIBHOTO CalTa, TOCTATOYHO BHUMATEILHO MTOCMOT-
pETh ero Ha3BaHUe B aJJPECHON CTPOKE.

OHO 0OBIYHO HAITMCAHO HEMPABUIILHO, C IIOJMEHOM OTHOTO VJTH HECKOJIbKUX 3HAKOB. Bee calThl
WIA WX pas3fielibl, Ha KOTOPHIX yKa3bIBaeTCsl KOH(UACHIMATbHAS MH(POPMAIIUS, WCIONB3YIOT 0e3-
OIACHBIM MIPOTOKOJI NIepe/lauy AaHHbIX https, 3alMIIEHHBII OT MOILIEHHUKOB. [Ipu 3TOM B aipecHoi
cTpoke Opay3epa MPUCYTCTBYET CUMBOJI «3aMOK». Eciii Opay3ep BblIaeT MpeaynpexacHue, yTo cep-
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TH(UKaTy O30MaCHOCTH CalTa HeJb3sl IOBEPATH, MONIb30BATEI0 HEOOXOOMMO HEMEIJIEHHO TOKH-
HYTb TOT CaiT.

Jns obecnieyeHusi 6e30MaCHOCTH JIEKTPOHHBIX KOIIEIbKOB TUIATEKHbIE CEPBHCH BHEAPHIIH
Pz ONUMK, TaKuX Kak SMS-nonTBepkIeHusI IJIaTeKer U IPyruX 3HAaUMMBIX JEUCTBUM C JIEKTPOH-
HBIM KOIIIEJIbKOM, a TaK)Ke MPUBSI3KA JIEKTPOHHOTO Kolenbka K e-mail. Mcronb3yst 9Tu cepBuCHI,
KJIMEHTHI TIOJIy4YaloT BO3MOKHOCTh B ClTy4ae KOMIIPOMETAIMY JIMYHBIX JIAHHBIX ONEPATUBHO BbISIB-
JISITh TIPU3HAKY TIOTBITOK JIOCTYIA K JIEKTPOHHBIM CPECTBaM Y MPUHUMATh MEpPbl: CMEHY Mapois,
oOpariieHre B CITy)k0y Oe30MacHOCTH IJIATeKHOTrO cepBrca. [1aponu Ay JeKTPOHHBIX KOIIETbKOB
JOJKHBI OBITh YHUKQJIBHBIMH (TO €CTh HE MOBTOPATHCS HA JAPYTHX PECypcax) M JAOCTATOYHO CIIOXK-
HBIMU.

1.4.3. MeToabl, pacciuTaHHbIE HA I0OBEepPHe MOJb30BaTeJel

ITo pannbiM Synovate Comcon, 1yt 70 % akTUBHBIX MHTEPHET-IOJIb30BATENEN OIpenes-
IONMM KpPUTEpUEeM BbIOOpa OHJIAWH-Mara3vHa SIBJISIeTCSl BBHITOJHAs CTOMMOCTb TOBapoB. [losb3y-
SICh CTPEMJICHUEM TOKyTaTesiell COKOHOMUTD, 3TI0YMBIIILJIEHHUKY CO3JAI0T MOAJEIbHbIE CAlThl WK
IPYIIbl B COLUANBHBIX CETSX, Mpejyiarasi TOBaphl M0 HU3KOW IIeHe U yKas3biBas B KauecTBe Cpell-
CTBa OILIATHI MIEKTPOHHBIE NeHbIu. OopMIIsis MperoraTy Ha MOJOOHBIX pecypcax, MOKyNaTeiv
PUCKYIOT KaK MUHMMYM TOJTYy4UTh HEKaueCTBEHHBI TOBap, a TO U OCTaThCsl U Oe3 MOKYNKH, U 0e3
CpPE/CTB.

He pexe npoucxoasT ciydau, Korja (hajbIIUBbie «IPOAABIBD» B Tee(DOHHOM pa3roBOpe Mnpej-
JIaraioT MOKYTATeNIo CO3aTh ¥ MOMOJIHUTD IEKTPOHHBIN KoltleseK. Jlanee, mob3ysch HEOMBITHOCTBIO
TIOKYTIATeIs1, POBOIIUPYIOT €ro COOOIIUTH Mapoiib ¥ TAKUM 00Pa30M IMOTYYaloT JIOCTYIT K CpeCTBaM
MOJIb30BaTeJs.

CyllecTBYIOT U Tak Ha3blBA€MbIE METO/Ibl COLMAIBHOM MHKEHEPUH, KOIJA 3JI0YMBIIUIEHHUK
CBSI3bIBAETCS C BJIA/IENbIEM JIEKTPOHHOI'O KOIIIENIbKA MO/ BUIOM COTPYIHHUKA KaKON-T1O0 OpraHnmsa-
[[UH — HAIIpUMep, TEXHUUECKOTO CIelMaIicTa COToBOro oneparopa. I[loa pa3nuyHbMU MpeioraMmu
(mpoBepka KOPPEeKTHOCTH pabOThl CEPBUCA, MOATBEP:KACHUE JIMUHOCTH BJIAIENbIIA ISl TPOBEICHUS
TPaH3aKIIUY U TP.) OH MOXKET CIIPOBOLIMPOBATH MOIH30BATENsI HA KOMITPOMETAIIUIO TApOJiel — B Telle-
(ponHoM pasrosope, mo SMS nnu e-mail.

B npaBuiax 6e30MacHOCTH IJIATEKHBIX CEPBUCOB COACPKUTCS MPEeayNpekIeHHe O TOM, UTO
TOJIb30BaTe b HUKOMY He JIOJKeH cOOOIaTh Mapoiy U OAHOPa3oBbie Kofbl. To ke camoe HaroMuHa-
HUE, KaK MPaBUJIO, IPUXOAUT B CEPBUCHBIX SMS-COOOIIEHUSX OT CUCTEMBI.

OTHOCHUTEJILHO HOBBIH CIIOCOO MOIIIEHHIYECTBA MOSIBUJICS C Pa3BUTHEM CEPBHUCA BBICTABJICHUS
CUETOB MEXK /1y MOJIb30BATEISIMU MHTEPHET-KOLIENILKOB. 3JIOYMBIIUIEHHUK MOXET BHICTABUTH CUET Ha
CPaBHUTENILHO HEOOJIBIITYI0 CyMMY, COMIPOBOMB €r0 KOMMEHTAPUEM O TOM, YTO ITO OIUIaTa KOMUC-
CHUUW WJIA CEPBUCHBIN cOOp 3a Kakue-mOo0 yciayru. Takue nojienbHble cueTa JIETKO OMPeIeUTh 10
PEKBU3UTAM OTITPABUTENSI — KaK MPABUIIO, TO HE3HAKOMOE YaCTHOE JIUIIO.

Hakownel1, 1aBHO U3BeCTHbIE, HO MPOAOIKAOIINME PadOTaTh MOAENIbHBIE PO3BITPHIIIH [IEHHBIX
MIPU30B OT UMEHHU U3BECTHBIX KOMITaHUI. MOIIIEHHUKHU MpeJiaraloT OIyIaTUTh C MOMOIIIBIO IEKTPOH-
HBIX JIEHET «HAJIOT Ha BBIUTPBII» WM CTOMMOCTh TepechUlku npusa. [lonb3oBaTensiMm HEOOXOIUMO
MPOBEPATh MH(MOPMAIIUIO O TIOJOOHBIX BBHIUTPHIIIAX, 0OpaIasch 3a MOATBEPKACHUEM K MTpe/rioara-
€MOMY OpraHu3aTopy.

Kpowme Toro, He cneyer qoBepsTh pa3iuyHbIM JIOTEpessM M (DUHAHCOBBIM MUPAMUIAM, Opra-
HU30BaHHBIM B MIHTEpHETE.
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1.5. PacipocTpaneHHbIe BHIbI
MoOIIeHHUYeCTBa B chepe FJIEKTPOHHBIX JeHer

Kak u3BecTHO, 37IeKTpOHHbBIE NEHBIM KaK IJIaTeXKHOE CPEACTBO, MCHOJIb3yeMoe IMpU OruiaTe
TOBapoB (YCJIyr) U MMeIOIIee TaKylo ke IIEHHOCTb, KaK M HACTOSIINE JICHbIH, MOSBUIOCH CPABHU-
TEJIbHO HeJaBHO. TeM He MeHee 2JIeKTPOHHBIE IeHbIM Ccpasdy ke oOpaTwiii Ha ceds MPHUCTAIbHOE
BHUMaHME MOIIEHHUKOB, TOCKOJIbKY MMEIOT HECKOJIBKO SIBHBIX MTPEUMYILECTB Mepel KIACCUIECKIM
MOIIIEHHUYECTBOM C HACTOSIIIUMMU JIeHbramMu. Bo-TIepBBIX, 3aBJaJIeHUE JIEKTPOHHBIMU JAEHBIaMU
MIPOMCXOIUT yaJeHHO. MOIIIEHHNK U €ro )KepTBa MOTYT HaXOAUTHCS Ha PACCTOSIHUM COTEH U THICSY
KHJIOMETPOB JIPYT OT jApyra. Bo-BTOpBIX, ccCTeMa JIeKTPOHHBIX JEHEr CEerOAHsI JaeT MpeumyIle-
CTBEHHO OOJIBIIYI0 aHOHUMHOCTh TIOJTyJaTesio IeHer. M, B-TpeTbrx, STUMU CUCTEMaMU TOJIb3YIOTCS
OIPOMHOE KOJIMYECTBO TEXHUYECKU OE3rpaMOTHBIX JIIOZIEH.

Hawubonee momynsipHbIMUA CXeMaMU MOIIEHHUYECTBA C UCIIOJIb30BAHUEM IEKTPOHHBIX JEHET
SIBJISTIOTCSI:

* PajpmuBble NUCHbMA U (pUMIIHHTOBBIEe calThbl. OCHOBHAS 1LIeJb (DUILIMHIOBBIX ITMCEM —
3aCTaBUTH TIOJTydYaTeN sl IEPEUTH TI0 CChUTKE HA TMOJJIC/IbHBIN ((PUIIMHTOBHINA) CalT, rae OymyT yKpa-
JeHBI YYETHbIE JIaHHBIE €ro JEKTPOHHOrO Kolesbka. Takue muchbMa THIATeTbHO MAaCKUPYIOT TOA
ouIIMaTIbHOE MUCHMO TOM IJIATEKHON CUCTEMBI, KOTOPOM MoJIb3yeTcs nosyyaresb. [Ipu nepexone no
CCBUIKE B MUCHME MPOUCXOIUT TMOMNaJaHue Ha MOIACIbHYI0 CTPAHUILY, CXOAHYIO CO CTpaHHILIEH Tia-
TexHOU cucteMsl. Ho yike rpu BBOIE yUETHBIX JaHHBIX POQHIIsL OCYIIECTBIISIETCS Mepeaya JOornHa
Y MapoJIsi MOIIEHHUKAM, KOTOPbIE B JaJbHEHIIIEM MOTy4daT JOCTYI K CAMOMY KOIIIEJIbKY.

* «BoJimeoOHble KOmeJbKH» U Apyrue nupamuabl. Ha onHOM 13 MHOroYMCIIeHHBIX (opy-
MOB TIOMEIIAETCsl COOOIIEHNE, B KOTOPOM MPUBOIUTCS CIIMCOK JIEKTPOHHBIX KOILIETbKOB (OOBIYHO
TPHU-CEMb IIITYK) U HACTOSATEILHO PEKOMEH/IyeTCsl OTIPaBUTh $ 1 Ha KakIblid M3 HUX. 3aTeM Mpejiia-
raeTcs mpoayOIMpPOBaTh 9TO COOOIIEHUE U pa3MecTUTh ero Ha oosnee yem 200 ¢opymax. [Tpu 3ToM B
CITMCKE HOMEPOB KOIIIEJIbKOB BMECTO TMOCJIEAHEr0 HEOOXOAMMO MOCTABUTh CBOM HOMep. [lanee mpu-
BOJMTCS IOAPOOHBIN pacyeT, Kak B TEUSHHUE ABYX-TISITH MECSIIEB Ha JIEKTPOHHBIN KOIIIENIEK MOna et
MHOTOKPAaTHO YMHOKEHHasi CyMMa. DTa MOIIIEHHUYECKask cxema MpecieayeT OfHy Ieb — 3a0parh
JEHBI'M BCEX YYACTHHMKOB Cpa3dy. B 3Ty Kareropmio Takke BXOIAT MHMCbMA CO CIIEAYIOIIUM COflepkKa-
HHUeM: «§] paboTtan B cucteme (YKa3blBaeTCs IJIATeKHASI CHCTEMA) M CITyYaiiHO y3HAI, YTO CYIIECTBYIOT
CTielMaIbHble KOIIeIbKH. ECi Ha HUX OCIaTh HEKOTOPYIO CYMMY JIEHET, TO OHU BO3BPAILAIOT AEHBI U
OTIPABUTENTIO B TPEXKPATHOM pazMepe. MeHs HeCpaBeJIMBO YBOJMIIM, U YTOObI OTOMCTUTD UM, $I
J1al0 HOMEepP OTHOTO U3 KOIIIeIbKOB». [ JIaBHAs UX 11eJIb M UTOT — HE3aKOHHBIN YBOJI JICHET .

* I'eneparopbl. MOIIEHHUKY Mpe/iaraioT MporpaMMHoe oOecriedeHre, KOTopoe, 1o X yTBep-
K JICHUIO, TIO3BOJIUT YBEJIMYUTH CyMMY Ha KOIIIEJIbKe B 1 pa3 1 6e3 yIiaTsl B3HOCOB. [Tociie ycTaHOBKH
TaKOH MIPOrpaMMbl TPOUCXOIUT TIOTEPSI BCEX JICHET, HAXOIMBIIUXCS Ha KOIIIETbKE.

* KomnbroTepHblii manTazk. JlaHHBIN TUIT MOIIIEHHUYECTBA 3a4aCTYI0 IPOUCXOIUT B PE3YITb-
TaTe MOCEUIeHHs caiiTa, KOTOPbINA 3apakeH BPEJAOHOCHBIM MPOrpaMMHBIM oOecrieueHreM. [lomnb3o-
BaTeslb BKJIIOYAET CBOM KOMITBIOTEP M BUAUT COOOIIEHNE-OKHO CO CIEAYIIIUM cofepxanueM: «He
nbITaiiTech yOpaTh MPOrpamMmy C Balllero KOMIbIOTepPa, TaK Kak MOKETe ero moBpeAuTh. YToObl BO3-
OOHOBUTB ero padboTy, oTrpaBbTe SMS **** co cemyomem coaepkaHuem *****%*% npa paza, u
MBI BBIIIUIEM BaM KOJ IOCTYIA AJis1 pa30JIOKMPOBKU CHCTEeMbl». OUeBUIHO, UYTO TP OTrpaBke SMS
C MOOMJIBHOTO cyeTa aDOHEHTa MPOU30MIET TOJIBKO CIMCAHKE CYIIECTBEHHOM CyMMBI. Berpedaotes
CITy4au, KOr/Jia BpeIOHOCHOE MTPOrpaMMHOE 0OeCTIeUeHHE, TPOHUKASI B CUCTEMY, OCYIIECTBIISET M-
poBaHue (aiyioB orpeaeseHHoro pacumpenus (doc, docx, pdf, daiisbl 31eKTpOHHOM MOYTHI, (haiiibl
6a3p1 1C, MySQL, MSSQL wu ap.). [lanpHeias 1ejib — BBIMAHUTh Y TIOCTPA/IABIIIETO JICHEeKHbIC
cpenctBa B 0OMEH Ha KJIo4 /1 e poBaHust (aiios.
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* IloaesbHbIe 0OMEHHBIE MYHKTHI. [IpogaBIibl YTBEpKJAIOT, YTO C UX MOMOIIBI0 MOKHO
oomensTe WMZ Ha WMR (w1 Ha000pOT) MO BHITOTHOMY KYpCy U 0e3 yIuiaThl KaKuX-JIu00 Mpo-
1ieHToB. Hrkakoro oOMeHa He MPOUCXO/IUT: 3a9aCTyI0 MOIIIGHHUKH YKa3bIBAIOT, YTO HAa CATe MPOBO-
JSATCS TEXHUYeCKHe padoThl U TpedyeTcsl BpeMs Ha OocyiecTBIeHue ooMeHa. Ho B utore Hudero He
MTPOUCXOIUT U KePTBA OCTACTCS HU C YeM.
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I'maBa 2
DJIEKTPOHHbIE IIATEKN: PUCK BO3MOKHOTI0
HCII0JIb30BaHUS I JIeraJnu3aniy NpecTyIHbIX J0X010B

[Ipexae yemM NpUCTYNUTh K PACCMOTPEHUIO MPOOIEMATHKH, HATIOMHUM O €€ aKTYaJIbHOCTU B
mdpax — cormacHo AaHHBIM YripaBnenuss OOH no HapKOTHKaM M PeCTYIHOCTH, 00beM HEe3aKOH-
HOH JeATeNIbHOCTH, BKJIIOYask YUCTO SKOHOMUYECKHUE MTPECTYIIIEHH S, €XKETOIHO COCTABIISET MOpsIKa
$2,1 Tpnu. D10 nmpumepHo 3,6 % mupoBoro BBII, 13 KOTOPBIX €KEroHO «OTMbIBAECTCST» MPHUMEPHO
$1,6 tpi'. To onenkam Banka Poccru, B 2012 1. 06beM BbIBOJIA KalUTasa 32 PyOek MO COMHHUTEIb-
HBIM OCHOBaHUsAM cocTaBii $39 muipi, 3a aessath MecsiieB 2013 r. — okono $22 mipa?.

1 o

Cwm. nogpotuee: YnxanunH F0.A. MexayHapogHOe COTpyIHHYECTBO B chepe OOphOBI ¢ Jleranu3aiyell JOXOA0B, MOIydeH-

HBIX MPECTYIMHBIM IyTeM, U (PMHAHCHPOBAHMEM TeppopHu3Ma Kak (haKkTop YKpeIruleHHs! ITOOAIBHON M pernoHaIbHON 6e30MacHOCTH //
dunancosas 6e3omacHoctb. Ne 1. Mions 2013 1.

21 BoicTyIuieHus1 [Ipencenarens banka Poccuu 3.C. HabuymmHo# Ha KOH(bepeHIINH « AKTyaJIbHbIe BOTIPOCH peaIi3aLiii rocy-
JapCTBEHHOU MOJUTHKH B chepe NPOTUBOEHCTBIS Jieran3aliiy (OTMBIBAHHIO) JOXOIOB, MOJyYEHHBIX IIPECTYITHBIM ITyTeM, U (PUHAH-
crpoBaHuIo TeppopusMa» 18 nekabps 2013 r. (http://cbr.ru/pw.aspx ?file = /press/press_centre/Nabiullina_18122013. htm).

25



. Komnextur aBropos, A. C. BoponuH. «MoIlleHHUYeCcTBO B TUIaTe:KHON cepe. bru3Hec-sHIMKIIoNe T s»

2.1. Oo01masa MmoaeJib OTMbIBAHUA 1eHer

[Mpouenypa neraqu3alny MPECTYIHBIX AOXONOB (APYTMMH CJIOBAMH — OTMBIBAaHHUE JICHET)
UMeeT pelaollee 3HaueHue AJs AeATEIbHOCTH INPAKTHMYECKH BceX (OpM TpaHCHALMOHAIBHON
U OPraHM30BaHHOW MPECTYNMHOCTH. DTO (PYHKIMS IMpHUCYLIa NMPAKTUYECKU BCEM JAEUCTBUSAM IO
CO3JaHMI0 TIPUOBUTM TPECTYMHBIMU cooOdmecTBaMu®. OHa cocoOCTBYET KOppYMIuH, AepopMupyer
MPOLIECC MPUHATHS SKOHOMHYECKUX PEIICHUH, YCyryOnsieT COIMaibHble TPOOJIEMbl U MOAPHIBACT
(prHaHCOBBIE MHCTUTYTH. BaHKOBCKasi cucTeMa crocoOHa OBICTPO U B JMOOOM 0ObeMe TMepeMelaTh
(buHaHCOBBIE CpeICTBA MPAKTUYECKH B JIIOOYIO TOUKY MUpa U [TO3TOMY CTaJla BECbMa IPUBJIEKATeIbHA
IJ1s KpUMUHAJIBHBIX CTPYKTYP U, KaK CJIICTBUE, OCOOCHHO YSI3BUMA.

OnHMMH U3 OCHOBHBIX (DAaKTOPOB, CHOCOOCTBYIOIIMX OECIpEnsATCTBEHHOMY OCYILECTBJICHUIO
JIeran3aliy MPECTYHBIX JOXOJ0B, SIBJISIOTCS:

— HECOBEPIIEHCTBO MEXaHU3MOB KOHTPOJISI 1 MOHUTOPHHTA 32 JESITEIbHOCTBIO (DUHAHCOBBIX
MHCTUTYTOB, HECOOJTIOIEHNE ME>KIyHAPOAHBIX CTAHAAPTOB PEryJIMpPOBaHMs (PMHAHCOBOM JIeSITEIbHO-
CTH, pa3pabOTaHHBIX CHIEHUATN3MPOBAHHBIMU MEXyHAPOJHBIMU OpraHU3allUsIMU;

— pacmpocTpaHeHre KOPPYMIMHU CPeid TOCYAAPCTBEHHBIX WCIIOMHUTETbHBIX, TIPABOOXPAHU-
TEJIbHBIX U CYJeOHBIX OPTaHOB BJIACTH;

— HEBO3MOKHOCTb UJTM OTpaHUYEeHHE BO3MOKHOCTH 0OMeHa (PMHAHCOBOM MH(OpMaluel ¢ UHO-
CTPaHHBIMHU TPABOOXPAHUTEILHBIMU OpraHaMH.

PaznuyuHble Mepbl 5)KOHOMUUECKOTO XapaKTepa, IPU3BaHHbIE UCKITIOYUTh WM OTPAHUYUTH BO3-
MOXXHOCTb MCTIOJIb30BAaHUSI IPECTYTHUKAMU ITPUOOPETEHHBIX HE3aKOHHBIMU Iy TSIMU JTOXO/IOB, TIPE/I-
CTaBJISIIOT COOOM BaKHEHIIINI KOMITIOHEHT IMPOrpaMM 1o OOpbOe ¢ MPECTYIHOCTHIO.

OpnHa 13 caMbIX pacipOCTPaHEHHBIX (BCTPEYAIOINAscs Kak B OTEUECTBEHHBIX, TaK U B 3apyOek-
HBIX MCTOYHMKAX) CXeMa OTMbIBAHUsI JIEHET BKJIIOYAeT TPU CTaAuu: pa3melleHue (placement), pac-
cioenue (layering) u unTerpanus (integration). YkazaHHbIe CTaJIMM MOTYT OCYIIIECTBIISITHCSI OHOBPE-
MEHHO WJIM YaCTUYHO HAKJIA/IBIBATHCSI IPYT HA JIPyra — 9TO 3aBHCHUT OT pa3padOTaHHOrO MEeXaHH3Ma
JIeran3alvy ¥ OT TpeOOBaHUA, MPEebsBIISIEMbIX MTPECTYITHON OpraHu3aIfen.

Ha cragun pasmemenusi (placement) HeOOXOIMMO U3MEHUTH (DOPMY JAEHEKHBIX CPE/ICTB C
LIEJIBI0 COKPBITUS UX HEJIETaIbHOTO NMpoUCX0oXAeHus. Harpumep, nmocTyruieHus: OT HE3aKOHHOM TOp-
TOBJIM HAPKOTHUKAMM Yallle BCEro MpeJCTaBIsIOT cOO0i Mellkue Kymopsl. KOHBepTHpOBaHue UX B
Oosiee KpyIMHbIe KYIIOPbI, YeKW WM WHbIe (DMHAHCOBBIE TOKYMEHTHI YacTO MPOU3BOAUTCS C ITOMO-
IbI0 TPEINPUATHIA, UMEIOIIUX JIeJI0 C OOJBIIMMU CYMMaMH HAJIMYHBIX JeHer (pecTOpaHbl, TOCTH-
HUIIbI, KA3UHO, MOMKHU MAIllMH), UCTIOJIb3YEMbIX B KaueCTBE MPUKPBHITUS. OTBETCTBEHHBIM COTPYIHU-
KaM (PMHAHCOBBIX YUPEKACHUM, B UbK OOSI3aHHOCTH BXOJUT OCYILIECTBIICHUE Mep, HAITPAaBJIEHHBIX Ha
MIPOTUBOEICTBHE JIETaJI3alK (OTMBIBAHUIO) JOXOJIOB, IOy YEHHBIX ITPECTYITHBIM ITyTeM, U (pHHAH-
cupoanuio teppopusma (ITO1/PT), HeoOXOIUMO XOPOIIIO MPEICTABIIATH, YTO JIeTYe BCETO BHISIBIISITh
IIPOTMBO3aKOHHBIE OTEPAIM Ha CTaJUM pa3MellieHus. B cBSA3U ¢ 3TUM B KpEJUTHBIX OpraHU3alusax
Ha BOOPYKEHUH PUCK-TIOpa3ieIeH A, CITyKO BHYTPEHHETr0 KOHTPOJIS M MOAPa3/Ie/ieHNH (OTAEIbHBIX
coTpynHuKkoB), 3anuMatormxcst [IO/PT, nomkHbl OBITH HEOOXOAMMbIE METOIUKHU JIJIS1 BBISIBJICHUS
HCTOYHUKOB PUCKOB, CBSI3AHHBIX C OTMbIBAHUEM JICHET.

Ha cragum paccioenusi (layering) ymia, OTMBIBAOIIME NEHbIU, CTAPAIOTCA erle OOoJIbIe
3aMECTH CJIeJIbl, IO KOTOPBIM UX MOTYT OOHAPYKHTh. [IJis 9TOro ofiHU ClIoXkHbIe (DUHAHCOBBIE CACTKH
HaclanBaloTcs Ha aApyrue. Hanpumep, 1Uist OTMBbIBaHMsI OOJIBIINX JIEHEXKHBIX CYMM CO3/1AI0TCs (PUK-

3 YronoHbiii konexe CIIA conepxut 6onbiie 100 crateil, HapyIeHHe KOTOPBIX OTHOCUTCS K KATETOPUH TPECTYIICHUH, CBSI3aH-
HBIX C OTMBIBAHHEM JICHET. DTH MPECTYIUICHHSI OXBATHIBAIOT OOJIACTH ASSITENILHOCTH OT TOPrOBJIM HAPKOTUKAMH U (PMHAHCOBOTO MOIIICH-
HHUYECTBA JI0 MOXUIIEHNs U II1oHaxka. B YronoBHom kozekce Poccuiickoit Penepariyiv ogoOHBIX CTaTed 3HAYUTEBHO MEHBIIIE.
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THBHBIC KOMITAHUHU B CTpaHaX, OTIMYAIOIIMXCSA CTPOIMMU 3aKOHAMK O OAaHKOBCKOW TailHE WM Clla-
ObIMU MEeXaHU3MaMH 0OecTiedeHsT COOMIOICHH S 3aKOHOIATe IbHBIX TIOJIOKEHHH, KACAIOIIUXCS OTMBbI-
BaHMSI JICHET. 3aTeM «T'PS3HbIe» JEHBIH MEPEBOIATCS U3 OAHOW (PUKTHUBHOW KOMIIAHUH B JIPYTYIO JIO
TeX Iop, MOKa He MPUOOPETYT BUAUMOCTb 3aKOHHO MOJTyUYEHHBIX CPEICTB.

BrlinieynoMsiHy Thie Omeparyy JTOJKHbBI ObITh 3aMAaCKMPOBAHbI TaK, YTOObI B KOHEYHOM CUETe
PaCTBOPUTHCS B COBEPIITAEMbIX KakK/Ibli JIeHb 3aKOHHBIX cziesikax. OOIENPUHATHIMYI TEXHUIECKUMU
MIPUEMaMH 3J1Ch CJIyKaT pa3InYHble BAPHAHTHI BHIIAUN «OOPATHBIX CCY/I»* M «IBOWHOTO BBICTaBJIe-
HUSA cueT-hakTyp»>.

Jlpyrue TeXHUYECKHe MPUEeMbl HACJOCHHUSI CBSI3aHbI C TIOKYIIKOW JOPOTOCTOAIIMX MPEAMETOB
(LleHHBIX OyMar, JITKOBBIX aBTOMOOWJIEH, CaMOJIETOB M SIXT), KOTOpPBIE YacTO 3allMChIBAIOTCS HA
UMsI IPYTrOro 4esioBeka (C 1eblo elre OOoIbIiie OTIANIUTh MPECTyIMHUKA OT HeJIerabHO MOy YEeHHBIX
cpeacTtB). B nocnenHee BpeMsi Ha JaHHOW CTaJUU CTAJIM aKTUBHO UCTIONB30BaThes TexHosoruu 15O
Y CHUCTEMBI, OCYIIECTBIISIONINE TEKTPOHHbIE Tiatesku (puc. 2.1). OTirune 3aK/I04aeTcsi B TOM, YTO
ripu JIBO KJIneHTOB TpeOyeTcst OTKPhITHE OAHKOBCKOTO CYETa, a JIEKTPOHHBIE TIATEKH MOTYT COBEp-
maThesl 03 OTKPHITUSI OAHKOBCKOTO cyeTa (HarpuMep, CUCTEMbl MOOMJIBHBIX TIJIaTE€kKEH MO3BOMISIIOT
MIPOM3BOIUTH TIATEKH CO CUeTa MOOMIIBHOTO TesiehoHa).

TpefMKaTHBIS NPECTYTNEHNA:
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Puc. 2.1. Oboowernnas cxema ommuléanust OeHez ¢ UCnoavzoéanuem mexronozuu /JbO u
cucmem, OCYueCmeAsIioOuUX NeKMpPoHHble NAAIMEHCU

Ha cragum uaTerpanmu (integration) NpecTyHUKH MbITAIOTCS TPAaHC(POPMUPOBATH JIEHEXK-
HBIE JI0XO[bl, MOJYyYEHHbIE OT MPOTUBO3AKOHHOM JEATEIbHOCTH, B CPEICTBA, UMEIOIIME BHEIIHE
JIeraJibHOE IMPOMCXOXKIeHHUE (JIeHBI'M OOBIYHO BKJIAIIBAIOTCS B OM3HEC, HEBHKMMOCTb, TIOKYIIKY Jpa-
TOLIEHHOCTEN U Ap.).

4 o o
HpI/I HUCIIOJIb30BAHUN O6paTHOI/I CCyIbl MPECTYITHUK BKJIAAbIBACT NEHBI'U B O(i)H_IOpHOC NpeanpUuATrue, HaXoAAEECd MO €ro Tau-
HBIM KOHTPOJIEM, a 3aTEM «CCYKAET» CaM cebe CyMMY BJIO)KE€HHBIX UM CPEJICTB. ITOT TEXHUYECKUI IpuemM Cpa6aTI)IBaCT, TIOCKOJIbKY B
HEKOTOPBIX CTPaHaX TPYAHO ONPENEINTD, KTO Ha CAaMOM [I€JI€ KOHTPOJIUPYET CUETA.

3 JIBoiiHoe BhICTABIICHMH CueT-paKTyphl. ITO MOLICHHHYECKas YIOBKA BBO3a (MM BEIBO3A) CPEJICTB B Ty WM HHYIO CTPaHy, IIIe
OJIHO 13 O(IIOPHBEIX MPEANPUATHIA BEJET ABONHYI0 OyXranTepuio. UToObl BBE3TU «UHCThE» JEHBIM B JAPYroe rocyaapcTBO, HEKOE
NpeANpUsATHE B CTPaHE Ha3HAYAET 3aBBILICHHYIO LIEHY Ha OIpe/ieIeHHBIi ToBap WM ycuyry. s BbIBO3a CpelcTB (HArpuMep, YToObl
n30exkarh yIUIaThl HAJIOTOB) IPEATPUATHIO BBICTABJIAETCS 3aBbIIEHHAs cueT-(haKTypa.
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[NockonpKy mpoliecc OTMBIBAHUS JIHET B ONpPeeIeHHON CTENEeHH M0JIaraeTcsi Ha CyIecTBYIO-
e (PMHAHCOBBIE CUCTEMBI M OTIEPAITUH, TO BHIOOP MTPECTYIMTHUKAMU KOHKPETHBIX MEXaHH3MOB OT'pa-
HUYMBAETCS JIUIIh UX M300pETaTeSIbHOCTHIO. JICHbIM OTMBIBAIOTCS Yepe3 BaTIOTHbIC W (DOHJIOBbHIC
OVpXKHU, TOPrOBIEB 30JI0TOM, Ka3MHO, KOMITAaHWH T10 MPOJiake aBTOMOOWMIIEH, CTPaXOBble ¥ TOPrOBbIE
kommanuu. Yactabie U odIIopHble OAHKU, MOACTABHBIE KOPIIOPAIIMU, 30HbI CBOOOIHOM TOPrOBJIH,
JIEKTPOHHBIE CUCTEMBI M TOPTOBO-(QPUHAHCOBBIC YUPEKACHUS — BCE ITU CTPYKTYPhI MOTYT CKPBIBATh
HE3aKOHHYIO JeSITEJIbHOCTb.

Oneparuu, CBS3aHHBIE C OTMBIBAHHEM JICHET, CTIOCOOHBI 3HAYMTENILHO YBEJIMUUTh PUCK MTOTEPU
peryTaryu 171st GUHAHCOBBIX YUPEKACHUN, HEraTHBHO BJMSTH HA KYPChI BAJIOT U IPOI[€HTHBIE
CcTaBKH. B KOHEUHOM cyeTe 3TH AeHBIM MOCTYNAIOT B IMI0OATbHbIE (PMHAHCOBBIE CUCTEMBI, TJIe MOTYT
MO/IPHIBATh SKOHOMHUKY Y BATTIOTY OT/AEIBHBIX CTPaH, CO37[aBasi CEphe3HYI0 YTPO3Y /IS HAIIMOHATBHOM
Y MEXKIyHapOOHOU Oe30macHOCTU. B pesynbTraTe MpoucXoauT MOAPHIB 1eJOCTHOCTH (pMHAHCO-
BBIX PBIHKOB, TIPY KOTOPOM (PMHAHCOBBIE MHCTHUTYTHI, MOJIAralONIMecss Ha TOXOIbI OT MPECTYITHBIX
NesTHU, CTAJIKUBAIOTCS C JIOTIOJTHUTETLHBIMU TPYAHOCTSIMU, CTPEMSCh a[IeKBATHO YIIPABJISITh CBOUMU
aKTHBaMHU, 00s3aTeIbCTBAMH U orieparisamMu. Hampumep, KpymHble CyMMBI OTMBITBIX JA€HET MOTYT
MOCTYIUTDb B (PMHAHCOBOE YUPEkKICHUE, HO 3aT€M BHE3AITHO OECCIIeHO MCYE3HYTh Yepe3 JEKTPOH-
HBIE TIEPEBO/IbI B OTBET HA TAKWE HEPHIHOUHBIE (hAKTOPHI, KaK OTepaIiy MPaBOOX PAHUTEIBHBIX Opra-
HOB. DTO MOXET MPUBECTH K MPoOIeMaM C JIMKBUIHOCTBIO U TIeperpy3kam B OaHKax.

B HekoTopbIX cTpaHax ¢ (hopMHUPYIOLIEHCS] PHIHOYHON SKOHOMUKOW HE3aKOHHBIE JOXObI MOT'YT
HAMHOTO TIPEBOCXOIUTh TOCYIaPCTBEHHBIE OIOKETHI, UTO MPUBOJUT K YTpaTe MPaBUTEJIbCTBEH-
HOT'0 KOHTPOJISI HAJl SKOHOMHYECKOH MOJHUTHKON. B psze ciyvaeB orpomHasi 6a3a akTHBOB,
HAKOIUIEHHAS 34 CUET OTMBIBAHUS JICHET, MOKET UCITONIb30BAThCS JIJISl CIIEKYIATUBHOM CKYITKY PBIH-
KOB WJTU JIaKe 11eJI0 SKOHOMUKH HEOOJIBINION CTPAHBI.

Oneparuu, CBA3aHHBIE C JIeraTn3alie He3aKOHHO MOTyYeHHBIX JOXO0B, MOTYT TaKKe OTPH-
aTeJbHO BJUATH HA BAJIOTHI U MPOIEHTHbIE CTABKH, MOCKOJIBKY JIMIIA, OTMBIBAIOIINE CBOM
JOXO[bI, PEMHBECTUPYIOT CPE/ICTBA B T€ OOJNACTH, TJle MEHee BEPOSITHO PAaCKPBITHE UX CXEM, a He B
Te, T7Ie BbIIlIe HOPMa OT/IAYH.

Oneparuu, HarpaBeHHbIE HA OTMBIBAHHE JICHET, CHUKAIOT HAJOTOBbIE I0XO0/bI MPaBH-
TeJbCTBA (TEM CaMbIM HAHOCSAT KOCBEHHBIM yIepO YeCTHBIM Hasororviaresibinyukam). Kak mpa-
BWJIO, TAHHAS TIOTEPsI IOXOJOB O3HavaeT Oojiee BBICOKME CTABKHM HAJIOrOOOIIOKEHHUs TI0 CPAaBHEHUIO
C HOPMAJILHOM CHTYyaIruel, Ipu KOTOPOUM MPECTYITHBIE JOXOAbI ObLTM Obl 3aKOHHBIMU M 00JIaraJiuch
Hayioramu. CriefyeT OTMETHTh, YTO OTMBIBAHUE JICHET MOXET IMPOXOANTh B (hOpMe MPUBATU3AIIH.
[MpecTynHuUKYM pacnionaraioT (PMHAHCOBBIMU CPEJCTBAMHU, TIO3BOJISIIOIIMMU JaBaTh 32 MPEINPUSTHS,
Npex/e HaxOAMBIIMECS B TOCYJApCTBEHHOW COOCTBEHHOCTH, OOJiee BBICOKHE IIEHBI, YeM JIeralb-
Hble TIoKynaTe . [IpruBaTu3aMoHHbIe HHUITUATUBBI YaCTO OBIBAIOT SKOHOMUYECKH BHITOJIHBIMU, OHU
MOTYT TaKXke CITY)KUTh MEXaHU3MOM OTMBIBAHHS JICHET.

JIs1 cTpaH, yJacTBYIOIIMX B OTMBIBAHUY JICHET, BO3HUKAET PUCK moTepu pernyTtanuu. Ero 3Ha-
YHMOCTh BO3PACTAET B YCIOBUSIX COBPEMEHHOMW IMI0OATbHON SKOHOMUKH. Pa3nnyHele (priHaHCOBBIE
MpecTyIuieHus (MOIIIEHHUYECTBO B KPYIHBIX pa3Mepax, XHIIEeHUs MOCPEICTBOM OMepaluil ¢ 1eH-
HBIMU OyMaramu Ha OCHOBE BHyTpeHHel MH(OpMAIIUU O JeSITeTbHOCTA KOMITAHUM-OMUTEHTA U JIp.)
MOZIPBHIBAIOT JIOBEPHUE K PhIHKAM, 8 TIPUOBLIb MIEPeCcTaeT ObITh MOKa3aTeleM SKOHOMUIECKUX BO3MOXK-
Hocteil. Co3aaromascs BCIeACTBUE ITOTO HEraTUBHAS PEITyTaIys MPEMsITCTBYeT yCTOMYMBOMY POCTY
9KOHOMMKH Y OJTHOBPEMEHHO IMPHUBJICKAET MeXk TyHAPOJHbIE MPECTYITHBIE OPraHU3aIUK C COMHUTEITh-
HOU peryTaiuei, mpecieayonme Kparkocpounsle 1eau. st BoccraHoBIeHUsT (PMHAHCOBOW perty-
TAllMU CTPaHbl HEOOXOAMMO BJIOKEHUE 3HAUYMTEIIbHBIX TOCYIAPCTBEHHBIX PECYPCOB, YTO MOKHO OBLIIO
ObI OCYIIIECTBUTD ITyTEM HaJIJIeKAIero KOHTPOJISI HaJl OTMBIBAHUEM JICHET.

Poct konmnuecTBa oneparuii, HarpaBJIeHHBIX HA OTMbIBAHUE JCHET, BeIeT K YBEJIMYCHUIO TOCY-
JapCTBEHHBIX PACXOJIOB HAa ITPABOOXPAHUTEITbHBIE OPraHbl (CO3/IaHKe CTIEIATM3MPOBAHHBIX TIOPAa3-
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JeJICHW) ¥ 3/IpaBOOXpaHeHue (HarpumMep, JeueHue HApKOTUYECKON 3aBUCUMOCTHU) JIJIsl TIPEeojIoe-
HUSI BOSHUKAIOIIUX CEPbE3HBIX MOCIIE/ICTBHA.

BonbmmHCTBY (DPMHAHCOBBIX TpPaH3aKIMKA CBOMCTBEHEH HEKOTOPBIN CJie]l, OTHO3HAYHO MTPUBS-
3BIBAIOIIUI CYMMY K KOHKpETHOU mepcone. [IpecTymHUKY n30eraioT UCIoNb30BaTh TPaJIUIIMOHHbIC
TIaTeKHbIe CUCTEMBI TUTIA YEKOB, KPEJUTHBIX KAPTOUEK M T. JI. UMEHHO B CHJTY HAJIMYMS STOTO CJie/a.
OHM MpeNoYNTAIOT UCIOIB30BaTh HAUIMIHOCTH (TaK KaK 3TO aHOHUMHO). Pu3nveckast HATMYHOCTD
MMEeT BeCchbMa CYIIECTBEHHbIE HEeylI0OCTBA, CBA3aHHbBIE C OONBIINM OOBEMOM M MAacCOii’, Mo3ITOMy
JMIA, CIeNUATM3UPYIOIIMECs Ha OTMBIBAHUY JICHET, CTApalOTCsl UCTIONb30BaTh PA3IMYHBIE CTIOCOObI
MepeMeIeHUs] IEHeKHBIX CPEJICTB, Iie MOKHO M30eXKaTh KeCTKUX TPeOOBAHUN K UACHTHU(DUKAIIH.
U cucrembl 7IEKTPOHHBIX TIJIATEXEN CTaIM AJIs1 HUX B KAKON-TO CTENeH! ITPOCTO HAXOIKOM.

6 Hanpuwmep, 44 ynra (npumepHo 20 Kr) KokauHa cTost okono $1 miH. Bec Hanmunoct cymmoit $1 MiH paBeH 256 ¢yHTam
(mpumepHo 116 kr). HanuuHOCTh MOUTH B IIECTh Pa3 NMPEBHIIAET BEC HAPKOTHKOB.
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2.2. DNeKTPOHHBIE ILIATEKHU

3a nocieAHre HECKOJIBKO JIET CUCTEMBI JIEKTPOHHBIX ILJIATEKeW (B TOM YKCIIE TPOBOAUMBIE C
TIOMOIIIBIO TUIAHIIETOB M CMapT(OHOB’) MOMYUYHIIH IIUPOKOE PACTIPOCTPAHEHUE B PA3BUTHIX €BPOIICH-
CKMX U aMEPUKAHCKUX CTpaHax. B HacTosiee Bpems JaHHasl TEXHOJIOTUSI pacyeToOB CTajla aKTUBHO
UCTIONb30BaThes B Adpprke u A3uu. B cBoeit OCHOBE 3/IeKTPOHHBIE IJIATEKU Oa3MPYIOTCS Ha TIATexk-
HBIX CUCTEMaXx, MOAJEPKMBAIOLINX IEKTPOHHYIO Nepejavy HaJuuHbIX cpelcTs. [lepenaya Hatm4yHo-
CTH B CUCTEMAaX 3TOTO KJIacca MOXET OCYIIECTBIISITHCS C UCTIONb30BaHUEM I100aIbHOM ceTr MHTep-
HET WX C MIOMOIIIBIO (PU3UYECKOT0 MepeMEIIeHUs] BLICOKOHOMUHAIBHBIX CMapT-KapT C 3allUCaHHbIM
3HAUEHUEM HAJIMYHOM CyMMBI AeHer. HoBble TeXHOIOrUM OIIaThl IpeJHa3HaueHbl B OCHOBHOM 111
3aMeHbl HAJTMYHBIX JIEHET B PO3HUYHON TOPTOBJIE, & TAKXKE B CICJIKAX YPOBHS MOTPEOUTEIISI.

B cuny a3¢ppekTMBHOCTH M IPOCTOTHI, C KOTOPOM OHU 3aMEHSII0T HAJIMYHOCTb, CUCTEMBI JIEK-
TPOHHBIX IIJIaTeXkel HECYT B ceOe M HOBbIE PUCKH, CBSI3aHHBIE C TIPABOBBIM OOecTieueHreM CIesoK. B
pe3yJIbTaTe BOZHUKAIOT MPOOIEMbI, KOTOPBIE TOMKHBI ObITh pa3pelieHbl B IPOLIECCe Pa3BUTHSI CUCTEM
3TOrO KJIacca, MO3BOJISIONIMX FAPAHTUPOBATh OOHAPYKEHHE U MTPE0TBpallleHe MPOBE/IeHHsI oTlepa-
LM, HAITPaBJIEHHBIX HA JIETAIM3ALMIO TPECTYIHBIX T0XOJOB.

Pricku BO3MOXKHOTO MCHOJIB30BaHUS CUCTEM JIEKTPOHHBIX IUIaTEeXKeN U1 JIerayl3aluu mpe-
CTYITHBIX JIOXOJOB — Tema He HoBas. Emie B centsiope 1995 r. FinCEN® npoeno cemMuHap 1o JiaH-
Hoii ipodneMe B IOpummueckom nHctutyTe ropona Hulo-Hopk. Jlanee B Mae 1996 r. coTpyaHUKH
FinCEN coBmecTHO ¢ HalmoHabHBIM YHUBEPCUTETOM OOOPOHBI MPOBEJIM MACIITA0OHBIE YUeHHS TI0
0TpaboTKe NEeWCTBUIA, CB3aHHBIX C BHISIBJIEHHEM HE3aKOHHBIX OIEpalliii TI0 OTMBIBAHUIO JIEHET, TIPO-
BOJMMBIX C MCTIOJIb30BAHUEM CHCTEM 3JIEKTPOHHBIX TUIaTexel. B xone 3Tux y4yeHuit orpadarTbiBajcs
P71 BO3MOXXHBIX CLIEHAPHUEB UCTIOJIb30BAHUSI CUCTEM JIEKTPOHHBIX IL1aTeKeM 1Sl COBEPLIEHU S He3a-
KOHHBIX OTepariuid.

OCoOeHHOCTSIM JIEKTPOHHOM OIUIATHI TaKke ObUIO YJeJIeHO MPHUCTaIbHOE BHUMAHHE CO CTO-
ponbl ['pymrisl pa3padoTku (pruHAHCOBBIX Mep O0pbOBI ¢ OTMBIBaHUEM JieHeT (PATD?), koTopas sBiisi-
€TCs1 MEKITPABUTEILCTBEHHBIM OpraHoM. Mangatr ®PAT® npexycMaTprBaeT YCTaHOBJIEHUE CTaHIap-
TOB U cofielicTBUE 3(P(PEKTUBHOMY IPUMEHEHUIO MPABOBBIX, PETYJIUPYIOLIUX U ONIEPATUBHBIX MEP IO
60pbOe ¢ OTMBIBAaHUEM JIEHET, (PMHAHCHPOBAaHUEM Teppopr3Ma 1 (PMHAHCHPOBAHUEM PACIIPOCTpaHe-
HUS1 OPYKHMSI MACCOBOTO YHUUTOXKEHUS M UHBIMU CBSI3aHHBIMU YTPO3aMU LIEJIOCTHOCTU MEXIyHapO-
HOW (pMHAHCOBOM CUCTEMBI. B coTpyqHMUYECTBE C IPYyTMMU 3aMHTEPECOBAHHBIMU MEX IyHAPOAHbIMU
yuactHUKaMu PATO takxke paboTaeT HaJl Orpe/ieieHIEM YSI3BUMbIX MECT Ha HAIIMOHAJILBHOM YPOBHE
C LIEJIBIO 3AIUTHl MEKTyHAPOTHON (PMHAHCOBOUM CHUCTEMBI OT 3JI0YNOTpeOICHUH.

Pexomennanmy AT ycraHaBIMBAIOT KOMIUIEKCHYIO M MTOCJIEAOBATENBHYIO CTPYKTYPbl MED,
KOTOpBIE CTpaHaM CJIeAyeT MPUMEHSATh ISl IPOTUBOAEHCTBUSI OTMBIBAHUIO AEHET U (PMHAHCUPOBa-
HUIO TEPPOPU3MA, a TaKke (PMHAHCHPOBAHUIO PACIPOCTPAHEHU S OPYKHS MAaCCOBOTO YHUUTOKEHUS.
CrpaHbl UMEIOT Pa3JIMYHbIE IPABOBbIE, 3IMUHUCTPATUBHBIE U ONIEPATUBHBIE CTPYKTYPBI U pa3InyHbIe
(prHaHCOBBIE CUCTEMBI, B CBSI3U C UEM OHM HE MOT'YT IIPUHUMATh UIEHTUYHbBIE MEPHI 110 TPOTUBOIEH-

"TIo nanHeiM Poccuiickoro otnenenusi FOC, Bo II kBaprasie Tekyiiero rojga 6su1o nocrasieHo okoso 1 960 000 maHiieToB, uro,
o oriekam FOC, Gosiee yeM BIBOE MPEBOCXOIMT aHATIOTMYHBI MPOLLIOrOAHUI Moka3aresns (cM. moxpodHee: Koneco A. Poccuiickuit
KOMITBIOTEPHBII PBIHOK Kak oTpaxeHue skoHomuueckor cutyauun/PC Week/RE. Ne 20. 20 asrycra 2013 r.).

8 VYnpasrenue no 6opsde ¢ prHaHcoBbIME MpectyruienusiMi (Financial Crimes Enforcement Network — FinCEN) 65110 co3nano B
1990 r. OcHoBHas 3aga4a — cofielicTBHe MpaBooxpaHuTenbHbIM opranaM CUTA B 60pr0e ¢ eranu3aryei JOX0I0B OT KpUMUHAIBHON
JesATeNILHOCTY KaK Ha HAI[MOHAIBHOM, TaK U Ha MEXIyHapOIHOM YpPOBHE.

K Me:xnynaponnas opranusanus Financial Action Task Force (FATF), cosgannas B 1989 r. crpanamu «BosbInoil cemepku».
Ceituac B PATP Bxonut Gonee 30 rocynapers. Poccuiickas Peneparus spisercs wieHoM PATP ¢ uions 2003 r. 30 uions 2013 1.
Hopaerus nepenana Poccun npesiceatensCcTBO B 3TOM OpraHu3aliy. YTBep:kIeHue poccuiickoit 3asBku Ha 2013-2014 rr. o3Havaso,
yto Poccrs Haxoaunack Ha XOpOILIEM CUETY U MMeJIa BRICOKUI PEATHHT CBOE aHTHOTMBIBOUHOM cHCTeMBI. Yepes rof B pasa npef-
cezaTess BCTyNuIa ABCTpanusl.

30



. Komnextur aBropos, A. C. BoponuH. «MoIlleHHUYeCcTBO B TUIaTe:KHON cepe. bru3Hec-sHIMKIIoNe T s»

CTBUIO 3TUM yrpo3am. CTpaHaMm ciiefyeT aAalTUpOBaTh K CBOMM KOHKPETHBIM ycIoBUsIM PekomeH-
nanuu PATO, (mpezcTaBisonie COOON MekTyHapOJHbIe CTAaHIAPTHl) M Ha UX OCHOBE pa3padoTaTh
MEpBI JJIsI TOTO, YTOOBI:

— OIpeleNaTh PUCKH, CBA3aHHBIE C HEJOCTAaTKaMH B OpPraHU3allMy Mep MO MPOTUBOAEHCTBUIO
JIeran3aliy MPECTYITHBIX JI0XOH0B, pa3padaThiBaTh €IMHYIO TIOJUTUKY MO BHIIOJHEHUIO IPUHSTHIX
MEp U OCYIIECTBJIATh KOOPAWHALIMIO BHYTPU CTPaHbl MEXKy Pa3JIMUYHBIMU OpPraHU3alUsIMU;

— IpeclieloBaTh OTMbIBAHUE JIEHET, (PMHAaHCMPOBaHWE Teppopu3Ma U (PMHAHCUPOBAHUE pac-
MIPOCTPaHEHUS OPYKUS1 MACCOBOTO YHUUTOKEHUSI;

— MPUMEHSTDb IPEBEHTUBHBIE MEPbI U151 (PUHAHCOBOTIO CEKTOpA U APYTMX YCTAaHOBJIEHHBIX CEK-
TOPOB;

— YCTaHaBJIMBATh ITOJJTHOMOYMS Y OTBETCTBEHHOCTh KOMIIETEHTHBIX OPraHoB (Harpumep, ciel-
CTBEHHBIX, [IPABOOX PAHUTEJIbHBIX M HA/I30PHBIX OPraHOB) M MHBIE MHCTUTYLIMOHAJIBHBIE MEPHI;

— YKPEeIUIATh MPO3PAYHOCTh U JOCTYITHOCTh MH(pOpMAIK 0 OeHeduImapHoi COOCTBEHHOCTH
IOPUMYECKHX JIMIT M 00pa30BaHUii;

— obecreunBaTh MeXyHapOTHOE COTPYIHIUYECTBO.

[Mepeoie 40 pekomenaanuit PATP Obin pazpadotansl B 1990 r. Kak MHUIMATHBA T10 3aIUTE
(prHAHCOBBIX CUCTEM OT JIM1I, OTMBIBAIOLIMX JIEHEKHbIE CPEACTBA, BHIPYUEHHBIE OT IIPOJAKU HAPKO-
TUKOB. 3aTeéM OHU W3MEHSUIUCh, JOMOJHSJINCh U B HACTOSIIEE BPEMs COIEpPXKaT IMOJIOKEHHUs, UMe-
IOLIME MPSIMOE OTHOILIEHHE K HOBBIM TEXHOJIOTHSM U JIEKTPOHHBIM IL1atexxaM (Pekomennanmu 15,
16). Tak, B yactHOCTH, B PekoMenaaiimu 15 yrnomMuHaeTcsi, YTo cTpaHaMm U (pMHAHCOBBIM yUpexe-
HUSIM HEOOXOIMMO OTpeessATh U OIIEHUBATh PUCKM OTMBIBAHUS JIeHET WM (PUHAHCUPOBAHUS Tep-
pOopu3Ma, KOTOpble MOTYT BO3HUKATh B CBSI3M C pa3pabOTKOI HOBBIX MPOAYyKTOB. B Pexomenarum 16
yKa3aHo, 4TO CTpaHaM HEOOXOAMMO 0OECTIeUnThb, YTOObI (PMHAHCOBBIE YUPEsKICHU ST BKITIOUAITH TPeOy-
eMyI0 ¥ TOUHYIO HH(pOPMAIIKIO 00 OTIIPaBUTEE U MOTyJaTelie B IeKTPOHHbIN MEPEBOJL U COPOBOXK-
Jaiolye COOOMEeHNs, a TakKe YTOOBI 3Ta MH(POPMAIIHSI COMPOBOXKJAJIA TEKTPOHHBIN MIEPEBO, WIIH
niepeaBaeMoe COOOIIeHNe TI0 BCel 1enovKe ruiarexa. JlaHHas pekoMmeHaanus Obuta pazpadoTaHa ¢
LEJIBI0 TIPEIOTBPAILEHUsI CBOOOAHOTO JOCTYIa TEPPOPUCTOB M APYTUX MPECTYIHUKOB K CUCTEMaM,
OCYIIECTBJISIIOIIMM JIEKTPOHHbIE TUIaTeKHM. B yacTHOCTH, OHa Mpu3BaHa 00eCTIeuynTh, YTOOB OCHOB-
Has uHpopManys 00 OTHpaBHTeNie U NOMyYaTesie JMEKTPOHHBIX MEPEBOIOB ObUIa HE3aMeJTUTEILHO
JOCTYTIHA!

— COOTBETCTBYIOLIMM IPAaBOOXPAHUTEIbHBIM OpraHam M (WJM) OopraHaM IpOKypaTypsl Ajis
UCTIONb30BAHUSI MU TIPH BbISIBJIEHUM, PACCIIEIOBAHUM JEATEIBHOCTH TEPPOPUCTOB, UX IMpECiIeoBa-
HUU, OTCJIC)KUBAHUU UX aKTHUBOB;

— Tofipa3zieieHUsIM (PMHAHCOBOW pa3BEeIKM ISl MIPOBEIEHUS aHaIM3a MOJO3PUTEIbHON WK
HEOOBIYHOM JIeSITETbHOCTH OT/AEJIBHBIX JIUI U OPraHU3aIni;

— OTIPABJISIIOIIUM, TPAH3UTHBIM U MOTYYAOIIUM (PMHAHCOBBIM YUpeXICHUSIM ISl o0Jerye-
HUS UICHTU(DUKAIIMY U HATIPaBJICHUsI COOOIIEHUI O MOA03PUTENBbHBIX ONlepalusix (CIeKax), a TaKxKe
151 BBITIOJTHEHU 1 TPEOOBAHUI MPENPUHSTH ASHCTBUS 110 3aMOPAKUBAHUIO U COOTIOEHHIO 3aIPETOB
Ha MPOBEJECHUE olepalyid (CIEJIOK) ¢ yCTAHOBJIEHHBIMU JIMIIAMU Y OPraHU3alUsIMUA B COOTBETCTBUU
c 00s13aTeIbCTBAMHM, U3JIOKEHHBIMHA B COOTBETCTBYIOIMX pe3ommorusax Cosera besonmacHoctu OOH
(Takux Kak pe3omouus 1267 (1999) u pezomornusix B ee pazpurue u pesosonus 1373 (2001), otHO-
CAIIMXCSA K NMPeIyNpekIeHUIO U ITPEeJOTBPAIEHHUI0 Teppopu3Ma U (pMHAHCUPOBaHUS TEPPOPU3MA).

Pexomennanus 16 npuMeHsieTcsl K TPAHCTPAaHUYHBIM M BHYTPEHHUM 3JIEKTPOHHBIM TEPeBO-
JaM, B TOM YHCJIe CEpUMHBIM TutaTexam '’ ¥ ruiatexam ¢ MapiipyTHOW MHCTPYKIHe!!.

10 Cepuitibiil m1aTek OTHOCHTCS K IIPAMON MI0C/EIOBATEITHHOM LIETIOUKE OILIATH, KOIJA MEKTPOHHbII TIEPEBOJ M COIPOBOKIAIO-
Iiee ero CooOLIeHNe O IUIaTexe MOCTYNAT BMECTe OT OTIPABIIAIONIEr0 (PUHAHCOBOTO yUpexk/IEHUs K MolydaroiemMy (puHaHcoBoMy

31



. Komnextur aBropos, A. C. BoponuH. «MoIlleHHUYeCcTBO B TUIaTe:KHON cepe. bru3Hec-sHIMKIIoNe T s»

Krnaccuueckue KpeauTHble WM Je0ETOBbIE KapThl TIO3BOJISIOT MX BJIAJEbI[aM KYITUTh TOBAPbI
1 ycayru 6e3 UCTIONb30BaHUsI HAIMYHBIX JAEHET, HO MPU 9TOM pacyeThl MPOXOAST MPU MOCpeIHIYe-
CTBE (PMHAHCOBOTO YUPEXKJCHUS UM SMUTEHTA KPEAUTHOM KapThl (UTO MO3BONAET UAEHTU(PHULIUPO-
BaTh BiaesbLeB KapT). OCHOBHas ke XapaKTepUCTHKa MHOIMX COBPEMEHHBIX CHCTEM JIEKTPOHHBIX
TUIaTeXer CBsI3aHa C yCTPAHEHUEM PETYIHPYIOIIEro TPEThero JInia (Harpumep, OaHKa) Mpu nepegaye
JEHEKHBIX CPE/ICTB MEXAy OByMs (Mam Oolsiee) oObeKTaMu. BO3MOXKXHOCTh mepesaun HaTuYHOCTH
yepe3 nH(POPMAIMOHHBIE CeTH 0e3 MOCPeIHNYECTBA 3HAUYMTENIBHO TTOHMKAET 3aTpaThl HA COBEpIIIe-
HHE CIEJIOK M CO3[IaeT CePhe3HYI0 KOHKYPEHIMIO KOMMEPUECKUM OaHKaM.

['moGanbHBIE BOBMOXHOCTH MOJOOHBIX CUCTEM U TOT (PaKT, YTO Mepenada HATMIHOCTH MOKET
MMETb MECTO C BBICOKOUM CKOPOCTBIO M CTEIIEHbI0 AaHOHMMHOCTH, KOTOpasi PENsTCTBYET HajJieKa-
IIeMY KOHTPOJIO MPAaBUTEILCTBEHHBIMU CTPYKTYPaMH, SIBJISIETCS] CEPbe3HBIM MOBOAOM [isi Oecro-
KOICTBA MPaBUTEJIbCTB Psfa CTPaH.

B aHOHMMHOCTM TUIATEKHBIX CHCTEM YBHJEIM Yrposy mocie Tparudeckux coowituil B CIIA
11 cents6ps 2001 r. B Xome mpoBeAeHHOTO TIIATEILHOTO PACCIEIOBAHUS BBISICHUIOCH, YTO
«Anb-Kanpna» rcrnonb3oBania /eKTPOHHBIE TUIATEKH 17151 (PUHAHCUPOBAHUS TEPAKTOB 2. Vike uepe3
Heckosbko Henienb B CIIIA Obu1 mpuHsaT [aTpruoTrueckuii akT (3aKOH, HAITPABJICHHBIN HA ITPEeCeUeHue
TeppopHU3Ma, KOTOPBI B YMCIIe TIPOYETro MPEIJIOKUI HOBbIe HHCTPYMEHTHI OOpbOBI C OTMBIBAHUEM
neHer). @UHAHCOBBIE yUpeKAEHUS 005321 CTAaBUTh B M3BECTHOCTh TOCYIAPCTBO 000 BCEX MOI03PH-
TEJIbHBIX Omepanusx. Biacty momyuymiv npaBo 3amnpammBaTh HHGOPMAIHIIO O JTI0O0M KJIMEHTe Tia-
TEKHOW CUCTEMbl. AHATIOTMYHbIE M3MEHEeHus1 Tipou3onui u B EBpore 3.

YUPEKACHUIO HETIOCPECTBEHHO WM Yepe3 OHO WM OoJiee TPAH3UTHBIX (PMHAHCOBBIX YUPEKICHUM, HATPUMEP OaHKU-KOPPECTIOH-
nentsl (Pekomenpaimu AT, MexayHapoaHble CTaHAAPTHI MO MPOTUBOACUCTBUIO OTMBIBAHUIO JIEHET, (DMHAHCUPOBAHUIO TEPPO-
pu3Ma U (PMHAHCUPOBAHUIO PACIPOCTPAHEHUsl OPYXKHUs MaccoBoro yuutoxenus / Ilep. ¢ anrn. — M.: Beue, 2012.— C. 110).

" Muarex ¢ MapIIPYTHOH MHCTPYKLMEH OTHOCHTCS K JIEKTPOHHOMY INEPEeBOly, KOTOPbIi OOBEAMHSET COOOIIEHHE O IIATeXe,
HampaB/IeHHOE HETOCPEICTBEHHO OTMPAaBJIAIONMM (PUHAHCOBBIM YUpPEKACHUEM B IoTydaloliee (PMHAHCOBOE yUpExkAeHUe, C MapIll-
PYTHOI HHCTpYKLMeN (PMHAHCUPOBAHHUSI (COMTPOBOK/IEHHE) OT OTIIPABJISIONIEro (PMHAHCOBOTO YUpEkJEHHs B Moydaioliee (PMHAHCO-
BOE yupekJeHUe Yepe3 OIHO Wi Gojlee TPaH3UTHBIX (PUHAHCOBBIX yupexaeHuii (tam xe. C. 109).

12 cm. nogpodnee: Kopones B. 3aranku 11 centsiops. [Nodemy ymamm 6aman? — M.: Beue, 2007 u Kysuenos [I. Cobbitus 11
cents16ps 2001 roma u mpoGireMa MekIyHapOAHOTO TeppoprU3Ma B 3epkaiie obmmecTBeHHoro MueHus. — M.: URSS, 2009.

1382001 . EBponapiameHT BBe TpeOoBaHMe 00s13aTeNIbHON HASHTU(DHKALMK KIMEHTOB, KOTOPOE PaclpoCTpaHsIeTCsl Ha orepa-

iy, npessimatorye €150000.
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2.3. Ucnioib30BaHNe CHCTEM JIEKTPOHHBIX
miaTe;keu JJisi OTMbIBAHUS JIeHer

ITo cBoeil mpupope cuCTeMbl JEKTPOHHBIX TUIATEKeW HMMEIOT TMOTEHIIMAJ, MO3BOJISIONIUI
PElUTh OIHY U3 CaMBIX Cepbhe3HBIX MPOOJEeM IJIsi TeHEBOro OM3Heca — (pU3MUecKoe MepeMelreHre
60)II>IHI/IX KOJIMYECTB HAJIMYHOCTH.

[Mmobanu3anyss MHOTMX CYIIECTBYIOIIUX CHCTEM JICKTPOHHBIX IJIaTeKel JaeT BO3MOXKHOCTb
MPEeCTYMHUKAM HCIIOJIb30BaTh OCOOCHHOCTH 3aKOHOJATEILCTBA, JICCTBYIONIETO B KaX/IOM OTAETBHO
B34TOM I'OCYJJapCTBE, & TAKKE HALIMOHAJIbHBIE PA3JIMYMSA B CTAHAAPTAX 3allUTHI ¥ TPaBUJIaxX HAI30pa,
‘lT06I>I CKpI)ITI) JIBUXCHHUEC HE3AKOHHBIX CpCIICTB.

Bo3MOxHOMY HCHOIB30BAHMIO CUCTEM JIEKTPOHHBIX TUIATEKEH J1JIs1 JIeraIu3alluu MPECTYIMHBIX
JI0XOJIOB OBUIO MOCBSIICHO UCCIIeIOBaHe, TPOBEICHHOE SKCrepTamMu Koprioparmu RAND 4,

HNccnenoBanus mMo3BOJMWIN BBISIBUTH MHOKECTBO OCOOGHHOCTEH B MPOIIECCE OCYIIECTBICHUS
orepaivii B CUCTeMax 3JIeKTPOHHBIX IUIATEkeW, KOTOPbIE MPAaBOOXPAHUTEIbHbIE OpPraHbl TOJIKHBI
BHUMATECJIBHO I/I3y‘II/ITb. CpCI[I/I HUX:

— OTKa3 OT NNOCPEAHNYECTBA;

— 6aHK WM HeOAHKOBCKOE YUpeXkICHUE B KAUeCTBe SMUTEHTA KapT;

— OMepalroOHHasi aHOHUMHOCTb.

PaccmoTpum Kaxkayio U3 HUX MOIpoOHee.

OTka3 ot nocpeanyecrsa. Vcropuyecku npaBoOXpaHUTEIbHAS JEATEIbHOCTh U OpraHu-
3a11d, B YbH (DYHKITMM BXOAUT PETyIMpPOBaHNUE OAHKOBCKOMW JESITEIbHOCTH, MOJIOKIIIMCH Ha TIOCpeI-
HUYECTBO KPEIUTHBIX OpraHu3aluil (M APYruX peryimpyeMbix (PMHAHCOBBIX YUPEXAECHHI), YTOObI
00€eCIeunTh «TOUKHU [IepeXBaTa», Yepe3 KOTOpbIe JEHEKHBIE CPE/ICTBA JIOKHBI IIPOXOJUTH U Ie BO3-
MOXHO TIOJIyYHTh TOJHBIN OTYET 00 MX MpOUCXOkAeHUU. OTKa3 OT MOCPEeAHNYECTBA (DaKTHUECKH
youpaeT u3 Impolecca rnepeBoja JIeHEeKHbIX CPEJICTB OT OIHOTO YYaCTHUKA PacyeToB JIpyroMy Ioj-
HaJ30pHbIE OPraHNU3aIMY U TEM CaMbIM JJA€T BO3MOKHOCTh MIPECTYITHUKAM N30€KaTh TPaJULIMOHHBIX
METO/IOB OTCJICKMBAHUS TIEPEMENICHUS IEHEKHBIX CPEICTB.

baHk u HeGaHKOBCKHeE y4peskJeHHsI B KauecTBe SMUTEeHTa KapT. baHku 1 HeOaHKOB-
CKME YUPEsKJIeHHUS 4acTO HaXOIATCS B Pa3HOM IIPABOBOM IOJIE U ITOITOMY MMEIOT pasjInyHbIe Mpa-
BWIa IJIA BBIIIOJTHECHUSA SJICKTPOHHBIX iarexen. B HacToAmEee BPpEMA B HECKOJIBKHUX CTPaHAX TaKHE
pasInyus yxe UMET MeCTo.

OnepanuoHHasi aHOHUMHOCTb. B HEKOTOPBIX cHCTeMax JIEKTPOHHBIX TUIATEKeW, KOTOPbIE
HaxogATCA Ha CTalUN CTAHOBJICHH A, TOYKAa BBEACHU A CPEACTB B CUCTEMY HEMIPO3pavHa U TOYHO OITpe-
ACJINTD IJIATCJIbIIUKA MTPAKTUYCCKNU HEBO3MOKHO.

Hanee paccMoTpuM 00OOIIEHHBIE IPUMEPHI 110 UCTIONB30BAHUI0 CUCTEM IEKTPOHHBIX I1J1aTe-
kel IJIs1 OTMBIBAHUA JEHEKHBIX CPEACTB.

Ha pucynke 2.2 npuBeneHa cxema MpoJaki HAPKOTHKOB B OOMEH Ha OIHOPa30BbIe KapPTOUKH
HomuHaIoM 710 $100 000. DT KapTOUKM COOMPAIOTCS TOPrOBIEM HAPKOTUKAMHU U PEATU3YIOTCS
Yyepe3 MOJCTaBHbIE OPraHU3alliy (KaK MPaBUIIO0, KOMIIAHUY, CIICHUATTM3UPYIOIIMECs HA OKa3aHUU pa3-
JIMYHBIX YCIIYT WIM NPENNpPUSTUAS] PO3HUYHON TOProBjM). DTU OpraHU3allvy MEpeaaoT JaHHbIe 10
KapTOUKaM CO CBOMX TEPMUHAJIOB B OaHK, 3aTeM MEpeBOIAT JEHbIU Ha CYUeT JINIA, KOTOPOe 3aHuMa-
€TCA JICFaHI/BaIH/Ieﬁ MMPECTYIHBIX OOXOIOB. Komvnannu n MNpEeaAnpruATUA, Y4aCTBYIOIIHUE B TAKUX CXE-
Max, TOJTy4aloT OIpe/eIeHHYI0 KOMUCCHIO 3a IIPOBE/ICHNE ONepaluii OT OpraHu3aTopa OTMBIBOYHON
CXEMB.

4 RAND (aurn. POHJI — abOpeBuarypa ot Research and Development — «VccnenoBanust U pa3paboTKa») — aMepHKaHCKHUI
CTpaTernvecKuii NCCIeJoBaTe/IbCKUI LEHTP. SIBIIsieTcss HEKOMMEPUYECKON OpraHn3aLkei.
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Komnasus, Kommepueckuii Sank A,
B KOTOPOM OTKPbITS!
CYSTa OPraHUIaLMIA,

NOAKOHTPOMEHEIE MUY X

i Tuuo X, b /
\_ KOTOPOR OTMLIBAET fleksrk  / /

KM DaHK
B, B KOTOPOM QTKpBITE!
CUETa Ha MU0 X

Mpzanpuate d
DO3HMUHON TOPrOBAM

Puc. 2.2. Cxema nezanuzayuu 0eHeN’CHbIX cpeocme Om npooadic HapKOMUKo8, ¢ UCN0Ab3064-
Huem 00HOpa306vix kapm Homunanrom 00 $100

Ectb 1 ipyrue criocoObl peamn3aiiy cMapT-KapT. MHOTYe IJIaTeXXHbIe CHCTEMbI TTO3BOJISIOT C
roMol1pio IHTepHEeTa epeBOaUTh CMapT-KapThl HU3KOTO HOMUHAJIA B CMAPT-KAPThl BLICOKOT'O HOMU-
HaJla, €C/d B AaJIbHEHIIeM Mepe]] MPecTyIMHUKAMK CTOUT 3a/1aya Mepeadu JIeHeKHbIX CPEe/ICTB, pa3-
MEIIeHHBIX Ha cMapT-KapTtax. Ha pricyHke 2.3 npuBeeHbl JBa OCHOBHBIX CIIOCO0a:

1) BBIBO3 B JIpyryl0 CTpaHy (TaK Kak CMapT-KapThl UMEIOT HEeOOJbIIE pa3Mepbl, UX MOKHO
JOCTATOYHO JIETKO M Ha/IeXKHO CIPATATh);

2) nepenava ¢ MOMOIIBI0 MOOWIIBHOTO Tesie(poHa (Tak KaKk MHOTHE COBpEMEHHbIe MOOWITbHBIC
TesiepOHBI CIIOCOOHBI B3aUMOJICHCTBOBATh C PA3IMYHBIMK CEPBHCAMU, BHITOTHSIONMMU TTOJOOHBIE
oreparyu).

Beig03 B Apyrys CTpaHy

[eHemHbiz C
CpencTea

DT-KapThl
r0 HOMUHANE | ™

Mepenads Dexsmmslx
CPeACTE C NOMOLWBIo
MoBunsHore Tenehora

Puc. 2.3. Cxema nepedauu OeHEeHCHbIX CPeOCmE ¢ UCHONb30BAHUEM CMAPM-KAPN 8blCOKO20
HOMUHANA

Ha pucynke 2.4 npezacraBieHa cxema Jierajin3aldy MPECTYMHBIX JTOXOIOB C UCIOJIb30BAaHUEM
Pa3IMYHBIX OJIArOTBOPUTENILHBIX (DOHIOB. DOH/IBI, 3a/ICHICTBOBAHHBIC B MOJOOHBIX CXeMaX, CITCIH-
aJIbHO CO3/IAI0TCS COBEPIIIEHHO TSI APYTUX IIeJIel, HO OBIBAIOT CJTyYau, KOrjia ImogoOHble (hOHIBI OCY-
IIECTRIISIIOT MApaJUIeIbHO U OJIArOTBOPHUTENILHYIO IeSITeJIbHOCTh. B TaHHOM Ciiydae JuIsl IpaBooXpa-
HUTEJIbHBIX OPraHOB 3a/1a4a CYIECTBEHHO OCJIOKHSETCS, OTHAKO TINATEIbHbBIN aHATIN3 ITOCTYTAIONINX
JICHEXHBIX MEPEBOIOB M JaJIbHEHINee UCIOIb30BaHue (DOHIOM JEHEKHBIX CPEICTB MOXET 3HAUM-
TEJILHO OOJIErYUTh MTPOIIECC BHISIBICHUS UCTUHHBIX IIeJIel CO3aHus TAKUX (DOHJIOB.

HoMMapUaCkMin GaH A,
Beb-caitT ponma B KOTOPOM OTKPBIT cuaT
poxma

Nuuo X, \
TOpOS OTMEIBAET JeHBIH /.»'

2puackuit Banx B,
OTKPBIT CUeT
KOMMEHIN

Komnakus,
NpHKagnesallan

34



. Komnekrus aBropos, A. C. Boponun. «MoleHHIUECTBO B IUIaTe:KHOM cepe. buzHec-sHIMKII0Ie [1 s>

Puc. 2.4. Cxema nezanuzauuu OeHeHCHbIX CPEOCME C UCNOALI0BAHUEM ONA20MBOPUMENbHO20
¢onoa
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2.4. Ypoku Liberty Reserve

B xonne mas 2013 r. mpokyparypa Heio-Hopka 00BsABHIA O TIPHOCTAHOBKE JEATETHHOCTH
riatexxHol cuctemsl Liberty Reserve!s. OcnoBannasi B 2006 1. B Kocra-Puke matexnas cucrema
Liberty Reserve uepe3 cOOCTBEHHYIO0 BUPTYaJIbHYIO BATIOTY TO3BOJISUIA MOJIb30BATENSIM aHOHUMHO
MIepEeBOIUTH JEHEKHbIE CPEICTBA B JTIOOYI0 TOUKY MUpa 32 HEOOJBIIYI0 KOMHUCCHIO. Yepe3 cucrtemy
MPOIILIO 55 MITH IJIaTexer Ha cymmy $6 Mipa.

V Liberty Reserve Obu1 mouty 1 MJIH KJIMEHTOB U3 pa3HbIX CTpaH Mupa. [1o JaHHBIM MPOKY-
POPOB, MpeCTyIHbIE IPYNIUPOBKY, NOJIb30BaBIIMecs yciayramu Liberty Reserve, 6azupoBaiuch BO
Brername, Hurepuu, I'onkonre, Kurtae u CIIIA. Kommnanus Opuia «TIOOUMBIM OaHKOM TIPECTYITHOTO
MUPa», TOBOPUTCS B OOBUHUTEIHHOM JOKYMeHTe. MOIIIEHHUKOB MPeXk e BCEro MPUBJIEKaIa aHOHUM-
HOCTb. [[J1s yCTIeTHOM perucTparyu, a 3aTeM MPOBEeICHHUs IeHEKHBIX ONeparii ObIO0 JOCTATOYHO
yKazarb a/ipec IeKTPOHHOI nouThl. Hanpumep, ovH U3 CEKPETHBIX areHTOB (Kak OTMETUJI IPOKY-
pop IO:xuoro okpyra Heio-Hopka Ipur Bxapapa) 3apeructpupoaics B Liberty Reserve mon mve-
HeM [Ixo PanpiuBeiii (Joe Bogus) 1 gast cTonb ke «KpacHOPEUUBOE» UMSI CBOEMY CUETY «YKPacTb
Bce» (to steal everything), a cBo# azipec ykazan cieayomuMm odpasoMm: «123, INognenvHas [aBHas
Viuna» B «IlomHocteio Beimymannom [opope, CIIIA» — u ero 3apeructpupoBaiu 'S,

AMepuKaHCKue NpaBOOXpaHUTEbHblE opraHbl HasBaiu Liberty Reserve «kpymnueimmM B
WCTOPUM OTMBIBAaHWEM IIPECTYIHBIX JIeHer nocpecTBoM VHTepHeTa». PaHblile MOIIEHHUKH, OTMBbI-
BaBIue B VIHTepHeTe NeHbr, ObUIM YBEpPEHBI, UTO 3[eCh JEHUCTBYET TO e MpaBuio, uTo U B Jlac-
Berace: «To, 4ro ciayvaercsa B HTepHeTe, He BBIXOOUT 3a Ipenensl VHTepHera». Tenepp Tak yxe
HE CKaXkellb. ..

N3BectHas poccuiickas kommnanus Group-IB nposena cBoe paccienoBaHue AESTENbHOCTU
Liberty Reserve!”. Tak, no napopmManmu cotpytHIUKOB Komranuu Group-IB KJMeHT MOr COXpaHUTh
WHKOTHHTO, JaXe TIepeuncliss JeHbI'M U3 pecriekTabenbHOl cucteMbl Bpoae WebMoney, koTopast
MPOBEpPsIET CBOMX MoJIb3oBartesnerd. KimeHT takxe Mor 6e3 mpodiem KyImuTh JieraabHO 0(hOPMIICHHBIH
B TAKUX CHCTEMax KoleseK (Tak Ha3biBaeMblii aTTectar!®). B arrecrare Morim ObITh IaHHBIE U3 YKpa-
JEHHBIX JOKYMEHTOB, HO HEOOS3aTeNIbHO, TaK KaK CYIIECTBYIOT CEPBHCHI O MPOJAKE MACHOPTHBIX
JaHHBIX, KOTOPbIE YECTHO KYIUICHBI Y BJIa/IeNbIIeB JOKyMeHTOB. Jlioiel, J0OpOBOIBHO MPEI0CTaBIISI-
IOIIUX CBOY JAHHBIE, HA3BIBAIOT «JIPOTAMI» WM «MYJIaMi» (UX JaHHbIE OOBIYHO MUCTIONB3YIOTCS IS
MPOBEEHUS CIEJIOK, IPUeMa TOBAPOB WM OAHKOBCKHX MEPEBOIOB, OOHATMYKY U T. 1.). Y «JIpOMo-
BOJIOB» MOKHO OBLJIO KYIUTb U JIEKTPOHHBIA KOIIENEK, MPUBSA3aHHBINA K peabHOMY OaHKOBCKOMY
CUeTy C TUIACTMKOBOM KapTOM, U C KYIUICHHOTO CUeTa OCYLIECTBIISATh Oe3HAINYHbIE OAHKOBCKHUE TPO-
BOIKHU B Ty ke Liberty Reserve.

Liberty Reserve mpuHMMAaa Tomaaku, KOTOpble HA OAWH OAHK WU IMPOLIECCUHT HEe TIOIKITIO-
ynt: ¢puHaHcoBble mupamuasl, HYIP-ponas ', mponaBLoB JOKHBIX aHTUBUPYCOB U BPEIOHOCHBIX

15 Caitr nunatexnoit cuctembt Liberty Reserve npekparui padory 24 mast 2013 r. OnHoBpemenHo B Vcnanuu GbuT apecToBaH r71aBa
koMmmannu Aptyp BynoBckuil, Takxke n3BecTHbIN Kak Apryp Bemandyk u Dpuk IMami, a Takxke (pUHAHCOBBII MEHEIKep IUIATeKHOM
crcteMbl A33e1H 271b-AMUH. B TOT ke eHb B Hplo-iOpKCKOM B pykimae B3sim mmoa crpasy ObIBIIero coiazenbiia Liberty Bimagiumvupa
Karra u mporpammucra Mapka MapmusieBa. Eiie onquH TeXHUUeCKuiA COTPYTHUK mpoekta, Makcum Yyxapes, Obu1 apectoBad B Kocta-
Puxe. [IBoe momo3peBaembix, Axmen Sccun AGnenbranu u Astan dcreban Mnansro XumMeHec, HO-MpekHEMY HAXOMATCS B PO3bICKE.
Kpome Toro, ObLTM 3aKPBITHI €ILE MATh CAUTOB M APECTOBAHbI 45 MPUHAIJICKABIINX BJIaEIbLIaM IUIATeKHON CUCTEMBI CYETOB B GaHKax
CIIA. Ha aux xpanuinocsh $25 mH.

16 Cm. nonpodree: [TanoB A. Jxo ®anbimselii MokeT ykpacThb Bee // HoBast razera. Ne 58. 31 mas 2013 r.
7 Ccm. noapoGuee: [lerpoa C. JTlo6umbliil 6aHK KpuMuHaiIbHOTO Mupa // Beqomoctu. Ne 129. 22 uons 2013 r.

18 Mo panubmv A. Komapoga, arrectar BmMecte ¢ SIM-kaproit (y WebMoney Tpan3akuus nmoaTsepxaaercss SMS) u ckaHoM mac-
nopta crout oobraro $150-400.

9 gyrp (High Yield Investment Program) — MolieHHUYeCKHe TPOEKTHI, IOX0XKUE Ha HHBECTULIMOHHBIE (DOH/IBI C BBICOKOM J0XO[-
HOCTBI0. B 0OCHOBHOM online-IpoeKTh, KOTOpble paboTaIOT C AMEKTPOHHBIMYU BAJIIOTAMH.
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KOJIOB, paclpoCTpaHuTes el MOIIeHHMYeCKUX SMS-TIOANMMCOK, Mara3uHbl KpaJIeHbIX KPEIUTOK, CKa-
HOB TIaCIOPTOB U T. TI.

AMepHKaHCKHe BJIACTH YTBEPXKIAIOT, YTO LiesieBoi ayautopueit Liberty Reserve Obut ri1aB-
HBIM 00pa30M HApKOTOPTOBIIbI, HeJIeraJIbHble TIOPHOTpadbl, KapAepsl, Xakepbl, co3/1aTeNn (PUHAHCO-
BBIX TIMPAMUJI, 3AMACKMPOBAHHBIX MO/ MHBECT(POH/IBI, U UX KJIUEHTHI, & TAKKE TEPPOPHUCTHI.

HanomMHuM, 4To paHee aHaJIOTMYHBIN CITydail POU30IIIeN ¢ IJIaTeKHON CUCTEMOW KOMITAHUU
E-gold. B omiinyme ot COBpeMEHHBIX 3JIeKTPOHHBIX TUIATeKHBIX cucTeM E-gold Obla mocTpoeHa He Ha
JEHEKHBIX €IMHUIIAX, MPUBSI3aHHBIX K JOJUIAPY WM IPYTOH BaoTe. BMecTo 3TOro moib»3oBaTessim
MIPe/JIaraaoch MOKyMnaTh 30JI0TO WM JPYTUe IparolieHHble MeTaslIbl (cepeOpo, IIATUHY U NAJTaani ),
Haxogsuecs Ha xpaHeHuu y kommnanuu E-gold Ltd. Ha nuke cymectBoBanus cucreMa npoBoania
TpaH3akiuu Ha $2 mupa B ron®.

Hesarensnocts E-gold npusnekana BHUMaHue amepukaHckux Baacted B 2005 r., B 2007-m Bia-
AeNnbIlaM cepBUca ObLTH MPebsBIeHb OOBUHEHHS] B OOCITYKMBAaHUU CO3/aTeNiell MOIIEHHUYECKUX
MHBECTUIIMOHHBIX TTPOEKTOB U JPYTUX MPECTYITHBIX TPYIII.

Tak, B yacTHOCTH, KomniaHuu E-gold u ee pykoBoauTensiM ObUTH MPEAbSIBIEHBI CIAEIyOIIUe
HapyIIeHHUS:

— cratbs 18 CBopa 3akoHoB CIIIA, pazgen 1956 (IlpectynHblil CroBOp € IEJIbI0 OTMbIBAHUS
JIeHer);

— cratbsi 18 CBona 3akoHoB CIIA, pasznen 371 (IlpectynHbiii croBop);

— cratbs 18 CBopa 3akoHoB CIHA, paznen 1960 (HezakoHHbIE onepaiiiy 1o NepeBoy JIeHEK-
HBIX CPEJICTB);

— cratbs 26-1002 Croaa 3akoHOB okpyra Komymous (HenmiieH3uoHHAS JesITeTbHOCTD 110 OCY-
IIECTBJICHUIO ICHEKHBIX MEPEBOIOB);

— cratbs 18 Ceopa 3akoHoB CIIIA, pasnen 2 (ITocoOHMYeCTBO, MOACTPEKATETHCTBO U COyYa-
CTHE B IIPECTYIICHUHN);

—cratbs 18 Ceopga 3akoHoB CIIIA, pa3nmen 982 (a) (1) (KoHduckarus B yroJloBHOM nopsiake) 2.

Crycrs ro reHepasibHblil qupekTop Kommanuu [yrnac JI. JIxxekcoH npusHajcs B coBepllie-
HUM (PMHAHCOBBIX omepaluii 0e3 JIMIEH3UH U OTMbIBaHHH jieHer. [IpuroBop Obu1 BeiHeceH B 2008 T.
Hyrmac JI. [IkeKCOH MOT MOoTy4YuTh TIopeMHbIi cpok A0 20 jet u mrpad $500 000 TobKo 3a yyactue
B OMEpaIHsX M0 OTMBIBAHHIO, & TAKKe MATH JieT TIopbMbl U mTpad $25 000 3a paboTy 6e3 JIUIeH3UH.
OnHako eMy MpPUCYAWJIMA BCErO TPH rofa YCJIOBHOTO CpoKa (BKJIOYAs IIECTh MECSIEB JOMAIIHETO
apecra), 300 yacoB oOriecTBeHHbIX padoT u mrpad $20072,

JlocTaTouHO NMOKa3aTeIbHbI ObUTH CJI0BA HAYAIBHUKA OT/IENa YTOJIOBHBIX paccienoBanuii Hao-
roBoii ciyx0sl CIIA (1RS) Puyapaa BeGepa, KOTOpBIN CKa3ai, 4TO «Mbl BXOAUM B BUPTYaJIbHYIO
SMOXY OTMBIBaHMS JIeHeT — ecyii Obl Asib KarioHe ObUT 5KUB, OH OBl MPATAJT IEHBI'M UMEHHO Tak» 2.

MHor#ue 3KcnepTsl B 001aCTH PUMEHEHH S CUCTEM JIEKTPOHHBIX JIEHET CXOIATCSI BO MHEHUH,
YTO TMPH PACCMOTPEHHHU crelU(pUKN (PYHKIIMOHMPOBAHUS MOAOOHBIX CHCTEM C TOUKH 3PEHHS MPo-
TUBOJEWUCTBUSI OTMBIBAaHHIO JIEHET HEOOXOAMMO IMOMHUTD, YTO AEATETBHOCTD 10 MPOTUBOACHCTBUIO
JIeTaIn3aliy JI0XOA0B, MOMYyYEHHBIX MPECTYMHBIM IyTeM, U (PMHAHCHPOBAHUIO TEPPOPU3MA SIBJIS-
ercsi, CKopee, BcriomoraresibHoi. HeoOXomumMocTh B Hell BOHUKAET He U3-32 «BPOKICHHBIX» PUCKOB,
XapaKTEepHBIX 151 (PMHAHCOBBIX IMOTOKOB,  M3-3a COBEPILICHUSI MPECTYIUICHUH, U3 KOTOPHIX U3BJIEKa-
eTcst MpUObLTh. DTa MPUOBLIL MOXET OBITh HAIIPaBJICHA B TOM YMCJIe Ha TEPPOPUCTUIECKHUE LIEITH.

0 cm. nonpodHee: «KpunroBamorunku mnox konmakom» // Kommepcant-Jlensru. Ne 27. 15 wons 2013 r.

2! Nocros B.JL., lycr I[1.M., BanunypoBa A. A., IlyxoB A. B. Dnekrponnsie puHaHcH. Mugsl u peanbHocTs. — M.: KHOPYC:
LINIICuP, 2012. - C. 133.

2 I[pyI‘I/IC qJI/II'ypaHTbI JcJia OTacIaJIuCh aHAJIOT'MYHbIMHW HAKAa3aHUAMU.

o nonpoduee: Boukapesa T. Bupryanbhas npaueunast // Benomoctu. Ne 093. 30 mas 2013 1.
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B ycnoBusix, korga B 000poTe MPHUCYTCTBYIOT HAJIMYHbIC, SBISIONIECs a0COIIOTHO aHOHUM-
HBIMH, TOTAIbHBIA KOHTPOJIb HE MOXKET SIBJIATHCS camolienblo. [lonpasaenennsi (pMHaHCOBBIX pa3Be-
JOK TOCY/IApCTB MOHUMAIOT 3TO, a TIOTOMY aKLIEHT JIENA0T CKOpee Ha aHAIN3e TPaH3aKIIUM, HEKeIH
Ha cOOpe MaKCUMAaJIbHOro 00beMa JIaHHBIX 0 cyObekTax. CHCTeMBbI JIEKTPOHHBIX JIEHET, B CBOIO OUe-
peapb, 001a1aI0T BO3MOKHOCTSIMH TI0 BBISIBJICHHIO MTOI03PUTENIBHBIX TPAH3aKIIUK, a TaKKe, TPU HE0O-
XOAUMOCTH, (PUKCUPOBAHUIO JOCTATOYHOM JIJIs1 IIPOBE/ICHUSI OTIEPATUBHO-PO3BICKHBIX MEPOITPUSTHI
MH(pOPMAIHH.

OTtMeTuM emie OOHY OCOOEHHOCTh CETOJHSIIHErO BPEMEHH — 3HAYMTeSbHOEe ocialiieHue
pekrMa CoxpaHeHHUs1 OAaHKOBCKOU TallHbI B paMKax pelleHus 3a4a4 10 MPOTUBOIEHCTBUIO OTMBIBA-
HUIO JIeHeT, (PMHAHCUPOBAHUIO TEPPOPU3MA U (PMHAHCHPOBAHUIO PACTIPOCTPAHEHHS OPYKUSI Macco-
BOro yHU4TOXeHUsl. COrnacuThes C TAKMM TMOIXOIOM MPHIIUIOCh MHOTUM CTpaHaMm, BKJmodast [1IBeit-
[ApHI0, T/Ie TPAAUIIMOHHO AEHCTBOBAN MOPSAOK MAaKCUMAJIBHOTO COXpPaHEHUsI KOH(UIACHITUATBHBIX
CBEJICHUI, COCTaBJISIIOIIMX OAaHKOBCKYIO TaiHy. 3akoHoaaTeIbcTBO IIIBeliiiapru He colep:KUT orpe-
neneHusi OaHKOBCKOW TailHBI U TepevHst MH(OpMaIny, Mojajexanieil oxpane 6ankoM. baHkoBcKkast
TaiiHa oxBarbiBaeTcs cratheil 13 Koncturyrmu [Beiinapuu, 3amuinaoriei mpaBo BCex JIMIl Ha yBa-
JKEHUE TalHbI YaCTHOHM U CEMEIHOM XM3HU. DTa KaTeropusi BKJIIOYAET B ce0s M OXpaHy TallHbl UCTOY-
HUKOB JIOXOJJOB M TIPOMCXOXK/ICHUsI aKTHBOB, 32 UCKJIIOUEHHEM CITy4aeB, KOTOPBIM MPEIIeCTBOBAIIO
COBEpIIIEHUE MPECTYIUICHUs >,

B 6aHKOBCKOH 1 cyneOHOM MpakTuKe OAaHKOBCKAasl TaiiHa MOHMMAeTCs Kak MpogecCHOHANb-
Hasi 00s3aHHOCTh OAHKMpPA MOIJIEPKUBATh CTPOXKANIIMNA PeKUM KOH(PHUICHIIMATBHOCTH B OTHOIIIE-
HUM JTI000M MH(POPMAITMH O JIMYHBIX U (PMHAHCOBBIX OOCTOSTEIbCTBAX KJIMEHTA U HEKOTOPBIX Tpe-
TBHUX JIMII, €CJIM OHa ObLJIa TIOJTy4YeHa B XO/Ie OCYIIECTBIICHHS UM MPOpECCUOHATIBHON eI TeTbHOCTH.
B crarbe 47 3akona HIseiitiapyu ot 8 HOs0pst 1934 1. «O GaHkax u cOeperateabHBIX Kaccax» (C
M3MEHEHUSIMU) TSI JIUIIA, PACKPBIBILIETO OAHKOBCKYIO TaliHy, TOBEPEHHYIO €My WJIY MOTYyYeHHYIO UM
KaK YNHOBHUKOM, paOOTHUKOM, TOBEPEHHBIM, APOUTPAKHBIM YIPABJISIONIMM, JOKHOCTHBIM JIUIIOM
Oanka, mpencraButeieM Komurera mo 6aHkam, paOOTHUKOM ayJMTOPCKON KOMIIAHWW WJIH JIWIIA,
TMIBITAIOIIETOCS] BOBJIEUb TPETHUX JIMII B HApylIeHHe OaHKOBCKOW TaiHbI, MPEAyCMOTPEHA YrOJIOBHAS
OTBETCTBEHHOCTH B BUJIE JIMIIIEHUsI CBOOO/IBI HAa CPOK JIO IIECTH MECSIeB WM ITpada Ha CyMMy He
6onee 50 000 mBeinapckux dpankoB. Hocuresnsim 0aHKOBCKOM TalHBI 3aITpeIiaeTcs Jaxe pacKpbl-
BaTh MH(OPMAIIHIO O TOM, YTO OHU 00JIAIAI0T OAHKOBCKOW TAHOM. 3aKOH TaKKe yCTaHABJIUBAET 00sI-
3aHHOCTh XPaHUTh OAHKOBCKYIO TallHY Ja)ke Moclie MpeKpaIieHusi TPyJOBOro WM UHOTO JOTOBOpa,
IIPY STOM CPOK JEWCTBHS TaKOW 00S3aHHOCTH HE YCTAHABJIMBAETCS, U3 YEro MOKHO CIENaTh BBIBO
0 ee JIEVCTBUU B TEUEHUE BCEH KU3HU €€ HOCUTEAD.

Ha ¢enepaisiom yposHe B IIBeiitiapuu aefictByet 3akoH ot 10 gekadps 1997 r. «O 6opbde
C OTMBIBAaHUEM JIeHeT ¥ (PMHAHCHPOBAHKEM Teppopu3Ma B (PUHAHCOBOM CEKTOpe» (J1ajiee — 3aKOH O
60prOe ¢ OTMBIBaHKEM JieHeT), KoTopbiid B 2009 1. ObUT IpUBeIeH B COOTBETCTBUM ¢ PekomeHaausaMu
DATD. VunrsiBas Pekomennammio Ne 4 (6aHKOBCKasI TaliHa He JOJI)KHA BIUSTH Ha MprMeHeHue Peko-
mMeHparmii PATD), Pekomenaaruio Ne 13 (06s13aHHOCTH OaHKa COOOIIATH YIIOMTHOMOYEHHOMY OpraHy
O COBEpIIIeHUH COOTBETCTBYIOLIUX MpaBoHapylieHuii), Pekomenammio Ne 36 (B3auMHasi rpaBoBasi
MOMOIITh, HEe 3aBUCAINAs OT OrPAHUYCHUH, CBA3aHHBIX ¢ OAHKOBCKOW TalHOM) (pefepasibHbIiA 3aKOH
HaJjlaraeT Ha (PMHAHCOBOTO TIOCPEJHUKA psil 0Os3aHHOCTeH. Tak, B 4aCTHOCTH, OH IOJKEH He3aMe[I-
JIUTEJIbHO HAINPaBUTh YBEIOMJICHUE B YIIOJIHOMOYEHHBI Opran®, eciiv 3HaeT WM UMeeT pa3yMHbIe
OCHOBAaHWUS T0J1ararh, 4YTo (PMHAHCOBAsSI OIepalvsl CBS3aHa C COBEPIICHUEM MPECTYIUICHHUH, Mpeay-
cMoTpeHHBIX cTathsaMu 260ter?” m 305bis?® YromoBHoro konekca IlIBetinapun?. Takxke B ciydae,

24 K takoBbIM NPECTYIUIEHUSIM OTHOCSITCSI: YKJIOHEHHE OT YIUIaThl HAJIOTOB (HO He HAJIOroBasi ONTUMU3ALIKsI), He3aKOHHOe 00ora-
LIIEHHE C UCTIONB30BaHUEM UHCANIepcKOi MH(OpMAalMy, OTMbIBaHUE AEHET U IIp.

5 OpHako GAHKOBCKasK TaiiHa MOKET GbITb PacKpbiTa ee HOCUTEJIeM B CyIeOHOM TOpsiaKe.
26 B cooTBeTCTBUM CO CTaThedl 23 o nogunHsiercs: PenepabHON NOIULHN.

27 Opranu3oBaHHas IIPECTyITHAS IPYIIIPOBKA — YUaCTHe JIMIA B OPraHU3ALIH, CTPYKTYpa i COCTAB YYaCTHUKOB KOTOPOii Cofiep-
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€CJIM aKTUBBI TIOJTyYEHBI B pe3ysibTaTe coBepieHus (peaoHnn’, HaxoasATcs B pacopsKeHUH OpraHu-
30BaHHO¥ MIPECTYITHOM IPyMITUPOBKY WM UCHIONIB3YIOTCS TSl (DUHAHCUPOBAHUS TEPPOpU3Ma (CTaThsI
260 quinquies YronoBHoro kojaekca [lseiiniapun).

B cootBercTBum co cratbeit 10 3akoHa 0 60phOe C OTMBIBaHHEM JieHeT (PMHAHCOBBIN TIOCPE/I-
HUK 00s13aH 3aMOPO3UTh AKTHBBI HA CUETaX KJIMEHTA, €CJIM OHU CBSI3aHbI C TIOIO3PUTEIILHON NesITEIb-
HOCTBIO. [Ipy 5TOM CHATH OrpaHuveHue (PMHAHCOBBII MOCPEAHUK UMEET MPABO TOJIBKO TMOCIIE TOTy-
YeHUs1 Ha TO MPSMOHN CaHKIIMM COOTBETCTBYIOIIMX OPraHOB CIIEACTBHS, HO HE IMO3[HEe YeM 4Yepes
[ATh padOYUX THEH.

B Teuyenue BpemeHH, Korga cyera KiMeHTa 3a0JIOKMPOBaHBI B COOTBETCTBHMHU CO cTaTheit 10
3akoHa 0 60pbOe ¢ OTMBIBAHUEM JieHeT (PMHAHCOBBIN MOCPEIHUK HE MIMEET IpaBa CoOOIIaTh eMy UH
TPETHUM JIMI[AM O HAIpPaBJIEHUH OTYETa B YIMOJIHOMOYEHHBI OpraH. DTUM ke 3aKOHOM CHHUMAaeTCs
OTBETCTBEHHOCTh C (PMHAHCOBOTO MOCPETHHUKA B CBSI3U C HAPYIIEHHUEM JOTOBOPHBIX 00S3aTEIbCTB
WM PEeKMMa TaliHbI B IEIOBBIX OTHOIIEHUSIX 1 KOMMEPUECKO! TalHbI ITPY HAIPABJIEHUH UM YBEJOM-
JIEHUS! B YIIOJTHOMOUYEHHBIN OpraH.

IMoce ckanpana co meewnapckum 6ankom USB (6ank 3arutarwn mrpad € 780 MIIH U BbIIA
uHpopmarmio o 300 rpaxaanax CIIA, cKpbIBaBIIUX CBOM JOXO/BI 7151 1IeJIel HEYTIIaThl HAJIOTOB Ha
ponune, Ciyx6e BHyTpenHux fgoxonos CIIA3!) IlIBefiiiapus B3s1a Kypc Ha MMILJIEMEHTAIIUIO CTa-
Thu 26 Monensroi koHBeHIInu ODCP 0 Hanoroobtnoxenun noxona u kanurana*2, 13 mapra 2009 r.
denepanbHBI COBET 3asBWII, YTO 3Ta HOpMa Oyzaer BocrpuHsTa IlIBelinapreil U cTaHeT OCHOBa-
HHUEM Mpe/cTaBIeHns] MH(GOPMAIMK TPH YCJIOBUU MTOAAYX KOHKPETHOTO U OOOCHOBAHHOTO 3asiBJie-
Hust. OJJHAKO CYIIECTBYeT Touka 3peHus, urto IlIBeiiiapus Bceraa ymesna rpaMOTHO 3allIMINATh CBOM
MHTEPECHl ¥ OANAHCUPOBATh MEXy TPeOOBAHUSIMU, B YaCTHOCTH, OAHKMPOB ¥ 3apyOeKHBIX TOJIUTH-
KOB, TIO3TOMY TPOIIECC IEPECMOTPa JBYXCTOPOHHUX JJOTOBOPOB 00 N30€kKaHUU TBOWHOTO HAJIOr000-
JIOKEHHST MOXKET 3aTSHYThCs. XOTsI COOTBETCTBYIOIIME TIOMPABKYU yXke ObUTH BHECEHBI 24 CeHTSIOps
2011 r. B siBycToponHuii norosop Mexay Llsennapueii u Poccueit, a Takske eie panee ¢ ['epmanueit
u BenukoOpuranuein®®.

XapakTepHO, UTO MI0OAbHBIA TPEH]T B MUPOBO MOJIUTHKE TI0 O0pbhOe ¢ GAHKOBCKOM TaifHOM,
10 BCell BUIMMOCTH, OTPA3WIICS U Ha paccMaTpuBaemont cratbe KonBenuun. Tak, B myHkTte 3 cra-
ThU 26 KOHBEHIIMM yCTaHaBIMBAETCSl MEPEYeHb OXPAHSEMbIX HAIIIOHAIBHBIM 3aKOHOAATEIbCTBOM
CBEICHMIA, HE MOJIeKAIIMX PacKphITUIO B coorBeTcTBUU ¢ KoHBeHimen. K HuM oTtHOCcsATCA: TOp-
roBasi, MpeANPUHUMATEbCKAS, TIPOU3BOJCTBEHHAS, KOMMepUecKasi Ui MPOo(ecCUOHaIbHAS TaHbI
WM HOY-Xay, pacKpbiTHe MH(pOPMAIMK JaXe OrpPaHMYEHO MPU HapylIeHUH B TaKOM ciydae Imyo-
JIMYHOTO TIOPsIJKA, HO OAHKOBCKasl TallHa B 3TOM CITUCKE He yroMsiHyTa. [Ipu aToM camu pa3padoT-
yrky KOHBEHIIMM yTBEPXKJAIOT, YTO UCXOIMIIM U3 TOTO, YTO HUKAKOH PEeXMM KOH(PUAECHIIMATLHOCTH
nH(pOpMAIH, B TOM YKciie OaHKOBCKasl TailHa, HE MOXET ObITh OCHOBAHUEM JIJIsI HETPE/ICTABICHUS
MHpOpMAaIIMK «OTBET Ha 3apoC».

JKaTcsl B TaliHe U IENIBIO JIeITeIbHOCTH KOTOPOH SIBIISIETCSI COBEPIIICHNE MPECTYIUIeHNI ¢ IPIMEHEHNeM HACHIIUS WJIM OXPaHbI Ipe-
CTYITHO HOKUTOTO MMYIIECTBA.

28 OrmbiBaHMe eHer — COBEpIIEHHE JIMLIOM JICHCTBUII 110 COKPBITHIO HCTOUHUKOB MTPHOOPETEHHUs1, CHOCOOOB OTUYXKACHUS U UHBIX
CHEJIOK C UMYIIIECTBOM, NOJIyYEHHBIM B pe3yJ/ibTaTe COBeplIeH s (eIOHUH, O YeM OH 3HaJI WIIH JIOJKEH ObLT 3HATb.

%2 VBeoMiIeHHE TaK ke HEOOXOIUMO HAaIpaBJIATh U B Cllydae MPEeKpalleHus JeJIOBEIX MEPEroBOPOB B CBS3U C MOAO3PEHUSIMH B
COBEpIICHNN KJIMEHTOM BHIIIEYKAa3aHHbIX JIEHCTBUI.

3

0 denonns (anrm, felony) — nmoHsTHE B 1paBe, O3HAYAIOIIEE MTPECTYILICHHUE.

3 o o .

Lom. nogpoOHee, HanpuMep, cratbu: [Tonomapes A. Liopux, otkpoiics! // HaunonanbHbiil 6aHKoBcKuid xkypHalL. Ne 9. CeHTs0pb
2009 r.; Capkucsiai A. EBporieickue 6aHKU: IepcreKTUBb pa3BuTHs Ha (oHe Kpuskca // Byxrantepus u 6anku. Ne 4. Ampens 2009 r.
u ap.

32 Tunosast Mozie/Tb KOHBEHIUK OpraHn3anmy 5KOHOMIUECKOTo coTpynHndecTsa 1 pa3sutist (OICP) npexncrasiser co6oi mpo-
€KT ABYCTOPOHHEr0 HAJIOroBoro cornamenus u3 30 crareif, KOTOpsIid B OOJNBIIMHCTBE CIy4YaeB UCIOIL3YeTCs] Kak OA30BBIN JOKYMEHT
IS IOATOTOBKH M HavasIa IIeperoBOPOB MEXK Ay 3aMHTEPECOBAHHBIMU TOCYJaPCTBAMU U He SIBIISIETCS TSI HUX CTPOTO 00s13aTeIIbHBIM.

33 MexynaponHoe 1 3apyOexHoe (PMHAHCOBOE PeryJIMpoBaHKe: MHCTUTYTSI, COENKH, HH(pacTpykrypa: Monorpadus / ITox pen.
A.B. lIlampaesa: B 2 u. Y. 2. — M.: KHOPYC; LIUIICuP, 2014. — C. 287-292.
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CrouT Tak:ke OTMETUTb, YTO MHOCTPAHHbIE HAJIOTOBBIE OpPraHbl MMEIOT MIPABO 3aIlpalIMBATh
COOTBETCTBYIONIYI0 MH(pOpMAIMIO Y OAHKOB, MOCJEAHUE HE BIPABE PACKPHIBATH HAIIMOHAIHLHBIM
HasioroBeiM opraHam IlIBeiiniapun nHQpopmanuio 0 (PMHAHCOBOM COCTOSIHWM, KOMMEPUYECKON Aes-
TEJILHOCTH CBOETO KJIMEHTA, TIOyYEeHHYIO B XOJIe IPOBEPKH €r0 KPeIUTOCIIOCOOHOCTH.
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2.5. BeiBoabI

B 3akiioueHre npuBeieM HEKOTOpbIE BBIBOJBI:

* AKTUBHOE BHEJIPEHUE PA3IMYHBIX CUCTEM PACU€TOB C UCIIOIb30BAHUEM IEKTPOHHBIX ILJIaTe-
el COMpPOBOKAAETCS MOSIBJICHUEM HOBBIX HICTOUHUKOB PUCKOB, CBSI3aHHBIX C HEAOCTATOUHBIM YPOB-
HeM olecrieueHH s MH(OPMAIIMOHHON OE30MaCHOCTH Ha BCEX y4acTKax MH(OPMAIIMOHHOTO KOHTYPA,
KOTOPBIA (hOpMUPYETCs B ITPOLIECCE BBINOIHEHUS] pACUETOB MEXKY YUACTHUKAMU CLIEJIKH;

* B YCJIOBHSIX IJIOOQIBHOTO XapaKTepa PUCKOB UCIIONB30BAHUS JIEKTPOHHBIX IIIaTeXel HeoO-
XOJMMO YUUTBIBATh, YTO CYIIECTBYIOIIAs IPABOIIPUMEHUTENIbHAS IIPAKTHKA HE BCerga MOxeT 3(pdek-
TUBHO PELIaTh BOIIPOCHI, CBSA3aHHBIE C IPEIOTBPALLIEHUEM HCIIONIb30BAaHK I CUCTEM IEKTPOHHBIX I1J1a-
TEeXeH ISl OTMBIBAHUSI JEHET — HEOOXOIMMO IMPOKOE COTPYAHUYECTBO U COBMECTHBIE JIEHCTBUS
MIPABUTENILCTBA U PA3pa0OTUYMKOB CHCTEM JIEKTPOHHBIX IJIATEkKEH, a TAKXKe MPABUTEIBLCTB BEIYIIUX
rOCy/IapCTB C TeM, YTOOBI MEPEKPHITh KaHAJbI JIETATM3alMN HE3aKOHHBIX (DMHAHCOBBIX CPEACTB C
UCIIOJIb30BAHUEM CHUCTEM IEKTPOHHBIX ILIATEXKEH;

* COTPYJHUYECTBO B OOJIACTH CTaHAAPTOB (KOTOPBIE PETYIUPYIOT MPO3PAYHOCTh) U AKTUBHBIN
KOHTPOJIb 32 BO3MOKHOW KCIUTyaTallel BbISIBIEHHBIX YSI3BUMOCTEW B MIHTEpecax MPECTYIHbIX TPyII-
MMPOBOK MOTYT CTaTh 3aJI0rOM YCIIEIIHOM 3aIIUThl CUCTEM JIEKTPOHHOM OIUIATHI OT UCIIOIb30BAHUS
B CX€Max, HallpaBJIEHHbIX Ha OTMbIBaHUE JIEHET, (PMHAHCUPOBAaHUE TEpPPOpU3Ma U (PMHAHCUPOBaHKE
pacrpocTpaHeHHs OpYKUsl MAaCCOBOTO YHUUTOKEHUS

* rpodieMa OTMBIBAHUS JICHET C UCIOJIIb30BAHUEM CHCTEM 3JIEKTPOHHBIX IUIATEeXeH JO/IKHA
peluarbCcs Ha MEKAyHapoIHOM YpoBHeE. D@ peKTUBHAsA TPABONPUMEHUTENbHAS JAEATEIbHOCTh Tpe-
OyeTcsi, YTOOBI HAIIMOHAJILHBIE MTPABUTENIBLCTBA COTPYAHUYAIN B YPETyIMPOBAHUA OCHOBHBIX MTPABHUII
CO3JJaHMsI CUCTEM SJIEKTPOHHBIX IUIATEXKEN U ONepalvii ¢ UX IPUMEHEHUEM;

e cucrema [1OJI/PT, Bkoyass MeponpusATUs B OTHOIIEHUM YCUJIEHUSI KOHTPOJIS 3a WCIIOJb-
30BaHUEM JIEKTPOHHBIX TUIATEKEH, IOTKHA ObITh OPUEHTHPOBAHA MPEk/Ie BCEro Ha MPEBEHTUBHOE
pearupoBaHue — MpegynpexkIeHre W HEeJOIyIIeHue MPOHMKHOBEHUS MPECTYIHBIX OXOJO0B KaK B
(prHaHCOBBII CEKTOP, TAK U B SKOHOMUKY CTPaHBbI B LIEJIOM.

41



. Komnextur aBropos, A. C. BoponuH. «MoIlleHHUYeCcTBO B TUIaTe:KHON cepe. bru3Hec-sHIMKIIoNe T s»

I'nmaBa 3
Hcnoab30BaHue COBpeMeHHbIX hopm
njaTe;xen 1JiA JierajJu3amun npecTymHbIX
JI0XO0/10B M OpPraHu3aiusi NpOTHBOAEHCTBUS

CoBpeMeHHBbIE YCIIOBUsI KOHKYPEHIIMH B cpepe OKazaHUsl (PMHAHCOBBIX, B YaCTHOCTU OAaHKOB-
CKHUX, YCIyr 0OyCIOBJIMBAIOT MHTEHCHBHOE BHEIPEHUE TEXHOJIOTMI TUCTAHIIMOHHOTO OAHKOBCKOTO
oocyxkuBanus (JJBO) wm, ucnons3ys Oosee obllee MOHSTHE, — TEXHOJIOTHI JIEKTPOHHOTO OaH-
kuHra (T3b). [IpakTuyecku Bce KpeAWTHbIE OpPraHM3allMd BHEPSIOT Bce HOBblE BapuaHThl B0,
MIPUYEM HU OJTHA U3 OPraHU3alMi, BHEIPUBIINX KAKYIO-THMOO TEXHOJIOTHIO TAKOTO POfa, He OCTaHAB-
nuBaetcs Ha aocturHytom. [lo manHeiM, nomyyaembiM bankom Poccuu B pesysbrare npoBeaeHust
CIUIOIIHBIX aHKETUPOBAaHWI KPEAUTHBIX OPraHU3aIMi 10 TeMATHKe 3JIEKTPOHHOTO OAHKWHTA, €CIN
TIAATh JIET Ha3a/1 OOJIBIIMHCTBO STUX OpraHU3aIViA UCTIOb30BAIN B CpeiHeM OfHY-IBe cuctembl [IBO,
TO BIIOCJIE/ICTBUU MUK paclipefesieHrsi KOJIMYeCcTBa Pas3IMUHbIX CHCTeM 3JIEKTPOHHOTO OaHKHMHIA
(C2b) npuiencs Ha 1Be-4eTblpe OTHOBPEMEHHO UCIIOJIb3yEMbIE CUCTEMBI, a MOCJIEAHEE TI0 BPEMEHU
aHkerupoBaHue (B 2013 r.) mokasasno, 4ro Haubosee YacTo BCTPEYAIOTCsl KPeIUTHbIE OpraHU3allny,
3aJIeWCTBYIOIIME OT TpeX Jio Nty KanaioB [BO. Jlunepsl ke B TaHHOW 00JIaCTH, TO €CTh HanOoJIee
BBICOKOTEXHOJIOTIUHBIE U3 HUX YMYIPSIOTCS OIHOBPEMEHHO PUMEHSATH BoceMb-JecATh CIb, Takux
KaK UHTEePHET-OaHKUHT ISl IOPUANYECKUX U (PU3MUYECKUX JIUI] (C BApUAHTAMU ), UHTEPHET-TPENIMHT
Y JIWIAHT, BUIBI MOOWJIBHOTO OaHKWHTA, TPAAUITMOHHBIE CUCTEMBI THIA «KiieHT-0aHK», 00CTyXu-
Basl TaKXke TUIONIaJK1 UHTEPHET-TOPTOBIU, OUPKH U T. 1.

[TpuBeneHHble NaHHBIE CBUJIETEILCTBYIOT O TOM, YTO MUMEET MECTO OJHOHAIPABJICHHBIN MPO-
1ecc nepexoyia OaHKOBCKOW JIESITEIBHOCTH B TaK Ha3blBaEMOE BUPTYaJIbHOE MPOCTPAHCTBO (WM,
MHave, KHOepIpoCTPaHCTBO), & 3HAYMT, TEM CaMbIM TIOATBEPKIAETCS CIIPABEUIMBOCTD ciioraHa «He
Oyner OaHKMHTa, KpOMe JIEKTPOHHOTO OaHKHMHTA, 2 MOOWJIBHBIA OaHKUHT — Ipejes ero» 3+, romy,
KCTaTH, CrIocOOCTBYET U opueHTalvs MunucrepcTBa puHaHcoB Poccun Ha mepeBof1 KpyIHBIX I11aTe-
kel B yIOMSIHYTOe KUOEpIPOCTPAHCTBO Oe3HAIMYHBIX KAPTOUHBIX Oreparuii. BMecrte ¢ Tem B 3TOM
MIPOCTPAHCTBE HAPSAY C JIETUTUMHBIMU KJIMEHTAMH BbICOKOTEXHOJIOTUYHBIX KPEJUTHBIX OpraHu3a-
LU CTaJi aKTUBHO JIEMCTBOBATh U MPECTYIHbIE I'PYNIUPOBKH, B TOM UYHUCJIe MEXPErHOHAIbHBIE U
Me:KJyHApOIHBIE, PABHO KaK M OT/EJIbHbIC JIUIIA, XapaKTepU3yeMble «KPUMHUHATIbHBIM MBIITUICHUEM> .
Bcnencreue 3TOoro HeraTUBHOTO SIBJIEHUS NpakTuiecku Kaxaasa CIb, (hopmupyiomas ceoero poga
«BUPTYaJIbHBIE BOPOTa» B OaHK, TPEBPATIIIACH B OOBEKT BUPTYAJIbHBIX aTaK HA OAHKU M X KJIUEHTOB,
MPUBOJISAIIMX K BIOJHE peasibHbIM (DMHAHCOBBIM MOTEPSIM, B COBOKYITHOCTH UCUUCTISIEMBIMU MUJLITHU-
apnamu pyoseii. CieicTBrEM 3TOrO CTaja JOMOMHUTENIbHAS U BEChbMa Cepbe3Hasi Harpy3ka Kak Ha
Bank Poccun (B hopme MHOTOUYHCIIEHHBIX Ka100 KJIMEHTOB), TaK M Ha IPAaBOOX PAHUTEIbHbIE OPraHbl
1, COOTBETCTBEHHO, CYJEOHYIO CCTEMY.

BesyciioBHO, OaHKM Bceraa MOIBEPrajiich PUCKaM, CBSI3aHHBIM C ONIMOKaMU WJIM MOITICHHU-
YECTBOM, OJJHAKO BMECTE C BHEAPEHHEM COBPEMEHHBIX KOMIBIOTEPHBIX TEXHOJIOTHI YPOBEHb TAKUX
PUCKOB M MaciiTad WX BIMSHUS CYIIECTBEHHO BBIPOCIM BBHIY TOTO, YTO KOJWUYECTBO MPUYUH U
COCTaB BO3MOKHOCTEH pean3allul yrpo3, JIeKalluX B OCHOBE HOBBIX KOMIIOHEHTOB PHCKOB TaKOTO
pona, 3HAYUTENIBHO YBEIMYWIUCh. [lonTBEpKIeHUEM 3TOMY SIBJISETCS MOCTOSIHHBIA POCT 4HCiIa
(prHAHCOBBIX MPECTYIUIEHUI Pa3HOro poAa Kak MPOTUB IOPUIMUECKUX U (PU3NYECKUX JIUII, TOJIb3Y-
I0LUXCs1 0AaHKOBCKMMHU YCIIyTaMU, TaK U MPOTUB caMUX OAHKOB, aHAINU3Y KOTOPBIX MOCBSIIEH HACTO-

34 Tamun JLB. [IprMeHeHre TEXHOJIOTHI IEKTPOHHOTO GAaHKMHTA: PUCKOPHEHTHpoBaHHbIi noaxon. — M., KHOPYC; LINTICuP,
2011.
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S pa3zaen KHUry. [Ipy 5ToM akIeHT JenaeTcst Ha CyIIeCTBEHHO 0oJiee IMPOKOH MO CPABHEHUIO C
TPaAULIMOHHOM (orpaHn4eHHou pamkamu PenepanpHoro 3akoHa ot 07.08.2001 Ne ©3-115 «O npo-
TUBOJICHICTBUY JIETAJIM3allMK (OTMBIBAHUIO) JOXOAOB, ITOJYYEHHBIX TPECTYIHBIM ITyTEM, U (PUHAHCH-
POBaHMIO TEPPOPU3MA» ) UHTEPIIPETALIEN IOHATHUS U COepKaHUs Mpoliecca (PMHAHCOBOTO MOHUTO-
punra (®PM). B cBs3u ¢ ykazaHHOH MO3UIMEN MOKHO OTMETUTh TaKXke, UTO paclIupeHHasi TPaKTOBKA
noHATuss ®PM crana BCTpeyaTbcss U B MMUPOBOM NPAKTUKE aHAJIM3a MPOTUBONPABHON (PMHAHCOBOW
JeSTeIbHOCTA U OpraHM3alui NpoTuBoAeicTBUsA eil. Hampumep, B MaTepuanax TakMx OpraHusa-
L1, JeATeIbHOCTh KOTOPBIX HalpasiieHa MpoTuB oTMbiBaHMA jaeHer (O]1) u (prHaHcupoBaHUs Tep-
popusma (®PT), kak PATP u FinCEN™, Bcrpevaiotcsi ykazaHus Ha TO, 4TO (PMHAHCOBBIM OpraHu-
3asAM HEOOXOOVMO YCHIUTh OOphOy ¢ KOMITBIOTEPHBIMUA MOIIEHHUYECTBAMH, MOCKOJIBKY YCIIEXH
B 60prbe MexayHapoaHoro coodmectBa ¢ T 1 nepekphITHe Pa3IMYHbIX KAaHAJIOB, MCIOIb3yEeMBbIX
IJIsl 3TOTO, TIPUBENIU K TOMY, UTO JJ1s1 (DUHAHCUPOBAHUS JEATEIBHOCTH TAKMX YPE3BBIYAHO OIac-
HBIX OpraHM3aIMii CTaIM HIMPOKO 3a/IeMCTBOBATHCS KOMAaH bl XaKePOB U TPUMEHSTHCSI CIIOCOOBI OCY-
IIECTBJIEHHS] KPYITHOMACIITAOHBIX (PMHAHCOBBIX MOIIIEHHUYECTB. VI3 3TOro Jenaercsi BHIBOI O TOM,
YTO COOCTBEHHO OCYILECTBIICHHE MPOTUBOJEHUCTBHS COBEPILICHUI0 KOMIBIOTEPHBIX MOIIIEHHUYECTB B
OTHOIIIEHUM 3TUX OPraHU3alMil U UX KJIMEHTOB CJIEAyeT paccMaTpuBaTh B TOM YMCJIE M KaK HEIo-
CPEICTBEHHO CBSI3aHHOE C OOPHOOIA C MEXKAYHAPOAHBIM TEPPOPUZMOM.

BBuy 31010 B COBpeMeHHBIX OaHKaX HEM30eXKHO BHEIPEHUE CIEIMAIbHBIX MPOLEAYp s
aJICKBATHOTO pearupoBaHus Ha BO3MOXKHYIO ITPOTUBONPaBHYIo nedrenbHocTs (IIT1T), ocymecTsise-
Myto ¢ momotipio TIB. [TosTromy 1 HEOOXOAMM aHAIM3 ¥ TPAKTUYECKUI YIeT HOBBIX MOTEHITUATBHBIX
yIpo3, CBSI3aHHBIX C STUMHU TEXHOJIOTUSIMU, A TaKKE CLIEHApPUEB X BO3MOKHOM pealn3alliy C OLEH-
Koi1 nocnescTBuid. CiielyeT OTMETUTb, YTO B CUJTY HEPA3BUTOCTU OTEUECTBEHHOTO 3aKOHOATENILCTBA
B 00JIaCTH TaK HA3bIBAEMBIX JIEKTPOHHBIX (DUHAHCOB OCHeqyoIIee N3/I0)KeHNE BEIETCS C TIO3ULIAI
OpraHM3alyy MPOTUBOAEUCTBUS HA OCHOBE PUCK-OPUEHTUPOBAHHOIO MOAXO/A.

Havarp Takoli aHaJM3 yMECTHO C PacCMOTpeHMsI OOIed KapTHHBI YCIOKHEHUsI CTPYKTYpHI
TUMMYHBIX OAHKOBCKUX PUCKOBY.

3 . . . o
> Financial Crimes Enforcement Network (Cets s MPOTUBOEUCTBUS (DMHAHCOBBIM MPECTYIUIEHUsIM — CIIelHaIbHOe OI0po B
Kasnauerictee CUTA).

36 Hackombko u3BecTHO aBTOPY, IPOEKT COOTBETCTBYIOIIETO (he/iepatbHOro 3akoHa OblT paspadotaH emie B 2000 I. 1 «XpaHUTCS»
B ['ocynapcTBeHHO# JyMe, OHAKO Jaiblile Jeso, MOX0Xke, TaK U He MOIUIO, TOrAa Kak BO MHOTHIX IIMBHIJIM30BAaHHBEIX CTPaHAX 3aKOHO-
JaTeNbHbIE aKThI TAKOTO poja paboTaloT AABHO U YCTIEITHO.

B tepmunonoruu [Tucema banka Poccun ot 23.06.2004 Ne 70-T «O THIMYHBIX GaHKOBCKHMX PUCKaX».
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3.1. HoBble (pakTOpbI pUCKa AJIs1 KPeAUTHBIX
OpPraHu3aInuil 1 uX KJIMEeHTOB B YCJOBHUAX
NpUMeHeHHs TEXHOJIOTHI JIEKTPOHHOI0 OaHKHHIra

He moanexut comMmHeHHIO TOT (bakT, YTO NMPUMEHEHHE KPEOUTHBIMUA OpraHu3alusMu (asee
IJIs1 KPAaTKOCTH Ha3bIBaeMBbIMH OaHkamu) TexHosoruii [JbO mnm, nHaue, «37eKTPOHHOTO OaHKMHTa»
PaNKAJIbHO U3MEHsIET CIOCOObI H YCJOBHSI OCYIIECTBICHUsI OAHKOBCKOHM AEATEBHOCTU. DTU
M3MEeHeHHs] HeOOXOIMMO YUYHMTHIBATh B OPraHM3allMM W COZIEPKaHUU 1IeJIOT0 psijia BHYTPHUOAHKOB-
CKHX IPOIIECCOB, YTO Oy/IET IeTaIbHO OMUCAHO B MPENOCIeAHEM TIOpa3/esie HaCTOSIIEero pas3ena.
B nmTHpoBaBIIelics BbIIe KHUIe ONKMCHIBAJIOCh PUHIMITUAIBHO HOBOE sIBJIeHHE B cdepe OaHKOB-
CKOH JIesiITeIbHOCTH, «BBI3BAHHOE K KU3HW» IMpUMeHeHneM camux TOB, a MMEeHHO Tak Ha3bBae-
MBI TH(POPMAIIMOHHBIN KOHTYp OaHkoBckoi AesrenbHoctu (MKBL), mprBoguiack ero o000IeHHast
cXeMa, a TaK’Ke pacCMaTpUBAJIMICh TPH OCHOBHBIX, «CHUCTEMHBIX» (paKTOpa pucKa, 0OYCIIOBIUBAIOIIIE
BO3HMKHOBEHHE HOBBIX ICTOYHUKOB KOMIIOHEHTOB OaHKOBCKHX pUcKOB*. Jlo HacTyreHus spsl IO
JaHHOE SIBJICHUE OTCYTCTBOBAJIO KaK TAaKOBOE, XOTsl, CTPOTO TOBOPSI, JIEMEHTHI 3TOr0 KOHTYpPa CTaJIH
MOSIBJIATBCSL B OaHKaX BMECTe C BHEJPEHHEM TEPBBIX K€ CTPYKTYP JIOKAJIbHBIX BBIYMCIUTEIbHBIX
ceTeil (M3HAYAIbHO CTPOMBIIMXCSI HA OCHOBE CETEBBIX CHCTEM THUIA «KJIHUEHT — CEpBEP» IO MPOCTHIM
CXeMaM THIa «3Be3[a», KOTOPYIO COCTABIISUTM LIEHTPAJIbHbI YHUBEPCATIbHBIA KOMITBIOTED U pado-
YKe CTaHIIMH, UCTIONb3yeMble OMepalIOHHBIM OAHKOBCKUM TepcoHasioM). it Toro utoOsl odecrie-
YUTH SICHOCTb TIOCJIEYIOIIETO aHAIN3a YCJIOKHHUBIIEHCS CTPYKTYPbl OAHKOBCKMX PUCKOB, YIIOMSHY-
Tasl cxeMa B HECKOJIbKO U3MEHEHHOM BapuUaHT MPUBOIUTCS U 371ech (puc. 3.1).

- | Cuctembl Npoeaiifepee yonyr | T .
4 ¥
| Tenekom MyHUKaUWK ‘

BuplTyanbHoe NnpocTpaKHcTRO

Puc. 3.1. Hugpopmauuonuvlii Konmyp OAHKOBCKOU OesimeabHOCIU, BOPMUPYIOUWUICS NpU
OUCIMAHUUOHHOM OAHKOBCKOM OOCAYHCUBAHUU

Ha npuBenenHo# cxeme ycIoBHO moka3aHsl iBa Bxoasimux B UKB]] 6anka (bank-1 u BaHk-2),
YKpYITHEHHasi CTPYKTYpa UX JIOKAJIbHBIX BhlUMCIUTENbHBIX ceTell (JIBC) n GaHKOBCKMX aBTOMATH-
supoBaHHbIX cucteM (BAC)* ¢ ¢pyHKImMsAME yripaBieHus, 00pabOTKH U XpaHEeHHs! JaHHbIX (0003Ha-

38 B JaHHOM CJTy4a€ UCHOJIb3YETCA TEPMHUHOJIOT M, OTIIMYAOIIAACS OT 06U_ICHpI/IHHTOﬁ B COOTBGTCTByIOIJ.Ieﬁ OTEUYECTBEHHOM JIUTE-
parype, MOCKOJIbKY pe€Yb Jajie€ UAECT O BOBHUKHOBEHNH HOBBIX YI'PO3 HAAEKHOCTU OaHKOBCKOI JAEATEJIbHOCTU C TOYKU 3PpEHUSA aHAIN3a
BO3MOXHOI'O BMEIIATEILCTBA B HEE IMIPECTYNHBIX JIEMEHTOB, O YEM HCO6XOIII/IMO HUMETH OTUETIIMBOC MPEACTABJIEHUE PYKOBOIUTEIAM
U1 MEPCOHATY BBICOKOTEXHOJIOTUYHBIX KPEAUTHBIX OpFaHHSaHHﬁ, a Takke X KimeHTaMm. Kak CJICOCTBUE, BOBHUKAIOT HOBBIC COCTABJIA-
I0IMUE THUITHUYHBIX 0OAHKOBCKHX PUCKOB, CBA3aHHBIE C HpOTI/IBOHpaBHOﬁ AEATEJIBHOCTBIO, U3-3a KOTOPBIX CMEIIAIOTCA UX HpO(l)I/IJII/I u
TOBBIIIAIOTCA YPOBHU.

3 3H6CI), K CJIOBY, MOXHO OTMETHUTD, YTO HCIIOJIb30BAHUE ITOHATUA «OaHKOBCKast ABTOMATU3UPOBAHHAA CUCTEMa» B OTJIMYUE OT

44



. Komnextur aBropos, A. C. BoponuH. «MoIlleHHUYeCcTBO B TUIaTe:KHON cepe. bru3Hec-sHIMKIIoNe T s»

yeHHbIX kKak CYB]I — cucrema yripaBiieHust 0a30i JAHHBIX ), SJIEMEHTHI CETeBOU 3aIllUThI, ITPEICTAB-
JIeHHbIE (TOJBKO TS ITpuMepa) OpaHaMay pamu (CETEeBBIMU K paHaMH ), BAPTYaIbHOE IPOCTPAHCTBO,
0o0pa3oBaHHOE CHCTEMaMHM, KaHaJaMy U JIMHUSMH CBSI3U MPOBaiIepOB OAHKOB M KJIMEHTOB, COO-
CTBEHHO BapuaHThl KJIMeHTCKON Yyactu [JBO 1 JBa HENPUATHBIX TUNA: XaKep (XPOHUYECKH 3aHSTHIN
TMOTBITKAMH HecaHKIMoHnpoBaHHOTo Aoctyna (HCII) k 6aHKOBCKUM MH(POPMAITMOHHBIM pecypcam)
Y KpaKep (OpUeHTHPOBAaHHBIN HA HAHECEHHUE YIepOa OpraHU3alusM JIOObIM JOCTYITHBIM Yepe3 ceTe-
BOE ITPOCTPAHCTBO CIIOCOOOM 32 CUET «B3JIOMa» M YHUUTOKEHHU I X TIPOrpPaMMHO-UH(POPMAIIMOHHOTO
obecnieuenusi). Kak ormeuanocs, B ycinoBusix MKB/] BOZHMKAIOT TPM OCHOBHBIX HOBBIX (hakTOpa
pUCKa, O KOTOPHIX HEOOXOOMMO 3HATh PYKOBOJCTBY OQHKOB M Ha KOTOPHIE CIIE/lyeT MPAaBUIIbHO pea-
TMPOBaTh NOCPEICTBOM a/IeKBaTHOW MOAEPHHU3AIMM TPOLIecca yIpaBieHns] OAHKOBCKUMH PHCKAMMU
(YBP):

1) BO3HMKHOBEHHE KJIMEHTa HOBOTO THIIA, KOTOPBI BO MHOTHX CIIydasiX, HE MPUXofsl B OaHK,
CaM «UrpaeT pojib» OMEPAIIOHUCTA, TIPA ITOM, KaK CIEJCTBHE, UIsl OaHKAa W KJIMEHTa BO3HUKAET
B3aUMHAasi aHOHUMHOCTb, Ha 3(peKTax KOTOPOH OCHOBAHBI BCE CXEMbl OPraHU3aIMK (DUHAHCOBBIX
MIPECTYIUIEHU U Tak Ha3piBaemoro ¢uiuHra npu Ib0;

2) BO3HMKHOBEHHE 3aBHCHMOCTHU HAJAEKHOCTH OaHKOBCKOW JESTEIbBHOCTH OT CTOPOHHMX
OpraHu3alui — MPOBalIEPOB PA3HOIO Pojia, aBTOMATU3UPOBAHHBIE CUCTEMBI M KAHAJIbI CBSI3U KOTO-
PbIX MOTYT MICIIOJIb30BATHCS IS peaiu3alliy IPOTUBOIIPABHOM JEATEIbHOCTU B OTHOIIIEHUN OaHKOB
Y MX KJIMEHTOB C HAHECEHHUEM yliepOa UX UHTEpecaM;

3) BOBHMKHOBEeHHE pazHOOOpasHbIX Bo3MoxkHocTel Mist HCJL k ceteBbIM CTpyKTypam U
BAC 06aHKOB 3a cueT 0cOOeHHOCTeW (PYHKIIMOHMPOBAHUS TaK HA3bIBAEMBIX OTKPBITBHIX CHUCTEM CO
CTOPOHBI KaK BHEUTHUX MPECTYIHBIX JIEMEHTOB, TaK U MHCAUJIEPOB B caMHUX OaHKax, 00JIaIai0muX
CIIELMAIbHBIMU 3HAHUSMM B YacTH OpraHu3aiuu u pyHkironuposanus BAC.

B ciyuae neiicTBUS MEpBOro M3 MPUBEIEHHBIX (PAKTOPOB MOTYT UMETh MECTO 1B IVIABHBIX
HeraTuBHBIX 3(pdekTa. [IepBblil N3 HUX 3aKJII0YAETCS B TOM, YTO OaHK He BCErJa MOXKET ObITh yBe-
PEH B TOM, 4TO K HEMy 0OpaniaeTcst ISTUTUMHBIN, O(PUITATIBHO 3aperUCTPUPOBAHHBIN, TO €CThb alpu-
OpH U3BECTHBIN €My KJIMEHT. DTO MPOUCXOAUT U3-3a TaK HAa3bIBAEMOTO XUILEHUS JIMYHOCTH (identity
theft), To ecTb UMUTALIMY 3IOYMBITUIEHHUKOM JAEUCTBUI YIIOMSIHYTOTO KJIMEHTA 3a CYeT UCIOIb30Ba-
HUS IAHHBIX €ro yalieHHOU uieHTudgukanmu. [lostomy nepcoHary 6aHKOB clieyeT HH(pOPMUPOBATH
ximeHToB 15O o mpuemax, ¢ MoMOIIBI0 KOTOPBIX MOKET OBITh COBEpIIIEHa MOIMEHa TaKOTro poja, 1
0 TeX Mepax, KOTOpble UM CJIeJyeT ONEepaTMBHO MPUHUMATh B CIy4asiX MPOTHUBOIIPABHBIX MOMBITOK
MMHTAIIMU UX JEWCTBHUI, a TaKXkKe O HOBBIX CIOCO0aX M MOMBITKAX KOMITPOMETAIIMH CXeM TOITBEp-
KJEHUSI UICHTUYHOCTH yIaJIeHHBIX KJIMEeHTOB. Kpome Toro, B JOroBopax ¢ KJIMEHTaMHU I1e1eco00-
Pa3HO yKa3blBaTh, KaKMe CrOCOOb OaHK OyHeT MCIONb30BaTh ISl CBSI3W C KJIMEHTAMH M Ha Kakue
«TIOJIBOXM» KJIMEHT 00s13aH He pearupoBartb. Bropoii 3¢pekT cBsi3aH ¢ Tem, 4TO KJIMEeHT He Bcerjaa
MOXeT OBITh YBEPEH B TOM, UTO B3aUMOJIEHICTBYET CO «CBOMM>» OQHKOM M3-3a «YCIIEITHbIX» JeUCTBUI
(puiiepoB, KOTOPHIM OH HEBOJIBHO BBIAAET JAHHBIE CBOEW NEPCOHAIBHON y/lajIeHHON MIEHTU(UKA-
UK. DTO MPOMCXOIUT PEUMYIIECTBEHHO 3a CUET IPUMEHEHH S METO/IOB TaK Ha3bIBAEMOW COLIMAITb-
HOU MHKEHEePUU U XaKepPCKHUX MpUeMoB. JlaHHBIE BOIIPOCH OyIyT pacCMOTPEHBI B OIHOM U3 TOCIIe-
AYIOIIUX TTOAPA3/EIoB.

HeiictBue BTOoporo pakropa (B 4acTU MPOTUMBOINPABHOUN JEATEIBHOCTH, TEXHUUYECKUE IIPO-
OeMbl 371eCh HE PaCCMATPHUBAIOTCS) MOXKET MPOSIBIATHCSA B TOM, UTO aTaku Ha OaHKU (M, KaK CJel-
CTBUE, HA MX KJIMEHTOB) OCYILLIECTBIISAIOTCS YEPEe3 CUCTEMBI ITPOBAIIEPOB, BKIIIOUAsl IIPEAOCTaBIIsie-
MblIe IMU OOIIIEIOCTYITHBIE KaHaJbl (JIMHUM) cBs13U. [Ipy Takoro poga HaMepeHUsIX pa3padaThIBAIOTCS

YacTo BCTpevalollelics B uTeparype abopepnarypbl ABC (aBToMaTH3MpoBaHHas1 OaHKOBCKAsi CHCTEMa) PECTaBIseTCs] IPESAOuTH-
TEJIbHBIM, MMesl B BHly MMEHHO Ha3HaueHHe aBTOMATH3MPOBAaHHBIX CHCTEM B 0aHKaX, C y4eToM TOrO, YTO MOHATHE «OaHKOBCKast
cucreMa» onpejieneHo B GegepaibHOM 3akoHe «O GaHKax ¥ OAHKOBCKOH EATEIBHOCTH», HO MPEACTABIIATh €€ aBTOMATU3MPOBAHHOM
JI0 HACTOSIIIIETO BPEMEHH 3aTPyAHUTENBHO.
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Y TIPUMEHSIIOTCS CTIeIMaIbHbIE TIPOrPaMMHBIE CPECTBA, KOTOpbIE JOJIKHBI HapylaTh padoTy ara-
PaTHO-TIPOrpaMMHOro odecnedeHus: BaumoaencTByomux npu JBO cTtopoH (To ecTh mepeBOAUTb
ero B HelITaTHbIe PeXUMBbl PaOOTHl (B IIMPOKOM CMBICIIE, BKJIIOUYAsk CO3[aHMe BO3MOKHOCTEH s
HCH) wmu BeiBoguTh U3 cTposi). [Ipu 3ToM camu cucteMbl MpOBaiiiepOB MOTYT MpeBpaIliaThCs B
WCTOYHUKHU Yrpo3 jjisi OAaHKOB, €CIT BXOASINME B HUX BBHIUMCIUTEIbHBIE CETH 3apaXaloTcst BPeao-
HOCHBIM KOJIOM (B TOM YMCJI€ IPOrpaMMaMM-BUPYCaMM ), C IIOMOIIIBIO Yero (popMHUpPYIOTCs, B YaCTHO-
CTH, TaK Ha3bIBaeMble OOT-HETHI («pOOOTH3MPOBAHHBIE» BHIUMCIUTEILHbIE CETH), UCIIONIb3YeMble 151
HapyuieHus1 (PyHKIIMOHUPOBAHUS BbIUMCIUTENBHBIX CETEN U CEPBEPOB OpraHU3aluii, KOTOpPbIE OKa-
3bIBAIOTCS OOBEKTAMU ceTeBbIX aTak*’. [lof MpUKpPBITHEM TaKMX aTak CTajM BCE Yallle COBEPIIATHCS
(brHAHCOBBIE MPECTYIJIEHUSI IPOTUB OAHKOB M WX KJMEHTOB, B TOM YHCIIE C MPOHMKHOBEHUEM U
«yCHJIEHHEM» aTaK yepes3 MOCPEe/ICTBO aBTOMATU3MPOBAHHBIX CUCTEM ITPOBA/IEPOB KPEAUTHBIX Opra-
HU3ALIUN.

Tpetuii (pakTop MOXKET peanu3oBaThcsl B (pOpME pa3IUyHbIX YTPO3: CIIELUAIbHO OpraHu3ye-
Mble WIH CIIy4allHO BO3HUKamolme cxembl s ocymectBienuss HCIL (B Tom uucie yepe3 uH(pop-
MallMOHHbIE CeueHusl, 0Opa3yemMble MPU CTHIKOBKE PA3IMYHBIX aBTOMATU3MPOBAHHBIX CHUCTEM WJIH
TMIOJICUCTEM), CETEBbIE, BUPYCHBIE, XaKEPCKUE aTaku U T. I. B 3TuX ciy4asx peub WAeT, Kak Ipa-
BUJIO, O HEJIESTUTUMHOM 3aBJIICHUM TEMU UM MHBIMU MH(OPMALIMOHHBIMU aKTUBAMH (YUMUTHIBAs,
YTO COBpEMEHHAs1 OAHKOBCKasI AEATEIBHOCT IPEBPATUIIACH TPEUMYILECTBEHHO B MH(OPMAIIIOHHYIO
JUCLUIUIMHY) WM O TPUKPLITUU Takux jedctBuil. BeneacrBue toro uro npu IO dopmupytores
HOBbIe MH(OPMAIIMOHHBIE TIOTOKH, YUCIO KOTOPBIX MPU MAacCOBOM OOCITYKMBAaHUU MOXET MUCUHC-
JIATHCS AECATKAMU, COTHSAMU THICSIY M MWJIJTMOHAMU U KOTOPBIE BBIXOIAT JAJIEKO 32 Mpeesibl 0(pUCcoB
0aHKa, a 3T0 — HeoTbemieMoe cBOUCTBO Jioooro KB/, cyiiecTBeHHO M3MEHSIIOTCS XapaKTePUCTUKU
TaK Ha3bIBAEMOTO TeprmMeTpa Oe3ornacHoCcTH OaHka. CIeICTBUEM e TOTO CTAHOBUTCS HEOOXOIU-
MOCTb BHEAPEHU S TAKMX CPE/ICTB 3aIlUTHl ApXUTEKTYP BBIYMCIUTENIBHBIX CeTel (OCHOBHBIMH U3 KOTO-
PBIX SIBJISIIOTCS MApIIPYTU3aTOPbl M OpaHAMAay3phl MJIHM MX alapaTHO-IPOrpaMMHbIe KOMOWHAITUH, a
TaKke MPOKCU-CEPBEPA, — XOTS ITO HE €AMHCTBEHHBIE CPEJICTBA CETEBOW 3alLUThI), KOTOPbIE ITO3BO-
JISI0T U30MpoBarh yyBcTBUTENbHbIe K HCJI MH(pOpMalMoHHbIe ceueHHs] B TAKUX apXUTEKTypax *!.
KimoueBbIM (hbakTOpOM Ha/Ie)KHOCTH (DYHKIIMIOHMPOBAHUSI JIIOOOTO OaHKa IMPH 3TOM CTAHOBHUTCS OCBE-
JOMJIEHHOCTb €TO BBICLLIETO PYKOBOJCTBA O HOBBIX MOTEHUMAIBHBIX yrpo3ax npu IbO.

Heo6xonumo otmetuts, 4to B ycnoBusx JJBO mpobiemMaTka TOYHOW JIOKQJIM3AIMN CEUCHUI
YKa3aHHOTO POJia PEajbHO «BBIXOAUT HA NEPEIHUI IJIaH», MOCKOJbKY B TAKMX MECTaX BO3MOKHO
MpeX /e BCEro HeCAaHKIIMOHMPOBAHHOE BMEIIATEILCTBO B MH(POPMAIIMOHHBIE TIOTOKU, B OCOOEHHOCTH
IIPU HEJIETUTUMHOM KCIIOJIb30BAHMY TPAB M MOJITHOMOYMI JJOCTYIA K HAM U K alapaTHO-IPOrpaMMm-
HoMy obOecniedenmio (AITO) 6aHKOB M MPOBaiEepOB, Uyepe3 KOTOpoe OHU MpoxoAAaT. Kak mokasbi-
BAIOT MCCIIEJOBaHM s, HanOoJiee cepbe3HbIe YTPO3bl TPU STOM MOTYT BO3HUKATh CO CTOPOHBI MHCaTi 1e-
POB KpeOUTHBIX opraHu3anuii. TH(popMaIMoHHble ceueHust, yepe3 KOTOpble BO3MOKXHO Kakoe-Ju0o
BMEIIaTeIbCTBO B MH(OPMAIIOHHBIE IOTOKH, TEeHEPUPYeMbIe, IO[IEpKUBAaeMble 1 00padaThBacMble
OaHKamu, ClieyeT, Mo BO3MOXHOCTH, Uckioyath u3 KB, a eciiv 310 OKa3biBaeTCsI HEBO3MOXKHBIM,
TO VX HEOOXOIMMO HauOoJiee CTPOro KOHTPOJIMPOBATH B COOTBETCTBHHU C TaK HA3bIBAEMBIM TTPHHIIHU-
nom vetsipex rasz*2. [IpegoTBpaiiieHrie BOZHUKHOBEHUsI MOJOOHBIX ceueHuil B iooom KB v,
B Clly4ae MX HeM30eXKHOro IMOsIBJICHUs, 0OecreueHre BO3MOKHOCTEN MX TOTHOLIEHHOTO KOHTPOJIS
PYKOBOJZICTBY OaHKOB 11€71eCO00Pa3HO MPeAyCcMaTpUBAaTh, HAUMHAS €lIle C STana MPUHSATUS PelIeHHs O
BHeJIpeHuu Toi nim nHou TOB u npoektupoBanus/pa3padboTku peanusymoieit ee CIB. OueBuaHoO,

03100 npo6nemarrke Bank Poccun mocesitit mucbmo ot 24.03.2014 Ne 49-T «O pekoMeHAALUSIX 110 OpraHu3aliy TPUMEHEHHsT
CPEJICTB 3aIlMThl OT BPEJOHOCHOTO KOJIa TIPU OCYIIECTBICHUN OaHKOBCKOW JESTEbHOCTI.

41
TTox nHMOPMALMOHHBIME CEYEHUSIMHU B JAHHOM CJTy4ae MOHUMAIOTCSI Te MECTa B KOMITBIOTEPHBIX CHCTEMax (B TOM YHCIIE ceTe-
BBIX, PACIIPE/IE/ICHHBIX ), Yepe3 KOTOPbIC OTOKM JAHHBIX TIEPEAAIOTCS U3 OHON CUCTEMbI M TIOJICHCTEMBI B IPYTYIO, IMOO MpeTeprie-
BaIOT Kakue-Jmbo mpeoOpa3oBaHusl.

42 Peub B taHHOM clly4dae uaIet o JIBOMTHOM HE3aBUCHMOM napaJuieJIbHOM KOHTPOJIE.
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YTO IJIs1 3TOrO TpeOyeTcsi Haau4re B OaHKe COOTBETCTBYIOIIMX PACTIOPSAUTEIbHBIX JOKYMEHTOB U
OCYLIECTBJIEHUE «ITPOAKTUBHOIO» aHAJIM3a COMYTCTBYIOIIMX BHeApeHUI0 TOb n3MeHeHuil B CTpyk-
Type OaHKOBCKUX PUCKOB.

[Tpu peami3anuu M0OOr0 U3 YIOMSHYTHIX BbIIIE (DAKTOPOB MM KaKOK-TMOO OJHOW CBSI3aH-
HOHM C HUMH Yrpo3bl JICHEXHbIE CPeJCTBA, XpaHslpecs B OaHke B (hopMe 3ammceid 00 UX cymmax
B ero 0a3zax JIaHHBIX, MOT'YT OBITb HEJIETUTUMHO U ONEPATUBHO MEpeBeCHbl HA CTOPOHHUE CUETA B
NEKTPOHHOU (popMe, YTO OOBIYHO M MPOUCXOAUT B MPOLIECCE COBEPILICHMH MOIIEHHUYEeCTB. [1pu
3TOM COBPEMEHHBIE BO3MOXHOCTH HCIIOJIb30BAHUSI CETEBBIX TEXHOJIOTUM, a TaKkKE€ 30HAIBHOTO U
aaxe rIo0aIbHOTO CETeBOro MH(OPMAIIMIOHHOTO B3aMMOEHCTBH S TIO3BOJISIIOT OCYIIECTBIISITh MOI00-
Hble TpaHc(epbl Ha cueTa, pactooKEHHBIE TPAKTUYECKH B JIIOOOH I0PUCAUKIMY (TOPOJe, PEruoHe,
crpane). [ToaTomy, B YaCTHOCTH, pPyKOBOJCTBY OAQHKOB ClIe/lyeT IOMHUTH O HEOOXOAMMOCTH YETKOTO
U TOJTHOTO OTIPEJIeNICHHs COCTaBa Tak HazbiBaeMou ceaHcoBoy nH(popmanmu (CH), o uem Oyaer cka-
3aHO B MOCJEJHEM MOApa3/ese, HaKallIMBaéMON U COXPaHsEMON B TEUEHHE KaxkJOro OTAEJIbHOTO
ceaHca MH(MOPMAITMOHHOTO B3aMMOJIEHCTBHUS YIAJICHHOTO KJIMEHTa ¢ OaHKOM, U 00ecTieueHu st TapaH-
THUI1 €€ COXPAHEHH sl B TEYEHUE YCTAHOBJIEHHBIX CPOKOB (KOTOPBIE CIEAYET YKa3blBaTh TAKKE U B Ipa-
BOYCTaHABJIMBAOIIMX JIOKyMeHTax Ha nonab3oBaHue ABO). I1pu 3ToM HEOOX0IMMO rapaHTHpPOBATh U
BO3MOKHOCTb OIIEPATUBHOTO JIOCTYIMA K HEl KaK MUHUMYM ITPY MHUITUAIIN ITPETEH3MOHHOM padoOTHI.
B ocHOBY Takoro ompeneneHusi LeJecooOpa3sHO 3aKJIabIBaTh MEXaHU3Mbl MOJEIMPOBAHUS YIPO3
HAJICKHOCTH OAHKOBCKOM JIESITEIbHOCTH B YaCTH MPOTUBOAECUCTBUsI Bo3MoskHOM [TI1]1, cieHapuu ux
BO3MOKHOTO Pa3BUTHSI, COCTaB YIPOKAEMbIX aKTMBOB OaHKa, BOZMOXHBIE TIOCIECTBHS peaTi3allum
TaKUX CIIEHAPHEB U TOMY MOJOOHbBIE COOOpaXeH s, OTHOCAIIMECS K mporeccy YBP4.

Ata uHpopMaLs MOXKET BIIOCIEACTBUM COCTABUTH OCHOBY /1Sl IPUHATHSA PELLIEHUI ITpU pas-
pelleHny KOH(IMKTHBIX (CIIOPHBIX) CUTYalMid, BOBHUKAIOIIMX B Ipouecce ocymectsienus JbO
Mesxay OaHKOM M KJIMEHTaMM, WM TP MpoBeaeHun paccienoBanuii ciydaeB [I1]]. Takum oOpa-
30M, pedb UJET, M0 CyTH, O MOCTOSHHOM (POPMHPOBAHUM Y TOAJCPKAHUM J0Ka3aTeJbHOH 0a3bl
JBO u obecrieueHny ee IOPUANYECKOI CHIIBI — B 3TOM 3aKJII0YAIOTCS [JBE IJIABHBIE 3a/1auM, KOTO-
pble TIOJIEKAT PEIIEHUIO ITPY OPraHU3ally U PeaIn3aliiy ¢ TOMOLIbI0 NH(POPMALIMIOHHBIX TEXHOJIO-
ruii (UT) B cocrae ®M Kak BHYTpHUOAHKOBCKOTO IPOIIeCcca U OMpeieSieHUs] BUJOB U COfIEPKaHUS
COCTaBJISIONIMX ero mporeayp. [Ipu aTom, kak orMedanock Beiie, PM 1ienecoodpa3Ho OpraHU30BbI-
BaTh KaK BHYTPHMOAHKOBCKHI TIPOLIECC C 3aBEIOMO OoJiee MMPOKUM COIEepKaHUEeM, HEXKEJTM OOBIYHO
MIPUHSATO OMpeNessiTh, KOTOPOE 3aBEIOMO HE OTPaHMUYMBAJIOCH Obl TPEOOBAHUSIMH TPAAUIIMOHHOTO
npotuBoneiictBus O] u ®T (TTO/PT), Ho oxBaThBasi0 OB BClo Bo3moxHylo [T, ¢ koTopoii B
MIEPCTIEKTUBE MOTYT CTOJKHYThCSI OaHKU M uX KimeHTsl JJBO. Tem cambiM MOXKHO OyJeT YCTpaHUTb
Y HEOJHOPOJHOCTU B pacIipeleJIeHUH COOTBETCTBYIOIIMX (PYHKIMOHAJIBHBIX pOJIEN MEXIy TaKUMU
CTPYKTYPHBIMHU TOApa3ae/eHusIMi OaHKOB, Kak ciyxOsl T, BHyTpeHHero koHTposs (BK), ®M,
6e3omacHocT (MH(POPMAIIMOHHON WM SKOHOMUYECKOH), MOIpa3ae/eHUsIMU, OTBETCTBEHHBIMHU 32
padoTy C KJIMEHTaMU | T. [I.

Co BpeMeHM TIepBOM IMyOIMKAIK TI0 pacCMaTpUBaeMOl TeMaTHUKe OAHKOBCKUX PUCKOB, CBSI-
3aHHbIX ¢ JJBO*, mpomnuio yxe Hemano BpeMeHHU, U KOJTUYECTBO MyONMKaIMiA 10 JAaHHON TeMaTHKe
MOCTOSIHHO yBEJIMUMBAETCS (UTO CBUAETEIbCTBYET OJHOBPEMEHHO O «Pa3pacTaHUM» paccMaTpuBae-
Mo TipobeMHoi oOmacti). OHAKO yrpo3 HAaJEeKHOCTU OAHKOBCKOUM NEesATeIbHOCTH HE TOJBKO He
CTaJIO MEHBbIIIe, HO OHH CTaJIH, TaK CKa3aTh, elle 0oJiee U30IIPEHHBIMY, a MX PeaTu3alvs JaKe TOIbKO
B wiane [1I1]] B kubepnpocrpanctee UKB/I no-npexaemMy 00ycIOBIMBAETCS MPEkE BCETO TAKUMHU
(hakTopamu, Kak:

3 K coxaneHuio, Hellb3si CKa3aTh, YTO ONUCAHHBII TIOIXOJ IO HACTOSIIErO BPEMEHH SIBISICTCS OOLICIPUHSTHIM B POCCHIACKOM
GaHKOBCKOM CEKTOpE.
4 JIsvnn JI.B. AHanms hakTopoB PHCKa, CBA3AHHBIX ¢ MHTEPHET-OAHKMHIOM // PaCueThl 1 ONIepaloHHAst paGoTa B KOMMEpUYECKOM
6anke. 2006. Ne 5. C. 52-63; Ne 6. C. 43-54; Ne 7-8. C. 37-54.
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— HOBU3HA TEXHOJIOTMYECKUX M TEXHUYECKUX NOCTkeHu# B odnmactu [JBO (koTopbie MOryT
OKa3aThCsl CBS3aHbl C HOBBIMU KOMITOHEHTAMHU TaKMX OAHKOBCKHMX PHUCKOB, KaK ONEPAIIMOHHbIM, Ipa-
BOBOM, peryTallMOHHBINA Y, TIMKBUAHOCTU (HETUIATEKECIIOCOOHOCTH ), CTPATETMUECKHIA, @ B HEKOTOPBIX
Cllyyasix U CTPaHOBOM);

— CJIOHOCTDb aHAJIN3A CBS3aHHBIX C pasHOBUAHOCTSIMH [IBO MoTeHIMaIbHBIX yrpo3, mpeodpa-
3YIOIMXCS B KOMITIOHEHTHI OAHKOBCKMX PHUCKOB (B TOM YKC/IE KOMITJIEKCHOTO aHaJIM3a, OXBATHIBAIO-
ITIEr0 BCE «BUPTYyaJIbHbIE BOPOTa», KOTOPbIE HEM30EKHO «OTKphIBAET» OaHK, nepexonsumii K [J50);

— HeAOCTaToYHask KOMITbIOTEpHas (Kak, BIPOYeM, U (prHaHCOBasi, U MPaBOBasi) FPaMOTHOCTb
TIOJIABJISTIONIETO KOJTMYECTBA KIIMEHTOB, KOTOPbIE OXOTHO MEPEXOAAT OT TPAAUIIMOHHOTO OAHKOBCKOTO
oOcyxuBanus Ha TIB u nonb3yoTest cooTBeTcTBYIOIMMEI CIB, KOTOpBIE peanu3yioT Takue TEXHO-
JIOTUN.

OTU U Jpyrue, MEHee OUeBUIHbIE, IPUYMHBI 1S CYHIECTBEHHOTO PaCIIMPEHHs BO3MOKHOCTEN
OCYIIECTBJIEHHsI B OaHKax MpoTuBonercTBrst Bo3moxkHou [1I1]] B ycinoBusx npumenenusi TIB Oymyt
6oee IeTalbHO paCCMOTPEHBI HIKE.

MOXHO OTMETHThH TaKKe, YTO Ha (pOHe Bce OOMBIIEro YCIOKHEHUS] KOMIBIOTEPHBIX TEXHO-
JIOTHiA, OPUEHTUPOBAHHBIX HA BHEO(HCHOE 0OCITyKMBAHUE KJIMEHTOB OAHKOB, M, COOTBETCTBEHHO,
HeoOxoaumoro 1ist atoro G6ankoBckoro AITO, To ke camoe MPOUCXOAWUT M ¢ KPUMUHAJIBHOM Jesi-
TEJIbHOCTBIO, TTOCKOJIBKY ITPECTYITHBIE COOOIIECTBA OXOTHO U OBICTPO «OCBAMBAIOT» HOBBIE JIEKTPOH-
Hble OAHKOBCKHUE TEXHOJIOTHH M UCTIONB3YIOT MX JUIsl co3JaHusl HOBbIX BapuanTtoB [1I1]] B kubepripo-
crpaHcTBe. OMHUM M3 HanOosiee TUITMYHBIX PUMEPOB B TOCJIEAHUE TO/BI CTAJIO UCTIOIb30BaHUE B
MPOTUBOIPABHBIX LIEJISIX BAPUAHTOB MOOMIIBHOTO OaHKMHTA, KOTOPbIE MPUXOAAT HA CMEHY TPaIUIIH-
OHHOMY «TeJie(pOHHOMY» OaHKOBCKOMY OOCITY)KMBaHUI0. BcieacTBre 3TOro BMecTe ¢ HOBBIMH JIOCTH-
KEHUSIMU B HAIlpaBJICHUSIX NMPUMEHEHUS STUX TEXHOJIOTMI Pa3BUBAETCS U CYHIECTBEHHO YCJIOXKHS-
eTcsl COIYTCTBYIOIIAs paccMaTpuBaeMoi MmpolieMaThke 00JIacTh paccieloBaHUsT KOMITBIOTEPHBIX
npecTyIuieHui (0 4eM errre OyieT roBOpUThCs B Tiofipaszene 3.3). B coBpeMeHHOM Mupe 3TH (DaKThI
11e71IeCO00Pa3HO YUYUTHIBATH PYKOBOJCTBY BBICOKOTEXHOJIOTMYHBIX OAHKOB B paMKaxX OpraHU3alluu
npotuBoneiicTBus BosMoxkHoi [1I1]1, a Terneps, B IepByI0 ouepep, pyu BHeApeHUH U pa3sutuu JBO.

OCHOBHO¥ aKIIEHT MPH ITOM LIeJIecO0OPa3HO JiesiaTh Ha TeX HOBBIX CIEIMaTN3UPOBAHHBIX MTPO-
ey pax, KOTOpbIe MO3BOJISIM Obl 9(h(PEKTUBHO YUUTHIBATH BO BHYTPUOAHKOBCKHX MPOIIECCax YIpaB-
JIEHUs1 U KOHTPOJIs, BO-NIEPBBIX, (PaKT yJaJeHHOCTU KJIMEeHTOB npu B0, BO-BTOpBIX, CriElU(pUKY
BUPTYaJIbHOTO TIPOCTPAHCTBA, Yepe3 KOTOPOE OHO OCYIIECTBIISIETCS, B-TPEThUX, OCOOEHHOCTH (PyHK-
[IMOHUPOBAHUSI TAK HA3BIBAEMBIX OTKPBITBIX CUCTEM. 37eCh, ITPEXkIE BCETo, LIeJIECO0OPa3HO PACCMOT-
petb opranuzaimio [TO/PT, ocymiecTBiasiemMmoro B cBsizu ¢ peaym3anueii npoieccos BK u &M,
MIOCKOJIBKY 3TH 33/1a4¥ UMEIOT JOCTATOYHO MPOPaOb0TaHHYIO MPABOBYI0 OCHOBY (MMesl B BU/Y TaKue
OCHOBOIIOJIAraloIye akThl, Kak denepasbHbie 3aKOHb «O MTPOTUBOJECUCTBUY Jieraau3avu (OTMbIBa-
HUIO) JIOXOJIOB, MOJTyYEHHbIX IIPECTYIHBIM ITyTeM, U (PMHAHCHPOBAHUIO TeppopusMa» (fanee — 115-
®3) u «O Lenrpansaom O6anke Poccuiickoint ®enepanun (banke Poccun)») 1 comyTCTBYIOIIME MOA-
3aKOHHBIE aKThI*®,

Kak cBuaerensCcTBYIOT MaTepualisl (PMHAHCOBBIX Pa3BEAOK, B TOM uucie Poccun, pazimyuHbIX
MeX/yHApOAHBIX OpraHu3anui, B yactHoctu PAT®, npakTrueck Bce (PMHAHCOBBIE MTPECTYIUICHUS
COBEPLIAIOTCS IOCPE/ICTBOM IPOBEAEHUSI ONEPalMii B IUIATEKHBIX CUCTEMaX, B TOM YMCIIE TPAHCTpa-

4. o o
3 toT PUCK B OTEUECTBEHHOU JINTEPATYPE UBBECTEH TAKKE KaK PHUCK IMOTEPU AEJIOBOU PEITyTAlITUU, HO B JAHHOM KOHTEKCTE UCIIOJIb-
3YETCA MEXKAYHApOoAHAaA TEPMUHOJIOTHA.

46 Hanpumep, INonoxenus banka Poccuu ot 29.08.2008 Ne 321-IT «O nopsake npeacTaBieHus] KPeAUTHBIMU OpraHu3alusMu
B YIIOJIHOMOUYEHHBII OpraH CBeJEeHU, IpeaycMOTpeHHbIX PefepanbHbIM 3aKOHOM “O IMPOTUBOAEHCTBUM Jlerajn3aliy (OTMBIBAHUIO)
J0XOJIOB, TIOJYYEHHBIX TIPECTYIHBIM MyTeM, U (pMHAHCHPOBAHUIO Teppopr3Ma”», ot 02.03.2012 Ne 375-I1 «O TpeCOBaHMAX K IpaBU-
JlaM BHYTPEHHEro KOHTPOJIsI KPEAMTHOW OpraHu3alliy B LeJISIX POTUBOICHCTBYS JIerajn3aliy (OTMBIBAHMIO) JIOXOIOB, ITONTYYeHHbIX
MIPECTYIHBIM IyTeM, ¥ (PMHAHCHPOBAHUIO TEPPOPU3Ma» U JIp.
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HU4HbIX. [Ipy 3TOM Yem Jydille UX napaMeTpbl (CKOPOCTh, HAJIEXKHOCTh (DYHKIIMOHUPOBAHUS), TEM
BBIIIIE, MIPY HEIOCTATOUHBIX Mepax npotuBojeictus I/, ux ysa3BUMOCTb C TOUKHU 3pEHUST BO3-
MoxHocteil O] u @T. B cBs3m co ckazaHHBIM U3 uncia u3BecTHbIX 40 pekomeHgauuin PATD nse
HEMOCPEICTBEHHO CBSI3aHbI C UCIIOIb30BAaHUEM TEXHOJIOTUYECKMX HOBOBBeIEHUH (Takux Kak TIb),
a nmMeHHo Pexomenparym 15 u 1647

15. HoBBI€ TEXHOJOIHHA

CrpanamM n (pMHAHCOBBIM YUpPe€:KIeHHAM HEOOXOIUMO ONPeEaEaITh H
OIIEeHNBATh PUCKH OTMbIBAHHA JeHeT Wi (hpHHAHCHPOBAaHMUS TeppopUu3Ma,
KOTOpPbIe MOIYT BO3HHKHYTh B CBSI3H C a) pa3pa0d0TKOIl HOBBIX NPOJIYKTOB
H HOBOH J€JIOBOM NPAKTHKH, BKJIHOYAasg MeXaHH3Mbl mNepeaaud, U 0)
HCIOJb30BAaHHEM HOBBIX WM Pa3BHBAIOMIUXCSA TEXHOJOTHH Kak IJs
HOBBIX, TaK H /IS Y2Ke CyI[eCTBYIOIINX MPOAYKTOB. B ciyuae pmHaHCOBBIX
yUYpe:KJeHHil Takasli OIleHKa PHCKa [J0JUKHA NMPOBOJAUTHCA 0 3aImycKa
HOBBIX TMPOJAYKTOB, [€JOBOH NPAKTHKH WJIN WCHOJb30BaHHSA HOBBIX
HJIH Ppa3BHBAIIUXCSA TexHogorumid. MM Takke ciaeayer NPUHAMATH
COOTBETCTBYIOIIHE MePHI 1JIsI KOHTPOJISA M CHHXKEHHS 9THX PUCKOB.

16. DyeKTpOHHBIE MEPEBOABI CPEICTB

CTpanaM He0oO0X0aQHMMO OO0ecHeYnTh BKJIKWYEeHHEe (PUHAHCOBLIMH
yupe:kJeHusiMH TpeOyemMoil M TouyHOH uH(popMamuu 00 oTmpaBuTee
H TpedyeMoili mH(popMamuu o0 TMoJydyaTeje B SJIEKTPOHHbI TepeBo
H CONPOBOKJAIOIINE COOOIMEHHsT M TO, 4YTOObI 3Ta HHQOpPMAIHA
COIPOBOZK/1aJIa JIEKTPOHHBIN MepeBo,1 WIH NepeJaBaeMoe COO0IeHne o
BceH I[eMmoYKe IIaTesKa.

CTpanam  HeoOXoQuUMO  oOecHeYHTb, 4YTOOBI (PHHAHCOBBIE
YUpe:KIAeHHSA OCYIIECTBJISUIN MOHHTOPHHI 3JIEKTPOHHBLIX IE€PEBOJIOB B
1eJIsIX BbISIBJEHHSI TeX W3 HHX, IO KOTOPbIM OTCYTCTBYET TpedyeMast
uH(gopManua 00 oTnpaBuTee W (MIM) MoJydarejie, W NPUHIMAJIH
COOTBETCTBYIOIIHE MEPHI.

CTpanaM HeoOXOQUMO 00ecHeYHTb, 4YTOOLI NpPH 00pPadOTKe
JIEKTPOHHBIX INEPEBOJAOB (PUMHAHCOBBIE YYPEKIAEHHA MpeapPHHHMAIN
JeficTBHAA 10 3amMopakuBaHmiw. OHH JOJUKHBI Tak:Ke 3anpemarb
NpoBeJeHHe ONepalnuil ¢ YCTAHOBJEHHBIMH JHI[AMH M OPraHu3alHsAMH
B COOTBETCTBHM ¢ 0053aTeJbCTBAMH, KOTOpbIe OIpeaeJeHbl B
cooTBeTCTBYIOIUX pe3omonusax Cosera 6e3onacuocta OOH...

[Tpu 3ToMm PATD akueHTHUpPYET BHUIMAHUE HA TOM, YTO ITpH ocyuiectieHnd PM u peanmzanumn
npouenyp [HO/PT cneayer nepexonuTh OT aHAJIN3A OTAEJIBHBIX (DMHAHCOBBIX ONEpalii KJIMEHTOB
OaHKOB K aHAJIM3Y UX XO35IICTBEHHO-9KOHOMUYECKOH JiesiTebHOCTH. OHAKO, 3TO, KOHEUHO, TOpa3/Io
IIPOILE CKa3aTh, YEM CHEJIATh.

AHaNIOrM4HOM MO3ULMK NpUepKUBaeTcs U basenbckuil KOMUTET MO OAHKOBCKOMY Haa30py
(BKBH), KoTOpBIii B OHOM U3 CBOMX MyOTUKAIHIA, TOCBSIIIIEHHBIX TaK HA3bIBAEMOMY JIEKTPOHHOMY
TpaHcdepy JEHEKHbIX CPEACTB B YACTU «CKPHITHIX» WM «IIPUKPBITBIX» IIJIaTEXeH*, oTMeyaer:

IIpy BbINOJHEHNN TPAHCTPAHUYHBIX OAHKOBCKHX OI€pPaIuil IOMIMO
0aHKa MCTOYHHKA opjepa (originator) m 6aHka OeHecpmmapa B mpouecc

47 Mex1yHapoHBIe CTAHAAPTH 110 POTHBOJSHACTBIIO OTMBIBAHUIO JCHET, (DMHAHCHPOBAHMIO TEPPOPU3MA U (PUHAHCHPOBAHUIO
pacrnpocTpaHeHus opykus MaccoBoro ynuuroxenus / Ilep. ¢ anr. — M.: Beue, 2012.
8 «Due diligence and transparency regarding cover payment messages related to cross-border wire transfers», Basel Committee
on Banking Supervision, Bank of International Settlements (BIS), Basel, May 2009.
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nepeaayn U 00padoTKH 0AHKOBCKHX JaHHBIX MOTYT BOBJEKATHCS Jpyrue
0aHKHU, BHINOJHSIONHE (PYHKIIMU MOCPEHIKOB...

... KpeanTHBIM OpraHu3anusM, UTPAIOIIM poJb TaKuX
MOCPEeIHUKOB, HE3aBHCHMO OT HUX HIOPHCAUKIUH, CJeJyeT co0JI0aaTh
Tpe6oBaHuUs, IPeIbABJIsIEMbIe K 0CHOBHBIM YYaCTHHKAM TPAHCTPAHNYHBIX
0aHKOBCKHX omnepamuii (HCTOYHHKY u OeHedummapy), BKIOUYasi
onpeaeJiennsi, coaep:xkamuecsi B «Cnenuanabubix Pexkomengamusx VIID»
PAT® (SR VII), 0co6eHHO B YCJIOBHUSX, CHHKAIOIHX MPO3PavyHOCTh
(transparency) BbIIOJIHSIEMbIX onepanuil (Hanpumep, yepe3 S. W. L. F. T.)».

Takske NogYepKUBaETCA:

Henocrarok wuH(opManum 00 HCTOYHHKAX U OeHedumnuapax
NEePEeBOJOB JIEHEKHBIX CPeJCTB MOKeT TMPENnsiTCTBOBaTh OaHKY-
MO CPeTHUKY TOYHO OI[€eHUTh pHCKH, accomuupyembie c
KOPPECHOH/IEHTCKIMH H KJHPUHrOBbIMH omnepamnusiMu. Takoii 0aHk He
CMOZKET CONMOCTABUTD /IaHHbIE ¢ MPU3HAKAMH, TPEOYIOIUMI GJIOKHPOBATH
WIH 33/IepKaTh ONepanuu Judo «3aMOPO3HUTb» AKTHBHI €€ YYaCTHHKOB.
<..0>

...IloBbIIIEHNE TPO3PAYHOCTH IUIATEKHBIX ONepalnuil 3aBUCHT He
TOJHKO OT CTaHJapTOB Nepeaadyd JaHHBIX, HO U OT Padouux Npoeayp
0aHKOB, BOBJIEKAaeMbIX B HX 00pPadOTKY, OT 4€ro 3aBHCHT HA/I€KHOCTb U
KavyecTBO (DYHKIIMOHUPOBAHNS MJIATEKHOI CHCTEMBI.

OnHoli 3 HarboJiee HENPUATHBIX TSI OAaHKOB OCOOEHHOCTBIO peajn3aliil JBYX CBSI3AHHBIX C
B0 3¢ heKToB B3aMMHOI aHOHUMHOCTH SIBJISIETCS TO, YTO OAHKM MOTYT OKa3aThCsl HE3aMETHO /IS
ce0s BoBieueHbl B Ty Wi uHylo [1I1]], 4To MOXeT HeraTMBHO CKa3aTbCs Ha MX OTHOIIEHUSX U C
rocy/1apCTBOM, ¥ CO CBOMMH KJIMEHTAMHM (T€M caMbIM MOBBILIAIOTCS YPOBHU [TPABOBOIO M peIyTalu-
OHHOTO PHCKOB). PYKOBOZICTBY 3THX yupeXeHHUH 1eJ1eco00pa3HO OMHUTH O MOCIECTBUSX TAKOTO
pona, MOCKOMBKY, Kak OyJeT MOKa3aHo Jajee, Pa3BUTHE CUTYAIMH ITPpY TMPOBEJEHUN pacciaeI0BaHUN
[II1/] MOXeT HeraTUBHO CKa3aThCsl HA MIX UMHIKE, a €Ci OaHKH JISWCTBUTEIHHO OKaKyTCst OOOCHO-
BaHHO OOBMHEHHBIMH B HE3aKOHHOMH JeSITETIbHOCTH, TO 3TO MOJKET IMOBJIEYb 32 COOO OT3BIB JINIIEH3UN
Ha OCYIIECTBJIeHHEe OaHKOBCKHX OIepaliii (4To, K COKaICHUIO, JABHO YK€ HE PEIKOCTb).

IIpu coBepiieHnn TpaHCEPOB JEHEKHBIX CPEACTB B NEKTPOHHOM (popMe BUPTYaIbHOE MpOo-
CTPAHCTBO MO3BOJISIET CKPBIBATh KAaK MX MHUIMATOPOB, TaK 1 OeHe(UIIMapOB yXke MU cCaMOM He3Ha-
YUTEJIBHOM YHCIIE Ar€HTOB CETEBOT0 «(PUHAHCOBO-MH(POPMALIMOHHOT0» B3auMoencTBu. [1pu tuno-
BBIX TpexaTanHbIX cxeMax O/ («pa3melieHne — pacciaoeHue — MHTErpalus») ¢ yyacTUEM MHOKECTBA
IIPOMEXKYTOUHBIX (IIOJCTABHBIX) areHTOB, «IIEPEKAYMBAIOIINX» JAEHEKHbIE CPEICTBA MEK/Y CBOUMMU
OAHKOBCKMMHM CYETAMH, JJIs1 BBISBIICHUSI 9TOTO B3aMMOJIEWCTBHS TpeOyeTcsi HaJMuKe AOCTaTOYHO
CJIO’KHBIX aHATMTUYECKHX AJITOPUTMOB, KakK ¥ JJIs OOHApYKEHHUsI JTIOOBIX COMHUTEIBHBIX ONEePALi.
A mockonbKy cxemsl OJ1 MOnepHU3HPYIOTCS, TO ¥ anropuT™Mbl PM HOIKHBI CTAHOBHUTHCS BCe Ooree
CJIOKHBIMH, TOYHO TaK ke, KaK 1 ero MH(pOpMAaIIOHHAsi OCHOBA M KpUTepHasIbHAs 0a3a.

B npocreiiiem 1 THIMYHOM BapyaHTe Ha niepBoM 3tarie O/l ieHexHble CpeacTBa, OTyYeHHbIe
HEJIETUTUMHBIM ITyTeM, «BOPACHIBAIOTCS» B (DMHAHCOBYIO CHCTEMY, KaK IPaBIJIO, Yepe3 CrelraaIbHO
CO3/JaBaeMble TIOJICTaBHbIE (PUPMBI, KOTOPbIE XapPAKTEPU3YIOTCSI KaK MUHMMAJIbHBIM KallMTaJIOM, TaK
U T€M, YTO CYLIECTBYIOT BECbMa HENPOAOKUTEHOE BPEMsl, NIOCJIE YErO BBINOIHAETCS COBOKYII-
HOCTb MPOBOJOK, «HE UMEIOIIUX SBHOIO SKOHOMHUYECKOTO CMBICIIa». DTO MEPEBO/IBI CO CYETOB I0PU-
JAUYECKHUX JIML KPYITHBIX IEHEXKHBIX CYMM, «PACIIbLISAEMBIX» [0 KAPTOUHBIM cUeTaM (PU3MUECKHX JIUIL]
(Tak Ha3pIBAEMBIX APOIIIEPOB), C ONEPATUBHBIM MX IMOJIYyYEHUEM WM CHATHUEM 4epe3 OaHKOMATBI.
Ot 6aHKOB, HE JKENAIIIMX MOANACTh MO MOJO3PEHNEe B COYYaCTHH WM B OPraHU3alliy IPeCTyII-
HBIX (PMHAHCOBBIX CXEM, TIPH 3TOM TpeOyeTcsi BOSMOKHO OoJiee TIIaTeJIbHOE CIe0BaHNe MTPUHIIMITY,
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niocrostHHO niponaranaupyemomy BKBH, — «3naii cBoero kimenTta» (3CK, 3a pydexom: KYC — Know
Your Client). B To %e Bpems npu ucrosb3oBaHuu coBpeMeHHbIx cxeMm O[] u maccoBom [IBO 310 cra-
HOBUTCS 3aTPYAHUTENBHO, & TIO3TOMY O€30IIsIHOe CTPEMIICHHE KaKoro-imoo O0aHKa 3aXBaTUTh 3HA-
YHUTENbHYIO YacTh peiHKa JIBO BHOMHE MOXET OKa3aThCsi HEOOOCHOBAHHBIM C TOUKHM 3PEHUs JOCTa-
TOYHOCTU PECYPCHOM 0a3bl TAaKOro OaHKa B TUIAHE PeaTn3aliiid HEOOXOAUMBIX (JOBOJBHO CJIOKHBIX )
rporieayp B cocrase rpotiecca PM 1 KOHTPOJIS HaJl XO35IUCTBEHHO-9KOHOMUYECKOU AesITeTbHOCTBIO
OOJIBIIIOrO YMC/IAa KJIMEHTOB B LIEJIOM (UTO CIieluaabHO oTMeuaaoch PATD).

Ha BTOpOM 3Tamne jaeHexHble CpelCcTBa, Kak MPaBUJIO, pa3/iesisieMble Ha 4acTH, MPOBOLSATCS
yepe3 psif OaHKOB C MCIONB30BAHUEM JMCTAHIIMOHHOTO YIPaBJIEHHUS CYETAMH, UYTO MO3BOJISET
CEpbE3HO 3aTPYJHUTH OTCIICKMBAHKME TPaH3aKUMI U MPUATh AaHOHUMHOCTB ITPOLIEypaM MepeBona
JEHEKHBIX CPECTB (B TOM YHCJIE 3a CYET MTOACTABHBIX IPOMEKYTOUYHBIX areHTOB (PMHAHCOBBIX OIepa-
umit). [Ipu 3TOM HepeaKo 3aaeHCTBYIOTCS O(IIOPHbIE 30HBI U BAPHAHTHI TEXHOIOTMY MHTEPHET-O0aH-
KHMHTa, B KOTOPBIX MOTYT OBITh CKOHIIEHTPHPOBaHbI COTHH OAaHKOB (BKJIIOYAsI TAK Ha3bIBAEMBble OyMasK-
HbIe WM TyCTble OaHKH, (PUTypUpYIOIIFe UCKITIOUUTENBHO B NEKTPOHHOM TpaHcdepe), a Takxke
CTOpPOHHHUE AHOHMMHBIE IPOKCU-CEPBEPA, HE MO3BOJIAIOLINE ONPEAEIUTh MECTONOIOKEHNE YIACTHU-
KOB MH(OPMALIMOHHOTO B3aMMOJEUCTBUS.

Jl1s1 BBISIBJIEHUS] TAaKUX CUTYalUil U NIPUAAHUSL ONEpPaLUsIM CTaTyca COMHUTENbHBIX WIW 715
OTKa3a OT BBHITIOJTHEHHS COOTBETCTBYIONIMX OMNepalfii 0aHKaM HeoOXOIMMO pa3padaTeiBaTh U BHEA-
PSITh COOTBETCTBYIOIIME aHATIMTUYECKHIE TIPOLIELYPhl (00 3TOM eriie OyAeT FOBOPUTHCS HIKE).

Ha tperbem 3tane aeHexHble cpeacTBa, KOTOPbIE MOTYT € IIOMOIIIBIO YAAJIEHHOTO YIIPaBIECHUS
MPOUTH MHOTO LIMKJIOB MEpeMEIeHUI MeX 1y IOPUCAUKIMSIMU, OaHKAMH 1 cIeTaMu OOJTBIIIOTO KOJH-
yecTBa (pupM, B 3aBeplieHue npouecca O/l KOHUEHTPUPYIOTCS Ha CUeTax BIIOJHE JIETUTUMHO CYIle-
CTBYIOIIMX U JEUCTBYIONIUX IOPUANIECKUX WU (pr3rueckux il [Ipu 3ToM 0600CHOBaHMSI 1711 TPaH-
3aKIMI MOTYT OKa3aThCsl IPOU3BOJIBHBIMUA U HUKAK HE CBSI3aHHBIMU C ITPEBIAYIIUMU TPAaH3aKLUMU
(BKBH, kcraru, gemaer ocoOBIl akIIEHT Ha TMOJTHOTE WH(OPMAIMH, COMPOBOXKIAIOIICH MEPEeBOIbI
JEHEKHBIX CPE/ICTB, KOIJ]a pacCMaTpHBAEeT LieroueuHble oneparuu). [IoatoMy BO3HHMKaeT moTpeo-
HOCTb B COBEPILICHCTBOBAHNH AHAJTMTUIECKUX METOJIOB, PUMEHsIeMbIX B riporiecce PM, 0coOeHHO B
IIEJISIX BBISBJICHUs OaHKaMU CBSI3aHHBIX KJIMEHTOB M TPaH3aKIMHI Ha 0a3e Tak Ha3biBaeMoro 3dek-
THBHOT'O I'PYIMIIOBOTO MoaxoAa*’ (umest B BUAY B TOM YHCIIE, YTO OTAEIbHbIC KIIMEHTHI JTH CBSI3aHHBIC
OOIIMMU MHTEPECAMU TPYIITHI KJIMEHTOB MOTYT OCYILIECTBIISATH (DMHAHCOBBIE OTIEpaIliy Yepe3 pa3Hble
nojipasaesieHus — (PUIIMaIbl, JOTOTHUTEIbHbIE O(PUCH M TIP. — OMHUX U TeX ke 0aHKOB). Benencteue
3TOrO MpoTaraHAupyeTcs: TpeOOBaHNE HAIMYHMS €AMHOU MOJMTUKU PabOThl C KJIMEHTAaMU B IPYIIIO-
BOI1 CTPYKTYpe.

Kak ykaseiBaer BKBH, 6ankam creyer pykoBOJICTBOBATLCSI OCHOBHBIMH TOJIOXKEHUSIMHU, CIIO-
coOcTByOmUME 3(pdekTrBHON peammn3anuu PM:

Heo06xo0aumo pa3padoTaTh NOJHTHKY H MPOIeAyPhI e HTH(D KA,
MOHHUTOPHHIA M CHUKEHHSI PeNyTAlIOHHOI0, ONePAlIOHHOI0, PABOBOT0
PHCKOB U PHCKa KOHIIeHTpanum>°.

IMomuTnka u npoueaypbl HAa YpPoBHe (PWIHANOB H JOYEPHHX
OpraHu3anuii J0JKHbI OBITH COIJIACOBAHBI € IPYNNOBBLIMH CTaHIAPTaAMU
«3Hall CBOEro KJIHEeHTa» H 00ecneuynBaTh UX MOIePHKKY.

IMoaxoapt Kk  uaeHTU(bUKAUM  KJIHEHTa  JOJKHbI  OBITh
cpopMHUPOBAHBI HA OCHOBE BO3MOXKHBIX COMYTCTBYIOIINX PHCKOB.

4 «Consolidated KYC Risk Management”, Basel Committee on Banking Supervision, Basel, BIS, Oct. 2004.

30 ﬂaHHbIﬁ BU]] pUCKa B LIHTI/IpyeMOﬁ pa60Te HE IOACHACTCA, HO U3 KOHTEKCTA MOXHO IIOHATH, YTO PE€Yb UJET O CBA3AHHBIX
orepanusax, COBEpPIIACMbBIX 00 OJHUM KJIMEHTOM 4YE€PE3 Ppa3HbIC CbI/I.J'lI/IaJ'[I)I 6a1—n<a, 1100 I"pyl'[l'[Oﬁ CBA3AHHBIX KAKUMU-JHO0
OTHOILICHUAMM JIMILIL.
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Me:xay rojoBHbIM ohucom U (puiinatamMu JOJKHO OBITH HAJA’KeHO
Takoe HH¢OpMaNNOHHOE B3auMo/elicTBHe, YTOObI OblIa BO3MOKHOCTH
noJy4ars HH(OPMANHIO O PHCKOBAHHBIX KJIHMEHTAX ISl YNPaBJIEHHS
NMPaBOBHIM H PENyTANHOHHBIM PHCKAMH.

Hewns6esxxHocTh ycnoxkHeHus: aroputMoB @M BujiHA Takke U3 COAEpKaHUsI HOPMATUBHBIX U
Apyrux gokymMeHnToB banka Poccum, KOTopble pogoiiKaloT pa3padbaThiBaThCs M PUHUMATBCS CO Bpe-
MeHu nipuHATUs 3akoHa Ne 115-@3. Tlo cocrosiHMIO Ha MOchaeqHee BpeMsl OaHKaM MpU OpraHu3a-
MM U ONpe/IeNIeHnH coAepkaHus BHyTpuOaHkoBckoro nporecca ®M (u BK B cooTBeTcTBYIOIIEH
4acTH) yaoOHee Bcero opueHTrpoBathest Ha rcbMo banka Poccun ot 04.09.2013 Ne 172-T «O mipu-
OPUTETHBIX Mepax MPU OCYILECTBIEHUN OAHKOBCKOTO HaJ[30pa», B KOTOPOM OMMCHIBAIOTCS TAK Ha3bl-
BaeMble KPUTEPUU OIPEAEsIeHUs] IPU3HAKOB BBICOKOW BOBJIEYEHHOCTH KPEAUTHOM OpraHU3alliv B
MPOBEJEHNE COMHUTENbHBIX OE3HATMYHBIX U (WJIM) HAJTMYHBIX ONEepalyii (TaM e MPUBEIeH U repe-
4yeHb JOKyMeHTOB banka Poccun 114 neneit kKBanugukanyy onepanuii B Ka4eCTBE COMHUTESIbHBIX ).
[Tostomy GaHkam TpeOyercsi pa3paboTKa Bce Oojee CrelMaIu3upOBAHHBIX U JETATbHBIX AHATATH-
yeckux npoueayp ®M (B unrepecax [IO/PT) nna uneHTuukanmuy ykazaHHbIX JIML, KOHTPOJIA U
COIIOCTaBJIEHU S IJaHHBIX, OCYLIECTBIISIEMBIX B COOTBETCTBUHU C UX OpAepaMu. To ke caMoe OTHOCUTCS
U K CTIeIMATU3UPOBAHHOMY TIpOrpaMMHO-uH(popMarimonHomy obdecriedenuto (ITMO) nporiecca PM,
(byHKIIMM KOTOPOTO JOJKHBI COOTBETCTBOBATH TPEOOBAHUM, YCTAHOBJIEHHBIM 3aKOHOJATEIbHBIMU U
MO/1I3aKOHHBIMU aKTaMH.

Ecnu pokazarenbCcTBO ydacTusi OaHKa B KaKMX-JIMOO OMEpalusix, CB3aHHBIX C OTMBIBAHUEM
JEHer Wi (PMHAHCUPOBAHUEM TEPPOPU3MA, KapaeTcsl B COOTBETCTBUHU C (peIepaIbHBIMU 3aKOHAMU
Y MOJ3AaKOHHBIMM aKTaMH, TO Haka3aHue 3a apyrue Buipl I1/1]1 naneko He Bcerna «HaxXoguT CBOMX
repoeB». PaccienoBanue u 10Ka3aTeNnbCTBO MPECTYIIEHUIA, COBEpILIAEMBIX B KUOEPIIPOCTPAHCTBE,
CTaJIO B MOCJIEAHUE TPU ECATUIIETHSI HACTOJIBKO aKTYaJIbHBIM, UTO 32 pyO€KOM JaBHO yXe OPraHu30-
BaHa IO/ArOTOBKA COTPYJHUKOB (DMHAHCOBBIX OPraHU3allvi M0 CIEUUAIBHOCTH «CePTU(]UIIMPOBAH-
HBII1 MHCTIEKTOP 110 MOIIIEHHUYecTBaM»°!. B 3aaun cneuanucToB, MPOXOASIIUX MOATOTOBKY TaKOTO
pona, BXOAT Mpex/e BCEro: npeJoTBpalleHue v (MIn) MpeaynpekIeHue MOIIEHHUYeCTB, 0COOEHHO
KOPHOPATUBHBIX, IPOBEAEHNE PacC/eJOBAHUI MPECTYIJIEHUI (HaUuMHAs1 ¢ 00eCriedeH s COXpaHEeHHU I
YJIMK, BKJIIOYasl KOMIIBIOTEPHBIE YCTPOWCTBA U JAHHBIE, XPaHUMBIE B 3JIEKTPOHHOM (pOpME), B3aUMO-
AENCTBHE C MPABOOXPAHUTEIBHBIMU OpPraHaMH U yyacTue B CyAeOHBIX pa3OMpaTesibcTBax U MPOLec-
cax B KayecTBe KCIIEPTOB; KPOME TOr0, OHU MOI'YT y4acTBOBATh TaKk€ B peajM3allii OTAEIbHBIX
(dyHK1IHI B cocTaBe mpolieccoB odecnieuerust uHGopmaronHou 6e3onacuoctu (OUB), ®PM u BK B
CBOMX OpraHM3alysX (MMIOCTOSHHO WJIA Ha OCHOBE ITPUBJIEUEHHUS).

Kak ormevaercss B OOHOM W3 MOMYJSPHBIX KHUI MO IMPOTUBOIAEHMCTBHUIO MOIIEHHUYECTBAM,
«COBEpILEHNE KOPIOPATUBHOIO MOILIEHHMYECTBA BCErAA CBA3AHO C MOCATATEIbCTBOM HAa AKTUBBI
KOPHOpAalMM U UX XUIleHueM» 2. [Ipu 3ToM HeoOXOOMMO YUYMTBHIBATh TOT NMPUHIMITMAIBHO BaX-
HBIA (PAKT, YTO YIIOMSIHYTBIE AKTUBBI TENEPb — IPEUMYILECTBEHHO «MH(OPMAIIMOHHBIE, a CIIE10Ba-
TEJIbHO, METO/Ibl U CPEJICTBA UX 3aIlUTHl OKA3bIBAIOTCS NPAMO CBsA3aHbl ¢ npoueccamu OB, ®M u
BK B 6ankax. be3 coMHeHus1, 0aHKOBCKOE JIEJIO TaK ke MPEeBPaTHIIOCh BO MHOTOM B «MH(POpMAaIIMOH-
HYIO IUCLIUTUTHHY».

Kak orMeuaeTcst B 0qHOI M3 TOMY/ISIPHBIX KHUT 1O TaK Ha3bIBAEMOMY KHOEpIIpaBOCyAuIo (Miy,
MHaue, KNOepCIeACTBHIO )>:

51 Certified Fraud Examiner.
52 Kosacuu Jx. JI. TIpotuBopetictBre MomeHHnIecTBY. Kak pazpaboTars 1 peaqn3oBaTh IIporpaMmy Meponpustuil. — M.: Mapo-
cerika, 2010.
3 o MarepuasiaM KHUrd A.J. Marcella, Jr., D. Menendez “Cyber Forensics”, 2nd ed., Auerbach Publications, Taylor & Francis
Group, Boca Raton, FL, USA, 2008.
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PHCKH, ¢ KOTOPHIMH CTAJKHBAeTCA PYKOBOJCTBO KpeIUTHBIX
OpraHu3anuii, N0 Mepe YCJI0KHEHHSI TEXHOJOIHi TOJbKO NMOBBIIIAIOTCS.
JInma, CKJOHHBIE K 3JI0YINOTPEOJeHUAM TEXHOJIOrHsIMH, 00OHAPYKUBAIOT,
YT0 HX BO3MOKHOCTH B OSTOM IUIAHE PAaCIIHPSIOTCA, TOrAa Kak
BO3MO’KHOCTH PYKOBOJICTBA IO Y/J€P:KAHHID HX OT STOr0 CTAHOBATCA
9KCIOHEHI[HAJIbHO 00Jiee NP00JeMAaTHYHBIMA H OTPAaHNYE€HHBIMH. ..

B XXI BeEKe HH OJHa OpraHu3anusi He MO:KeT
3a0bIBATh O  BO3MOKHOCTH  BO3HHMKHOBEHHsI TOTPEOHOCTH B
BBICOKOKBAJIN(DMIMPOBAHHOM CIENHAJINCTE B 00J1aCTH KHOEePIPaBoCyausl,
HE3aBHCHMO OT BKJIOYEHHSI €ro B IEePCOHAJ WJIH IPHUIJIAIIeHHs
co cropoHbl. IIpm >TOM aKTyaJbHBIM SIBJSAETCS BONPOC HE «eCJH»
noTpedyeTcsi, a «<KOTrga»...

Heo0xogqumocTh HAJTHYIHS aKTyaJIbHOM NMPOrpamMMbl
KHOepnpaBocyausi, 00€CHeYeHHON IOATrOTOBJEHHLIM IEPCOHAJIOM C
KBaJH(HKanHel cepTH(UIHPOBAHHOI0 HHCIIEKTOPA M0 MOIMEHHNYECTBY
H TpeOyeMbIMH PadOYHUMH MPOIEeIypaMu IJsi NMPOBedeHHs CJIy:KeOHbIX
paccJieJ0BaHNi, JOJKHA MOJHOCTHIO 0CO3HABATHCSI.

B ¢opmupyembIx HOBBIMM HH(POPMALIMOHHBIMUA TEXHOJOTUSMHU YCIOBHUSAX «3IJIEKTPOHHOM»
(pvHAHCOBOH U, B YaCTHOCTH, OAHKOBCKOW JEATENbHOCTH KHOEPMOILIEHHUUYECTBA CTAHOBATCS BCE
Oosiee MpUBJIEKATEIbHBIMU, TaK KaK MPECTYITHUK «MOXET CKPBIBATHCS» 32 KHOEPIPOCTPAHCTBOM U
UCIIO/B30BAaTh JJIs1 COBEPIIEHUS MPECTYIUIEHUs Crieliu(pUyecKre TEXHOJIOTUM: CETEBbIE, XaKePCKUe,
IINMOHCKHE, TPOSIHCKHE U T. 1., a TAKKe MPUKPBITUS B (DOpPME CEeTEBBIX aTak, (pabcupUKaLMU MapIl-
pyTHO# MH(popmauuu (k npumepy, [P-anpecos npu IBO B BapuaHTte MHTEpHET-OaHKMHIA U 1p.),
PaBHO KaK ¥ pa3HOOOpa3Hble MPUEMBI, KOTOPbIE MO3BOJIAIOT CKPhIBATh MHULIMATOPA MOLIEHHUYECTBA,
ero 6eHe(prLMapOB WK ke caMU (haKThl MOLIIEHHUYeCTBa (KOrJa MpUKpeITHE cpadatbiBaeT). [TpakTu-
YECKH BCE MOXO/Ibl TAKOTO poja 0A3UPYIOTCs Ha OJHOM OCHOBE — COUETAHUH T€X MJIM MHBIX CIIOCOOOB
HC/I k arakyembiM pecypcam ¥ BAC KpeanuTHBIX OpraHu3anui, a TakKe arnapaTHO-IIPOrpaMMHBIM
CpelcTBaM UX YAJEHHbIX KJIMEHTOB (B TOM YMCIIE Yepe3 aBTOMAaTU3MPOBAaHHbIE CUCTEMBI ITPOBaiige-
POB).

Hano ormetuTs, 4To j11000€ MOIIEHHUYECTBO, peann3yeMoe yepes ToT uin uHoi criocod HC/I,
CBSI3aHO C YIIOMMHABIIKMCS BBIIIE «XUILEHUEM JIMYHOCTH», TO €CTh C MIPUJIAHUEM BUIMMOCTH JIETH-
TUMHOCTU OOpAILeHUsI K KaKUM-TMO0 MH(POPMALIMOHHBIM aKTHBaM M Orepauusam ¢ HUMU. U3 atoro
CJIEyeT, YTO OCHOBHOE BHMMAaHHUE IPHU MCIOIb30BAHUU JIIOOBIX COBPEMEHHBIX (POpM ILIaTex)el u
PacyeToB CJeAyeT yAeaATh ClIoco0aM U CpeJCcTBaM MOATBEPKACHUS UAEHTHYHOCTH IOJIb30BaTeNs
KOHKPETHBIX MH(OPMAILIMOHHO-IIPOLIECCUHIOBBIX PECYPCOB M IPABOMEPHOCTU MCIIONB30BAHUSA TEX
WIM UHBIX MOJHOMOYMIA JOCTyNa K MH(OPMALMOHHO-IPOLIECCUHIOBBIM pecypcam>*. B cBolo oue-
peapb, caMo BOo3HUKHOBeHHe Bo3moskHocTerd HCI Bcerna 0OycIOBIEHO HEAOCTATKAMU B YCTaHOBJIE-
HUM OTPaHUYEHUN Ha (pusnueckuil u ornueckuil goctyn Kk AIIO u nHpopManMoHHBIM pecypcam
OpraHu3alyi, 4To, B CBOIO OYEPE/ib, CBUIETEIbCTBYET, KaK MPABUIIO, O HEMOIHOTE MTPOBEJCHUS IIPH-
€MO-CJATOYHbIX UCTIBITAHUM KOHKPETHbIX aBToMaru3npoBaHHbIx cuctembl (BAC wim C3Ib). Takas
HETOJIHOTA MPH MOCTPOEHUM JIOTUKU PacCy:KAeHUI B OOPaTHOM IMOPs/IKE CBUIETEIbCTBYET O HAU-
YUK HEIOCTATKOB B MPOrpaMMax, METOIMKAX, aKTax W MPOTOKOJIAX MPOBEIEHUsI ITUX UCIbITAHUM,
a 3Ha4MT, O HEJIONOHMMAHUU PYKOBOJICTBOM OaHKa 3HAYMMOCTH MOJHOTO MOATBEP:KAEHUS 3asBJICH-
HbIX cBoMicTB BAC u (umm) C3B. Jlormyeckas mocjieoBaTeIbHOCTh 0OeCeUeHUs JISTUTUMHOCTH
[paB U MOJHOMOYMI JOCTYIA K YyBCTBUTEIbHBIM MH(POPMAIIMOHHO-TIPOLIECCUHTOBBIM pecypcam, C

54 I[Tpu HanGonee obIEeM Mogxozie MOHSTHE «II0JIb30BaTelb» OXBaThiBaeT Bcex yyacTHUKoB VIKB]I kak B GaHKe, Tak ¥ BHE €ro, TO
€CTb U OIEPALOHKCTOB, U ONIePaToOpOB, ¥ aIMHUHHICTPATOPOB (CUCTEMHBIX, CETEBBIX, 0a3 JaHHBIX, MH(OPMAIMOHHOH 6e30MacHOCTH
U T. 11.), a TaKxe KimeHToB [1B0.
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M3BECTHOM JJ0JIEN YCIOBHOCTH MOKa3aHa Ha PUCYHKe 3.2, CKOMIIOHOBAaHHOM Ha OCHOBE KapUKaTYpbl,
XOPOILO OTpaXKalolIel CyTh JaHHOM MpodIeMaTHKU. TeM caMbIM OTpakaeTcs TakKe TecHast U Hepas-
PbIBHAsI CBSI3b MPOLIEAYP YIIPABJIECHUs! pacrpeeieHeM MpaB U MOJTHOMOYMIA JOCTyma K uHpopMa-
IIMOHHO-TIPOLIECCUHTOBBIM pecypcaM OaHKa (BKJII0Yas (pUIdasibl, TOMOJIHUTENIbHBIE ODUCH U TIP.) U
KOHTPOJIA Hal HUMMU.

€5 LWlenkHuTe 3eck, LTOG NO

i LlenKHTe 3ech, YO0 No
HUGYTE CUET3

WHcTpyrLm Viucrpyxumn

Nopaaku Moproku

PernamenTel Pernamenol

Puc. 3.2. Ilpumep npobnemamuxu pasepaHu4eHuss npag u NOAHOMOUULL OOCMYNaA 8 YCA08USIX
NPUMEHEHUSL MEXHON0ULL INEKMPOHHO20 DAHKUH2A

Crnemyer OTMETHTh, YTO HEPEIKO HAaOJ0laeMOe B KPEJUTHBIX OpraHU3alusixX, Mpekae BCEro
OaHKax, jkeJlaHhe PYKOBOICTBA «CIKOHOMHUTh» HA TaK HAa3bIBAEMBIX He3apaOaThIBAIOIINX MOIpa3/e-
JICHUSIX, K YUCITY KOTOPBIX, KAK UCTOPUYECKU CIIOKUIIOCH, OTHOCATCS noapasaenenus: UT, OB, BK,
®M, YEBP u psag apyrux, rapaHTUPOBaHHO MPUBOIMT K HEJOCTATKaM B oOecriedeHUr HaaekKHOCTU
OaHKOBCKOH JiesiTeTbHOCTH. CIIeICTBUSIMU TaKOW «9KOHOMUM» YacTO OKa3bIBAETCs HEXBATKa BBICO-
KOKBJIM(UIIMPOBAHHOTO TIEPCOHANA, HEOOXOAMMOrO ISl TIPABIJIBHON M HAJEKHOW OpraHU3alluu
ABTOMATU3MPOBAHHON OAHKOBCKOM JESITEIbHOCTH, VI HEJOIyCTUMAsi KOHIIEHTpALUsI TIOTHOMOYHIA,
B OCOOCHHOCTH 3TO KaCaeTcsi COBMEIIEHHS B OMHUX pyKax (PyHKIUI aIMUHUCTPUPOBAHHUS: CHCTEM-
HOT'O, CeTeBOro, 0a3 JaHHBIX, H(MOPMAIIMOHHOW Oe30macHOCT! U T. 1. CHuTyarms, B KOTOPOH OIUH
YeJIOBEK COBMEIIAET HECKOJIBKO (DYHKIIMI, KOTOpbIE B COOTBETCTBUY C IIPABUJIAMU 3/IpaBOrO CMbICIIA
(B OTCYTCTBHE COOTBETCTBYIOIIMX HOPMATUBHBIX MTPABOBBIX AKTOB) JIOJKHBI OBITH pa3/IeNieHbl, KaK 3TO
CUMTAETCs] HEOOXOOMMBIM C TOUKH 3peHHsl oOecrieueHus rapantiii HesosMoxHoct HCJL BricoKOrO
YPOBHSI, MOJKET OKa3aThCsl CBA3AHHOM C yrpo3amu mjisi 6€30macHOCTH MH(OPMAIIIOHHBIX aKTHBOB
OpraHM3alliy, TaK Kak MPU 3TOM 3aBEIOMO HE BBINOJIHSETCS YIIOMUHABIIMICS MPUHLMIT «YEThIpEX
ras». B 3ToM cayuae Te WM WiHBIE COTPYIHUKH, C OQHOM CTOPOHBI, TIOJMYYal0T HanOOIee MOJTHbIE
IIpaBa ¥ MOJIHOMOYMS JOCTYINAa K TaKUM pecypcam, a ¢ ApYror CTOPOHBI, OKa3bIBAIOTCS (PaKTUUECKU
HETOJKOHTPOJIbHBIMU.

Kak ormeuaet B cBOeil OpUrMHaIbHON KHUTE OJUH U3BECTHBIN B 1porioM B CIIA moreHHuK:
«BaxHO MOMHWTB: eciu 1Sl To[ei HEBOJIIBHO CO3/AI0TCS YCIIOBH S, YTOOBI OHM BOPOBAJIM, OHU Oy/IyT
3TO Jienath !», BCIEICTBHE Yero MOCTYIUpyeTcs, uTo «JloBepre — XOpoIo, HO KOHTPOJb — JTydIiie!» .
JlaHHBII aBTOP 3HAET, YTO TOBOPHT, KOT/IA 3asIBJISIET B ITOM KHUTE, UTO «AOCOIMIOTHON HA/Ie)KHOCTU He
cyiecTByeT» 1 uTo «OOMaH He MmpeKpaiaeTcss HUKOrJa», — MPOBE/Is 32 PEIIeTKOM HECKOJIBKO JIET 3a
MaxHHAIUY C YeKaMu, OaHKOMaTHbIe MOIIEHHUYECTBA U MPOYYIO MTPOTUBOIIPABHYIO JIESTEIbHOCTD,
OH I10 OCBOOOKIEHUH OTKPbLJT KOHCYJIBTALIMOHHYIO (PUPMY 110 OpraHM3aluy MPOTUBOJEHUCTBHUIO KOP-
MOPATUBHBIM U IPyTMM MOILLIEHHUYECTBAM U HallMcall YIOMSIHYTYIO B CChUIKE KHUTY. B Hell, noMumo

35 A6urneiin .. Toiimait €ro, €CJIM CMOXKeEIb, UM OH roimMaeT 1eds. — M.: I[Tokonenue, 2007.
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MMpOY€ro, OH IMPUBOAUT TAKUE JAHHLIEC COLUOJIOTMYCCKOIro OITpocCa, KOTOPbIM OBUIM OXBAaYeHbI COTpya-
HUKH HECKOJIbKHMX COTEH CEBCPOAMEPUKAHCKUX KOMHaHHﬁ, KOTOPBIM 3a/1aBaJIMChb BOITPOCHI 00 ux
OTHOIIEHWU K BOPOBCTBY:

Pe3syabTaTrel mccaemoBanumii mokazaum, 4to 10 % padoTHHKOB
BopoBasu Obl Bce Bpems, eime 10 % HuKorga He YKpaam Obl, a
80 % BopoBa;mm Obl, ecau Obl y HHX ObLIA JJIs TOro NPHYMHA. ITO
CBH/IETEJIbCTBYET O TOM, YTO PYKOBOJACTBO KOMIIAHH T0JZKHO MPOSIBJISATH
o0ecrokoeHHOCTh 0 90 % cBoero mepcoHaJa...

ITo paHHBIM YKAa3aHHOI'O aBTOpa:

BaHku TepsOT B mATH pa3 0oJiblle JeHer OT XHINMEHHS JeHeKHbIX
CpPeJICTB, YeM OT BOOPYKeHHbIX orpadJenuii. Kpaxka Ha padouem mecre
MO’KeT ObITh HACTOJILKO NMAaryoHoH JJisi KOMIIAHWH, CTaBIIel ee ’KepPTBOM,
YTO MOYTH OJHA TPETh BCeX OAHKPOTCTB NMPHUIUCHIBAKTCS MPHUCBOEHUIO
Yy:KUX CPeICTB.

Ocraercsi HaieATbCsI, YTO CTONb OE3palOCTHAsI KAPTUHA SIBJISETCS TUIMMYHOU TOJNBKO JISI
CHOIA...

Curyarust ycyryonsiercst TeM, YTO B BUPTYaJIbHOM IPOCTPAHCTBE MOIIEHHUYECTBA COBEpIIa-
I0TCSI MTHOBEHHO U TPAKTUYECKH He3aMeTHO. [Ipu BHUpPTyaIbHOM MOIIIEHHUYECTBE OOBIYHO HEW3-
BECTHO HABEPHSIKA, KEM SIBJISIETCS 37I0YMBIILIEHHUK. Ero Hesb3s yBUAETh, IOTOMY YTO 3TO — AHOHUM,
CKPbITBIM TEXHOJIOTHSIMU M aBTOMAaTU3UPOBaHHBIMU crcTeMamu. Kpome Toro, Kak OTMEYaer ToT ke
aBTOp, «[I71s1 MomaBsIIoNIero OOJBIIMHCTBA KJIMEHTOB OAHKOB JIEKTPOHHBIE OAHKOBCKHE OTEpaIvu
BCE €IlIe OCTAIOTCS 3araIoYHbIMI». [IpakTHKa U3ydeHus Kaio0 KIMEHTOB POCCHICKUX OAHKOB TIOM-
TBEPXK/IAET STOT HEYTEIIUTEIbHBIA BBIBOJ, TIO3TOMY MIOMHUMO HIMPOKO 0OCYkIAeMON TMOTPEOHOCTH
B TOBBIINIEHNN (PMHAHCOBOW I'PAMOTHOCTH HACEJICHUS JIOTUIHO OBLIO Obl TOBOPUTH U O TIOBBIIIICHUH
€ro «TeXHOJIOTUIECKON IPaMOTHOCTH». CKa3aHHOE OTHOCUTCS U K KadecTBy corarienuid o IbO B
TOM CMBbICJIE, YTO B COOTBETCTBYIOILIMX JOIOBOPAX, KaK MPaBUJIO, HE OrOBAPUBAIOTCS YIIOMUHABIIIMECS
BBIIIIE €T0 JJOKa3aTeNlbHast 0a3a v ee I0pUInIecKas Cuia.

B nHacrosmiee BpeMs crniendrika yCIoBMHA (PYyHKIIMOHUPOBAHUSI POCCHICKOTO OAHKOBCKOTO
CEeKTOpa MPeAINosaraeT, Kak 0TMEYasloch, BOSHUKHOBEHNE HOBBIX UCTOYHUKOB KOMIIOHEHTOB TOJILKO
IJTSL CIIEYIONIMX OAaHKOBCKHUX PUCKOB: CTPATErMUECcKOro, ONePallMOHHOTO, TIPABOBOTO, PeITyTallMOH-
HOTO (TIOTEepH JISJIOBOK PeITyTaIin), TUKBUIHOCTH (HETUIATEeXKECIIOCOOHOCTH) M, B HEKOTOPBIX CITEIH-
(uyeckux ciyyasx, cTpaHOBOro>®. UToObl MPaBUIILHO OMPENETUTH COCTAB HICTOYHUKOB KOMIIOHEHTOB
PHCKOB, CIIOCOOHBIX HETATHBHO TOBJIUATH Ha MPOIIECC M Pe3y/IbTaThl OAHKOBCKOM JIeSITeIbHOCTH Kpe-
JOWTHBIX OpraHu3anuii, ynooHo pazouts MKB]I, o6pa3yemMslii TOW WJIM MHOW CUCTEMOM SJIEKTPOHHOTO
Oankunra (C3B), Ha cBOero poya «30HbI KOHIIEHTPAIlMA HCTOYHUKOB PUCKa» M IMPOAHATU3UPOBATh
0COOEHHOCTH KaKJ0H U3 HUX. 3aTeM, B COOTBETCTBHY C IPUHATOM B TOM UJIM UHOM OaHKe MeTOI0NIO-
ruerd YBP, MOXHO crpynmupoBaTh OTebHble (hPaKTOPBI MM UCTOUHUKHM KOMIIOHEHTOB PHCKOB I10 UX
BO3MOXHOMY TTPOSIBJICHUIO B TEX WJIM MHBIX TUITMYHBIX OAHKOBCKUX PHCKaX, KOTOPbIE OMUCHIBAIOTCS,
KaK IMPaBWJIO, BO BHYTPUOAHKOBCKUX JTIOKYMeHTax Tuma «IlonoxeHus 00 yrpapjieHU OaHKOBCKUMU
pUCKaM». DTO MOKET OKa3aThCsl MOJIE3HBIM, HAIIPUMEP, PU OpPraHU3alK yIpaBJIeHUs] pUCKaMU 10
UX TUIAM, [IEPEYUCIEHHBIM BbIIIIE, ITPU NIEpexoe K MpuMeHeHu0 TIb.

5% B 3apyGeskHOii PaKTHKE PHCK-OPHEHTHPOBAHHOIO GAaHKOBCKOTO Hazi3opa B oonacti JJBO paceMaTpHBaioTcs Bee GAHKOBCKHE
PUCKH (XOTs MX TOJIHBIIA COCTaB BapbUPYETCs B 3aBUCMOCTH OT UJEOJIOTMH HA30pa, IPUHATOH KOHKPETHBIM (heiepajIbHbIM BEIOM-
CTBOM), TIOCKOJIbKY B HEKOTOPBIX CTPaHAX JOMYyCKAeTCsl GoNee «AEMOKPATHUHBIN» MOIXO/ K PErIaMEHTali OaHKOBCKOM JesTebHO-
CTH, 00ecreynBaloLIel OpraHu3alIOHHO-(PUHAHCOBBIE NOTPEOHOCTH OM3HECA: B Psifie CIIy4aeB MOKHO AUCTAHLIMOHHO OTKPBIBATh OaH-
KOBCKHeE cueTa, 0hOPMJIATb KPEAUTbI U T. 1.
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Hwxe mpoBoIUTCS KpaTKUiA aHAIN3 CTPYKTYPbI 9TUX OaHKOBCKUX PHCKOB’ B 4aCTH CBOMCTBEH-
HbIX puMeHeHnIo TIb u peanusyiomux ux COb NpUYMHHO-CIEICTBEHHBIX CBA3EH X KOMIIOHEHTOB
Haps/ly C TEMU yrpo3aMu HaJeKHOCTH OAaHKOBCKOW JESITeNIbHOCTH, KOTOopble TpuBHOCUT JIBO camo
o ce6e. Ec roBoputh kKoHKpeTHO 0 TI1[1, TO, TpakTys MOHATHE yKa3aHHON HA/Ie)KHOCTU C TOUKH
3pEeHUsI BBIIOIHEHU S KPEIUTHBIMUA OPraHN3aIMsIMHU (B IIIMPOKOM CMBICJIE) CBOMX 00SI3aTeIbCTB IEPes]
KJIMEHTaMH ¥ KOHTPOJIMPYIOIIUMH OpraHaMH, MOJKHO OIPEAEIUTb Te KOMIIOHEHTHI TUITMYHBIX OaH-
KOBCKHX PHCKOB, KOTOpPBIE HETTOCPEICTBEHHO CBSI3aHBI C OMACHOCTHIO ocymiecTsiaenus TTIT1%:

* Ul ONEPAlMOHHOTO PHCKA — 3TO MOTEHIMAIbHbIE (PUHAHCOBBIE MOTEPH, OOYCIOBICHHbIE
MOIIEHHUYECKUMHU JEVWCTBUSMM B OTHOLIEHMHM KPEIWTHON OpraHu3auuu M (WiM) ee KJIUEHTOB 3a
CUeT IepeBo/ia ABTOMATU3MPOBAHHBIX CHCTEM, IIPUMEHSIEMbIX €I0 JJIs1 OCYIIECTBICHUsI OaHKOBCKOW
JESTeNbHOCTH, B HEITATHBIE (B LIMPOKOM CMBICJIE) PeXUMbI (DYHKIIMOHUPOBAHU S, U3-32 YETO MOTYT
OCYLIECTBIISTHCS TPOTUBOIIPABHBIE IEMCTBUSA, BKJIIOYAs IPOBEICHUE HECAHKLIMOHUPOBAHHBIX TPaH-
3aKIMI WM TIpsMble XUINEHUs1 (DUHAHCOBBIX CPEACTB B NEKTPOHHOH popme MO0 KOH(PHUICHIIU-
aJIbHOH («4YyBCTBUTEJIbHOI») MH(POPMALIMU U TIP., IPOUCXOIUTh HAPYILIEHUs] JOCTYITHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTEM U (WJIM) HENPEPbIBHOCTH UX (PYHKIIMOHMPOBAHUSA (BKJIIOYAsi KaK MPUYHMHBI
«yZlauHbIe» CETeBble U XaKepPCKHE aTaK, OTKa3bl M COOM anmapaTHO-IIPOrPaMMHOTO 0OeCTieYeHH s
JUTs IPUKPBITUSI MOIIEHHUYECTB KaK CaMOU KPEeAUTHOW OpraHU3alliy, TaK U ee MPOBaiIepoB), Ciie-
CTBHEM Y€ro OKaKeTCsI HEBBINIOJIHEHUE KPEIUTHON OpraHu3aluen 00s13aTesbCTB repes] KJIMEeHTaMU;

* JUIsl IPaBOBOTO PUCKA — 3TO MOTEHIMAIbHBIE (PMHAHCOBBIE MOTEPH, OOYCIOBICHHbIE HEBbI-
TMIOJIHEHUEM KPEAUTHOM OpraHu3aiyeil Tpe0OBaHUi HOPMATHUBHBIX MTPABOBBIX AKTOB, PETYJIUPYIONINX
OaHKOBCKYIO IATEJIbHOCTD, ¥ (MJIN ) 3aKOHOJATEIbHOIN HEOIPEICIEHHOCTHIO UCTAHIIMOHHOTO MIPejIo-
CTaBJIeHUs] OAHKOBCKHUX YCIIYT, a TaKKe CyIeOHbIMU U3AEPKKAMU/CAHKIIMSAMU U3-32 HEBBIIOIHEHUS
00s13aTeJILCTB Mepe/l KJIMeHTaMHU (BKJII0YAst MOTEPIO 3HAUMMBIX JAHHBIX U YTEUKY «4yBCTBUTETIbHOI»
uH(pOpMaI¥Y, HapylieHne OaHKOBCKOW TaHBI, IPOTHBOMPABHYIO IESTEIbHOCTh, KOTOPAsi OKa3bIBa-
eTcsl BO3MOXKHOW M3-32 HEJOCTATKOB allapaTHO-IPOrPaMMHOIO WA IPOrpaMMHO-UH(POPMAIIMOH-
HOro oOecriedeHus1 OaHKOBCKOM JESITEIbHOCTH KaK CaMOW KPEAWTHOW OpraHu3allid, TaK U ee Mpo-
Baii/IepOB, XUILEHHUS JEHEKHBIX CPEJICTB KJIMEHTOB U T. J1.), BKJIIOYask CUTYalluH, B KOTOPbIX KJIMEHTHI
OKa3bIBAIOTCS HE CIIOCOOHBI BHITIONHATH CBOM 00513aTeIbCTBA MEPe/l TPETBUMHU CTOPOHAMU TI0 BUHE
KPEAUTHON OpraHu3aly 1 (UK) ee poBaiiepoB;

* Ui pUCKA JIMKBUIHOCTH (HEIUIATEKEeCIOCOOHOCTH)>® — 3TO MOTEHIMAIbHbIE (PUHAHCOBBIE
MOTEPU KPEIMTHON OpraHM3aluy U3-3a XUILEHUI ee NH(POPMAMOHHbIX aKTUBOB U (UM) B (hopme
ee HeCrOCOOHOCTHM TOJHOCTBIO M CBOEBPEMEHHO BBINIOJIHATH CBOM (DUHAHCOBBIE OOSI3aTE/IbCTBA B
OTHOIIIEHUM KOHKPETHBIX KJMEHTOB B CIIydasX HECAHKLIMOHWPOBAHHBIX NEPEBOJOB MX (PUHAHCO-
BBIX CPEACTB, U3MEHEHUI B XapaKTEpUCTUKAX YIPABJICHUs JTUKBUIHOCTBIO B YCIOBUSIX OTKPBITOTO
CETEeBOr0 B3aMMOJIEHCTBUs (OJIOKMPOBKA aBTOMATU3UPOBAHHBIX CUCTEM WMJIM KaHAJIOB/JTMHUH CBSI3H,
HeTIpeIBUICHHbIN OTTOK (PMHAHCOBBIX CPE/ICTB, KPYIMHOMACINTAOHbIe (PMHAHCOBBIE XUILICHUSI, APYTHUE
MOTEPU BBHICOKOJIMKBUIHBIX aKTHBOB, COOM M OTKa3bl B pab0Te anmapaTHO-IIPOrpaMMHOro odecrieue-
HUS, IPUMEHSIEMOTO IJIs1 OCYIIECTBIEHUS] OAHKOBCKOTO OOCITY:KMBAHUS KaK KPEAUTHOW OpraHu3a-
LM, TaK ¥ €€ IpOBaiiIepoB), a TaKke HEJOCTaTKU OPraHM3alMOHHOIO XapaKTepa, U3-3a KOTOPBIX
(brHaHCOBBIE 00s3aTEbCTBA NEPe]] KIMEHTaMH He BHITIONTHSIOTCS (TAKUM 00pa30M BO3HUKAET CBOETO
pola «IepcoHaNIbHAST» HETIATeKECIIOCOOHOCTh, TO €CTh B OTHOLIEHNH KOHKPETHOTO KJIMEHTA);

* ISl PEMyTAIlMOHHOTO PHCKA — 3TO MOTEHIMAIbHbIe (PUHAHCOBBIE MOTEPU, OOYCIIOBICHHbIE
(bopMupyIOIIMMCST HETaTUBHBIM OOIIECTBEHHBIM MHEHHEM B OTHOIIEHUM KPEIUTHOW OpraHu3alfu

57 B pannom Cllyyae MCIONb3yeTCsl HETUIMYHAS TEPMMHONOTHsS, OOYCJIOBJIEHHAsl aKLIEHTOM Ha BO3HMKHOBEHHMM HOBBIX yrpos
Ha/Ie’/KHOCTH OaHKOBCKOH JIeAITE/IbHOCTH, POSIBIISIIOIIMXCS B YPOBHSIX M MPO(UIIAX TUIMYHBIX OAHKOBCKUX PUCKOB.

BB MOC/IeAYIOMNX ONpPEIeIeHUSIX UCTIONb3YeTCs IIOHATHE «KPEANTHAsI OpraHu3alys» Oosee IMIPOoKoe, YeM «OaHK», TIOCKOIIBKY
OHH KacaloTcsl 1 HeOAHKOBCKMX OpraHU3allvi.

» B nannom ClIyda€ UMEECTCA B BUNLy TO, UTO TPAAULIMOHHOE NNOHATUE «JIMKBUTHOCTb>» o6peTaeT HOBO€ CMBICJIOBOE COAEPKAHUE
C TOYKHU 3PEHUA BBIIIOJITHEHUA OGaHKaMK CBOUX (i)I/IHaHCOBLIX 00513aTeJIbCTB.
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M3-32 HEBHITIOIHEHUSI €10 00s3aTeIbCTB Tepe]] KJMeHTaMU (BKJTI0Yasi HeIOCTYITHOCTh/HEpaboToCHO-
COOHOCTB/HETIONMHYI0 (hYHKIIMOHATBHOCTB/HEHA I KHOCTh/HeOe30IIaCHOCTh €€ AaBTOMATU3MPOBAHHBIX
CHUCTEM, TIOTepIO (YTEUKY, XUIIEeHUE )/ ICKa)KeHNe/dyBCTBUTEIbHBIX JAHHBIX U3-32 HEJOCTATKOB/OTKA-
30B armnapaTHO-IIPOrPaMMHOTO OOeCTiedeH! s KPSTUTHOW OpraHu3alu v (UIv) ee MpoBaiiepoB (B
TOM YHcJie caboTaxa, KOMIBIOTEPHBIX MPECTYIUICHUI (MOIIIEHHUYECTB), CETEBbIX, XaKEPCKUX, BUPYC-
HBIX aTaK, HECAHKIIMOHMPOBAHHOTO JIOCTYIMA K YIOMSIHYTHIM JaHHBIM, CTABIIMX U3BECTHBIMHU CYIe0-
HBIX MCKOB WJIM CBEICHUI O HapyIIeHUAX KOH(PUICHIIMATbHOCTH NH(popMary (OaHKOBCKOM TaitHBI),
BeO-CalTOB-MYJISDKEH U T. I1.), BO3JCUCTBUS HA UCTIOb3yeMble TOW OpraHu3aluei BeO-caitel (6110-
KHMPOBKA, NCKa)KeHUE KOHTEHTA U TIp.);

* Il CTPATErMYECKOTO PUCKA — TO OTEHIIMAIBHBIE TEKYIIE U TIePCIIeKTUBHbIE (PMHAHCOBBIE
MOTepH, OOYCIIOBJICHHBIE OMMTMOOYHBIMU OWM3HEC-PEIICHUSIMA OTHOCHUTENTBHO COCTaBa U (WJIH) CXeMBbI
JAMCTAHIIMOHHOTO TPEJOCTaBIeHUsI OAHKOBCKHX YCITYT VUM HETIPaBMJIBHOW peasin3aliieil OCHOBHBIX
peleH i TAKOTO PoJa B KPEAUTHOM OpraHn3aliy, KOTOpbIe MPUBOISAT K BOSHUKHOBEHHUIO BO3MOKHO-
CTel UCTIONB30BaHUsI OAHKOBCKMX aBTOMATU3MPOBAHHBIX CUCTEM JJIsI OCYLIECTBIICHUS U (WJIK) TIPH-
KPBITHSI MOITIGHHUYECTB, HAPYIIIEHUS TIEJIOCTHOCTH U (WJTH) KOH(DUACHIIMATBHOCTH KJIMEHTCKUX WJIN
OaHKOBCKUX JIaHHBIX, OTMBIBaHUSI JeHeT ¥ (PMHAHCHPOBAHKS Teppopr3Ma (BKII0Yas HEMPaBHIILHOE
pacnpenenenue (pyHKIHIA, B TOM YHCIE B paMKaxX ayTCOPCHHIA, OMIMOKHU B CIIOCO0ax MpeloCTaBie-
HUS M KOHTPOJISL OKa3aHUsl OAHKOBCKMX YCIIYT KJIMEHTaM, B TEXHOJOTMYECKUX U (MJIM) OpraHu3alu-
OHHO-TEXHMUYECKHX PEIIeHUSIX, PUBOIAIIME K HeaJeKBaTHOCTH OM3HEC-MOENSIM, HEIOCTATOUHYIO
OTIAJIKY, 3alUIIIEHHOCTD, YIIPABISIEMOCTh M KOHTPOJIMPYEMOCTh OAHKOBCKHMX aBTOMAaTH3MPOBAHHBIX
CHCTEM H T. IL.).

He uckimoueHo, 9To 3/16Ch MOKHO OBUIO ObI YIIOMSIHYTh M CTPAHOBOW PUCK (XOTS 3TO, CKOpee,
MEPCIIEKTHBA), TIOCKOJIbKY B COBPEMEHHON OAHKOBCKOM EATEILHOCTH IUPOKO UCIIONB3YETCS MEK-
JAyHApOIHOE pa3Jic/iecHue TPyja, P KOTOPOM OaHKH OTKPHIBAIOT CBOM (PMJIMAJIbI B Pa3HbIX CTpa-
Hax, 62].HKOBCKI/II';I Hpouecanr KOHHCHTpI/IpyeTCH B CIICIIUAJIBHBIX HpO].[GCCI/IHFOBLIX HCHTan nin
Ha BBIYUCIINTECIIBHBIX MOIIIHOCTAX prHHbIX KpCIII/ITHbIX OpI‘aHH3aHHﬁ, KOMHaHHfI-HHTeraTOpOB, TO
€CTh B Pa3HOOOpa3HbIX (popMax ayTcopcuHra. B Takux ciiydasix BOZHHKAIOT HOBbIE BU/IbI 3aBUCHMO-
CTH HAJEKHOCTH OAHKOBCKOH JEATEJIbHOCTU OT CTOPOHHUX JJIsi KOHKPETHOTO OaHKa OpraHu3alluii,
a BMECTe ¢ HUIMHU — U HOBBIE MPOOJIeMbI 0OeCTieUeH s ee HaeKHOCTH, BKTodas rapantur OUB kak
IUTs1 caMoro OaHKa, Tak M JIJIs1 €ro KJIMEHTOB, OJHAKO B TUX YCJIOBHUSIX MOJHOLIEHHBIA KOHTPOJIb CO
CTOPOHBI OaHKa HaJ| 00eCNeUYNBAOIIMYU OPraHU3aIUsAMI CTAHOBUTCS OoJiee MPOOIeMaTHUHBIM.

F.HaBHI)IMI/I HETraTUBHBIMMU ITOCJICACTBUAMU MOILICHHUYECTB ABJIAIOTCS Hpem,ue BCEro (bI/IHaHCO-
Bble ioTepu. Ho 3710 00I11iee oHATHE 11e71eCO00Pa3HO JICTATM3UPOBATH, IIOCKOJIBKY 3TH MOTEPU MOTYT
6bITL paBHOpO,[[HbIMI/I. TaK Ha3bIBACMBIC HpHMI)IC HOTCpI/I UMCIOT HAIrJIAgHOEC JCHEKHOC Bpra)KGHI/IC
KaK JIJTs KJIMeHTa OaHKa, TakK ¥ JIJIs1 cCaMoro OaHKa, TOCKOJIBKY TIPY TAKUX MOTEPSX Pedb UIET O peasiu-
3aI[ KOMITOHEHTA PHCKa HEIUIaTeKeCIIOCOOHOCTH B OTHOIIEHUHM KOHKPETHBIX TIOCTPAIaBIINX KITU-
eHTOB. [IoMMMO 3THX TOTEPB YaCTO MPUXOAUTCA TOBOPUTD O «KKOCBEHHBIX» ITOTEPSIX — ITO PACXO/Ibl HA
paccieoBaHue, yiep0 OT COBEPIIIEHHOM aTaKu, PUBEIIINH K JOMOTHATEILHOMY PACXOLy PeCypcoB
OaHKa (1epcoHal, BpeMsi, IPEeBEHTUBHBIE Mephbl Ha OyayIiee U T. [1.), KOMIIEHCAIIMOHHBIE BHITUIATH U
CyneOHbIe U3EPKKHU. 3/1eCh IPOSIBIISIOTCS MPEUMYIIIECTBEHHO KOMITOHEHTHI IIPAaBOBOTo prcka. Hako-
HEll, CJIeAyeT IOMHUTh U O, €CJIM MOXHO TaK BBIPA3UTHCS, «HABEIEHHBIX» MOTEPSIX, TO €CTh peau-
3all11 KOMIIOHCHTOB pCHYTaHI/IOHHOFO pI/ICKa: 3TO IMIOTCHIIUAJIbHAA yHyH_[eHHaH BbII'Oa, CBA3aHHAas C
OTTOKOM KJIMEHTOB, ITOHUKECHUEM KprEl aKL[Hﬁ, HEraTuBHBIM O6IIICCTBCHHBIM MHCHUEM (naxce HpO-
CTO OTCYTCTBHE POCTa KJIMEHTCKOM 0a3bl) ¥ Ipyrue HeraruBHble nocieacTsus. Hy v, HakoHell, MoryT
BO3HI/IKHyTb KOMITOHECHTHI CTpaTeFI/I‘ICCKOFO pI/ICKa KaK CJICACTBUC SABJICHUSA B3aUMHOI'O BIIMAHU A pI/IC-
KOB — HEpeHTa0eIbHOCTh CKOMITpoMeTHpoBaHHON COB 1 HarlpacHble 3aTpaThl Ha €e BHEIPEHHE.

T'oBOpst 00 UCTOUHMKAX KOMITOHEHTOB OAHKOBCKHMX PMCKOB, HEJIb3sI HE CKa3aTh O TeX, KOTOpHIE
HPHMO CBA3aHBbI C IIOHATUEM HOBBIX I/IH(I)OpMaHI/IOHHbIX TGXHOJIOFI/Iﬁ nu aBTOMaTI/I3I/IpOBaHHbIX CUCTEM.
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N3BecTHO, YTO €ci paHbllle BHEJPEHUE ITUX TEXHOJIOIUI U OCBOEHUE COOTBETCTBYIOLIMX aBTOMa-
TU3UPOBAHHBIX CHCTEM MOIJIO PACTSATUBATLCS HA TOJIBI, TO B TMOCTIEHEE BpeMsl B YCJIOBHUSAX 000CTpsi-
IOLENCs] KOHKYPEHIIMM Ha 3TO YXOJAT BCEro JIMIIb Mecslbl. [103TOMy NOMMMO TakMX HEraTMBHBIX
SIBJIEHU, KaK HEJOCTaTOYHAas OTIaJKa U HENOJHOLIEHHbIE IPUEMO-C/IaTOUHBIE UCIIBITAHUS HOBBIX
C3b i BAC (uto, ObIBaeT, BBISICHSIETCS YK€ B IPOIIECCE UX IKCIUTyaTalliK), MOXET BO3HUKATh U
cepbe3Hasi 3aBUCUMOCTb OT KOMITaHHIA-Pa3padOTUMKOB TAKMX cUCTeM. VI3BECTHBI CiTyyan, KOraa u3-3a
CJIO)KHOCTH HaliMa WM MEPENOAroTOBKM COOCTBEHHBIX CHEINATMCTOB OaHKU «TIEPEKYaloT» CIeIy-
QJIMCTOB U3 9TUX KOMIIAHUM, KOTOPBIE U CTAHOBSITCSI «aBTOMATHUECKI» OTBETCTBEHHBIMH 32 paboTy
HOBBIX aBTOMaTU3MPOBAHHBIX cucTeM. C OIHOW CTOPOHBI, 3TO BecbMa 3(P(EKTUBHOE PELICHUE IPO-
Oembl ¢ odecrieueHreM HeoOXOAMMOM KBAIM(UKAIIY 1 TpeOyeMOil B psijie ClIy4aeB y3KOU crierua-
JIM3AIUH TIEPCOHANIA, OIHAKO, C IPYrOil CTOPOHBI, HEN30€KHO BO3HUKAET BOMPOC: KTO B KPEAUTHOM
OpraHU3aIMU CMOXET MPOKOHTPOIMPOBATH PAOOTY TAKUX CIEIMATMCTOB U HACKOJIBKO MOKHO OBITH
YBEPEHHBIMHU B HUX (TO €CTh B X YECTHOCTU M JOOPOCOBECTHOCTH)?

Kpome Toro, mpakTrika CBHIECTETHCTBYET O TOM, YTO HAOMIOAAETCs HEXBATKa CIEIMATUCTOB,
CITOCOOHBIX OLIEHUTh UCTHUHHBIE MACIITA0bl HOBBIX YTPO3, CBA3AHHBIX C KKOEPIPOCTPAHCTBOM, B TOM
YHCIIe CO CTOPOHBI BPEAOHOCHBIX MPOrpaMM pa3sHoro poaa®’, ¢ KOTOpbIMU MOXKET CTOIKHYTHCS Kpe-
JWUTHAsi OPraHU3alus ¥ ee KJIMEeHTHI, pa3padoTtarh 1 BHEAPUTH ddexTrBHyIo nomutiuky OUB, rpa-
MOTHO MOCTPOUTBH 3AIIUTY KOPHOPATUBHBIX BHIYMUCIUTEIBHBIX CETEH, BKIIOYAs 3aLUTY OT JEUCTBUI
MHCAepOB, BHEIPUTh TEXHOJIOTHIO «BUPTYAIbHBIX YACTHBIX CeTei» ©!, MO3BOJSIONIYIO 3alHINATh
YyBCTBUTEJIbHYIO MH(OPMAIIHIO, TIepeIaBaeMyIo 10 CETSIM CBSI3H OOIIEro Mojib30BaHus U T. 1. [lpu
9TOM yarie Bcero yetkue tpedoBanus Kk OB He BXomsAT B comepkanue nonuTuku passutust UT
KPEAUTHBIX OPraHU3alliii U HE CTAaHOBSITCSI COCTABHOM YacThl0 COOTBETCTBYIOLIEH cTpaTteruu. M3-3a
3TOTO MOSBJISAIOTCS KOMIIOHEHThI OaHKOBCKHMX PUCKOB, CBSI3aHHBIE C HEIOCTATOYHO MPOPAOOTAaHHBIMU
TUIAHAMH Pa3BUTHUS TEXHOIOTMUYECKOTO M TEXHUYECKOTO oOecrieueHnsi 0aHKOBCKOTO 0OCITyKUBaHUS,
BBITIOJTHEHUS1 OAaHKOBCKHX OTIEpaIvid ¥ UX 0OecrevyeHrneM, To ecTb cootBeTcTByonmM AITO u Bbico-
KOKBAJIM(PUIIMPOBAHHBIM TEPCOHAIOM (OCHOBHOM pecypcHOM 0a3oi).

Oobmas «Oena», COMYTCTBYIOIIAS BHEAPEHUIO M IPUMEHEHHUI0 B OaHKaX HOBBIX MH(pOpMAIH-
OHHBIX TEXHOJIOTUH, COCTOUT B TOM, YTO HEPEIKO TaKhe HeMaJIOBaXXHble BHYTPHUOAHKOBCKHE MPO-
nieccel, Kak YBP, uapopmaruzanms 6ankoBckoit aestensHoctr, OVB, BK, ®M u paborta apyrux,
KaK CUMTaeTcsl, «He 3apadaThIBAIOIIUX» MOApa3eIeHU KPeAUTHON OpraHu3anuy, Boooie (hb1uHaH-
CHUPYIOTCS TIO «OCTAaTOYHOMY HpUHLIMIY». [Ipy 3TOM HaOMOAAIOTCA M TaKKMEe HEeXeJaTeIbHbIe BapH-
AHTBI «9KOHOMHM» Ha JIOPOTOCTOSIINIMX CIEIMAINCTaX, YTO, KaK OTMEYaJIoCh, BeeT K 0Opa30BaHUIO
Ype3MEepHOI KOHLIEHTPAIMX MOJITHOMOUMI B PYKax OTAEJIbHBIX JOJKHOCTHBIX JIMI] MJIM K HEBO3MOX-
HOCTH HaJIe’KHOTO BBITMIOJIHEHUS JJOBOJILHO «TOHKUX» (pyHKIMH B yacT OUDB, Takux Kak HacTporka
OpaHIMay3pOB, MPOKCU-CEPBEPOB U T. M. B TOM CMBbICJIE, YTO CIIEIHAJIMCTHI, 00JIaatoIme HeoOXo-
JOMMOM JJ1s1 3TOTO JOCTATOYHO Y3KOM CIIelMaIn3alreil U BbICOKON KBasIM(pUKallMen, BO-IIepBbIX, CTa-
HOBSITCSl «IITyYHBIM TOBapOM», BO-BTOPBIX, UX JEHCTBUS OKa3blBA€TCS HEKOMY KOHTPOJIUPOBATD.
Kpome 3toro, cpecTBa ceTeBOi 3alUTHI CTOAAT, KaK MPABUIIO, HEACIIEBO, 4 HE B KaK/I0M OaHKe PyKO-
BOJICTBO MMeEET IOJIHOE TPE/ICTaBJIeHUE O TeX Mepax U CPelCTBaX 3allUThl, KOTOPble HEOOXOIMMO
npuoOpeTaTh, BHEAPATh, HACTPAUBATh M COTTPOBOXIATH B CBSI3M ¢ KaxabiM HoBbIM KB, hopmupy-
€MbIM TOH Win uHOW HOBOM TIb. BeneacTBre 3T0Oro Ha/le)KHO 3alllUTUTh BCE «BUPTYyaJlbHbIE BOPOTa»
TAKOTO PoJa OKaXeTCsl BeChbMa MPOOJIeMAaTUYHO, TO €CTh OMATh-TAaKM MOXET (DOPMHUPOBATHCS TTOYBA
IJTsL UCTIONB30BAHUS CITY)KEOHBIX MMOJTHOMOYMIA B JIMUHBIX LIENSAX (Ha MCHOMHUTEIHCKOM YPOBHE) C
MOCJIeYIOIIMM HaHECEHHEM KPYITHOro (pMHaHCOBOTO yiepOa 0aHKy M ero KJIMEeHTaM — 3TO TOT ke
MpOoOJIEMHBIN BOITPOC O KOHTPOJIMPYEMOCTH MH(POPMAIIMOHHBIX ceueHui, BosHuKaommx B KB,
mexay BACu COb u . 1.

0 ..
o Tak Ha3BIBAEMOIo B O6IJ_ICM CJIy4a€ KJiacCa Bp€JOHOCHOI'O KOJa malicious ware W, COKpAllE€HHO, malware.
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W3BecTHO, 4TO «pblOa UINET, Te TIyOXke, a YeJIOBeK — Ijie JIydllle», ¥ TAKOTO poJa MOUCKH
HEYJOBJIETBOPEHHBIX CBOMM IOJIO)KEHUEM CHELIMAIMCTOB C BBICOKOM M JOCTaTOYHOW CHIELM(PUIHON
y3KOH KBaM(UKAIMEH MOTYT PUBOAUTH K TOMY, UTO OT/e/IbHbIE OaHKK OYyAyT TepsITh ONpe/esieH-
HBIX CIIELIMAJIMCTOB YPOBHS, HAPUMEP, CUCTEMHBIX aIMUHUCTPATOPOB U IPYTUX, KOTOPBIE IIPU YXO/IE
B JIPYTYIO OpraHu3aiuio OyayT YHOCHTh ¢ COOOH BCio MH(pOpMalnio o coctaBe u apxutekType BAC u
C3b nokugaeMoro My OaHKa, MOPsAKAX, MPABUIIAX, MPaBax W MOJTHOMOYMSX AOCTYIA K 4yBCTBH-
TEJIbHBIM IIPOrPaMMHO-MH(OPMAIIMOHHBIM pecypcaM WUT.II., TO €CThb MPEICTaBIsATh B UTOIE€ COBEp-
IIIEHHO KOHKPETHbIE YIpo3bl Ist 3Toro 0aHka. Takue yrpossl, Oyaydn «cI0OpEeHb» IIOXMMHU B3au-
MOOTHOIIIEHUSIMU C IPEKHUMHU padOTONATeNsIMU (TIPUUMHBI KOTOPHIX — B HEIOCTATOUHOM 110 MHEHUIO
TOr0 WJIA MHOTO JiMla (pMHAHCOBOM OLIEHKE €ro KBalu(uKalvu, TpyAo3aTpaT, OTBETCTBEHHOCTH,
(pyHKIIMOHAJILHOY 1 TEXHOJIOTMYECKON 3aBUCUMOCTH U T. I1.), MOTYT OKa3aThCsl PUYMHAMU MTOCIIETY-
foux uHImaeHToB [I1]], mpuyem 1o cBoeMy xapaktepy HauOosee cepbe3HBIX ISl OaHKa U ero KJIH-
€HTOB (TOYHee, PUHAJIeKAIMX UM (PUHAHCOBBIX CPE/ICTB ¥ KOH(PUIEHIIMAIBHON MH(OPMALIH, UTO
B YCJIOBUSIX U3BECTHOM «KPUMHUHAIM3AIMN» POCCUICKON SKOHOMHUKHU MOXET OOEPHYThCS /1T yJacT-
HUKOB (PMHAHCOBBIX OTHOILLEHUI HENPEACKa3yeMbIMU MOCIEACTBUAME). MI3BECTHBI ciiydan «3akja-
IbIBaHMS» YBOJBHSIOIMMUCS CIIEIMATMCTAMU CBOETO POAA «IIPOrPAMMHBIX O0OMO», KOTOPBIE Yepe3
KaKOW-TO MHTEPBaJl BpeMeHH HaHocAT pusnyeckuit ymepo [TMO GaHKOB, OpraHU3aliii MU CKPbI-
THIX KaHAJIOB JOCTYyMNa K pa3HbIM KomnoHeHTaM [1MO, croBopa ¢ oTaeabHbIMU COTPYAHUKAMU TTOJ-
paznenenusi, orBevaomero 3a UT wiu OUB ¢ nenbio coBepilieHus BIIOCASICTBUM XUILEHUHN (bUHAH-
COBBIX CPECTB WM KOH(UAECHIMAIBHOW NH(POPMALIUY U T. [I.

B o6mem ciyvae pyKOBOICTBY HAChIIIEHHBIX MH(OPMAIIMOHHBIMU TEXHOJIOTUSIMUA OAHKOB (a2
U JIIOOBIX KPEIUTHBIX OpPraHu3aliii) HEOOXOAMMO YYHTHIBATh BCE MCTOUYHHMKH YrpoO3, CBSI3aHHBIX
MIPEkK/IE BCETO C MPOSIBIEHUSIMH TaK HAa3bIBAEMOTO YEJIOBEYECKOro (paKkTopa, KOTOpbIE MMOKa3aHbl Ha
pucyHke 3.362,

Hakepel, Kpaxeps
'R AN

Oprannzaumm- HepozoneHele MpecTynHele
KOHKYDEKTE CyHaL e FPYNMMPOBKIA

Puc. 3.3. Bzaumooeticmeue cmpykmypHuix noopazoeneHuii KpeOumHol opeaHu3auuil 8 yensix
obecneuenus ocyugecmenerust B K

COBOKYITHOCTh PACCMOTPEHHBIX B HACTOSIIIIEM TTOAIpa3/ielie POOJIEMHBIX BOIIPOCOB CBUJIETEITb-
CTBYET O TOM, UTO B OOJIACTU TaKUX HanOOJiee COBPEMEHHBIX EKTPOHHBIX OAHKOBCKUX TEXHOJIOTHUH,
kKak [IbO, npucyTCTBYIOT CEpbe3HbIE KOMIIOHEHThI CTPATETMYECKOrO PUCKA, YEMY HEPEIKO MPOCTO
He yJieNsieTcsl BHUMaHue (4ToObl yOeIUThCsl B 9TOM, IOCTATOYHO MPOUYUTATh Te ke «IlomoxeHuss oo
YIIpaBJICHUU OAHKOBCKAMU pPUCKaMK» B BBICOKOTEXHOJIOTMYHBIX KPEIUTHBIX OpFaHI/I3aLII/IHX). Oue-
BUAOHO, YTO €CJIM B OTHOIIECHUUN HOBLIX YI'PO3 HAACKHOCTU OaHKOBCKON ACATCJIbHOCTHU HE IMPUHUMA-
I0TCA OOJIKHBIE MEPBI, MPEIMATCTBYIOIIUE UX pEaIn3aliluv, — XOTA IJIA 3TOro JOCTATOYHO HA4aThb C
TMIOJTHOIIEHHOTO aHAJIM3a 30H KOHIIEHTPAIIMM MCTOYHMKOB KOMITOHEHTOB OaHKOBCKHMX PHUCKOB M 30H
OTBETCTBEHHOCTH OaHKa, TO ¥ caMm Ou3Hec B pamkax [IBO MokeT Oka3aTbcsi CKOMIIPOMETHPOBAHHBIM.
CJIGIICTBI/IeM 9TOIo CTaHYT (l)I/IHaHCOBbIe norepu 0AHKOB U UX KJIMEHTOB, @ UTOI'OBBIMMU I1IOCJIEACTBU-
SIMA — OTKa3 OT UCIOJIb30BaHUs TOM win uHoM CIb, To ecTh B pe3yJbrare, Kak yKe OTMe4Yasloch, K
ee HepeHTaOeIbHOCTH U BOOOIIe HEOKYTTAaeMOCTH, BOZMOXXHO, MHOTOMUJUTMIOHHBIX BHEIPEHUYECKUX U

62 Kopacuu Ix. JI. TIpotuBozericTBre MoleHHnYecTBY. Kak pazpaboTarh 1 peain30BaTh IporpaMmy Meponpusituil. — M.: Mapo-
ceiika, 2010.
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SKCIUTyaTAI[MOHHBIX PACXOIOB (UYeMY B POCCUIICKOM OaHKOBCKOM CEKTOPE TaKKe UMEIOTCS IIPUMEPHI).
A B 00111eCTBE BOBHMKHYT U COMHEHHSI B KBUTU(DUKAIMK repcoHaa 6anka. [Topounsiii kpyr!

B kauecTBe TOJILKO OJHOTO TAKOTO BapyuaHTa MOKHO MPUBECTH MHOTOTPaHHbIM U MHTEHCUBHO
pa3BUBAOIIMICS KapTOuHbIN On3Hec. [J1aBHas Oefia 37ech 3aKII0YaeTCs B TOM, YTO CAMO HAJIMJKe
BO3MOXHOCTEH OCYIIIECTBJICHUS] KAPTOYHBIX MOIIIEHHUYECTB ¥ HaOJI01IaeMOe UHTEHCUBHOE UCTIONb-
30BaHMe WX MPECTYITHBIMU JIeMEHTAMU MPU HerapaHTUPOBAHHOM OOECTIeYeHNU BO3BpaTa yTpaueH-
HBIX (PMHAHCOBBIX CPEJICTB MOTYT MOJIOPBATh JOBEPHUE KJIMEHTOB KPEIUTHBIX OPraHU3aIMil K KapTod-
HOMY OOCITY’KMBaHUIO KaK Pa3HOBUIHOCTH JIEKTPOHHOTrO OaHKMHTA. OTCYTCTBUE TIOHOTO JIOBEPHS
CO CTOPOHBI KJIMEHTOB 0AaHKOB K JTJaHHOMY Buay yoiyr JIBO nposiBisieTcs B EpBY0 ouepeib B TOM,
YTO B MOJABJISIONIEM OOJBINIMHCTBE CITyYaeB IJIACTUKOBBIE KAPThl UCTIONB3YIOTCS IS TOTyYeHUS
HAJIMYHBIX JICHeT B OaHKOMaTax.

K coxanenuio, HeOCTaTKM POCCHICKOTO 3aKOHO/IATENILCTBA B YaCTH 0OECTICUeHUsI TIPEI0CTaB-
JieHus1 (PMHAHCOBBIX YCIIYT B 9JIEKTPOHHOU (pOopMe He yIaeTcs JO HACTOSIIEr0 BpeMEeH! KOMITEHCUPO-
BaTh U C MOMOIIBIO 3aKOHOJATEIbHBIX aKTOB, HAITpUMep NpuHsATHEM PeiepaibHOro 3akoHa «O Harm-
OHAJILHOU TIIaTEXHOU CHCTeMe» (MMeeTCsl B BUJLy Mpexk/ie BCero MHOrocTpaaaibHas ctaths 9). Ha
(poHe oTCyTCTBHSA MOTHOLIEHHOTO 3aKOHOJATENILCTBA O MPEJOCTABIEHUH (PUHAHCOBBIX YCIIYT «B JIEK-
TPOHHOU (pOpME» ITO TaKKe CBUICTEIILCTBYET O HEAOCTATOUHOCTH MAJTMATUBHBIX Mep IS oOecrie-
YEeHHUs TapaHTU HaJIe)KHOCTH BHE O(PHCHON OAHKOBCKOM JieATeTbHOCTH. CKa3aHHOE OTHOCUTCS M K
apyrum Buaam JBO. [Tosaromy KpeautHblie opraHu3aiuy (akTUIECKU BHIHYKIEHBI CAMOCTOSITETBHO
HaxonuTh 3 PEeKTUBHBIC W TIOJHOIICHHBIE criocoObl ipepoTBparierus [I1]] B kuGeprpocTpaHCcTBe,
YTO HE Y BCEX U3 HUX XOPOIIO MOTy4aeTcsl.

Hawubonee oueBraHbie HenocTaTku B opranuzanuu [JbO poccuiickiumuy GaHKaM# POSIBIISIOTCS
B OpraHU3allMy IOTOBOPHBIX OTHOIIIEHUN C €ro KJIMEHTaMH M KOHTPAKTHBIX OTHOIIIEHUH C MpOBaii-
nepamu, BosHukaomumu B KB BMecTe ¢ kaxaoil HOBoi TIB. DTu HeoCTaTKM OYeHb Cephe3HO
3aTPYAHSIOT BeIeHUEe COOTBETCTBYIOICH MPETeH3UMOHHON paObOTHl M KpaliHe HETAaTUBHO CKa3bIBAIOTCS
Ha MHTEpecax yKa3aHHBIX KJIMEHTOB, B TOM YHCIIE B XOJie CYIeOHBIX pa3OuparesibcTB (00 3TOM elre
Oy/ieT roBOpUTHCS B Tiozpaszenax 3.3 u 3.4).
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3.2. Opranu3zanus (pUHAHCOBBIX MPECTYIVIEHUH ¢ TOMOIIbIO
TEXHOJIOTHI JIEKTPOHHOI0 OAHKUHTA U BO3/eficTBHE
Ha y/1aJeHHbIX KJIHUEeHTOB KPeJAUTHBHIX OpraHu3anui

Kak yxe orMeuanoch, MpecTyIHble COOOMIECTBA U OTIAEIbHbIE KPUMUHAJIBHBIE JIEMEHTHI BO
BCEM MUPE OXOTHO NMPUMEHSIOT «BBICOKME TEXHOJIOTHUM» B CBOEU IPOTUBONPABHOM JEATEIbHOCTH.
ITpu a3ToM B Poccru oHM NoJTb3y10TCS, C OTHOM CTOPOHBI, HEAOCTATKAMU POCCUIICKOTO 3aKOHOAATETb-
cTBa (BKJIIOYasi YTojoBHBIN Kojeke P®d), ¢ Apyroil cTopoHbl — OTCYTCTBUEM 3aKpEIUIEHHBIX B HOP-
MaTUBHBIX MTPABOBBIX JIOKYMEHTax «KaHOHOB» [IBO, U, B-TpeThUX, HEAOCTaTOUYHOM (DMHAHCOBOU U
KOMIIBIOTEPHOM T'PAMOTHOCTBIO KJIMEHTYPBl KpEOIUTHBIX opranuzaimid. B ciaydae IBO peus Beerna
uzeT 00 MCHOJIb30BaHUHU Il opraHu3anyy uHIuaAeHToB [1I1]] MacKMpOBKY 370yMBIIUIEHHUKA TOM
WA MHOU Ccpesioi MH(OPMAIIMOHHOTO B3aUMOJICHCTBUS (TeM ke KHUOepnpOCTPaHCTBOM). PyKoBoaI-
CTBY KPEOUTHBIX OpPraHU3allMii HUKOTJa He cieayeT 3a0biBaTh 0 ToM, uto III1JL — 3TO HerpepbiB-
HBII MTPOIIECC, XapaKTepU3yeMblid TeM, UTO MPECTYIHbIE COOOMECTBA MOCTOSIHHO M3bICKMBAIOT BCE
HoBbIe criocoObl O]1, coBepIiieHrs] MOIIIEHHUYECTB, a TaKXKe XHUIeHNsT KOH(DUICHITUATBHON UH OP-
Manmu. HemocratouHoe oco3HaHue crieliMpuKy IEKTPOHHOTO OaHKMHTa MOKET IPUBECTH K TOSIBIIE-
HUIO CEPbE3HBIX MPOOIIEM C yIpaBIeHHeM OaHKOBCKOH JIeSITebHOCTBIO 1 KOHTPOJIEM HaJl HE B IJIaHe
oOecrnieyeHus1 ee HaJJe)KHOCTH M COOTBETCTBHS YyCTAaHOBJIEHHBIM TPEOOBAaHUSIM (TO €CThb K TIOTEpe MoJ-
HOLIEHHOTO yTIpaBJIeHUs1 U KOHTPoJis1). [loaToMy pyKOBOACTBY 1 MEpCOHATY BHICOKOTEXHOJIOTMUHBIX
OaHKOB HEOOXOIMMO OTUYETJIMBO MIOHUMATh, KTO KOHKPETHO MOKET SIBJIAATHCS areHTaMH yrpo3, 3HaTb
ux oOpa3 IeCTBUs U MPUMEHsIeMble ciocoObl MacKupoBKH Kak [1I1]], Tak 1 caMuX 3TUX areHTOB.

Jlnst ocymiecTBieHus: (PMHAHCOBBIX MPeCTyIUIeHnH, B ocodeHHoctr O], yare BCero Mcroib-
3yercst 3(pPeKT aHOHUMHOCTH TIOJIb30BATENsI, CKPHITOrO KMOEPIPOCTPAHCTBOM, UTO MO3BOJISIET pea-
JIM30BaTh MHOTOYMCIIEHHbIE TIPOBOIKHU (TpaHC(ephl, TpaH3aKIMK) O0e3 JUYHON ABKU B OaHK. [lpu
3TOM MOXET UMUTHUPOBATHCS IEATEIBHOCT CKOJIb YTOJHO OOJIBIIIOTO KOJIMYECTBA KJIIMEHTOB: TJIABHOE
— Pa3KUTHCS JOCTATOYHBIM YMCIIOM CPEJICTB U MOJTHOMOYMIA YAAJIEHHOT'O I0CTYIIA, 17151 Yero MPecTyI-
HBIMHU COOOIIECTBAMH OOBIYHO CIIEIMATBHO U TIIATEIBHO (POPMUPYETCS CBOSI «KJIMEHTCKasi 0a3a».
Mo:XHO ITPUBECTH HEKOTOPbIE TPUMEPBI U3 MATEPUAJIOB PEAJIbHBIX PACCIeJOBAHUMI.

Hawubonee mpocToii cmocod ocyiecTrieHrs: OqHOBpeMeHHO xuieHuid u O] MokeT OCHOBHI-
BaTbCsl, K MPUMEpPY, Ha KOHTPAKTe Ha BBHITIOJHEHHE HEKUX CTPOUTENBHBIX PadOT, KOTOPHIMA 3aKJIIO-
yaercs Mexay (PUpPMOI-IIOCPEJHUKOM M TOCyIapCTBEHHOW OpraHu3aliell U KOTOpbl HUKOIrJa He
OyzeT BhINOJNHEH. JT1a (upMa, B CBOIO 0Yepelb, 3aKJII0YAET JOTOBOP C MOACTABHBIMU KOMITAHUSAMH,
KOTOpbIE SIKOOBI JJOJIKHBI BBHITIOJIHATh CTPOUTENbHBIE PA0OTHI, U 9TU PadOTHI JEUCTBUTEIBHO KaK Obl
HaunHatoTCs. KoMITaHMSI-» UCTIONTHUTE b» HAHUMAET 32 HEKOTOPOE JEHEKHOE BO3HATPAKIEHUE HEKOE
JIMLIO, KOTOPOE JOJKHO CHIIpaTh pOJib €€ TeHEPAJIbHOrO AUPEKTOpa. Takol «IMpeKTop» SBISAEeTCs
B HEOOJIBINION OAaHK, PACTIONOKEHHBI OOBIYHO B APYTOM TOpOJIE, MPEJOCTABIISIONINIA YCIyTH HHTEp-
HeT-O0aHKMHIa, OTKPbIBAET HEOOXOAUMBIH ISl OCYILECTBIICHUs (PMHAHCOBBIX OTEpaIMid CUeT, Toce
MOJTyYeHus1 IepBOl (pUPMOI (SIKOOBI UCTIOIHUTENIEM MO KOHTPAKTY) OIOKETHBIX CPE/ICTB B KpyII-
HOM pa3Mepe BO3HHKAIOT HEBECTb OTKYJA B3SIBIIMECS KOMIIAHUM CO CYETaMH B IPYrux OaHKax, W
HauuHaeTcs (pUHaHCOBas yexappa, IPUYEM, €CTECTBEHHO, YIIPABJIEHUE CUETaMU OCYILECTBIISAETCS
JAWMCTAHIIMOHHO, TaK 4TO OaHK-MIOCPEIHUK MEPBBIA U eIMHCTBEHHBIA pa3 BUJUT YIIOMSIHYTOTO AUPEK-
TOpa, a MOCKOJIbKY KOMIIaHWSI UHOTOPOJHSIS, TO HE BO3HUKAET M MBICIIU MIPOBEPUTH €€ MECTOHa-
xoxaenue. [locne Toro kKak KaseHHble AEHBIUW OyIyT PACIbUICHBI MO CUETaM IMOACTABHBIX (hUPM U
«BBIBEJIEHbl» M3 000pOTa, UMHTAIMsI OypHOW AEATeTbHOCTH Ha OOBEKTE MPEKpaIlaeTcsi, 3aTparhl
MIPECTYITHON TPYNITUPOBKY OrPAHUYMBAIOTCSI CTOMMOCTBIO BO3BEICHHUS 3a00pa U KPAaTKOBPEMEHHOM
apeH/10il TEXHUYECKUX CPEACTB U OKA3bIBAIOTCS CYILIECTBEHHO MEHbILE BbIIEJICHHBIX Ha MPOU3BO/-
CTBO 3asIBJICHHBIX PaboT, K IPUMEpY AECATKOB MUJIJTMOHOB pyOiell. YUepes HeKOTopoe BpeMsi 3a JIeI0
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OepyTcsl CieoBaTeNt, KOTOPBIE BBISICHSIOT, YTO 1O CBOEMY IOPUAMYECKOMY a/Ipecy CTPOUTENIbHAS
KOMITaHUsI HUKOTJ]a He HAaXOAWJIach, €e TeHepasbHbIA JUPEKTOpP B CHIIY OYeHb IPEKJIOHHOTO BO3-
pacTta ycresn CBOEBPEeMEHHO CKOHYAThCsI, OTIPABHUBIIKCH Ha CBOIO TPAJUIIMOHHYIO MTPOTYJIKY, BBISIC-
HUTh, KOMY OH IepelaBajl CpPeACTBA U IMpaBa JIOCTYNa, HEBO3MOXHO, 3aeCTBOBAHHbBIE (DPUPMbI-
OJIHO/IHEBKM MCYE3JIH, & YCTAHOBUTD C MOMOIIBI0 (DYHKIIMI U 0a3 JaHHBIX TOW K€ CUCTEMbl UHTEp-
HeT-0aHKMHTIa, OTKY/1a UMEHHO M KEM OCYIIECTBIISIOCh YIIpaBJieHHe CYeTaMy, HEBO3MOXKHO, TIOTOMY
YTO HEOOXOOMMBIE JJIs1 ITOro AaHHble B coctaBe CU modemy-To He (pUKCHMpOBAIUCH (2 HUKTO, COO-
CTBEHHO, M He 00s13bIBaJI OAHK 3TO JieNaTh). B utore cieacTBue 3aXOquT B TYMHK, 2 BAHOBHBIX HE
HaWTH, TIOTOMY 4TO B CXeMe ObLIM 3a/IeFiCTBOBAHBl YTEPSHHbBIC M (DaJIbIIMBBIE JOKYMEHTHI, OOMKH
Y TIp., OIHAKO caM OaHK yXe BOBJIEYEH B MPECTYIHYIO CXeMY, a 3HAYHT, C OOJIBIION BEPOSTHOCTHIO
TOMa/1aeT MOJ MOI03PEHUE B COYYaCTHUH.

Peub MoXeT UATH ¥ 0 KPYITHOMACINTAOHBIX 3aKYITKAaX KAaKOro-TM00 000pYI0BaHUS 32 PyOeKoM,
KOTOPOE OTCYTCTBOBAJIO B IPUPOE, ¥ TOrJa TUCTAHIIMOHHOE YIIPaBJIEHNE CYeTaMy B OaHKaX-TIocpeI-
HHUKaX MOXET BECTUCh KaKk M3 MOCKBBI, OTKY/a BBIICNSIOTCS] OIOJKETHBIE AEHBI'M KOMITAHUSIM, 00e-
IIABIIMM TaKHe 3aKyITKU OCYIIIECTBUTb, TAK U U3-32 pyOeka, IAe TaKKe OKaKYTCs 3aperiCTpHUpPOBaHbI
HEeKHe KOMIAHUU-TIOCPEAHUKHU. 3/1eCh CUET MOKET MITH YK€ Ha COTHM MUJUIMOHOB U JIa)Ke MUJUTHU-
apnbl pyosiel, MOCKOMbKY MacIiTadbl OIepaIyii ropa3ao OOJbIle, a IPOBEPSTh NEbIi psan hUupM-
HEepEe3UICHTOB (JUIs IAHHOTO Topofia), TeM Oosiee 3apyOeKHBIX «ITAPTHEPOB», CYIIECTBEHHO CIIOXKHEE.
OnsTb-Taku YISl ONIEpaIvii BHIOMpaeTcst Kakori-HUOYIb CPEAHEPYCCKUI «OaHYOK», B KOTOPOM JIOBE-
PEHHBIMHU JIMIIAMUA OTKPBIBAIOTCS cueTa JUisi (PUPM-TIOCPEJHUKOB, OTEUECTBEHHBIX U 3apyOeKHBIX.
Brizieniennble u3 O10KeTa CyMMBI JpOOSITCS Ha HECKOJIBKO MJIM MHOKECTBO (PMHAHCOBBIX ITOTOKOB,
B BBIOpaHHOM OaHKe, pacrhoJiaraioiieM CUCTEMON MHTepHeT-0aHKUHTa, oHU B pamkax [IBO koHBep-
TUPYIOTCS ¥ TIEPEBOATCS Ha cueTa 3apyOekHbIX (prpM B Poccum, mocie 4ero ocymecTBisieTcs: ux
TpaHcdep 3a pydex. HuKakux nocraBok, €CTeCTBEHHO, He IPOUCXOIUT, HO OaHK (hOpMaIbHO HUYEro
HE HapyllIaeT — B ero cucteMe MHTepHeT-0ankuHra 1 BAC mpoucxonsar Kakue-To BIOJHE 3aKOHHBIE
onepauu, 3a [P-anpecamu oH ciienuth He 00513aH (TO €CTh OH MOXKET JJake He (PMKCHPOBATh UX, KaK
Y APYTYI0 MapipyTHyIo uHgopmarmio B cocrae CU, u Tem Gosiee He aHAIM3UpPOBaTh). Yepes Kakoe-
TO BpeMs1 U3 0aHKa HAYMHAIOT HAMPABJIATHCS 3alIPOCHl HA JOKYMEHTHI, MOATBEPKAAIOIINE TIOCTABKH
000py/I0BaHM s, HO, K COXKaJIEHHIO, OTBEYATh HA STH 3aIPOCHI JABHO YK€ HEKOMY, a JOBEPEHHBIE JIUIIA
pacTBOpMIIMCh Ha OECKpallHUX POCCUHCKHMX M MHPOBBIX NMPOCTOpax. B urore Ha cyerax B 3apyOesk-
HBIX OAHKax OCeIaloT YK€ COTHA MHJUIMOHOB JIOJUIAPOB, OIHAKO pealibHble OeHeUIaphbl OCTAIOTCS
HEU3BECTHBIMH, & PYKOBOJICTBO OaHKa HEIOyMEHHO TIOKUMAET TUIeUYaMy M OOBSICHSIET CIIeIOBATENISIM
u banky Poccum, 4To HUKTO He 0XuAa Takoro 3(pdekTa OT JUCTAHIIMOHHOTO MPeIOCTaBIeHUsT OaH-
KOBCKMX YCIYT, U YK Ternepb-To [IBO nydie u He 3aHuMarbest! OgHaKko, HeMasible peMuaibHbIe,
MO-BUIMMOMY, TIOTyYEHBI. . .

JBO uepe3 MHTepHET MOXKET UCTIONB30BAThCS U JIJIsI TIOATIONBHON OAHKOBCKOM JesITeTbHOCTH,
IPY 3TOM OPraHU3YeTCst UMUTAIIMSI IPOM3BOICTBEHHOM, TOPrOBOM U JJaske OAHKOBCKOM JIESITEIbHOCTH,
TO €CTb B 3JIEKTPOHHOM TpaHcepe (PUrypupyioT Kak peabHO CYIIECTBYIOIINE, TAK U HE CYILIECTBYIO-
e OyMaxHble» (MM «IycThie») OaHKU. OIHIUM U3 PUMEPOB SIBJISIETCS OpraHu3alst (PUKTUBHBIX
MIOCTABOK TOBAPOB M YCIYT 3a pyOexk, 3a KOTOpble BHOCHeNCTBIU B3uMaeTtcsi komrieHcauust HIC, B
toM uuciie — B crpanbl CHI™ wim 6siBiiiero CCCP. ITpu 3ToM mipecTyHbIM COOOITIECTBOM OpPraHu3Yy-
eTCsl YIPABJISIONINIA LIEHTP, B KOTOPOM KOHIEHTPUPYETCs OOJIBIIIOE KOJIMYECTBO UACHTU(PUKAIIMOH-
HBIX JAHHBIX JJ151 00CTy)KMBAEMbIX OAaHKAMU JIUIL U TTOACTABHBIX (PUPM, STKOOBI 3aHATHIX YIOMSIHYTOM
AESTeIbHOCTBIO, KOTOpasi MOKET MPOJOJIKATHCS TofiaMu. Pe3ynpTaThl €e OLIEHUBAIOTCS BO MHOTHE
JECSATKU ¥ COTHM MUJIJTMOHOB JIOJIJIAPOB, TIPH TOM B YIPABJISIONIEM LIEHTPEe BEIETCsl CBOM Oyxraj-
TEPCKHI yueT, a OaHKaMm, JJIs1 TOTO YTOObI OKA3aThCsl 3aMEIIaHHBIMU B TAKUX OTIEpallUsX ¥ TIOTOM — B
YHCIIe TIOI03PeBAEMBIX, JOCTATOYHO MPOCTO He 00paIaTh 0COO0ro BHUMaHUS Ha TO, OTKY/Ia BeJeTCs
yIipaBJieHHe cueTamu, He aHanm3upoBath CU 1 He MpoBepsATh peasbHOE CYIIECTBOBAHUE yUYaCTBY-
IOIIUX B UMUTHPYEMOH «IEATeIbHOCTH» OaHKOB-KOHTPAreHTOB, IPEANPUSATHIA, KOMIIaHWA, MHAWBU-
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AyaJbHBIX TpeJnpruHUMaTeseit u T. 1. [IpaBaa, B UTOre MOXeT BOSHUKHYTh HEOOXOAMMOCTh KaKUM-
TO 00pa30M OMPaB/BIBATH BIIOCIIEACTBUY NIepe]] KOHTPOIMPYIOIIMMU 1 TPABOOX PAHUTETbHBIMU Opra-
HAMU CBOI0 HEBHUMATEJIBHOCTh K TOMY, UTO MPOMCXOAUT 1of BuaoM B0, uin XanaTHOCTb. ..

B GonpbimHeTBe M3BecTHBIX npruMepoB [1I1]1, cBa3anHO# ¢ huHaHCOBBIMU XuieHus MU 1 O/],
MPUMEHSIETCs LIEHTPAIM30BaHHAS CXeMa YIPaBJICHUsI CYEeTaMH, XOTs HEMalo M BApUAHTOB C pac-
MIPEe/Ie/ICHHBIM YIIPABJIEHNEM UMH B Pa3HBIX 0aHKax, KOTOPBIX 0ObenunsieT Hammuue cucteM [BO.
Benmko M KOMMYecTBO CUTYalui, B KOTOPBIX MCHONB3YIOTCs (pasbiivBbie opaepa kiaveHtoB B0,
B OCOOEHHOCTH I0PUIMYECKHUX JIMII, CO CUETOB KOTOPBIX AEHBIM YXOAAT Ha cueTa (PU3MUECKUX JIUII,
YIIOMHUHABIIIUXCS «IPOITIEPOB» (WM «JIPOTIOB» ), OOHAIMIMBAIOIINX JICHEKHbIE cpesicTBa. HecMoTps
Ha TO YTO KOJIMYECTBO MOJOOHBIX CITy4aeB BEJTMKO U CUTYAIIMU TAKOTO POJa MPOIOIKAIOT MHOKHUTHCS,
HU Y PYKOBOJCTBA, HA Yy TIEpCOHAIAa OAHKOB HE BO3HMKAET MBICIIEH XOTsI Obl yOSUThCS B TOM, UTO
JECSATKY MUJIJTMOHOB PyOJiell CO CYETOB TeX WJIM MHBIX (PMPM COBEPIIIEHHO 3aKOHHBIM 00pa30M Iepe-
Ka4uMBAIOTCs B KapMaHbl (PU3UYECKUX JIMII, STKOOBI BHITIONHSBIIMX HEKHE JOPOrOCTOSIIIME padOThI.
[TomoOHBIX CBOETO poa «pa3BeqIpPU3HAKOB» MOKHO HaOpaTh HEMAJo, IPUYEeM UX I1eJ1ecooOpa3HO
ObLJIO OBl HE TOJILKO WCIIOB30BaTh B mpoiiecce PM, HO U «yBs3bIBaTh» C Tporeccom YBP, drto
JOJDKHO OBLIO OBl OTPakaThCsl U BO BHYTPUOAHKOBCKUX JOKyMEHTaX. B 5ToM Moryia Obl POSIBIISITHCS
AKTUBHOCTH BBICIIIETO PYKOBOJCTBA OAaHKOB, 3a00TAIIMXCS O CBOSH peIyTalHH.

JI71s1 IPUKPBITUST MOLIIEHHUYECTB B KMOEPIPOCTPAHCTBE MCHOJIB3YIOTCS Pa3IMUHbIe TPHEMBI,
BapbHpYIOIIMeECs OT 3aJeUCTBOBAHMS, KAK OTMEUYaJIOCh, TAK HA3bIBAEMbIX AHOHUMHBIX WU CIIETIBIX
MIPOKCU-CEPBEPOB, KOTOPHIE MO3BOJISIOT CKPHIBATH UCTUHHOE MECTOIONIOKEHNE B MUPOBOM MayTHHE
3JI0yMBILUIEHHUKOB, YIPaBJISIOIIMX cyeTaMu, A0 ceTeBbix arak Tumna Denial of Service (DoS) wnu
HanOonee onacHbix — Trmna Distributed DoS (DDoS)%, koTopbiMu OJIOKMPYIOTCSI BRIYUCIUTEIBHbIE
MOIIIHOCTH KPEJUTHBIX OpraHU3alliii U (WJIM) UX MpoBaiiepoB. B To jxe BpeMst HanOobIINiA yIepo
(IO COBOKYITHOCTY TIOXHUILIEHHBIX CPEJCTB — 32 MOCJIEAHNE HECKOJBKO JIET CUET YKe UIET Ha MUJLIH-
apnbl pyosieil) HAHOCUTCS KJIIMEHTaM KPEJUTHBIX OpraHU3aIui.

[Nomagnsiomee OONBITMHCTBO MOIIEHHUYECTB B OTHOIeHWU KiMeHToB [IBO — dusmueckux
JIUI OCHOBBIBAETCSI HA PA3JIMUHBIX METOAX TaK HA3bIBAEMOW COIMATbHON MHXeHEepUU. MHOTMe BUIbI
MOIIIEHHUYECTB TaKOro poja, IMIMPOKO pacrpocTpaHsBiivecs 3a nocieqnue 30 yier B 3anaaHoit
EBpone u CIIIA, B pocCHIICKUX YCTIOBHUSIX OKa3aJIMCh HETOMY/ISIPHBIMU M3-3a UCTOPUYECKUX Pa3-
JIMYUI B Pa3BUTUM UH(PPACTPYKTYPbl U UH(POPMALIMOHHBIX TEXHOJIOTUM (CKakeM, aTaky yepes3 LieH-
TPBI OOCITY’KUBAHUSI W BHYTPUBEIOMCTBEHHBIE KOMMYTATOPBI), BCJIEICTBUE YE€r0 3/16Ch OHU HE pac-
cMaTpuBaioTcsi. BMecTo 3Toro Becbma ObICTpOE pa3BUTHE MOTYUYMIN CIOCOOBI Pean3aliiy IPHEMOB
«COIMAIbHOTO MHKUHUPUHIa» HA OCHOBE BApUAHTOB MOOWJIBHOTO OaHKMHTa. B cBOIO 0uepenp, nmpu-
MepHO 70-80 % n3 HUX** OpUEHTHPOBAHBI HA OOMaH BJIA/ICNBIICB KAPTOYHBIX cueToB. Huke mpuBe-
JEHBI OT/IeJIbHBIE TPUMEPbI THUITUYHBIX TOIMBITOK COBEPILEHUsI MOIIIEHHUYECTB Ha OCHOBE IIPUEMOB
TAKOW PA3HOBUIHOCTH COIMATILHOTO MHKUHUPUHTA (KOTOpBIE TEM HE MEHee HepeJKO CpadaThIBAIOT):

* «[TpoBepka nepcoHaIbHBIX JAaHHBIX, IEPE3BOHUTE M0 YKa3aHHOMY HOMepY TesiepoHax.

* «Bamma kapra 3a0;10krpoBaHa, HEOOXOIUMO COOOIUTh MUH-KOJ CITyk0e 6e30MacHOCTH OaHKa
10 TeJeoHy...»

* «Bara kapra 3a0J0KkMpoBaHa, HEOOXOAUMO CBS3aThCS CO CITYKOO0M Oe30MaCHOCTH TI0 YKa3aH-
HOMY HOMepY TesiehoHa».

* «Bamma kapra 3a610kupoBaHa LleHTpaabHeiM OaHkoM PP, He0OX0AUMO CBSI3aThCA CO CIIpa-
BOYHOW CITY’)KOOH 10 YKa3aHHOMY HOMepy TeiehoHa»®.

* «OTtaen 6e30MacHOCTH: Ballla KapTa 3a0JIOKMPOBaHA, T pa30JIOKMPOBKH HEOOXOIUMO CO00-
muts ITMH-xon».

63 Araka Tuna «pacrpene/ieHHbIl 0TKa3 B 00CIyKUBAaHHN».
4 o
% Onenxa asropa (JI. JIamuHa) MO JaHHBIM JINTEPATYPHl ¥ COOCTBEHHBIX UCCIIEIOBAHUI, XOTsI BCTpEYaloTcsl ¥ oneHKH B 90 %.

65 Bank Poccunt B COOOIIEHHSIX TAKOTO poJa YIIOMHHAETCS 4acTO, BUIMMO, «UIs1 COMUIHOCTH.
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* «Bamma kapra 3a0J0KMpOBaHa MO MHUIIMATUBE OaHKa, cpodHo ortatute goiar 1000 pyornei.
TenedoH...»

* «Onepanuu 1o Bareil 6aHKOBCKOW KapTe BpeMEHHO MPHUOCTAHOBJIEHBI, CIIPABKa 10 YKa3aH-
HOMY TeJiehOHY».

* «JleficTBUe Ballleil KapThl TPUOCTaHOBIIEHO BBUY B3jioMa ITMH-kona, nepe3BonuTe no yka-
3aHHOMY HOMEpY TesiehoHa».

* «bbina nmonbiTka B3oma [TMH-kopa, Baia kapra 3a0J0KUpPOBaHa, CPOYHO TIEPE3BOHUTE T10
yKa3aHHOMY HOMepY TesiedoHa».

* «Bama kapra 3a0710KupoBaHa, A5 pa30JIOKUPOBKM HEOOXOAMMO TOJONTH K ONMVKanIemMy
OaHKOMATy ¥ BBITIOJIHUTH CIIEYIONIAE IeUCTBUSA. . .» %0

* «Bbl1a onbITKa MepeBojia ASHET C BaIllero cuera, Mepe3BOHUTE 110 YKa3aHHOMY HOMEpY».

* «C Barmei KapThl CIIMCAHO XX XXX pyOJiel, epe3BOHUTE 10 YKa3aHHOMY HOMEpY».

* «C Barmero cuera mpoM30MIET CITUCAHNE HA CYMMY XX XXX pyOseid, mH¢o 1o TejnedoHy. . .»

* «Baa 3asBKa Ha MIEpeBOJ] B CYMME XX XXX pyOseil mpuHsATa, epe3BOHUTE M0 YKa3aHHOMY
HOMEPY».

* «[loaroroBka nepeBoa Ha CyMMy XX XXX pyOsell ¢ Balllero cuera 3aBeplleHa, Uil CIPaBKU
MO3BOHUTE 110 YKa3aHHOMY HOMEpY TeJsie(pOHa».

* «Jlna monTBepXKICHUS TIIaTeka To Balllel KapTe B pa3Mepe XX XXX pyOseil MO3BOHUTE 10
yKa3aHHOMY HOMepY TesiedoHa».

* «Bam 3BOHAT U3 OaHKa ***, 3aiiuTe B MUHTEPHET-OaHK U BBEAUTE MApOJib. ..» 57

* «BaM 3BOHAT U3 OaHKa***, 3afiinTe B UHTepHET-0aHK, BBEIUTE MapoJib M HAKMUTE KHOIKY
“OTtmeHa”»%.

* «BBenute nmoATBEpXKIAIOIIME TAaHHBIE [T BXO/IA B MHTEPHET-0aHK. . .»

* «Bbl1a morneITKa BX0/Ia B Balll HIHTEPHET-0aHK, [Isl TPEI0TBPAIleHHs] MOIIIEHHUYECTBa Tiepe-
3BOHMTE MO YKa3aHHOMY HOMEpY ¥ ITPUTOTOBbTE JaHHBIE TIO KapTe».

Jli060¥i 3BOHOK OOECIOKOEHHOTO KJIMEHTa MO TMpeajiaraeMomMy Homepy Tesie)OHa BIIEUeT 3a
CO00I «yroBOpbl» COOOIIUTH JAHHBIE MEPCOHATBHON WAESHTU(UKAIMK YAAJIEHHOTO KJIMEHTa WA
3aCTaBUTh €r0 «BBIJATh» UX JPYTUMH criocoOamu. Kak BUIHO, B MOJABIIsAIONIEM OOJBIIMHCTBE CITy-
YaeB UCTOJIb3YeTCsl I0OCTATOUHO MPUMHUTHUBHBINA MOAXON (M3-32 Yero MHOTHE KJIMEHTHI cpa3y oOpariia-
I0TCSI B CBOM OaHK), IPY TOM MHTEPECHO OTMETUTD, YTO MOIIIEHHMKH 3a4acTyIO Jaxe He 3aTPyJHSIOT
ce0s1 CMEHON HOMEPOB Tesie(POHOB, C KOTOPHIX 3BOHSAT KJIMEHTaM OAHKOB (2 Ha YCJIOBHSIX aHOHUM-
HOCTH BJIaJIeNiblla HOMepa 3Toro u He Tpedyetcsi). VIcTonb3yloTes IeCSITKY BAPUAHTOB COLUATIBHOTO
VMHXMHUPUHTA TAKOTO POJia U, YTO MHTEPECHO, HAXOIATCS JIIO/IU, HEOJHOKPATHO «IOMNAJAI0IIKe O]
OfIHU U T€ ke MPHUEMbI U, KaK CJIEACTBUE, TepsIolIre IeHbIM Oosee oqHOro pasza. Kak roBopurcs,
«JIJIs1 KOMIBIOTEPHBIX MPOrpaMM MOTYT CYIIECTBOBATh “3allIaTKU”, HO OT YeJIOBEYECKON [IYNOCTH
UX MPUIYMaTh HEBO3MOXHO». Bce nepeunciieHHble BhIIE MMOAXOAb! (PaBHO KaK U MHOTME APYTHe)
OaHKaM HY)XKHO UMETh B BHIY U «00y4aTh» CBOMX KJIMEHTOB MPOTHBOICHCTBUIO TAKUM «COIHATTb-
HBIM» aTaKaMm, K YeMy MOKHO JI00aBJISITh U BBITYCK CIIEIIMAIbHBIX AMATOK, TH(POPMUPOBAHUE Yepe3
Nurepuer u T. 1.

Bonee «ToHKHE» METOOB UCHONB3YIOT CBOETO POAA «HACTPOWMKHM» Ha KJIMEHTOB KOHKPETHBIX
CEPBUCOB U MOTYT XapaKTEPU30BATLCS IOBOJIBHO CIEU(MUUECKON MPeaBaPUTEILHON MOJTOTOBKOM,
00ecKypakMBaIOIIel aTaKyeMOro KJIMEHTa U 3aBJIEKAIOIIETO ero B JIOBYIIKY, HalIpUMep:

66
Ilo xomangam 3JIOYMBIIJIEHHUKA KJIMEHT CO6CTBCHHOpy‘{HO NEPEBOAUT AEHBI'U HA €ro CYET.
7 o
6 Ha gucriiee xiMeHTa IMOSIBIISIETCS 1/1306pa>1<eH1/1e C Be6-CaI/ITa-MyJIH)Ka, MPAKTUYICCKU UAEHTUYHOE HACTOALIEMY OUAJIOTOBOMY
OKHY C BeO-caiita 6a.HKa, T10CJI€ BBOJA MAapOJIst IPOUCXOJUT XUIIEHUE NEHEKHBIX CPEACTB.

68 Ha camowm pgene 1 KHOTIKU «OTMeHa» B armieTe 3arporpaMmupoBaHa KOMaH1a IOATBEPKAEHN A BBOJA, HO KJIMEHT pearupyer
Ha CaMO CJIOBO, I10JIaras Kak pas, 4YTO HU4€ro HEraTuBHOIo HE HpOH30ﬁ)16T.
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» KimeHnty nocrynaer TenedOHHBII 3BOHOK C COOOIIEHHUEM SIKOOBI OT COTpyIHHMKa OaHKa O
OJIOKMPOBKE KapThI M KPYITHON CyMMBI Ha KAPTOYHOM cueTe B CBsi3H co «B3iomMoM [TMH-kona», mocie
4ero Jyist pa30JIOKMPOBKY MIPE/IJIaraeTcsi COOOIIUTh PEKBU3UTHI KAPThI, YTO TOT U AENaeT.

 Kinuenty nocrynaer cooOiienre «Bbl BBIMTpany HOyTOYK, TO3BOHUTE B OaHK O YKa3aHHOMY
HOMepy TeJie(hOHa»; KOT/a KJIMEHT (JIOOUTENb XalisBbl!) 3BOHUT 0 YKa3aHHOMY HOMEpY, eMy Ipe[-
JIararoT AaTh HOMEp KapThl U BBECTH 33/IaHHBIN KO/ AJ1s1 IEPEBO/Ia CPEJICTB C €ro CYeTa, YTO 3a4acTyio
Y TIPOUCXO/IUT.

» KimeHnty nocrymnaer TesniepOHHBIN 3BOHOK C MpPEAIOKEHHUEM SIKOObI OT COTPYJHMKA OaHKa
O BO3MOXHOCTH JITOTHOTO KPEAUTOBAHUS Ha KPYIHYIO CyMMY, IIOCJIE YEro CJeAyeT 3arpoc O ero
U/IeHTU(PUKAIIMOHHBIX TAaHHBIX, HOMepe OAHKOBCKOM KapThl U T. T1.

» KimeHnty nocrynaer TenedOHHBII 3BOHOK C COOOIIEHHUEM SIKOOBI OT COTpyIHHMKa OaHKa O
HEOOXOIMMOCTH «BOWTH B MHTEPHET-0aHK» ¥ BBECTH Tpe[laraeéMblil B KOPOTKOM COOOIIEHUH, TIPH-
IIE/IIIIEM Ha er0 MOOUJIbHBIN Tesle(hOH, Maposib B CBS3H C TEM, UYTO HAJI0O OTMEHUTh HEKYIO MOIIICHHU-
YECKYIO OIepaluio.

» Kimenry He ynaercss uHuumupoBartsb ceadc [IbO, nocne yero emy nocrynaer teseqOHHbIHI
3BOHOK C BOIPOCOM SIKOOBI OT COTpYy/IHHMKa OaHKa 0 TexHrueckux mpoodnemax ¢ [IBO u npeioxe-
HHEM BBOJIa JAHHBIX IEPCOHATBHON MASHTU(DUKAIINN B TTOJIS1 AUATOTOBOTO OKHA, KOTOPOE BBIBOAUTCS
Ha 9KPaH ero JUCILIes.

MO3XHO OBLTO OBl TAK:KE MPUBECTH AECATKH MOJOOHBIX TPUMEPOB U JAHHBIE O THICSYAX €XKerol-
HBIX TEJICHAITPABJICHHLIX aTaK Ha KJIMCHTOB I[BO BBICOKOTEXHOJIOTTYHBIX OAHKOB (I/I Ha camy OaHKHU C
IIPOHUKHOBEHUSIMU B X CETEBBIE CTPYKTYPBI), [IPU ITOM 3a CUET HU3KON KOMITBIOTEPHOU I'PaMOTHO-
CTH KJIMEHTOB U HEpPeAKO Oe3pa3IMyHOi NO3UIMK OAHKOB KJIMEHTHI TEPIISIT YOBITKU U TIOTOM TpeIb-
SIBJISTIOT TIPETEH3UU TeM ke OaHkam®’

6 Neranbhbiit anamms KapTOYHbIX MOILEHHUYECTB 3/1€Ch HE MPOBOIUTCS, ITOCKOJIbKY CYLIECTBYET MOJHOLIEHHAs JUTepaTypa 1o
JaHHO# poGneMarrke, cM., Haripumep: «be3onacHocTs kapTrounoro 6usHeca. busnec-sHumkoneus» (paszeist 1 u 3). — M.: MOIIA;
LIATICuP, 2012.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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