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Henuc KoanmcHU4€eHKO
AHOHMMHOCTBH B 0€30I1aCHOCTDb B
NuTepHere. OT ''yaiiHuKa'' K M0Jb30BaTEJIO

BBenenne

CrpemiieHrE rocyIapcTBa U HEKOTOPBIX KOMMEPUYECKMX CTPYKTYP 3HaTh BCE O KaXAOM 4YeJsio-
BEKE B [10C/IE/IHEE BPeMsI HAUMHAET OTKPOBEHHO pasjpaxars. Kak mpasuiio, Bce NpUKpbiBatoTes Ona-
TOPOIHBIMH LEJTSAMU: OOpPHOOH ¢ MOIIEHHUYECTBOM, TEPPOPU3MOM U T. M. MI3BECTHO, OIHAKO, YTO
OnarumMy HaMepeHUsIMU BBIMOILIEHA JI0pora B al.

NznayaneHo MHTEpHET OBLT "TeppuTOopHer CBOOOMBI', €MUHCTBEHHBIM, MOXAIYH, MECTOM C
TIOJIHOM CBOOOIOM CII0BA, T/1e KX bl MMEJ ITPaBO BbICKa3aTh cBoe MHeHHe. Ceituac ke TeXHUYeCKUil
nporpecc paboTaeT MPOTUB ITOM CaMOil CBOOOBI — OITYOIMKOBAT 3aMETKY B CBOEM OJIore — U KA1
3BOHKA B JIBEPb. ..

Bripouem 3akOHOMOCTYIIHBIM TIOJIb30BATENSIM, MOXET, U Heuero 6osiTbes. Eciu 3a0bITh 0 cBO-
6oze cioBa, koHeuHo. bponu no MHrepHety, unTail aHek10Thl, cMoTpu ¢hmiibMbl. Ho 3Hai, uTo 3a
KaX[JbIM TBOUM IIaroM — HaOmoAaioT. M oco3HaHue 3TOM UCTHHBI peajibHO OecHT. B KOHLle KOHIIOB,
y KaXJIOrO €CThb ITPaBO Ha TalHY MEPENUCKU U JIMYHOU KU3HU. M peann3oBarh €ro BaM IOMOXKET 3Ta
KHUTa, KaK pa3 M MOCBSIIEHHAs aHOHMMHOKM 1 0e30MacHOi (BO BCEX CMBICIIAaX 3TOTO CJIOBA) padoTe
B lHrepHere.

W3 nepeoii wacmu KxHUrK BBl y3HaeTe, Kak CKpbITh cBOM IP-azpec, Kak moceTuTth caiit, 3a0510-
KMPOBAHHBIN aJIMAHUCTPATOPOM CETH, KaK 3aMdpoBaTh nepegasaeMele 1o Cetr TaHHBIE, TO3HAKO-
MUTECH C ABYMS CHCTEMaMH aHOHUMM3amu Tpacuka: Tor u [12P.

Bmopas uacme KHUTY TOCBSAIIEHA 3allUTE 3JEKTPOHHOM MouThl. CHavyasa Mbl NEPEKPOEM
MIOTOKY cIlaMa IyTh B CBOM MOYTOBBIN SAIIKK, a 3aTeM paz0epeMcs, Kak 3alUTUTh NepenucKy. byayT
paccMOTpeHbl Oe30MacHble COeAMHEHM, Niepejaya MMceM 4epe3 ceTh Tor v, KOHEYHO ke, KPUIITO-
rpacus ¢ oTKpbITHIM Ki104oM (PGP).

Tpemos uacme KHATM MOMOXET BaM 3allUTUTh CBOM JOMALIHUN KOMIBIOTEDP U JOMAILIHIOK
ceTb. B Heil MBI TOrOBOPHM O BHIOOpPE XOPOIIIEro aHTUBUpYCa M OpaHnaMayspa (OyayT paccMOTpEHbI
nporpamma Comodo Internet Security u crangapTHbiil Opangmaysp Windows 7), 3alMTuM J1oMaii-
HIOI0 OECIPOBOJIHYIO CETh OT BTOpKEeHMH (a ymoouteneld MIHTepHeTa "Ha mapy" octaBUM Oe3 Tako-
BOI0), CO3AaJUM XOPOLLIUI Maposib U HayuYMMCcs IKU(POBaATh JaHHbIE HA )KECTKOM JIUCKE C IIOMOILBIO
yruntsl TrueCrypt u cranzaptasix cpencrs Windows 7.

Hy, a uemeepmas uacmv KHUTU IOMOXET BaM HE PacCeKpeTUTh CaMOro cedsl U MOACKAXeT,
KaKHe ITPOrpaMMbl JIy4lle BCErO UCTIOJIb30BaTh, ECIIU BbI JKEJIAETE OCTAaThCsl AaHOHUMHBIM.

He oGoiinute BHUMaHUeM U npunodicenust! B nepeom Bbl Mo3HaKOMUTECH € porpamMmont AVZ
U ellle HECKOJIbKMMU TMOJIE3HBIMU YTHIIMTAMHU, a BO émopom OyleT paccMoTpeHa nporpamma Traffic
Inspector, koTopast BecbMa IPUTOAUTCS AOMA, TOCKOJIbKY MO3BOJISAET OJIOKMPOBATh 10CTyM K MHTep-
HETy 0 BPEMEHU CYTOK U MO a/ipecy, — Ballld JETH He CMOTYT IOCETUTh 3a0JIOKMPOBaHHBIE aJpeca
WJINA UCTIONB30BaTh VIHTEpHET HOUBIO. K CII0BY, BO3MOXXHOCTH, IPEAOCTABIISIEMBIE TOM IIPOTrPaMMON
(6TOKMPOBKA TI0 aJpecy U BpeMeHH), IMEIOTCSI BO MHOTHX OECIIPOBOIHBIX MapIIPyTU3ATOPaX, M €CITH
BBl CUACTJIMBBINA 0OMagarTesb TAKOBOTO, MOKHO OOOHMTHCH M 63 3Toi nporpaMmMsl. OnHaKo B O0JIb-
LIMHCTBE CJIy4YaeB JOMa BCETO JIMIIb OAWH KOMIIBIOTEP M HET HUKAKOIO MapIIpyTU3aTopa.

Yurateny He MoOAT [UIMHHBIX BBEICHHUI U YaCTO TaKOBbIe UTHOPHUPYIOT. [TosTomy cumraro, 4To
ceivac camoe BpeMs NEPENTH K YTEHUIO KHUTH.
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Yacrs I
CkpbiBaeM cBO€ MECTOHAXOKAEeHUE U
noceimiaemM 3a0JJ0KUPOBaHHbIE CAaNThI

Best nepsasi uacmes KHUTH TIOCBsIIIIeHa 00ECIIEUEHHUIO Ballleld aHOHUMHOCTU B MIHTepHeTe. Bbl
y3HaeTe, Kak CKpbITh cBoM [P-ajipec 1 cBoe MeCTOHaXOX IeH!e, KaK CKPBITh OT TJIa3 aIMUHKICTpATOpa
CeTH TIoCelaeMble BaMU CalThl, KaK OOOWTH YEPHBIN CIIMCOK OpaHaMay3pa U MOCETUTh 3a0JIOKUPO-
BaHHbII CalT, KaK MPABUJIBHO YIAUTH CIIYXeOHYI0 HH(MOpMaIHIo Opay3epa 1 MHOTOE JIpyroe.
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I'naBa 1. Kak cratb anonnvuabiM B IHTEepHeTE?

1.1. AHOHUMHOCTD M BbI

B nocnennee Bpems MHTepHeT cTaHOBUTCS BCce MeHee aHOHUMHBIM. C OfIHOM CTOPOHBI — BCe-
BO3MOXXHBIE PECYPCHI U BPEIOHOCHBIE MPOrpaMMbl, COOMPAIOIIUE PA3IMYHYI0 MH(POPMALIUIO O HOJIb-
3oBareie: [P-agpec, ums, 1o, BO3pact, MECTO KUTEJIbCTBA, HOMep TejedoHa. Takas nHpopMalys
MOXET COOMpaThCs Kak sIBHO (BBl €€ CaMM yKa3bIBa€Te, 3a0JIHSSI HA OCEUIAEMbIX CaliTaX pa3inyHble
(bOpMBI-BOMPOCHUKH), TAK U HESBHO, KOIJ]a OHA OINpPEAENIseTCs] HA OCHOBAHUM KOCBEHHBIX JITaHHBIX
(HarpuMep, Ballle MECTOHAXOXJEHUE MPU MOCEIIEHUH TOrO WJIM MHOIO CaiTa JIETKO BBIYMCIISAETCS
no [P-angpecy kommbiotepa, ¢ KoToporo Bbl 3anu B ViHTeprer). Best ata nngopmaris Moxer codu-
paTbcsl pa3IMYHBIMM CaliTaMM, HaIlpUMep VIS MOKa3a BaM PeKJIaMHbIX OObsBJIECHUI, IPUBSA3aHHBIX
K BallleMy MECTY KMTeJbCTBA, WK B JIIOOBIX Apyrux uensx. C Apyroil CTOpOHBI — CHJIOBBIE OpraHbl
c obopynoBanueM COPM (cuctema onepaTvBHO-PO3bICKHBIX MEPONPUATHIA), KOTOPOE BHepsETCs
YK€ MHOIO JIET.

3aueM HyKHa aHOHUMHOCTb B VIHTepHETE 0OBIYHOMY 3aKOHOIIOCITYIITHOMY TOJIb30BATENIO?

IIpumeuanue
B noOy:x1eHnsi He3aKOHOTIOCIYIITHBIX MBI 3[1eCh YITTyOJIAThCSI HE CTAHEM. . .

[TpuumHbI y BCEX CBOM, HO OT HMX 3aBHUCAT CIOCOOBI JOCTHXKEHUS 1eu. B Tadn. 1.1 mpuBo-
JATCS HECKOJIBKO TUITMYHBIX 33124, KOTOPbIE PAHO WJIY MO3/IHO MTPUXOJUTCS pelIaTh KaxJI0My UHTEp-
HET-TI0JIb30BaTeIO.

[Monumaro, 4TO TIpUBEAEHHBIE 3/IeCh CIIOCOOBI PEelleHHs TOCTABJIeHHON 3a7ayy BaM IOKa He
sicHbl. YTO X, camoe BpeMs pa300paThCsi CO BCEMH STHMHM 3ayMHBIMU Ha3BaHUSIMH: aHOHMMAaN3ephl,
AQHOHHUMHBIE TTPOKCU-CEPBEPHI U T. II.

Taouuna 1.1. [TpuunHbl coOXpaHeHrsi aHOHUMHOCTH B VIHTepHeTe



. H. KomucHuyeHko. «AHOHUMHOCTB U Oe30macHOCTh B MIHTepHeTe. OT «4JallHUKa» K TIOJTb30BaTeTio»

3agava Javem? Cnocofiel peeHna

obe Baw IFP-agpec AROHVMHEIS NDOKEH-
it Bl cobBipasTech 2pb

HywHo pazeso Sl NpOCTO He X
CHPLITE CBON "sanacan’ cadr
|P-appec NOCET|TE.

ARORKMAR e

"CmeHa xuTenscTRA AKOHIMHBIE NIDOKC -
cepeepe

AENSHH3A

CeTA UK CeTA
CaliT=l Bl

ACTRERHUKA
HAMA, Ha KakAX CalTax Bb

1.2. Anonummai3epsl: cokpbiTue IP-anpeca

[IpeacraByM, 4TO BB COOpATUCH Pa30BO CKPHITh cBoM [P-agpec. 3auem 3To BaM, MHE Jiesia HeT.
CHumaro ¢ ce0st BCAKYI0 OTBETCTBEHHOCTb, €CJIM BalllU 111U UIYT BPa3pe3 C CYIIECTBYIOLUIUM 3aKO-
HOJATeIbCTBOM. Bee Mbl TOMHMM, UTO PacKoIbHUKOB clienall ¢ IOMOUIBIO TOIOPa, OAHAKO XOJOJHBIM
OpYKHEM TOIOpP HE CUUTACTCH. . .

W3 auuHoOro omeira...

B cBoe Bpemsi aHOHMMal3ep MOMOT MHE B BECbMa HEOPAVMHAPHON CUTYaIUU.
Bce ™Mbl 3HaeM, 4TO MakeThl, UCXOASAMIME OT HALIEr0 KOMITBIOTEPA K KOMIIBIOTEPY
Ha3HauyeHusl (BeO-cepBepy caiiTa, KOTOPBI Mbl XOTUM IOCETHUTH), OTHPABIISIIOTCS
HE HaNpsMYIO, a MPOXOAAT MO OMNPEeAEICHHOMY MapuIpyTy uepe3 HEeKOTOpoe
KOJIMYECTBO MApPLIPYTU3aTOPOB. Tak BOT, OMUH MapUIpyTU3aTOP HA MYTH OT MOETO
KOMITbIOTEPA K MOEMY K€ CalTy BhIlIEJ U3 CTposi. B pe3ynbTare s1 He MOT 3aiTH Ha
CBOW CalT, XOTSI OH OBUI BIOJIHE JIOCTYTIEH, U Ha HEr0 MOIJIM 3alTH MOIb30BaTEeIN
APYTuX MPOBaIEPOB, MAKETHl KOTOPHIX MPOXOIWIN 10 MHBIM MapiipyTam. Kaatb
MOKa MapUIpyTU3aTOP BOCCTAHOBST MHE, pa3yMeercsl, He XOTEeJIOCh, TOITOMY 51 U
BOCITIOJIH30BAJICSI AHOHMMA3epOM, YTOOBI, BO-TIEPBBIX, YOSOUTHCS B JOCTYITHOCTH
caiita, a, BO-BTOPBIX, TIOCMOTPETb, YTO K€ HA HEM TBOPUTCSI.

Urak, uto ke npeacrasiser co0oi aronumariizep (anonymizer)? 1o Takou cailt B IHTepHeTe.
Bl Ha Hero 3axoauTe, BBOAUTE B CHELUAIBHOE TIOJIE a[pec caiiTa, KOTOPBII XOTUTE MOCETUTh aHO-
HUMHO, ¥ ByaJisi — Bbl Ha caiiTe, HO CalT 3amucasl B CBOM ITPOTOKOIKI He Batll [P-afpec, a anpec aHoHU-
maiizepa. [Tpu nepexone no ccpuike Takxke pukcupyercs [P-anpec anonnmaiizepa — 10 Tex mnop, moka
Bbl HE 3aKPbUIA OKHO (MJIM BKJIAJIKY) Opay3epa, B KOTOPOM M3HAYaJIbHO ObUT OTKPHIT aHOHUMam3ep.
Becbma yno6HO, a rJ1aBHOE — IPOCTO.
Haittu nonxonsimmii aHoHMMai3ep HECI0KHO — BBeauTe B Google 3anpoc arnonumaiizep (M
anonymizer), n OyJeT HaliJIeHO MHOXECTBO CalTOB, MPEIOCTABISIIONINX Takue yciayru. Hekotopeie
8
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U3 HUX — OecIiIaTHble (OHU COZIEPKATCs 3a CUET pa3MenIaeMOl pPeKJIaMbl, KOTOPYIO Bbl BHIHYKIEHbI
IIPOCMATPUBaTh, NOJIB3YSCh AHOHUMAN3EpOM), 32 UCIIOJIb30BaHUE IPYTUX NPUAETCS 3aIlIaTUTh.

[Mnatueiil nm GecrutatHbiii? Eci Bam MpoCTO HA0 aHOHMMHO TMOCETUTDh Mapy CTpaHWYeK,
BBIOVpaiiTe OecIUIaTHBI aHOHMMai3ep. A BOT €ClId Bbl XOTUTE HE MIPOCTO MOCETUTh HEKUH CailT, a
ele M cKavyaTh OTTyAa KaKyo-1u00 HHGOpMAIIHIO, JTydllle BHIOpaTh TUIATHBIA. [lesio B ToM, uTo Oec-
TUIATHBIE aHOHMMAM3ephl YacTO OrPAaHUYMBAIOT MAKCHMAJIBHBIA pa3Mep 3arpykaeMoro oObeKTa, —
MOpO¥ BaM JIQyT cKavyarh Juib 1-2 MOaiT, 4To 1Mo cCOBpeMEeHHBIM MepKaM OTKPOBEHHO Majio. A
BOT IUIATHBIE Pa3pelalT CKauYnBaTh (paiiiibl B HECKOIBKO AECSATKOB M COTeH MeradaiT. Kpome toro,
HEKOTOpbIe TUIATHhIE aHOHUMA3ephl pa3pelnaT BeOpath [P-aipec u3 anana3zoHa aapecoB onpejie-
JIEHHOM CTpaHBbI (IO BHIOOPY), UTO MHOTA MONe3HO (cM. Taom. 1.1).

K nocronHcTBaM aHOHMMai3epOB MOKHO OTHECTH:

v/ yaoOCTBO M MPOCTOTY MCHOJIB30BaHKS — BaM HE MOHAIOOWUTCS YCTAHABIMBATH JIOTIOTHU-
TeJIbHOE MPOrpaMMHoOe oOecTieueHre, He TIPUIETCsl BHOCUTh M3MEHEHUsI B apamMeTpsl Opay3epa Hin
cucteMsl. [IpocTo OTKpbUIM callT aHOHUMaii3epa, BBeau HyxkHblid URL, u Bamn [P-anpec ckpbit;

v/ BOBMOHOCTb OJIOKMPOBKH OAaHHEPOB — HEKOTOPbIE AHOHMMAI3ephl 1J1s1 YMEHBIIEHHUS KO-
YecTBa HeHYKHOW MH(OPMAITIH, ITPOITYyCKAeMOM Yepe3 UX cepBep, OJOKUPYIOT peKJIaMHble OaHHEpHI.
WHorna 3ta (pyHKIMS CTAHOBUTCS JOCTYITHOM TOJIBKO Tocie omatel. K coxaiieHuio, GOMBITMHCTBO
OeCIIaTHBIX AaHOHUMAK3epPOB TOJIBKO JOOABJISIOT CBOIO IOTIONHUTENIBHYIO PEKJIAMY . . .

A BOT HEJJOCTaTKOB y aHOHMMai3epOB OYEHb MHOI'0O:

v/ He BHINOJHSETCA MU(pPOBaHUE TIepeJaBaeMbIX JaHHBIX — 1, C TIOMOIIBI0 QaHOHUMAai3epa BbI
MokeTe CKpbITh cBoM IP-anpec — nocemaemslil Bamu cait "3arnoMHuT" IP-anpec aHoHnMam3epa, HO
He Bail. Ho or BceBuasIIero oka aJMUHUACTpaTopa BaM He CKpbIThbcsl. OH HE TONBKO CMOJKET JIETKO
BBIYMCIIUTh, KAKKE CAWThI Bl MIOCELAJIM, HO U IIPY XKEJIaHUU NEPEeXBaTUT MepeJaBaeMyio HHpopMa-
110 (HarpyuMep, aHKETHbIE JIaHHbIE, KOTOPBIE Bbl OCTABJISUIN Ha caiite). Tak 4To aHOHUMa3ephbl He
o0ecneynBaloT MOJTHOW aHOHUMHOCTH;

v/ He Bcerza MOXHO BbIOpaTh IP-aipec HyXKHO¥M CTpaHbl — MPEATIONOKHUM, YTO AHOHUMan3ep
Haxogutcst B CIIHA. U ecnu BBl MOMBITAETECH C €r0 MOMOIIIBIO 3alTH HA CalT, KOTOPBIN pa3peliaeTt
JOCTYII TIOJIb30BATENSIM TOJIBKO, CKaxkeMm, h3 ['epManuu, TO y BaC HUYETrO HE MOoJyduTcs — Benap IP-
anpec OyIeT aMeprKaHCKUA. Pany crpaBeyIMBOCTH HYKHO OTMETUTb, YTO HEKOTOPble aHOHMMAi-
3ephl MmpeyiaraloT BeIOpath [P-agpec HyKHOI CTpaHbl, HO 3TO OOJbIIE UCKIIOUYEHHE, YeM MPaBUIIO,
Ja 1 He (paKT, YyTO Hy’KHasi BAM CTpaHa OKaKETCs B CIIUCKE;

v/ He Bcerja CKOPOCTh aHOHMMHOTO JIOCTYyTa Oy/eT BHICOKOM — TYT BCE 3aBUCHUT OT 3arpy3KH
cepBepa aHOHMMaii3epa 1 OT TOT0, Kak OBICTPO MaKeTHI OT BAIlIero KOMITbIOTEpa MePeIAIoTCsl Ha CepBep
aHOHMMai3epa (TO eCThb BaKHa CKOPOCTb Mepeayu JaHHbIX MEKAY BallliM KOMIIBIOTEPOM U CepBe-
pom aHOHMMak3epa). BpoueM, Bce cpesicTBa odecniedeHns aHOHUMHOCTH CHHKAIOT CKOPOCTb COEJTH-
HEHUSs1, ¥ BBl JIOJDKHBI OBITh K STOMY TOTOBHI;

v/ OrpaHuueHue pasmepa nepekaunBaeMbix (paiioB — 00 STOM MBI yXKe TOBOPUIIH, TOITOMY He
BUXKY CMBICJIA TIOBTOPATBCS, — HE CIIE/lyeT HAJEsThCs, YTO Bbl CKAUaeTe Yyepe3 aHOHUMai3ep nmupar-
CKU# (pMJIbM 00BEMOM B HECKOJIBKO TUTa0aiiT;

v/ HeT rapaHTHil — HUKTO He TapaHTUPYeT, YTO aHOHMMAaK3ephl (2 MX OrPOMHOE KOJMYECTBO)
HE 3alKCHIBAIOT aJjpeca CaiToB, KOTOPbIE Bbl IIOCEIAETE, U HE MEPeJaloT IOTOM 3aUHTEPECOBAaHHBIM
JIMLIAM. . .

[TonpITOKMBasE OTMETUM: aHOHUMAM3EPbl TIOAOMAYT AJIsi COKpbITUs Baiero IP-agpeca — yna-
JICHHBIN CaliT He CMOKET ero ornpeaeanTsb. Ho s obecrnieyeHu s mojTHONH aHOHUMHOCTH OHH He TIOJIXO-
JAT — AJMUHUACTPATOPBI CMOT'YT BBIYMCIINUTh, KAKME CalThl Bbl MIOCELIAIIH, U JJa)Ke TOCMOTPETh, KaKkKe
JAHHBIE BB [IEPEAABAJIM ITUM cailTaM (IIOCKOJIbKY aHOHUMA3ephl HE MPOU3BOIAT IM(pPOBAHUE J1aH-
HBIX).

Kak agMuHUCTpaTOp BBIYMCIUT CAalThl, KOTOpbIE BB Mocemmani? O4eHb npocTo. AHOHUMAN-
3ep Mepe3anychiBaeT BCE CCHUTKM CalTa, KOTOPhIe BB XOTUTE TIOCETUTh, JOOABISISA B UX HAYAJIO CBOM
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ajipec (4TOOBI CChUTKA ObLIa OTKPHITA HE HAITPSIMYIO, & Yepe3 aHOHMMai3ep). 51 3aimesn Ha Moy pHbINA
aHOHMMaM3ep anonymouse.org 1 yepe3 Hero — Ha cBou cat www.dkws.org.ua. B crpoke aapeca
Opaysepa s ypunen cienytonmii URL (puc. 1.1):

http://anonymouse.org/cgi-bin/anon-www.cgi/http://www.dkws.org.ua/

[ ?!*4,’( Rrenss Konucrusienes, e + —
L X ) anonymouse.crng hinfa RO ST, =
: Ecva soapoc?
DKWSLabs s

APEHOA CEPBEFOB
@ Tuttiost &

Bm'peuame "CepeepHoe npumveHeHne Linux", 3-e uspadve (yxe B
npoaaxe)

Yro Hosoro B J-e vaoaHsm?

WL arveE 31O A o b 52 rose b i ocTams s 1L s firan
FRANGEVING O PACEN MONFITIAY, & B ST A e CPURCTOHER HaRErtoih, 'MD’-‘E—OQ"I\&H HIKERErIAR O KBREON FASEE it CTERY £0W Y
B £CTH MEDOE SLM TEPOR LAMSI TTOM KCSATM, HORCONEEHS Mk CHSL IINETHTE. A CC Ml MYTRUM ST I0SITY ONEDINE, T0 W NOBOMITY 0 MO0
EATE)

ARORYTRIZINAN by ANSNTELEE 505 - AR

"¥) DOWNLOAD w ﬁ| :

Anofmouse eter agties Eatter and win gadrpton?

Tl GIMP 2 becnaaTne ananor Fhotoshop fan
GiMpz  Windows/Linux/Hac 05

Pacerutpinaeton pabota ¢ beonatren i obases

Puc. 1.1. I[Ipocmomp caiima uepe3 anonymouse.org: aHoHumatizep 000asun OOAbUOT PeKAaAM-
Hblli OarHep

Ata ke CTpoKa MOMAaJeT B KypHaJIbl aAMUHUCTpaTopa Baiel cetu. Kak BuanTe, BHIUMCIUTD,
KaKHe CaiiThbl Bbl IIOCEIAJIM, HE COCTABJISIET HUKAKOTO TpyaAa. bosee Toro, 1o TakuM CChIJIKaM aJMU-
HUCTPATOP y3HAET, KAKME CAWTBhI BbI [IOCEIIATN AaHOHUMHO, U TIOMMET, YTO K 3TUM CaliTaM Yy Bac ecTb
NOBBIILIEHHBIN uHTEpec. [ToBepbTe, emy OyJeT 0 ueM paccka3aTh BallleMy Ha4ajbCTBY. ..

1.3. AHOHUMHBIE IPOKCH-CEPBEPHI:
cokpbiTue IP-anpeca n MmecToHaX0K 1eHUS

C nomolpio aHOHUMaii3epa CKpbIBaeTCsl He TOJIbKO Bail [P-ajipec, HO M Ballle MECTOHAXOX-
nenue, onpenensemoe 1o [P-agpecy. Ho nHorma HyXkHO CKPBITh MECTOHAXOXeHHe Oosee THOKO, a
MMeHHO — nomyunTh [P-angpec onpeneneHHoi crpanbl. Kak mpaBuiio, K TaKUM Mepam Mpuoeraiot
T0JIb30BATENN, KOTOPBIM HY)KHO IIOCETUTh OrPAHMYMBAEMBIE CAWTHI.

W3 ananoOro onwIra...

Her, Hukakmx wmbiciedi o B3nome! Takas oneparms WHOrAa ObIBaeT
HEOOXOIMMON CaMbIM 3aKOHOMOCIYIIHBIM Iojib3oBatesisiM. B 2009-om romy s
CTOJIKHYJICSI C aHEKJJOTUYECKON cuTyaleil. KpynmHelmmi yKpauHCKAiA poBanaep
"Vkprenekom" ucnons3oBai [P-agpeca n3 quanazona JOHIOHCKOTO MpoBaiaepa. B
pesynbTare, Korjaa noib3oBaresv " YKpTeaekoMa" 3aX0Quivi Ha YKPAauHCKUE CalThl,
WX CUCTEMBI CTATHCTHKY CYUTAIY, UTO TIOJIb30BaTeIb MPHIIE) U3 BemmkoOpuranuu.
A HEKOTOpBIe HaIK 0COO0 MATPUOTHUYECKUE CAWTHI OrPAHUYMBAIOT JOCTYIT BCEX
3apyOexHBbIX Tonb30Baresiell. Hy Hajgo ke — kymuin MHTepHeT y KpymHenmero
HAIIMOHAJIPHOTO TIpOBaiijiepa, a BCS CTpaHa cuMTaeT TeOs uyxkakoMm. Kak ceitdac
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obcroaT aena y "Ykprenekoma' He MHTEPECOBAJICSA, HO B TO BpeMsl CUTYallus ObLia
BIIOJTHE PEaJIbHOM.

BeiOpath cTpaHy MpOXHUBaHUST MOXHO C TMOMOIIBI0 AaHOHUMHBIX MpoKcuU-cepeepos. OIHAKO
npexje, YeM pa3orparbcsi ¢ aHOHUMHBIMU IIPOKCU-CEPBEPAMHU, TTOTOBOPUM CHa4ajia O MPOKCH-Cep-
Bepax OObIUHBIX.

1.3.1. IIpokcu-cepBep — 4T0 3T0?

Urtak, yto Takoe mpokcu-cepep? ITO y3ea CeTH, CAYKaIWid Il KIIIMPOBaHUsl UH(popMa-
MM ¥ OTPAaHUYEHUsI JI0CTyNa B ceTh. [IpoKcU-cepBephbl YCTaHABIMBAIOTCS KaK aJIMUHUCTPATOPAMHU
JIOKQJILHOW CETH IS Hy’K/1 €€ CaMOMl, TaK 1 npoBaiiiepamu MIHTepHeTa 111 Hy K]l BCeX UX KJIMEHTOB.

Nwms unm [P-agpec nmpokcu-cepBepa MOKHO 3aHECTH B HACTPOUMKHU Opay3epa. B pesynbrare Gpa-
y3ep Oyaer oOpalarbCsi K KakoMy-JM0O Y31y CEeTH He HampsMylo, a Yepe3 IPOKCU-cepBep (TO ecTh
3anpoc OyJeT nepeaBaThCcsl CHavasla Ha POKCU-CEPBEP). A MPOKCH-CEPBEP ykKe MOXKET 3alPOCUTh
MMl [IOJIb30BATEIS M TAPOJIb (€CITU TaKOe MOBE/ICHUE 33171 AAMUHUCTPATOP MPOKCH) U TOJIBKO IOTOM
MPEIOCTABUTD MOJIb30BATENIO AOCTYI K Y3I1y.

Hekotopble JieHnBble aIMUHUCTPATOPBI CAMOJETBHBIX JIOKAIBHBIX CETE! MPUMEHSIIOT MPOKCH
IJ1s1 OTPAaHMYEHM ST JOCTYIIa CBOMX MOJb3oBaTeneit K VIHTepHeTY, MOCKOIbKY 0oj1ee CI0KHbIE METO/bI
UM peaM30BbIBaTh HEOXOTA (MJIM SKOHOMUYECKH HElleIeCO00pasHo).

OnHako OOJBIIMHCTBO MPOKCH-CEPBEPOB UCTIONB3YIOTCS HE /17151 ay TEHTU(DUKALINY, A JJ151 KIILIH-
poBaHus1 cTpaHull. bpaysep oOparaercsi K IpoKCH-cepBepy U NepeaeT agpec CTPaHULIbl, KOTOPYIO
XOYeT MPOCMOTPETh MOJb30BaTeNlb. ECiM Takas cTpaHUIa MMEETCsl B K3Ille TIPOKCU-cepBepa (a 3To
BO3MOXXHO, €CJIM 3Ty CTPAaHUIly HEAABHO KTO-TO M3 IOJIb30BATEJIel CETH yXe MPOCMaTpuBall), TO
MIPOKCU-CEPBEP Cpasy IepesaeT ee Mmojb3oBarenio. B pesysbrate oOpaliieHue K yAajJeHHOMY Y31y
Aaxe He MPOM3BOAUTCS, YTO CHIKAET HAarpy3Ky Ha MHTEPHET-KaHal, SKOHOMUT JEHbI'H, PECYPCHI ylia-
JIEHHOTO Yy3J1a U MOBBIIIIAET CKOPOCTh ocTyna K MHTepHeTy. O1HO Aeno nepeaaTh JaHHbIe MO JIOKaJIb-
HOU CeTH, rJie CKOpocTh coequneHus nqoxoaut ao 1000 Mowut/c (B ciyuae ¢ Gigabit Ethernet), npyroe
€0 — MepeAaTh JaHHbIe M0 MHTEpHET-KaHaly, [1e CKOPOCTh JOCTyIa Mopoi Huxke 5 Mout/c (Hy,
JIMYHO 51 130aJI0BaH CBOMM ITPOBAIEPOM C ero CKopocThio 50 MOuT/c, a BOT coces] HeyaaqHO BeIOpal
MpoBaiifiepa U JOBOJbCTBYETCSI CKOPOCTHIO Beero 2 Mout/c).

JanpHelliee pa3BUTHE MPOKCU-CEPBEPOB — NPO3pauHble npokcu-cepsepvl. CyTh UX 3aKJTI0Ua-
ercsi B TOM, YTO BeChb BeO-TpapvK C MOMOUIBIO MPaBWJI OpaHAMaydpa CEeTH NepeHarpaBiseTcs: Ha
MIPOKCU-CEPBEP, B PE3y/IbTaTe Yero YCKOpseTCs JOCTYI K MPOKIIIMPOBAHHBIM CTPAaHUIIAM U yCTpa-
HsIETCS1 HEOOXOAMMOCTb HACTPaMBaTh OT/AENIBHO KaK/IBIH KJIMEHTCKUI KOMIBIOTEP (TOUHEe, KakKIbIi
Opay3ep Ha KaKJI0M KJIMEHTCKOM KOMIIbIOTEpE).

1.3.2. HacTpauBaeM aHOHUMHBII IIPOKCH-CEPBEP

Tenepb BepHEMCSI K pACCMOTPEHUIO AHOHUMHBIX NPOKCU-Ccepeepos. Kak npaBrio, aHOHUMHBbIN
MIPOKCU-CEPBEP — 3TO OOBIYHBIN IPOKCU-CEPBEP, HO HEMPABUJIBHO HACTPOEHHBIN. AJJMUHUCTPATOPDI
TaKMX CEPBEPOB 3a0bIBAIOT 3allPETUTh JOCTYII K CBOEMY CepBepy UyXuM y3iaMm. Brpoyem, ectb u
nyOnuYHble (OTKPBITHIE) IPOKCH, KOTOPbIE HAMEPEHHO Pa3pelIaloT JOCTYIT BCEM JKeJIAIOLIIM.

Jl1s1 obecniedeHns aHOHMMHOCTH BaM HY’KHO ITPOCTO yKasaTh [P-agpec Takoro npokcu-cepsepa
B HacTpoiKax Opay3epa.

I'ne nocrarb agpec aHOHUMHOTO NPOKcH ? CIMCKU TaKKMX a/IpecoB MyOIMKYIOTCS HA PAa3IMYHBIX
pecypcax — Haripumep, Ha http://www.cooleasy.com/. Tam Bbl Haiinete IP-apeca mpokcu-cepeepoB
13 pasHbix crpaH (puc. 1.2). HononaurenbHble [P-agpeca MoxHO Haittu no 3anpocy Free proxy. Eme
OZIMH NosIe3HbIN cauT: http://spys.ru/aproxy/.
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<3 secae T T T

[eR@vw cooleasy corm BN
Free Proxies, Public Proxy Lists :

[Homs] [Free Web Proxy] [AZ Emvironment variables] [ProxyJudge] [IP to Ciry]

[1mcex ] eediee o] | | vl =] [-a- = ey

Puc. 1.2. Cnucku aHOHUMHBIX NPOKCU

IIpumeyanue
Kcratu, Ha caiite www.cooleasy.com ectb U COOCTBEHHBI aHOHMMan3ep:
http://www.cooleasy.com/webproxy/.

Haiins 3aBernsiit [P-agpec, nponuinmre ero B HaCTpolKax Opaysepa.

B Internet Explorer 1151 3TOro Hy’HO BBIIIOJIHUTH CJIELYIOLIUE AEUCTBUSA:

1. Bribepute komanny metrio Cepsuc | CBoiicTBa o603peBareis .

2. Ilepennute Ha Bknaaky Hoakarouenns (puc. 1.3).

3. Haxmure kHonky Hactpoiika cetn. B otkpbiBiiemcs okHe (puc. 1.4) ycraHoBure (ia-
KoK Mcnoib30BaTh NPOKCH-CePBeEP IS JOKAJIbHBIX NOAKIYEeHN (He IPUMeHAeTCA IS
KOMMYTHPYeMbIX Hiu VPN-noakIrodeHuii) .

4. Beegure IP-anpec npokcu-cepsepa u ero mopt. OObIYHO MOPT YKA3BIBAETCS B CIIMCKE TPOKCH
B OT/IEJIbHOM KOJIOHKE WJIM Yepe3 ABoeToune — Harpumep, 192.168.2.100:3128

(3mech 3128 — Homep nopra). CrangapTHele HOMepa noptos A1 mpokeu: 80, 3128, 8080.

5. JIns ycTaHOBKM pa3HBIX MPOKCU 171 pa3anuHbix cereBbix pecypcoB (HTTP, FTP u 1. n.)
Ha)KMUTE KHOIKY /loIOJTHUTEIBLHO U BBEAUTE COOTBETCTBYIOIIME agpeca (puc. 1.5)
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I CbLwme BesonacHoCTE

)

i)

i

KoHdaeHuansHoCTE

Egﬂw MoaknoYeHHa MNporpamMmel

AonoAHKTENEHD

Q ANA YCTEHOBKKM NOAKMHYEHWA KOMNBKOTEDE
K MHTEPHETY WWENKHWTE 3TY KHOMKY,

YACTHBIX CETEMR

HacTpoiika KOMMYTHPYEMOrD COEAMHEHIMA U BUPTYankHeIX

¥CTaHOBWTE

LLenkHUTE KHOMKY "HaCcTpoika”™ 0nA HACTPOIRKK
MpOoKCKM-CEPEEPa ANA 5TOMD NOAKAKYEHNA,

¥HMONHaHHe: OTCYTCTEYET

@} HUKOroa He MCNoNb30EaTh KOMMY THDYEMBIE NOOKIKYEHHA
Monones08aTe NP OTCYTCTEBHA NOAKNFIHYEHHA K CETH

Breroa Mnonb30BaTe NPMHATOE MO YMOMYEHKED NogKnioYeHHe

| Aobamims... |

|ﬂﬂﬁgﬂ.ﬁh VPN... |

! ¥Yoanuth.., |

! HacTpoiika |

| Y¥MondaHue

HacTpoiika NapaMeTpoB NOKaNBHON CETH

MapaMeTpil NOKaNEHON CETH HE MPHMMEHAKITCA
ANA NOAKNKYEHWA YAaNeHHoro AocTyna. Ans
HACTPOMKK KOMMYTHUDYEMOrD COEAMHEHKA
WENKHUTE KHOMKY HacTpoitka”,
PACMIONOHEHHYHID BhILLE,

HacTpoiika ceTi

oK | | OTMeHa | | |_||:H-1_ﬂlEHl-1Tb i

Puc. 1.3. Csoricmesa ob6o3pesamensi: exnraoka Ilookarouenus
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| &8
Hacrpoiika napaMeTpos NoKanbHoH CETH

ABTOMaATWYECKARA HACTPOMKS

YTofbl MCNONE30BETE YCTAHOBNEHHEIE BRYYHYID NapaMETDEI,
OTKNKIHMTE BETOMETHYECKYHD HACTPOMKY,

ABTOMATHYECKDE ONPEeAENEHME NAPaAMETPOE

[ | Mcnonb30BaTE CKPMAT AETOMATUYECKON HACTPOMKH

Sapec

Mpokoa-cepeep

Mmonb30BaTE NPOKCM-CEPEED ANA NOKANBHBIX NOOKMKYEHMA (He
MPMMEHAETCA ANA KOMMYTUPYEMEIX MMM VPM-NoaKAOYEHIIA),

Anpec: Mopz: 30 | JononHKTEnsHD

| |He Mcnonb30BaTH NPOKOA-CEPEED ANA NOKAMNbHLIX 34PEC0E:

K | OTHeHa

Puc. 1.4. Oxro nacmpoiixu napamempos N0KANbHOLL cemu
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3

. Sodks:

|-k

[] 0auH npokou-cepeep AnA BceX NPOTOKONOE

Mok nioYeHA

!- . He unonezoBaTh NpoKCM-CEPEED ANA 3APECOB,
g,." % HEYHHSHDWMXCA C

ANpeca paznenAToR TOYKoN C 3anaTaon ().

0K

Puc. 1.5. Oxro napamempos npokcu-cepsepa

15



. H. KonucHUYeHKO. «AHOHMMHOCTb M Oe30macHOCTh B IHTepHeTe. OT «yallHUKa» K TOJIb30BaTEI0»

1 5 &% @ @ & Q s

OcHoeneie  Bwnagewm  Cogepsamoe  Mpwnoserwa  MNpueatHocres  3awwra  Cwnxpodwnzauwa | JononHuTensHeie

OBuwme | C;lnl DﬁHOEﬂEHHRI LI.qu:»poa.aHuel

CoeguHeHue

Hactpoiite napametpol coeaniedun Firefox ¢ Vinteprer Hactpoute...

AETCIHCIMHOEXFIEHMHMLLI,E

Baw k3w cefivac 3aHumacet Ha gncke 441 MB OUMCTUTE CEMYAc

[ OvknrounTs aEToMaTHYECKOE YIPAENEHWE KILLIEM

Menonezoeate nog k3w He Bonee 1024 = MBE Ha gucke

= MHdopruposate, korga eb-caifT NpOCHT paspeLLIEHA COXPAHNTE ABHHEIE ANA UCMOAL30EaHNA
& apriup i P pazp P i 35k Wckntouens...
B ETOHOMHOM DEKMME

CJ'IEA)"I‘DLLI,ME Be0-caliTel COXpaHNAW 4aHHEBIE 4NA pEﬁDTbI E dBTOHOMHOM DERUME

¥ RanuTh...

- ( i | [ omena | | Cﬂpaaxagj

Puc. 1.6. Oxno nacmpoex Firefox

B Google Chrome mocienoBaTebHOCTb JIeHCTBUN OyIeT WHOM:

1. HaxxMuTe KHOIKY BBI30Ba CTPAHMIIBI HACTPOEK (C N300pakeHUEeM IraeqHOTrO KJTI0Ya).

2. VI3 oTkpeiBIIerocs okHa BeiOepute komany IlapameTrpsi.

3. Ilepeiinute B paznen PacmmpeHnHbie, HAOKMUTEe KHONKY U3MeHNTh HACTPONKHU MPOKCH-
cepBepa.

4. OTKpoeTcs yxe 3HaKoMoe OKHO (cM. puc. 1.5) mapamerpos Opay3epa IE (6payzep Google

Chrome ncnonb3yet HekoTOpbie HacTpoku IE). [lanee mocnegoBaTeIbHOCTD AEUCTBUH TaKas ke, Kak
n na IE.

Ecmu y Bac Firefox:

1. Boibepute komanny Merio Firefox | Hacrpoiiku | Hactpoiiku.

2. INepeitnute Ha Bkiaaky Cersb (puc. 1.6).

3. Haxwvure kHonky Hactpouth. B oTkpbiBmiemMcss okHe (puc. 1.7) BeiOepure Pyunast
HacTpoiika cepBuca npokcu u Beeaute B noie HT'TP mpoxcu [P-aapec npokcucepsepa u ero
TOPT.

[Nomp3oBarensam Opaysepa Opera HyKHO BBIIIOJHUTD CJIEAYIOIINE ACHCTBHS:

1. Boiopats komarny Opera | Hactpoiiku | Q61ue HacTpoiKu.

2. INepeiitu Ha BKiIaaKy Pacimupennsble, 3atem — B paszzen Cets (puc. 1.8).

3. Haxarp kHonky IIpokcu-cepBepsl.

4. B oTkpeIBITIEMCsI OKHE BBIOpaTh KoH(purypupoBaTh npokcu-cepsep BPYYHYIO 1 BBECTH
B nosie HTTP anpec npokcu-cepsepa, a B none Ilopt — ero nopr (puc. 1.9).
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i Hactpoika npokcn gna aoctyna & MHTepHeT

71 Bes npokcwk
() ABTOMAETWYECKW ONPEJENATE HACTPORKKM NPOKCK 418 3TOA CETH

() Wcnoas3oeate CUCTEMHBIE HACTPORKN NpOKCK

@) PyuHan HacTpoiika cepBMCa NPOKCK:

HTTP npokcu: MopT: ] I%i
[7] Wenonssogate 310 Npokcu-cepEEp ANA BCEX NPOTOKONOE

S5L npokcm: Mopr: ] !gl

FTP npokcw: Oopr: L{g

Ysen SOCKS: Mopr: 0%

) SOCKS4 @ SOCKSS

He ncnonesceate npoken gna:  localthost, 127,001
Mpumep: smozilla-russia.org, .net.nz, 192.168.1.0/24

() URL aeTomaTnyeckoi HACTpoMKN CEPBNCA NPOKCH:

i i |-O§HDEL-1Tb |

ok | [ T ] [ Cnpasxa ]

Puc. 1.7. Ilapamempwi coeourenust

CcHoBHEBIE | Popmel | Mownck | Beb-crpannuel| Pacluupeneie

BKJ’I:E,EI,KH HECI'FIﬂﬁ.TE NPoOKCH-CEPBEEQDRI, ECNWM HE UMEETE NPAMOIC NOAKNHIHEHWA K

Haewraumna WnTeprer

i Mpokcn-cepeepil..

Cogepnmoe
WpndTs Ykawute, kyaa nepexoguTe Opera npu BE0AE EAMHCTEEHHOD CDEE B
none agpeca

Jarpy3Iku
Mpaorparmet ’

3aBEPLUEHNE MMEHN CEPBEDE...

WMecropua Koanpoeate mexgyHapoaHeie eB-aapeca 8 UTF-8
Cookies
BesonacHocTe OTnpaennaTe 4aHHLIE O CCBLAAMOLLEACA CTRaHNLE

Kpanunuie BnHouMTE 3ETOMATUUECKDE NEPEHANPAENEHIE

BiiroumTh rEcnosuUNoHUPOEZHUE
Manenn

Yucno nogenrodeHnin K cepBERY: 16 (no ymondanuio)

¥npasneHue
lonoc

OBLEE YMCND MOLKNHYEHM; 64 (no ymondannio)

Puc. 1.8. Hacmpoiixu 6payzepa Opera
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‘@ KoHdwrypupoeaTe NpoKcH-CEPBED BRYYHYHD:

MpoTokon MNpokcu-cepeep MopT:

] HTTP:

] HTTPS

7] FTP

[F] SOCKS

] Mcnonezoeate npokcw 4na NOKaNkHBIX CEPEERODB

| CNWCoK MCKNHYEHNA |

() ABTOMATHMYECKAA KOHPWIYPaLWMA NpoKCH-CepBEpa:

Nokanerbid NyTe W BebB-agpec dafina asTo-HACTPONKK NPOKCK
(PALC)

Puc. 1.9. Ilapamempoi npokcu-cepsepa

1.3.3. locTOMHCTBA U HEJOCTATKHA AaHOHMMHbIX IIPOKCH-CEPBEPOB

Oco0bIX TIPeuMYIIeCTB Tiepe]l aHOHMMal3epaMy y aHOHUMHBIX TTPOKCH-CEPBEPOB HET, eClT
HE CYMTATh TOTO, YTO Bbl MOXkeETe BHIOpaTh AHOHMMHBIN TIPOKCHU C HY’KHBIM BaMm IP-agpecom. A BOT
HEJIOCTATKOB JIOCTaTOYHO:

v/ HEeTIOCTOSTHCTBO — KaK yXke OTMEYaJioCh, HEKOTOPbIE aHOHUMHBIE ITPOKCH-CEPBEPHI ITO TUIOXO
HaCTpOCHHLIG OGI)I‘IHI)IG. Korua aJIMI/IHI/ICTpaTOp HOﬁMeT, 49TO €ro HpOKCI/I I/ICHOJII)3yeTC$I B KQUECTBE
MyOJIMYHOTO (AHOHMMHOT'0), OH 3aKpOeT JOCTYII, U BbI OOJIbIIIe HE CMOXKETEe HUCIIOb30BaTh TIPUBBIY-
Heiii [P-anpec;
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v/ HU3Kasi CKOPOCTb JIOCTYIIA — IMOJ00paTh AHOHMMHBIH TIPOKCH C BBICOKOW CKOPOCTBIO JI0CTYIIA
HE BCer/a rnoiyJaercs;

v/ He Bce aHOHUMHBIE ITPOKCH SIBJISIIOTCS B MIOJIHOM CMBICIIE CJIOBA QaHOHUMHBIMU — HEKOTOPbIE
Y3 HUX MIEpealoT Y31y B 3arojioBKax 3ampoca Baii [P-agpec. K Tomy ke HeT HUKaKoU rapaHTUu, 4To
TaKKe MPOKCH HE BEYyT KypHAJI MMOCEINCHUI U He TIEPECHUIAIOT 3Ty WH(GOPMAIMIO TPETHUM JIUIIAM;

v/ JlaHHBIE TIepealoTCs Mo He3au(ppOBaHHOMY KaHATy — CTajlo OBITh CYIIECTBYET BO3MOK-
HOCTb IEPEXBATUTD NIEPEIABAECMbBIC BaAMU TaHHBIC. HeKOTOpre AHOHUMHBIC ITPOKCHU H_II/I(bpyIOT coeaun-
HEHUs1, HO OHH, KaK MPaBUJjIo, TPeOYIOT OILIaTHI.

HeonHo3HauHo ¥ ¢ 00BEMOM Tepe/laBaeMbIX JaHHBIX — HEKOTOPBIE MIPOKCH MOTYT OIpaHUYH-
BaTb €ro, a HCKOTOPLIC — HET. Ecm ITPOKCH ABJIACTCA Hy6HI/I‘lHI)IM n3-3a OH_II/I6KI/I AAMUHUCTpATOpPA,
nepeavya OoJBIIUX 00HEMOB MH(MOPMAITIH MOKET OBITh 3aMeUeHa aJMUHUCTPATOPOM. . .

1.4. JlokaabHass aHOHUMHOCTD

Yacro nonb3oBatessiM ObIBaeT BCE PABHO, CISAWT JIM 32 HUMH TPO3HBIN aJMUHHUCTPATOP WIIH
KTO-I00 erie. [71aBHOE, YTOOBI KOJterd mo paboTe WM POACTBEHHUKU HE BUENH, KaKUe CafThl
MOCELIAJIMCh C UX JIOKAJILBHOTO KOMIIBIOTEpA.

ITpocTo OYMCTUTH UCTOPUIO MOCEILIEHNI MaJIo, Beb OCTAIOTCS €lle U "KOCBEHHbIE YJIMKU" — IPU
3arpy3Ke CTpaHMIL X KOIUH U KOMUU U300paXEHUI U APYruX OObEKTOB, BHEAPEHHBIX B CTPAHUILY,
COXPaHSIOTCS B JIOKAJIBbHOM Kallle Opay3epa. [IpoananusupoBas 10T K311, a Takxke coctas Cookies u
COXpaHEeHHbIE TApOJIM, MOKHO Y3HATh, HA KAKUX CAlTaX Bbl ObIBAIM U KaKKe CTPAHUIIBI TIOCETIAIIH.

Pasbepemcs, Kak NMpaBWJIBHO OYHMCTUTH NPUBATHBIE NaHHbIe Opaysepa. Haunem c Google
Chrome:

1. Haxxmure komOunatmio kiasuil <Ctrl>+<Shift>+<Delete>.

2. B orkpsiBiiemcs okHe (puc. 1.10) ycraHoBUTE BCe (pIakKM M HA)KMUTE KHOIIKY YIAJHTh
JJaHHbIE O IPOCMOTPEHHbIX CTPAHULIAX.

B Opaysepe Firefox mepen mocerieHnemM MOIO3PUTENBHBIX CANTOB JIyyllle BCErO BBIOpAThH
komaHny Firefox | Hauars npuBaTHbIil mpocMoTp (puc. 1.11). D10 onTuManbHOe pelieHue,
MIOCKOJIBKY yJlaJleHWe MH(pOpMAIMU O MPOCMOTPEHHBIX CTPAHUIIAX MOXKET BbI3BaTh MOJO3PEHUE U
HEKOTOpBIe HEYA0OCTBa — Be/ib OyJeT yajieHa BCsl UCTOPHS, BCe Mapoid. A B pexXuMe MpUBaTHOTO
IIPOCMOTPA UCTOPHS, IAPOJIM U Ipyrue "ylIuku' He coxpaHAoTcsa. OIHAKO He IMyTauTe PeXUM IpH-
BaTHOTO MIPOCMOTpPA C aHOHUMHOCTBIO — ITPOCTO Opay3ep He OyeT COXpaHSATh UCTOPHIO MOCEIIEHUI
U JIpyrue ciykeOHble JaHHbIe, HO y/IaJleHHBIN y3eJl CMOXeT Hoay4YuTh Bail IP-aapec.
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OMUCTUTL AaHHBIE NPOCMOTPORB

Y,EI,H.HIH'ITI: Yka3aHHBI2 HWAE 3NeMeHThl | 33 I'IpDLIJE.',EI,LIJIi'Iﬁ vyac

OUNCTATE NCTOPUHD NPOCMOTPOB

OyKcTuTE NCTOPWHD 3arpy 3ok

CYUCTUTE K3l
Yaoanute faiinel cookie n 4pyrue gaHHele CAATOB W NOAENHYAEMERX MOYNEN
OYWCTUTE COXpaHeHHEIE2 Naponu

OyKUCTUTE CO¥XpaHeHHEI2 OaHHEIE aBTO3aN0NHEHWA I.t]lﬂpl'l.ll

Y1anuTe 4aHHEIE O NPOCMOTPEHHBIX CTPAHWMLAX | | OtmeHa

Puc. 1.10. 3amemaem caeowt 8 Google Chrome

Hoeanr sicnagra k ﬂ JaknagKun g
¥ Hauars NPWEATHEIA NpoCMOTR KypHan 4

Mpaska - b 3arpyskn

Haitma... -t JonoaHeHna

CoXpaHnTb KakK... Hactpoikn ¥

OTnpaenTe CCBINKY... Cnpaeka *
= [euats... 3

Beb-paspaboTa »

MonHe 3kpax

Hactpowts Sync... -
Bemog

Puc. 1.11. Pedxicum npusammnozo npocmompa 6 Firefox

B Opaysepe Opera HyXHO mepeiiTH Ha BKJIagky PacmimmpeHHbIe yke 3HAKOMOIO OKHA
HacTpoek (cM. puc. 1.8), 3arem — B pasnen HMcropusi. A Tam Haxath 06e KHONMKM OUYHCTHTH
(puc. 1.12).

B Internet Explorer otkpoiite okHo CBoiicTBa o0Go3peBarteiss M Ha Bkiagke OoOmme
(puc. 1.13) HaxxMuTe KHONKY YaaanTh. B oTkpbiBiieMcs okHe (puc. 1.14) ycranoBure Bee (piakku
Y HAO)KMUTE KHONIKY YAaJIHTh.
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E. —
o
;

CCHOBHEIE | Poprel | Mownck | Beb-cTpannuel| Pacluipedneie

Brnagku
Haeuraums
YeeaomMaeHNA

Cogepanmoe
WpngTel
JarpyIkn
Mporpammel

Cookies
BesonacHocTe
CeTb
Kpanwnuiye

MNanenn
¥npasneHue
lNonoc

3anoMUHaTE NocelgHHBIE agpeca 4na NCTopWuK W 3ETo3anoHEHHA

MoMHWTE aapecos: 1000 > OyncTuTe

[MoMHWTE COREpHMMOE NOCELEHHBE CTRAHNL,

fna BeicTporo oTobpaxeHWa cTPaHMLEl NPKW NOETOPHOM £E NOCELLEHNN
Opera coxpaHAeT CTpaHULLI B K3LL

K3w B namaTi: AETOMETHYECKI -

AnckoBbIA K3 20 MB - ClymcTnTs

[ Oumwate npw Bexoge

MpoeepATs, 0EHOBWMNACE W HA CEPEEPE COXPAHEHHANA B K3 CTRAHMLLA

MNpoEEpATE AOKYMEHTBLE Kaxapie 5 muHyT hd

MNpoeepate nzobpaeHns: Kaxapie 5 yacoe hd

Puc. 1.12. 3amemaem caedvl 8 Opera
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E g E—
CeolicTea o

e

©

AoMawHAas cTpaHMua

McTopua npocMoTpa

| CoOemHaH1e MoarnoYeHIa MporpamMMel AononHWTENEHD
Qb me BesonacHoCTb KoHbMaEHLMANEHDCTE

YTobkl CO308TE BKNAAKK, BEEAWNTE KaKABIM M3 3APEeCcos C

HOBOI CTPOKM,

abaout:blank

| Tecyuas | | Moxoaras

[

¥ OaneHWe BpeMeHHbIX alinos, MCTOPMK NpoCMOTPa,
KyHM-D3AN0E, 38N0MHEHHEIX NAponNed 1 A&HHBIX M3 Beb-thopH.

|| ¥aanuTe wypHan obo3pesaTena npW Beixoae

T

S 1

¥OanuTb... | [NapaMeTpbi |

MoKk

p HacTpoiika yMon4aHWiA AnA noucKa. | NapameTpel |
Brnagkn

_L'__; HacTpolika Bknagok onda oTobpakeHA | MapaMeTpe |

BEG-CTPEHMLL.
MpeacTasneHKe
| LeeTa || Askiki ||JJ_JFl¢d}ThJ||Qd}DmnEIﬂE|
oK | | OTMeHa | | |_||:H-1_ﬂlEHl-1Tb i

Puc. 1.13. Ceoiicmea obo3pesamens Internet Explorer
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CoxpaHeHWE Kykin-Dainos M BpeMeHHb dainos MHTepHeETa,
NOZBONAKILLMY W30PaHHEM BE0-Y3NaM COXPAHATE NapaMeTPbl 1M
oTobpasaTeoA beicTpeE,

BpemenHbie aitnbl HHTEpHETa
Ko eeb-cTpaHuu, w3obpaxerua M Meauadaine,
COXPaHEHHEIE ANA YOKOPEHMA NoBTopHoro obsopa.

Kyxu-haitnb
Dalnel, cozlasasMele Be0-yY3NaMM ANA COXPaHEHWA
MPEANOYTEHMIA, HENPMMER, PEMMCTPALWAOHHEIX O8HHEIX 0 BX0AE.

Wypnan
CRMcoK paHee NoceleHHBX Bel-y3nos,

| Danubie Beb-dopm

CoXpaHEeHHEIE A&HHEIE, BEOAMBIMECA B BeD-thopMel,

|| naponm
CoXpaSHEHHEIE NEP0NM, AETOMATHHECKM BEQAALLMECA NPH BXOOE
Ha PEHEE NOCEWABLIMACA BeD-y3en.,

|| Dannble dmneTpawm InPrivate
CoXpPEHEHHEIE ASHHEIE, MCMONBIYEMEIE DYHKLMEN DINETPALIM
[nPrivate onA onpedeneHA MECT Ha BED-y3Nax, KOTopRIE MOTYT
NOAOEPHMESTE SETOMATHYECKIMA 0BMEH CBEAEHMAMM O NOCEWLEHMAN,

MogpobHes of yaaneHMmM ¥nanuTto | [ JTHMEHA ]
WMCTODMK obz0pa

Puc. 1.14. Yoansem ucmopuro 0630pa

IIpumeyanue

U tem He MeHee, Jlaxe eCIM Bbl yIaJIuTe BpeMeHHbIe (haiiiibl (K311 Opay3epa),
Cookies, coxpaHeHHble Tapoidd M [pyrue CIykeOHble HaHHBIE, COXpaHsEMBble
OpayzepoM, 3TO He OOecHeYdT BaM WCTMHHOW AHOHHUMHOCTH, TIOCKOJIbKY
[0 KypHaJaM IpoBaiijepa 3avHTEPECOBAaHHBIE M HMEIOILIME COOTBETCTBYIOLIME
MIOJTHOMOYHSI CITY’KObI MOTYT JIErKO BOCCTAHOBHUTH BCIO MCTOPHIO Ballell padoTHl B
Nurepnere. [1oaToMy unTaem ganbuie. ..
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1.5. Uto eme Hy:XKHO 3HATh 00 aHOHUMHOCTH B UHTepHeTe?

Ilepeuncium psi ICTOUHUKOB MH(POPMALIMK, U3-3a KOTOPBIX aHOHUMHOCTB IT0JIb30BaTE s MO/~
BEPraercs yrpo3am.

# CayoiceOnvie OanHble, COXpaHseMble Opay3epoM. MBI TOIBKO YTO Y3HaJIM, Kak OT HUX u30a-
BUTBCH.

# Kypnanol yoanennozo y3na. AIMAHUCTPATOP TakoOro y3ja, MPOAHAJIM3UPOBAB CBOU KYp-
HaJIbl, CMOET Y3HaThb, KTO IOCEUIAJl €0 CauT U Kakue (paiibl OH 3arpyxai. Kak yckoiab3HyTh OT
BHUMaHU aJIMAHUCTPATOPA YIAJIEHHOTO Y3J1a, MbI YK€ TOXKE 3HAEM — HYKHO HUCTIOJIb30BATh AaHOHUM-
HbIE TPOKCH-CEPBEPHI WM AaHOHUMai3ephl. B 9TOM citydae B j)KypHa yIalIeHHOro y371a Oy/ieT 3anvcaH
He Bau [P-agpec, a IP-agpec aHOHUMHOTO IPOKCH.

# KypHanvl winrosa nposatioepa. AIMAHUCTPATOP BAIIErO MHTEPHET-IIPOBAKEpa MPH Kea-
HUM JIETKO OIPENENIUT, KAaKUE CTPAHULIBI BBl ITOCEIIAIN U Kakue (pailiibl 3arpykajiy, — Bedb BCA 3Ta
nH(pOpMaLKs IPOXOIUT Yepe3 ero cepeep. 3aMeCTH Cliebl IOMOKET mporpamMma Tor, kKoTopas OyaeT
paccMoTpeHa B 21age 2.

IIpumeuanue

CymiecTByl0oT crocoObl pacceKpeyrBaHMs Iierodek Tor — 3TO BBl TOXe
JOJDKHBl MOHMMAaTh. OOHAKO 1eJb JIOJDKHA OIpaBIbIBaTh CPEICTBA, YUUTHIBAS
HEOOXO/IMMbIe Ui PACCEKPEUMBAHUs IETIOYKU pecypchl. Eciam Bbl HHMYEro He
"HaTBOpWIM", a TPOCTO HE XOTUTE, YTOObl KTO-TO Y3HAI, KAKWE CAWTHI BHI
roceriaere, HUKTO He OyleT CIenUaibHO MPEANPUHIMATh KaKue-T00 JIeHCTBUS,
YTOOBI JIMIIIUTH BAC AHOHUMHOCTH.

# Ilepexeam mpagpuxa. Haxonsicb B OMHOM CETH € "KepTBOM", 3I0OyMBIIUIEHHUK MOXET JIETKO
MepexBaTUTD MepeJaloIIrecs 110 CETU IaHHbIE, YBUIIETb KTO M KAKHUE CalThI 3arpyxkKaeT, Aaxe Mpoyu-
TaTh Ballly IEPETUCKY B "acbke" WM 1o emeiny. W 1yist 3Toro He Hy’KHO OBITh "KPYThIM Xakepom' —
B MIHTepHeTe MOXHO JIETKO HAWTH M CKayaTh YTUJIMTHI, JEJIAl0IIre BCIO "TpsA3HYI0 padoTy" 1o nepe-
XBaTy ¥ OpraHuM3aluu UHpOpMauK. 30yMBIIUIEHHUKY JOCTaTOUYHO MPOCTO 3aIyCTUTh POrpaMMy
1 ofoxaarh. CaMu MoHUMaeTe, ISl STOr0 OCOOBIMU 3HAHMSIMH U HaBBIKAMU 00J1a1aTh He HYKHO.

Baumanmne!

He Bepute? Haitnute oqHy u3 takux nporpamm (Hanpumep, GiveMeTo nim
LanDetective Internet Monitor) u yoemutech camu. MHOTHe CTOJNb ke "Mojie3Hbe”
MpOrpaMMbl MOXKHO cKauaTh ¢ caiita http://www.spyarsenal.com/download.html.
[Tycth Bam 1 He TpeOyeTcs epexBaThiBaTh Yei-TO TpauK, HO MONPOOOBATH TAKKE
NpOrpamMMbl B JCHCTBUM HYKHO, YTOOBI caMOMy YOEOMThCS, UTO 3TO PEaIbHO.
OCHOBHOI1 3/1eCh IPUHLIMIT TAKOW: MPEAYNPEXAEH — 3HAUUT BOOPYKEH (IIOTOM He
rOBOpUTE, YTO 51 Bac He mpeaynpexan). M30exars nepexsara Tpagpuka MOXHO
¢ momoIneilo Toil ke mporpammbl Tor. Tounee, Bam Tpaduk Bce paBHO Oyner
repexBayeH, HO TOJIKY 3JIOYMBILIUIEHHUKY OT NepeXBaueHHBbIX JAHHBIX He OyneT,
MOCKOJIBKY OHM OyHyT 3aiudpoBaHbl mporpammoint Tor.

Wrtak, B 21a6e 2 Mbl IOTOBOPUM O TOM, KaK MOCETUTh 3a0JIOKMPOBAHHBIE /IMUHUCTPATOPOM
CaThl, a TAKKE KaK 3alIM(QpoBaTh NepeaaBacMble BaMH AaHHble. [la, Bbl BCE NIPABUIJIBHO MOHSUIN —
peus noiger o nmporpamme Tor.
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1.6. AHOHUMHOCTD U 3aKOH

3pech 5 mocTapaloch OOBSICHUTh YUTATEINIO, YTO BCE JEHCTBHSI, ONKCHIBAEMBIE Jajiee B ITOU
KHUTe, — a0COJIIOTHO 3aKOHHBI, 1a0bl KO MHE He ObLJIO HUKAKMX MPETEH3MI (MOJI, pacCKa3blBaeTe, Kak
COBEpILIATh HE3aKOHHbIE JAEHCTBUS, WM MOOYKAAeTe K COBEPILLIEHUIO TAKOBBIX).

B cnenytonmx nByx riaBax OymayT pacCMOTPEHBI CUCTEMBI aHOHUMU3ALUK U (D POBaHUS Tpa-
¢uka. Ho 3akoHHO /M UcToNb30BaHue Takux cucteM B Poccuiickoit ®eaeparyn? Hekotopsle nosb-
30BaTeNM OOSTCS MCIOIb30BaTh IPOrpaMMHOE OOecTiedeHe TIOA00OHOT0 pojia, TOCKOJIbKY He 3HAIOT,
KaKMe MOCNIe/ICTBUSL MOTYT OBITh M YEro OXKMJIaTh OT HALIEro JI0OMMOro rocy1apcTBa.

Baumanne!

Ilepen Tem, Kak MpOAO/KUTb, Cpa3dy Xouy Bac MpeayrnpeauTh: s He
IOPHCT, HUKOIZIA UM He ObLT W, CyIs MO BCEMy, Bps JIM yKe UM craHy. Bce,
yro OyIeT HAIKCAHO Jajiee, — 3TO Pe3yJbTaT MOEro COOCTBEHHOIO aHaiu3a U
KOMITWJISIIIAM BCEBO3MOKHBIX 3aKOHOB M KOJIEKCOB (3HATh 3aKOHBI 00513aH KXk IbIi,
MOCKOJIbKY HE3HaHWE STUX CAMBIX 3aKOHOB HUKAKHM YYJONEWCTBEHHBIM 0Opa3oM
He OCBOOOXKIAeT OT OTBETCTBEHHOCTHM 3a MX HapyileHue). [loatomy, eciu Bbl
HaiieTe 3/1ech Kakue-JIM00 HETOUHOCTH, Oy/Ty pajl BBICIYIIIATh Ballld KOMMEHTapHH.
Cas3aTbCsl CO MHOIM MOXKHO Uepe3 u3jaresibctso (mail @bhv.ru) wiu Hanpsamyio Ha
caiite www.dkws.org.ua (nonp3oBarens den).

[lepBbiM Jes10OM OmpeAenuMcs, YeM SIBJISIOTCS MPOrpaMMbl HIMGPOBAHUS U aHOHUMU3ALUY
tpacduka Bpone Tor u I2P. D10 ceTeBble npuiokeHus, UCTIONB3YIONIME MMM POBAHNE TIPY Mepeade
JaHHBIX 110 CeTU. B 3aKOHOmAaTeTbcTBE HUYETro He CKa3aHO 00 aHOHMMU3AIIMH, TT0TOMY OyJeM CUu-
TaTh 3TU MPOrPAMMBbI IPHIIOKEHUSMU, UCTIONB3YIOIUMU dA20PUMMbL COUK020 WUPPOBAHUSL.

MBbI cnonp3yeM Halllv MPUJIOKEHHsT OeCIUIaTHO U CaMH He TOJTyYaeM OT MX HCIIOIb30BaHUS
HUKAKOW BBITO/Ibl, IOCKOJIBKY HA MX OCHOBE HE OKa3blBa€M HUKAKMX KOMMepuecKux yciyr. U neit-
CTBUTEJILHO — He OyJieM e MbI ImudpoBath TpapuK cocena, MmycTh caM cede YCTaHOBUT TOr ¥ MCTONb-
3yeT Ha 3JJ0POBbE.

Tenepb 00paTUMCS K CIIAYIONIIM MTPABOBBIM aKTaM:

v Koucruryius PO, cr. 23 (aekyiapupyeT B TOM YUC/Ie TIPaBO HA JIMYHYIO HEMPUKOCHOBEH-
HOCTb U TaliHy MEPEIUCKN).

v/ depepanbHblii 3aK0H 00 WHGOPMAITIH, TH(POPMAITMOHHBIX TEXHOJIOTUSIX U 3aIuTe HHGOp-
manuu Ne 149-D3.

Haunewm c 23-ii cratbu Koncrutyiyu PO:

1. Kaxjplii uMeeT mpaBoO Ha HENPUKOCHOBEHHOCTb YACTHOHM KU3HM, JIMYHYIO U CEMENHYIO
TaliHYy, 3aIlIUTy CBOEH YeCTH U T0OpOro UMEHHU.

2. Kaxxzplii MMeeT paBo Ha TallHY MEPEerucKH, Telae(OHHBIX MEPEroBOPOB, MOYTOBBIX, TeJle-
rpadHbIX ¥ MHBIX cooOIeHnid. OrpaHryeHre TOro MpaBa JOMYCKAETCs TOJIbKO Ha OCHOBAaHHUU CyIe0-
HOT'O pelIeHUSI.

[IpounTaeM BHMMATEIBbHO TapaHTHPyEMble MpaBa MPUMEHUTENBHO K HAIMM MpodieMam.
Brixomut, 4To cucTeMbl aHOHUMU3AWH U UG POBaHUS TpadrKa CTOSIT Ha CTpaXke KOHCTUTYIIMOH-
HBIX TPaB YeJIOBeKa — OHU TEXHUYECKU 0OECIIeurBaIOT Ballle PAaBO Ha TAHY MEPECKH.

Ecnu Kto-TO 3ampeinaer BaM MCIONB30BaTh MOJOOHOE MPOrpaMMHOE OOecrieueHre, 3HAYMT,
OH HapyIIaeT Ballld HEMOCPEICTBEHHbIE KOHCTUTYIIMOHHBIE MTPaBa. DTOT KTO-TO JIOJKEH O3HAKOMUTD
BacC ¢ Cy/IeOHBIM ITOCTAaHOBJICHHUEM, T/Ie TIPSIMBIM TEKCTOM YKa3aH 3alpeT Ha UCTIONb30BaHUE CPE/ICTB
3aIUTHl JaHHBIX. [[pyruMu ciioBamu, eCiv TOT WM MHOHM aIMUHHCTPATOp ¢ CHHApoMoM HamnoneoHa

MBITACTCA BaM 3allPpETUTh MCIOJIb30BATh CPEACTBA AHOHUMU3AIIUU Tpa(bI/IKa (a KaK K€, B€Ib OH HE
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CMOXET IMOCMOTPETh, KaKHe CAWThl BBl MOCEIIAETe, — TEM CaMbIM Bbl OIPAaHUYMBAETE €r0 BJIACTHOE
YYBCTBO), MOXETE CMEJIO MMOJaTh Ha HEero B CY]I.

Uro ke KacaeTcsi KOHTPOJIMPYIOIIUX OpraHoB (He Oy/1y epeunciiaTh, UX OYeHb MHOTO Ha TIOCT-
COBETCKOM ITPOCTPAHCTBE), OHU MOTYT YTBEPKAATh, YTO 3AIIUTY JIMYHBIX JJAHHBIX TAPAHTUPYET roCy-
JapCTBO U OHO k€ PEryjIupyer MpaBo JOCTYINA K HUM 3TUX CaMbIX KOHTPOJIUpPYIOIUX opraHoB. C
JPyrov CTOpPOHBI, HUre B KOHCTUTYIIMM NpsIMO HE CKa3aHo, YTO TpakJaHUH HE UMEET MPaBo Mpej-
MPUHUMATH CAMOCTOSITEJIbHbIE JEUCTBUS 110 3aIIUTE CBOEH YaCTHOM KU3HMU.

Hacrano Bpemst oOpatuthcs k @epepanbHomy 3akoHy Ne 149-03. Bech TeKCT 3aKOHA S TIPH-
BOJIUTH 3/IECh HE CTaHY, a OTPAHUYYCh JIUIIb TOU €r0 YacThlo, KOTOPasi OTHOCUTCS K HAIIIEH CUTYaIlK
(BOT pparMeHT U3 cT. 6):

3. OGnaparens wH(pOpPMALIMU, €CId WHOE He MpeaycMOTpPeHO ¢eiepaibHBIMI 3aKOHAMM,
BIIpaBe:

1) paspemiath WM OrpaHUYMBATh AOCTYI K MH(OpPMALIMKU, ONPEAETIATh MOPAJOK U YCIOBUS
TaKOro JOCTYIa;

2) ucrosb30BaTh MH(POPMALIMIO, B TOM YHCIIE PACHPOCTPAHSATH €€, TI0 CBOEMY YCMOTPEHHUIO;

3) nepenaBath MH(POPMALMIO IPYTUM JIMLIaM 110 JOrOBOPY UJIM HA KHOM YCTaHOBJIEHHOM 3aKO-
HOM OCHOBaHWH;

4) 3amMIaTh yCTAaHOBJEHHBIMH 3aKOHOM CIIOCO0aMHU CBOH MIPaBa B cJyyae He3aKOH-
HOTO0 NOJIy4YeHNsI HH(POPMAIUH WU ee He3aKOHHOI0 NCIO0JIb30BaHNsl HHBIMH JIMIIAMU;

5) OCyILECTBIIATH UHbIE JEUCTBUS C MH(OPMALIMEN WU pa3pellaTh OCYIIECTBICHUE TAKUX AeH-
CTBHIA.

4. O6nanarenb nHGOPMAIIUY TIPU OCYIIIECTBIICHUN CBOMX TPaB 00s13aH:

1) cobmonath paBa ¥ 3aKOHHbIE HHTEPECH! UHBIX JINII;

2) npuHUMAaThH Mephbl 110 3amuTe nH(opManu;

3) orpaHMuMBaTh AOCTYN K MH(OPMAIMHU, €CIIU Takas 00sS3aHHOCTh YCTAaHOBJIEHA (peaepasib-
HBIMU 3aKOHaMH.

[Tonyyaercsa Bor kakas kaptuHa. CoracHo 1. 4 cr. 6 ®eaepaybHoro 3akoHa Ne 149-P3 gwbr
Modicene nPeOnpUHUMAMb Mepbl NO 3aujunme uHdopmayuy M 3alULIaTh CBOU IIpaBa B CIydae He3a-
KOHHOI'O ITOJTy4Y€HU A I/IH(I)OpMaHI/II/I — BE/Ib IIOIIbITKA yY3HATh, KAKHEC CaWTHI BB rnocemaere, 3To U €CThb
HE3aKOHHOE MOJTy4YeHue MH(GOPMAITNH, TIOCKOJIbKY pa3pelleHrs Ha MOTyYeHre Takol nHpOopMalu,
CKOpee BCero, y aJMMHUCTPATOpa WM elie KOro-To HeT.

Tpe©oBaHMe He UCTIONB30BATh CPEICTBA AHOHUMU3AINH 1 IIU(POBAHUS TpaprKa MOKET ObITh
paciieHeHo Kak Hapyiienue 1. 8 cr. 9 deaepanbHoro 3akoHa Ne 149-03:

8. 3amperaercs TpedOBaTh OT rpaxaaHuHa ((PU3NIECKOTO JIUIIA) MPEIOCTaBIeHUsT MHPOpMa-
LIMM O €r0 YaCTHOM KU3HU, B TOM YMCJIe MH(POPMALMU, COCTABIAIONIEN JTUYHYIO WK CEMENHYIO TalHy,
Y TIOJIy4yaTh Takylo MHQOpPMALIMIO TOMUMO BOJIM TpaxkJaHWHA ((PU3MYECKOro JIMIA), €CIM MHOE He
MIPESYCMOTPEHO (pe/iepaIbHbIMU 3aKOHAMM.

Ha ocHoBaHMy nepedrciieHHBIX MPaBOBBIX AKTOB MCIOJIb30BaHUE CPE/ICTB AHOHUMU3ALMU U
mmdpoBanus TpapuKa He siBJsieTcsl He3akoHHBIM B P®. KoHeuHo, eciii y Bac BO3HUKHYT MTPOOIEMBI
¢ ucrnosb3oBanueM rnopodHoro 10, odparuTech K KBATU(UIIMPOBAHHOMY IOPHCTY — MOXKET, TTOSIBH-
JIMCh JAOMOJIHUTENbHBIE MIPABOBBIE aKThl, PErYJIUPYIOIIME UCIIOIb30BaHUE MPOrpaMM i Mg poBa-
Hus uHpopmaiu. B Hatielt crpane opuanyeckas cepa — KpailHe JMHAMUYHAs, U BCE B HEN MEHsI-
ercs emie osicTpee, yeM B mupe UT. A eciu ydecTb, 4TO OTHHU 3aKOHBI IIPOTHBOPEYAT APYTHUM. . .
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I'naBa 2. Tor: 3ameTaem cJaeabl. Kak nmpocro
u 3 dexkTuBHO CKPLITH cBOM IP-anpec

2.1. Kak pao6oraer Tor? 3axoaum B OHOKJIACCHUKH Ha padoTe

B 2na6e 1 Mbl pa3obpanuck, Kak ¢ MOMOIIBIO QaHOHMMHBIX TPOKCH-CEPBEPOB M aHOHMMAi3epOB
ckpbITh cBOM IP-agpec. Ho, kak Oblj10 moka3aHo, 00a 3T MeToa He IPEIOCTABIISIOT HY)KHOM CTeTIeH!
AHOHUMHOCTH.

VC10)KHUM MOCTABJIEHHYIO 33Jady: Telepb HaM HY)KHO He TOJIbKO CKpbITh cBOM IP-azpec ot
yIAJIEHHOTO y371a, HO U TOJHOCTHIO "3aMacKHpOBaThesl" — YTOOBI aJMUHHUCTPATOP HAIlIeH CeTH WIn
KTO-TO €llle He CMOIJIU OIPEe/IeNINTh, KAKKE Y3JIbl MBI TTOCEIaeM, U YTOObl HUKTO HE CMOT "TIOCITY-
maTh" nepeJaBaeMble HAMU JJaHHbIE.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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