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00 aBTOpE

Pomxep 'paiiMc GopeTcsi co 37I0HaMEepeHHBIMUA KOMIBIOTEPHBIMU XaKePaMH YK€ CBBIIIIE TPeX
necatuaeruii (¢ 1987 roga). OH nomy4ni AeCATKU cepTUPUKATOB MH(POPMALIMOHHOM 6€30IaCHOCTH
(Bxmouast CISSP, CISA, MCSE, CEH u Security+), a Tak:ke YCIIEUIHO CAAJ1 OYE€Hb TPYAHbIN SK3aMEH
auruioMupoBaHHbIX Oyxrantepos (CPA), xots 310 He uMmeet Hudero odmero ¢ MIB. Pomkep co3nan n
OOHOBHJI KypChl HH(POPMAIIMOHHOW O€30MacHOCTH, ObLJT HHCTPYKTOPOM M HAYYHJT THICSTYH CTY/AEHTOB,
KaK B3/1aMbIBaTh U 3aluiars. OH 4acTo BBICTYIIAE€T HA HAIIMOHAIBHBIX KOH(EpeHIUsX 1o uHGpop-
MalMOHHOI Oe3omacHocTH. ['paiiMcy maTaT Kak npogeccnoHaIbHOMY TIeHTeCTepy, YTOObI OH B3JIa-
MBIBAJI CETU U BeO-CaliThl KOMITAHHI, ¥ IPAKTUYECKU BCETAA OH YKJIAbIBACTCS B MAPy-TPOHKY YacoB.
Panee oH Hammcas (B TOM 4YMClie B COaBTOPCTBE) BOCEMb KHUT 1O MH(OPMALMOHHON Oe30MacHo-
ctu 1 okono TeicsiuM crated. C asrycra 2005 roga Pomkep nuer cratsu npo Ub Ha caite CSO
Online (https://www.csoonline.com/author/Roger-A.-Grimes/), a Tak:xe padOTaeT MTaTHHIM KOH-
cyabTaHToM Oosiee 20 jiet. Pogkep KOHCYAbTHPYET KPYIHBIA M MaJiblil OU3HEC IO BCEMY MHUPY IO
BOITPOCAM ITpeIOTBPAIIEHHS] XaKePCKHUX U BPEIOHOCHBIX aTak. OMBIT MOKa3aj eMy, YTO OOJIBIIMHCTBO
3JIOHAMEPEHHBIX XaKepOB HE TaK YMHBI, KAK MHOTME CUUTAIOT, U OHU OINpPEJEIEHHO IPOUTPhIBAIOT
crienaucraM B oonactu UB.
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baarogapaocrn

4l xoten 61 modnaropaputs Ixkrnma MuHatena, JaBIero 3eJeHblid CBeT KHUTE, KOTOPYIO 1 00/1y-
MbIBa Ha nipoTsbkennu 10 et, n Kemnm Tan6ot, mydiiero pegakropa, ¢ KOTOpO s COTPYAHMYAI
Ha npoTskeHuu 15 set. Kenm ommmyHo cripasisiercs ¢ npodieMaMu, He ToBbIlas rojnoca. 1 xouy
no6narogapuTh Kommanuio Microsoft, Moero syuiero padorogaresns 3a nocieanue 10 ier. Cnacn6o
Bprocy IlIHaiiepy 3a ero HerjacHoe MOKPOBUTEIbCTBO HAJ0 MHOW M BCEMH B 3TOM oTpaciau. Moe
nouteHue bpaitany KpeOcy 3a ero 6omblmoe pacciegoBaHue 1 3a TO, 4TO OH ITPUOTK PBUI 3aBECY TalHBI
KpYyIHOro O6u3Heca, KaKOBbIM yike crajia kKubeprnpectynHocTb. Cacu6o Poccy I'punbepry, bummy
YecBUKY M IpyTIM aBTOpaM, KOTOPbIE HACTOJILKO MHTEPECHO MUcaii 00 MHGOPMAIMOHHOW Oe30mac-
HOCTH, YTO 51 peLIIJI IIOCTPOUTH Ha 3TOM Kapbepy. HakoHel, st He ObL1 ObI T€M, KTO €CTb CerofHs, 0e3
Moero Opata-OnusHena Puvapnaa ['paiimca, syuditero nucatesnsi, OATONKHYBIIETO MEHsI K HAITUCAHUIO
kHury 6onee 20 et Hazaa. Beem cnenmanucram o MB pecniekt 3a momorips OT UMEHH BCexX Hac.
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IIpeaucaosue

Pomxep I'paiimc padoraet B cepe MHDOPMAIIMOHHOM OE30MaCHOCTH TIOUTH TPH AECSITUIIETHS,
U 51, K MOEMY YJOBOJIbCTBUIO, 3HAKOM C HUM 15 JieT. TO OAMH U3 HEMHOTMX U30paHHBIX podeccro-
HAJIOB CpeJJM MOMX 3HAKOMBIX, Y KOTO O€30MacHOCTh B KPOBH — MHTYUTHBHOE TIOHUMaHKE MPeIMeTa,
KOTOPO€ B COYETaHMUU C KOJIOCCAJIBHBIM OIBITOM IOMMKH IJIOXUX NApHEW M YCTPAaHEHUs YSA3BUMO-
CTell B cucTeMax Oe30IacHOCTH IMpEeBpallaeT ero B UIeaJbHOTO aBTOpa 9TOW KHUTHU. Pomxkep Brep-
Bble HayaJ1 nucarth B KypHai InfoWorld B 2005 rogy, koraa 1o sjieKTpOHHOM MOYTE PACKPUTHUKOBAII
aBTOpA CTaTei 1Mo Oe30MaCHOCTH, TPUYEM HACTOJIBKO YOeJUTEIbHO, YTO MBI Cpasy ke MOMPOCHIIH €ro
BHECTH CBOM BKJIaj B myOimkaiuio. C Tex mop oH Hamwmcai cotHu cratedt B InfoWorld, kaxnmas u3
KOTOPbIX IEMOHCTPUPYET JII0OOBb K TEME, A TAKKE MOHUMAaHUE C TOUKHU 3PEeHUsI IICUXOJIOTUH KaK 3710-
HaMEpEHHBIX XAKEPOB, TAK U JIIOIEN, KOTOPbIE IPOTUBOCTOAT UM. B cBOEH €XeHeNeIbHON Ky pHAJIb-
HOI1 KOJIOHKE «COBETHHKA MO Oe30MacHOCTH» Pokep JeMOHCTpUPYET YHUKAIBHBINA TAJIAHT COCPE/IO-
TOYMBATBCS HAa 3HAYMMBIX BOIIPOCAX, & HE IPECIIEN0BATH 3(DEMEPHBIE YTPO3bI UM HOBbIE TEXHOJIOTHH.
V Hero 6bUI0 CTOMKOE CTpeMJICHHE K YOIKICHHIO CIIELIMAIMCTOB 110 MH(POPMAIMOHHOH 0e30MacHOCTH
Y UX PyKOBOAUTENEH YIEATh el O0JIble BHUMAHHS, HECMOTPS Ha CKJIOHHOCTb MHOTMX OpraHU3aLuii
npeHeOperarh OCHOBaMH M MEPEKII0UaThCs Ha TOCIEAHNE TEXHOJIOTUYHbIE pellieHus. B 3Toil kHure
Pomxep onuceiBaer 3THUHBIX XakepoB B cdepe b, kotopble oM Ha cutyauuio. VIx Heycran-
HbIE YCHJIHSI TIOMOTAIOT YEPKMUBATh JTMHUIO OOOPOHBI IIPOTHB PaCTyIIEH apMHH 3JI0YMbIIIEHHUKOB,
YbY LIEJIU C TOJAMU CMECTWJINCH OT AECTPYKTHUBHBIX BO3JEUCTBUI B CTOPOHY KpaXXy LIEHHOU MHTEJI-
JIEKTYaJIbHOW COOCTBEHHOCTH M MMJUTOHOB JIOJTAPOB Y (PMHAHCOBBIX YUPEKICHUI U UX KJIUEHTOB.
MBbI B HEOIUIATHOM JIONTY Tiepe/i HAMU. YTIOMHHAs O TaKMX JIIOAX, Kak bpaitan Kpeoc, [lopotu en-
HuHr U bproc Haiiep, Popxep oTnaer JOMKHOE NOTPAaYEHHBIM UMM YCUIUAM, (POPMHpPYS yBJIeKa-
TEJIbHBIN COOPHUK, KOTOPBIIA M pa3BieKaeT, 1 UHPOPMHUPYET OAHOBPEMEHHO. DTy KHHUTY BaKHO TPO-
YecTb BCEM, KTO MHTepecyeTcsl MH(OPMALMOHHON O€30MacHOCTBIO, U JIIOASAM, KOTOpbIe CTPeMSTCS
Hac 00e30MacHTb.

Apux Knopp, 2aasmwiii pedakmop scypuana InfoWorld
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BBenenne

Lenb 9TOM KHUTY — PACKPBITh MUP CIIEIUATUCTOB 10 MH(MOpManmoHHoi 6e3onacHoct (UB),
HEKOTOPBIX M3 JIyULIMX XaKEepOB, 3alUTHUKOB KOH(PMICHLMAIBHBIX JaHHBIX, IpernojaBareiied u
nvcaresieil. 1 Ha/ielch, YTO Bl IPOYMTAETE €€ C OONBIIMM YIOBOJIBCTBHEM OT OCO3HAHMS YCHITHIA,
KOTOpble OTPeOOBAINCH, YTOOBI pea30BaTh (PAHTACTUYECKUI MUP KOMIBIOTEPOB, B KOTOPOM MbI
KuBeM cerofHs. be3 noOpbIx Jmoel Ha CBETJION CTOPOHE, BOIOIOIIMX MPOTUB 3JI0YMBIIIIEHHUKOB,
KOMIBIOTEpHl, VIHTEpHET 1 BCe, YTO ¢ HUMH CBSI3aHO, ObUTH ObI HEBO3MOKHBI. DTa KHUTA — Ofia CIIe-
nuaymcraM 1o Ub.

51 Xouy npu3BaTh BCEX, KTO COOMpPAETCs c/iesiaTh Kapbepy B 001acT MH(OPMALMOHHBIX TeX-
HOJIOTUI, IOAyMaTh O Kapbepe B cpepe MHPOPMALIMOHHOIN 0€30MacHOCTU. fl Takke Xouy NMpU3BaTh
BCEX HAUMHAIOIIMX XaKepoB, OCOOEHHO TEX, KTO MEPekMUBAET HACUET STUYHOCTU MPUMEHEHHS CBOUX
3HaHUH, cAeNaTh Kapbepy B 3TOi 001acTu. 51 MpOTMBOCTOSA BPEIOHOCHBIM XaKepaM M MX TBOPEHUSIM.
4l cMor mccnenoBaTh Kak/Iplii MHTEpeC B 00IACTH XaKMHTa, KOTOPBIA y MeHsI ObLI, STHYHBIM M 3aKO-
HOMOCTYIIHBIM criocoboM. U necsitku Thicstu apyrux. MHpopmarmonHast 6e301MacHOCTh — OfiHA M3
CaMbIX BOCTPEOOBAHHBIX M BBICOKOOIIJIAYMBAEMBIX OTpacyiei B MOOOM cTpaHe. TO CTaIo MOMM IIpH-
3BAHUEM U MOXKET CTaTh BALLIMM.

Knura paszgesneHa Ha I1aBbl, B KOTOPBIX KPAaTKO ONMCBIBAETCSA pealn3aliis ONPENEIEHHOTO CII0-
coba aTaky, a 3aTeM MPUBONUTCS OAWH WM ABa Mpoduis crnienmamuctoB o VB, mpeycneBmmx B
9TON obnmacTy. $1 MombITaNCs BHIOPATH JIyUIIMX W3 MHOXECTBA JIETEH/I, CBETHII U JIa)Ke HEKOTOPBIX
OTHOCHTEJIbHO CKPOMHBIX CHEIMAIMCTOB, KOTOPbIE JOCTUIIA ONECTSIIMX YCIEXOB, JakKe eClI OHH
HE OYeHb M3BECTHHI OObIBaTENIAM. $1 mombITancss chopMHUPOBATh COYETAHHE OIBITA YUCHBIX, pa3pa-
OOTUYMKOB, IIpernoaBaTesei, JINIepoB, MucaTeleil U YaCTHBIX IPAKTUKOB, KUBYIIUX B COeJMHEHHBIX
ITarax u Bo Bcem Mupe. Sl HageCh, YTO YMTATENN, 3aMHTEPECOBAHHBIE B Kapbepe cniennanucra b,
CMOTYT TaK € MOTUBHPOBaTh ceOsl, KaKk U s, 4ToObl caenars cepy UT 3HaunTenbHO Ge3omacHee
IJI BCEX Hac.

Ha npeOyzaeT ¢ Bamu cuial
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1. Yro THI 3a xakep?

MHoro JieT Ha3aj A nepeexall B JOM ¢ PeKpacHbIM rapaxom. B Hem ObL10 oueHb yn00HO nap-
KOBAaThCS M AK€ XPAHUTD JIOAKY U HeOomnbion (yproH. CoopyxkeHue ObUIO MOCTPOEHO U3 OTIINY-
HBIX TIPOYHBIX JOCOK. DIIEKTPUKY IPOBEIN MPO(PECCUOHAIIBI, & KAYECTBEHHBIE OKHA BHIIECPKUBAIN
MOPBIBBI BETpa CKOPOCThIO 70 METPOB B CeKyHAy. bosblylo yacTs nHTEpbepa co3fall mpodeccu-
OHAJIbHBIM TUIOTHUK M3 apOMaTHOTO KpacHOro keapa. I HecrmocoOeH M rBo3ipb 3a0UTh, HE TO UYTO
coOparh MeOeJTb, HO Jlake MHE ObLIO TIOHSATHO, YTO OH 3HAET CBOE JIETI0, [yMaeT O KauyeCTBe U yIessieT
BHUMaHMeE JIETaJISAM.

Uepes HECKOJIBKO HeJIesb MOCTIe HOBOCEIbs IPHILE YNHOBHUK U CKa3all, YTO rapax, MOCTPOEH-
HBIIl MHOTO JIET Ha3aJl, He UMeeT HYKHBIX JIOKYMEHTOB, M IIPUJIETCS] CHECTU HE3aKOHHYIO MOCTPOMKY,
MHa4ye MHe Irpo3AT KpyMHble MTpadbl 32 KaXIblil JeHb NPOCPOUKU HCIIOTHEHUS IOCTAHOBIEHHU . S1
MIO3BOHUJI B BEJOMCTBO, YTOOBI YTPSICTH BOIPOC, BE/Ib Fapaxk BO3BEJM 33/10J1T0 JJO MOETo Iiepee3/a, 1
IIpOJABaJICs OH KaK 4acTh HEIBMKMMOCTH. be3pesynbrarHo. Ero HyHO ObUIO HEMEJIEHHO CHECTH.
IrpacdHble cCaHKIMK 32 OIUH AEHb IPEBBILIATN CYMMY, KOTOPYIO 51 MOT BHIPYUUTb 32 OTIEJIKY, €CIIH
OBl aKKypaTHO ee CHsi1. [Ipoirie roBops, B LIeJIsSIX SKOHOMHH, YeM ObICTpee 51 JEMOHTHPYIO rapak, TeM
Jyduie.

4l nocran KyBaJILy ¥ 32 HECKOJIBKO YaCOB IPEBPATHII COOPYKEHHE B TPy JEPEBSIHHBIX 00IOM-
KOB U TIpoYero Mycopa. B mporecce s gyman o TOM, YTO CTPOMTENIO, BEPOSITHO, MOTPeOOBATNCH
HeJeIU, €CJIM He MeCSIIbl, YTOObl BO3BECTH Iapaxk, a sl YHUUTOXKMII €0 TBOPEHHE CBOMMU BapBap-
CKMMH pyKaMH ropasjio osicTpee.

Borpeku pacnpocTpaHeHHOMY MHEHUIO, 3JI0HAMEPEHHBII B3JIOM — 9TO CKOpee KyBaJlia CTpo-
NaJIbIIMKA, YeM TOHKUN UHCTPYMEHT PEMEC/ICHHUKA.

Ecnu BB yBepeHBl, UTO CMOKETE CTaTh XaKepoM, BaM IPUIETCS PELLIUTh, OyJIeTe Bbl CTPEMUTHCS
K 3aIuTe o0Iero Ojara WM JOBOJbCTBOBATHCS HU3MEHHBIMH HeIsIMU. BBl XOoTHTE OBITH CKpBIBa-
IOLMMCS, ITPECTYIHBIM XaKEPOM WJIM IpaBeJHbIM, ONBITHBIM crienanucTom no Mb? Jra kuura —
JI0Ka3aTeNIbCTBO, UTO JTyUIlNe Xakepbl padoTaioT BO 61aro. OHM MPaKTUKYIOTCS, Pa3BUBAIOTCS HHTE-
JIEKTYaJIbHO, ¥ UM HE HY)KHO CKPbIBATbCS OT MPABOOXPAHUTENbHbIX OpraHoB. OHU MOTyT padoTaTh
B LIeHTpe cepbl UHPOPMALMOHHOW O€30M1aCHOCTH, IPUBOAUTD B BOCXMILEHUE KOJJIET M MOJIyYaTh
XOpOIIME JEHbIM. JTa KHUIA O MOPOM HEBOCIIETHIX I€POSIX, KOTOPBIE JEJIAIOT HAIly HEBEPOSTHYIO
IM(POBYIO KU3Hb BOZMOKHOM.

IIpumeuanune. XOTs TEPMUHBI «XaKep» WK «B3JIOM» MOT'YT O3Ha4YaTh YeJIOBEKa WITH JIeSTEIb-
HOCTb KaK C XOPOIIMMH, TaK U C INIOXUMH HAMEPEHUsIMU, B OCHOBHOM HX MCHOJIb3YIOT B HETaTUBHOM
KJToue. §l TOHMMalo, Y4TO Xakephl MOTYT OBITh PA3HBIMH, HO BO MMsI SKOHOMHM Oymaru BIipesb Oyay
MCIIOJIb30BaTh 3TH CJI0BA O€3 OTOBOPOK, MOApa3yMeBasi MO0 OTPULIATENIbHBIH, TMOO OIOKUTETbHBINA
UX OTTEHOK. BHUKaiiTe B cMBIC] TEKCTa, YTOObI IOHUMATh HAMEPEHUS, B CBA3U C KOTOPHIMU YIIOMH-
HAlOTCS] TEPMUHBI.

10
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boabmmuHCTBO XaKe€pPoB OTHIOAb HE 'CHNU

K coxanenuio, Moyt Kax[Jplid, KTO MUILIET O «3JIBIX» XaKepax, He UMesl PeaIbHOTO OIbITa,
POMaHTH3HUPYET UX KaK yMHbIE, 00rornogooHbie, Mududeckue purypsl. OHM MOTYT HOA0OpATh JII0OOH
naposb MeHee YeM 3a MUHYTY (0COOSHHO IO TIPHIIEIOM ITMCTONETa, €CIM BepUTh [ 0By y), B3J10-
Marthb JIIOYIO CUCTEMY U CEKpeTHBIH g p. OHM pabOTAIOT B OCHOBHOM I10 HOYaM M IBIOT MHOT'O SHEp-
reTUYECKMX HAIUTKOB, a MX pabovee MeCTO 3aBajieHO yrakoBKaMu OT yuricoB U dactdyna. [koms-
HUK KpaJeT MapoJib YUUTeNsl, YTOOBl M3MEHUTh CBOM OrleHKH, 1 CMU moayim3bIBaloTCcs K Hemy, Kak
K noteHmmanbHoMy busuty [eitrcy mim Mapky LlykepOepry.

Xakepbl He0OsI3aTeNIbHO reHUAbHBL. 1 — KMBOE TOMY J10Ka3aTeabcTBO. HecMoTpst Ha To, UTO
sl BJIAMBIBAJICSI B CUCTEMbI BCEX KOMITaHHM, B KOTOPBIX MEHsI KOrAa-1TM00 HAHUMAJH ISl TIPOBEPKU
CHUCTEM 3aIlUThI, 51 HUKOT/A MOJHOCTBIO HE TIOHUMAaJT KBAHTOBYIO (DU3UKY UJIM TEOPUI0 OTHOCHUTEIb-
HOCTH DUHIITeNHA. S [BaX bl MPOBAJIAJI 9K3aMEH 10 POJTHOMY SI3bIKY B CpEAHEN IIKOJIe, HUKOT/Ia He
TOJTy4aJl OIIEHKH BBIIIIE TPOUKH C TUTIOCOM IO MaTeMaTuKe, a MOM CpeJHUI OaJlT B IEPBOM CEMecTpe
KoJuteka coctapui 0,62. S momyuwt ATk IBOEK M OHY NATepKy. OMHOKAas MsATepKa ObLIa 1Mo Kypcy
0€30MacHOCTH Ha BOJAX, MOTOMY YTO Sl HA TOT MOMEHT IATh JIeT paboTal TUISKHBIM CIacaTesieM.
[Tnoxue oreHKy ObUIM HE TOJIBKO CJIEACTBUEM TOTO, UTO 51 He yUmiics. S1 mpocTo He ObLT JOCTATOYHO
yYMEH M He TBITAJICS C 9TUM CcripaBUThCS. [1o3ke 51 y3Hau, uto yyeba u ycepaHas padota yacto Oojee
LIEHHBI, YeM BPOXKJICHHBII BBICOKMI YpOBEHb MHTEIUIEKTA. S OKOHUMIJI YHHUBEPCUTET U Tpeycres B
Mupe MH(HOPMAITMOHHOW OE301TaCHOCTH.

Tem He MeHee, Jaxe KOrja IMUCcATeNTd He Ha3bIBAIOT «3JIbIX» XaKePOB CBEPXYMHBIMHU, YMTATEIN
YaCTEHBKO IMPEATONAraioT, YTO OHU MMEHHO TaKOBBI, IOTOMY YTO, TIOXOKE, MPAKTUKYIOT KaKylo-TO
NepeIOBYI0 YEPHYIO Maruio, 0 KOTOPOW OCTaJIbHOM MUP He Tof103peBaeT. KoJIeKTHBHBIN BCEMU PHBIH
Pa3yM CUMTAET, YTO «3JI0H XaKep» U «CYNEePUHTEIJIEKT» JIOJKHBI MATH pyKa 00 pyKy. DTO Herpas/a.
Hekotopble U3 HUX yMHbIE, OOJIBIIMHCTBO CPEAHMUE, 2 OCTATbHBIE BOOOIIE OECTOIKOBBI, KaK 1 MHOTHE
apyrue moau. [IpocTo XxakepaMm M3BECTHO O CBEAEHHSIX M MPOIECccax, KOTOPble HE3HAKOMBI JIIO/ISIM
ApYyrux npogeccuil, HalpuMep MIOTHUKAM, CAHTEXHUKAM U JIEKTPUKAM.
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P. I'paiimc. «Kak mpoTHBOCTOSITH XaKePCKUM aTakaM. YPOKH IKCIEPTOB MO WH(GOPMAIIMOHHOW Oe30MaCHOCTI»

Cnenuanuctsl o Ub — npoaBuHyThIE XaKepbl

Ecnmm npoBoauTh MHTEIIEKTYaIBHOE CpaBHEHHWE, TO cnenmanuct no Vb B cpenHem ymHee
xakepa. OH O/KeH 3HaTh BCe, Ha YTO CIIOCOOEH 3/I0YMBIIIUIEHHHUK, a TAK)KE YMETh OCTAHOBUTH aTakKy.
3amuTa He cpaboTaeT, eciy HEeT YJacThsi KOHEYHOTO TOJIb30Batelisl, padoTaeT CKPHITHO M CIIPaBIIs-
eTCsl UJIeayIbHO (MJIM TOYUTH UjieaibHO) Bee BpeMs. [lokaxkute MHe «3710ro» xakepa ¢ orpeieieHHOM
TEXHUKOMH, 1 51 IOKaKy BaM MHOTO crietiairctoB 1o B, kotopbie ymHee u jtyditie ero. OiHako ata-
KYIOIIAM OOBIYHO yiessieTcs: Oosbilie BHUMaHus. V1 MOsI KHUra Mpr3BaHa UCTIPABUTH CUTYAITHIO.
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Xakepbl 0COOEHHbI

Hecmotps Ha TO, 4TO 51 HE pa3zensalo XakepoB Ha T€HHAJIbHBIX, XOPOIIMX U IUIOXMX, BCE OHU
MMEIOT HECKOJIBKO 00Imux yepT. OjHa U3 HUX — IMMPOKOE MHTEIIEKTYaJIbHOE JIIOOOIBITCTBO U TOTOB-
HOCTh TIpOOOBaTh HOBOE 32 TpelesiaMu JIaHHBIX MHTepdericoB win rpanuil. OHU He O0ATCA UATH
cBouM IyTteM. KoMmmnbloTepHble Xakepbl, Kak MPaBUIIO, TAKOBBI U M0 KU3HU, B3JIOMIIUKH BCEBO3MOXK-
HOT'O 3a IpejejaMyu KOMITbIoTepoB. OHM OTHOCATCS K TOMY THUILY JIIOAEW, KOTOPBIE, CTOJIKHYBILUChH
C CUCTEMO¥ O€30MacHOCTH B a3pOIOPTY, Pa3sMBILUISIOT O TOM, KakK IIPOHECTH OpYyXKHUE, KOTOPOro y
HUX HET, MUMO AeTeKTOpPOB. OHM BBISCHSIOT, MOXHO JIM TOAJENaTh 0porue OMIeThl Ha KOHLEPT,
JaXe ecid He COOMpAIOTCs MOCelaTh ero. A MoKymasi TeJIeBU30p, 33/1al0TCs1 BOIIPOCOM, MOKHO JIU
TMIOJTyYHTh JTOCTYII K €ro ONepalMoOHHON CHCTeMe, YTOObI YTO-HUOYAb TaM U3MeHUTh. [TokaxuTte MHe
XaKepa, U 5 MOKaxXy BaM TOr0, KTO OCTOSIHHO CTABUT I10Jl COMHEHHE CTaTyC-KBO M BCE UCCIIEMYeT.

IIpumeuyanue. B Kakoil-To MOMEHT MOsI COOCTBEHHAsI TUTIOTETUYECKasi CXeMa MPOHECEHH s
OpYKHsI Yepe3 OXpaHy adporopTa CTPOUJIACh HA UCTIONB30BAHUK MHBAIMAHBIX KOJSICOK C OPYXHEM
WIM B3PBIBYATKOM, CIIPATAHHBIMA BHYTPH METAUIMYECKOro Kapkaca. MHBaqMIHBIE Kpecia 4acTo
MIPOBO3AT MUMO OXpaHbl a3POIOPTa, HE MOAIBEpras TIATEIbHOMY JI0CMOTPY.
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Xakepbl HACTONMYUBBHI

Crenyroiee nocse JoOOIBITCTBA Ba)KHOE KAUECTBO XaKepa — HACTOWYMBOCTh. Kask/ibplil xakep
— ¥ XOPOUINH, W TJIOXOM — MPOXOAMIT Yepe3 MBITKY, KOTAa Thl JOJITUMH YacaMH IbITAeIIbCsl CHOBA U
CHOBA 3aCTaBUTh YTO-TO PadOTaTh. 370YMBIIIUICHHUKY UIIyT Openn B 3amute. OnHa ommoKa crerm-
anmcra o MB, mo cytu, cBonut Ha HeT Bclo 3amuTy. Crierpanuct o MIB nomkeH ObITh UaeaTbHbIM.
Bce koMmbloTepsl U IporpaMMHOE OOecrieueHre TOMKHBI OBbITh MPONaTYeHbl, Kaxaas KoHpuUrypa-
111 TIPOBEPEHA Ha OTCYTCTBUE YSI3BUMOCTEH, M KaXKIblii KOHEUHBIH MOJIb30BaTeNb OTIIMYHO OOyYeH.
ITo kpaiineit Mepe, B uaeaabHoM mupe. Crnenupanuctsl o Ub 3HaoT, 4To npuMeHsieMble CpelcTBa
3aIIMTHI He Bcerja paboTaloT WK MPUMEHSIIOTCS] B COOTBETCTBUM C MHCTPYKIMSIMH, TOSTOMY BBICTpa-
MBAIOT YPOBHU «TJIyOOKOSIIETOHUPOBAHHONW OOOPOHBI». W 37I0YMBIUICHHUKY, U CIIEIIUAIUCTHI 110
Wb winyT cnadeie MecTa, TOJIBKO C TIPOTUBOIOJIOKHBIX CTOPOH Oappukaa. O0e CTOPOHBI yUacTBYIOT
B HEMIPEPHIBHOM BOIHE CO MHOTMMHM CTOJIKHOBEHHUSIMH, NT0OEIaMU 1 MopakeHusiMu. Camble CTONKHUE
BBIXOJIAAT MOOSAUTEIISIMHU.
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MIaanHbIX e MacTepa

41 Bcio CBOIO XKU3HB OBbUT XakepoM. MHe IUIaTUIM 3a TO, YTOOBI 51 BIaMBIBAJICS KyAa-JMO0 (Ha
YTO y MeHs ObUTH I0pUIUYECKHe TIOIHOMOYHs). $1 B3MaMbIBal MAposu, CETH, NMUCa BPEJOHOCHBIE
MPOrpaMMbl M TIPY STOM HM pa3y HE HapyIIWI 3aKOH U He MPECTYNWI TPaHMIl STUKU. DTO He 3Ha-
YWT, YTO HUKTO U3 3HAKOMBIX HE TBITAJICS MEHS Ha 3TO cOOMa3HUTh. Ha MpoTskeHUn MHOTHX JIeT
APY3bsi IPOCUII MEHSI B3JIOMaTh MOOWJIbHBIN Tesie(hOH CYNpyra, YIMYEHHOTO B U3MEHE; 3aMEeCTUTEITH
XOTEJH TOTYYUTh JOCTYI K EKTPOHHOH MOUTe HAYaIbCTBA; a TAKXKe JIIoau Oe3 opaepa TpedboBaiu
«BCKPbITh» KOMITBIOTEP OHOTO 3JIOT0 XaKepa, YToObl MPEeIOTBPATUTh €ro JaybHele B3iomMbl. Ha
paHHel CTaJuu BBl JOJUKHBI PEIIUTh, KTO Bbl M KaKOBa Balla 3THKa. 1 pemmi, 4to Oymy XOpOIrM
XaKkepoM («B OeJloN UTATe» ), a «OelTble MUTATB» He COBEPIIAI0T HE3aKOHHBIX MJIM HESTUYHBIX JICH-
CTBHIA.

Xakepbl, KOTOpbIe YYacTBYIOT B HE3aKOHHOW M HEITUYHOM JeSITENIbHOCTH, HA3bIBAIOTCS «4ep-
HBIMH [UTSITIAMI» . XaKepbl, KOTOPbIE 3apadaThIBAIOT Ha )KU3Hb 3aKOHHBIM 00pa3oM B cepe 1B, HO B
nyxe «BoMIIOBCKOro KiryOa» TaifHO MPOMBILIUISIOT B3JIOMaMH, U3BECTHBI KaK «Cepble NUIAMb». Moe
MIPE/ICTaBJIEHNE O KOJEKCE YECTH MpelycMaTpUBaeT JIMIIb JBa BapraHTa. [Jiss MEeHs «CephIX MUISID»
He cymiecTByeT. Thl MO0 JeNaeih He3aKOHHBIE Belld, 00 HeT. Orpadb OaHK, U 51 Ha30BY Tebs Tpa-
oureseM, KakoBOU ObI HU ObUIA TBOS LIENb.

OJIHAaKO «YepHBIE IUISAIMbI» MOTYT CTaTh «OEJIBIMI» . DTO MPOUCXOAUT CILIONIb U psioM. Borpoc
B TOM, CTaHET JIM XaKep «OesbIM», Mpeke YeM eMy MPHUIETCs cecTh 3a pemieTky. KeBun MuTHUK
— OIMH U3 CaMbIX M3BECTHBIX APECTOBAHHBIX XaKEPOB B MUCTOPUM (CM. IJIaBY 5), KOTOPBIA TOCIe
BBIXOJIA M3 TIOPbMBI Haual Kapbepy B cpepe b Ha BceoOmee Omaro. Podepr T. Moppuc, Hanucag-
LM U BBITYCTUBILMI [IEPBOTO KOMITBIOTEPHOTO YepBsl, 4yTh He yHUuTOXUBIIero Murepuer (https:/
ru.wikipedia.org/wiki/Uepss_Moppuca), B utore crajg 4wieHOM ACCOIMAIIMN BIYUCIUTETLHON
texHuku (https://awards.acm.org/award_winners/morris_4169967.cfm) 3a «Bkjag B KOMIbIO-
TEpHBIE CETHU, PacCIpe/IeICHHbIE U ONIEPAIMOHHBIE CUCTEMBD».

PanblI1ie rpaHb MeX 1y JIeraJIbHBIM 1 HeJleraJIbHbIM B3JIOMOM ObL1a He CTOJIb YeTKOM. boree Toro,
MHOTHE paHHUE «3JIble» XaKepbl MOMYYUIIA CTAaTyC cyreprepoeB. Jlaxe s He MOT OTKPEIIMBAThCS OT
HeKoTOphIX U3 HUX. [xoH Hdpeiinep (auk Capitan Crunch) cBucTen B UTpyIIEUHbIA CBUCTOK, OOHA-
PYKEHHBI M B KOpOOKe KyKypy3HbIX xjionbeB Cap’n Crunch, 4ToObl CHIMUTHPOBATh TOH 4acTo-
toit 2600 I'. Takum 0Opa3oM OH MOT OeCIUIaTHO 3BOHHUTH MO MEXIropoay. MHOrue Xakepbl, KOTO-
pble yOIMKOBAIM MPUBATHYIO MH(MOPMALIUIO «BO UMS OOIIECTBEHHOTO OJlara», 4acTo CTAHOBUJIHCH
n3BecTHBIMU. Ho, 32 HEKOTOPHIMH HCKJTIOUEHHUSIMH, 51 HUKOTA He MPUICPKUBAJICS Ype3MEepHO njiea-
JIM3UPOBAHHOTO B3IJIs/Ia HA XaKEPOB-3JI0yMBIIIIJIEHHUKOB. Y MeHs OblTa JOBOJIBHO YETKas TIO3UIIUS,
YTO JIIOAM, KOTOPbIE JEJIal0T HECAHKIIMOHMPOBAHHbBIE BEIM C Yy)KUMH KOMITBIOTEPAMH U JIAHHBIMH,
COBEPINAIOT MPECTYIUICHHE.

MHoro JieT Ha3aj1, BIEpBble 3aMHTEPECOBABIINCH KOMITBIOTEPAMH, 5 TPOUnTa KHUTY CTHBEeHa
JleBu «Xakepbl: repor KOMITbIOTEPHOW peBosolmu» . Ha 3ape 3pbl epCOHAIBHBIX KOMIIBIOTEPOB
JleBu Hamucas 3aHUMATENTBHYIO HCTOPHIO O XaKepax, XOPOIIUX U MJIOXUX, BOILIOMIAIONINX XaKePCKHUit
uzeat. bonpinas yacTh KHUTM MOCBSIIEHA JIOASM, KOTOPBIE YITyUIIIWIA MUAD C IOMOIIBI0 KOMIThIOTE-
POB, HO B HEll TakKe YHOMHHAIOTCS M Te, KTO CerogHs ObUT Obl apecTOBaH 3a CBOIO JIESITEIbHOCTb.
Hekotoppble U3 3THUX XaKepoB MOJarajiv, 4YTo IeJib ONPaBAbIBAET CPEACTBA, W CIIENOBAIM CBOOOIE
MOpaJIH, BOIUIOIIEHHOM, MO cIoBaM JIeBH, «XaKepcKOi STUKON». [TTaBHBIM cpeay 3THX BEpOBAHUIA
Ob1a (prIoco(us O TOM, YTO KaKIBIH KOMITBIOTEP MOXKET OBITh IOCTYIIEH MO JII0OO 3aKOHHOM TPH-
YHHE, YTO BCSl MH(OPMAIHS JOKHA ObITh CBOOOJHOM, U HE CJIEAyeT J0BEPSTh BIACTAM. DTO ObLT

! http://rus-linux.net/MyLDP/BOOKS/zip/hackers-heroes.pdf.
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POMaHTUYECKMI B3IJIs1]] HA XaKEPCTBO, XOTSI OH HE CKPBIBAJI COMHUTEIbHBIX ITUYECKUX U I0pUANYe-
ckux BorpocoB. Ha camoM ziese Bce BOKpYT BHOBb pacIIMPHIIU TPAHULIBL.

Pagu aBrorpacda s ornipasun CtuseHy JIeBU 3K3eMIUISp €ro KHUTY (MHE TOXKE CTaJIM HPUCHI-
JIaTh MOM KHUTY HA TOJIHMCH TOCTIe TOTO, KaK s BBITYCTHJI BOCEMb MPEAbIAYIINX ). JIeBr myOnmKoBa
CBOM CTaThU U PEAAKTUPOBAJI UyKH€ B HECKOJIKMX KPYIHBIX KypHaJlax, Bkiouasi Newsweek, Wired
1 Rolling Stone. Kpome Toro, oH Hamucas emie 1mecTb KHUT TI0 BoIpocaM WH(OPMAIIMOHHON 6e3-
OIacHOCTH. JIeBu MUIIET U Mo ceil ieHb. Ero kHura «Xakeppl: reporu KOMIBIOTEPHOW PEBOJIOLM»
OTKpbUIA /111 MEHS MIOPa3UTEIbHBI MUP XaKepCTBa.

Iozxe ppyrme kuuru, Takume Kak Flu-Shot Pocca I'punbepra (naBHO He Wu3maeTcs)
u Computer Viruses, Worms, Data Diddlers, Killer Programs, and Other Threats to
Your System [I:;xona Maxkadu (https://www.amazon.com/Computer-virusesdiddlers-programs-
threats/dp/031202889X) no3HakOMUIN MeHsI CO CTpaTerusiMu OOphOBI CO 3JIOHAMEPEHHBIMU XaKe-
pamu. §l HaCTONBKO MU BIIEUATIIMJICSA, UTO BCEPhE3 3aLyMAJICS O Kapbepe 0oplia ¢ STUMU YTPO3aMH.

[Tozxke g y3Han, yro cnenmanuctel o b — camble ymMHbIe Xakepsl. I He X041y CBOIUTH BCEX
3JIOHAMEPEHHBIX XaKepOB MOJ] OHY I'peOeHKY MOCpPeACTBEeHHOCTH. Kaxaplil ron peikue reHuaabHble
XaKepbl OOHAPYKUBAIOT YTO-TO HOBoe. Ho monasssiomiee OOIBIIMHCTBO «UEPHBIX IILISAT» JOBOJIBHO
MOCPEJICTBEHHBI U MPOCTO MOBTOPSIIOT TO, YTO PadOTaeT yKe Ha MpOTshkeHUU aBaiaty jiet. Cpen-
HECTaTUCTUYECKUI XaKep-3/I0yMBIIIJIEHHUK HE UMEET I0CTATOYHOrO TajlaHTa B IPOr paAMMUPOBAHUH,
YTOOBI HAMTKCATD MPOCTOE MPHIIOKEHUE THIA «BIOKHOT», a TeM 0oJiee CaMOCTOSITENIBHO TPOHUKHYTh
Ky/1a-TO, B3JIOMATh KJTIOUH MU(POBAHUS WM CAMOJIMYHO YCIIEIITHO MOJ00paTh Maposu — 6€3 IMOMOIIH
APYTUX XaKepoB, KOTOPBIE PEAJIbHO TANAHT/IMBHI U YCIIEIIHBI HA IPOTSKEHUW MHOTHX JIET.

Wponus B TOM, 4TO yMHBIE JIIOAY B KOMITBIOTEPHOM MHUPE, O KOTOPBIX 5 3HAI0, — 9TO HE 3JIble
Xakepsl, a crieraaucTsl o b. OHu 1o/kHBI 3HAaTh BCe, UTO JeJIaeT XaKkep, MpeayraasBarh TO, YTO
OH MOXET COBEPIINTH, M BHICTPOUTDH KauyeCTBEHHYI0 000poHy. Mup crienmaiuctoB 1o Vb nosnoH kan-
OUJATOB HayK, MarCTPAaHTOB U YCIIEIIHBIX IpeArpuHuMareneil. Ternepb Xakepsl peiko MeHs Blle-
yaTisoT. A BOT crieuuanuctsl o b — Beeraa.

OO6bIyHO crienuarcThl o YIB OTKPBIBAIOT /17151 ceOsl HOBBIN CIIOCO0 B3JIOMa, YTOOBI ITPEeIOTBpa-
THUTb aTaK¥ TAKOTO POJA, U YMATUUBAIOT O CBOEM JIOCTHKEHUH. DTO CPOJHU MUHUCTEPCTBY OOOPOHBI,
¥ TIPEI0CTaBJIEHNE 3JI0YMBIIIIIEHHUKAaM HOBBIX CIOCOOOB B3JIOMa JI0 TOT0, Kak 000poHa OyJeT BO3Be-
JieHa, HUKOMY He OOJIErYuT KU3Hb. DTO UX 00pa3 KU3HU: BHISICHUTh HOBBIH CIIOCOO B3JI0Ma M IOMOYb
C JlaTaHWeM Opelly, Mpeske 4eM oHa OygeT oOHapykeHa KeM-TO ele. Takoe Cydaercsl ropasio
yarie, 4emM oOpaTHoe (HarpuMep, 37I0HAMEPEHHbIH Xakep OOHApYKMBAET HOBYIO ySI3BUMOCTb).

Sl O cBUAETENIEM TOMY, Kak criendayucThl o Vb HaxomsiT HOBBIHA crocoO B3lOMa, HO U3-
3a BBICOKMX 3aTpaT WM HEJOCTaTKa BPEMEHHU YSI3BUMOCTb HE 3aKPbIBA€TCs HEMEMJIEHHO, U KAKOM-
HUOYIb XaKep MOJTy4YaeT 3BaHue «IIePBOOTK phiBaTessi». K coxanenmio, cnermamictsl o VB He Bceraa
TMOJTyYaloT CJIaBy M MPU3HAHME, KO/ BHITIOMHSIOT CBOIO TTOBCETHEBHYIO PadoTy.

S Tpuanatk et u3yvas npuemMbl padoThl KaK BPEJIOHOCHBIX XaKEPOB, TaK M CHIEUAJIMCTOB T10
Wb, n MHe cTasno sCHO, 4TO CHEeUUAUCTHI BIEYATIISIOT CUiIbHEE. BpeloHOCHbIE XaKepsl 1axke psiIoM
He crosii. Eci BBl XOTHTE MOKa3aTh BCEM, HACKOJIBKO XOPOIIIO pa3OupaeTech B KOMIThIOTEPAX, HE
packpsIBaiiTe HOBBIN CIIOCOO B3JIOMa — JIy4Ilie MOKaKUTE HOBYIO cTpareruio ooopoHsl. He Tpebyercs
0co00ro yma, 4roObl 4TO-TO TMO-HOBOMY CJIOMaTh. 9TO B OCHOBHOM TpeOyeT JIMIIb HACTOWYUBOCTH.
Ho yenoBek nomkeH ObITh OCOOGHHBIM M OJAPEHHBIM, YTOOBI TIOCTPOUTH TO, YTO MOXKET BBIIECPKAThH
HENpPEPbIBHBIE aTAKU B TEUEHUE JJIUTEIbHOIO BPEMEHHU.

Ecnu BB XOTHTE NTPOM3BECTH BIIEUaTJIEHUE Ha MUP, HE CHOCUTE rapax. Bmecro atoro co3paiite
KOJl, KOTOPBII CMOKET BbIIEPKATh KyBaJIy XaKepa-B3JIOMILHUKA.
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2. Kak xakepbl B3JIaMbIBAIOT

Camblii IpUATHBIA acneKT Moeill paOoThl — 3TO TECTUPOBaHWE HA MPOHUKHOBEHUE (TakKxke
M3BECTHOE Kak IMeHTecTupoBaHue). [leHTecTrpoBaHue — 310 B3JIOM B IIPSIMOM CMBbIC/IE TOTO CJIOBA.
910 OUTBA MHTEJIEKTOB YeJIOBEeKa M MallUHbL. YeJoBeK — «aTaKyoIlIuid» — MOXKET HCHOIb30BaTh
COOCTBEHHYIO M300pETaTeIbHOCTb ¥ HOBBIE MJTU CYITIECTBYIOIIE MHCTPYMEHTHI, KOT/Ia FCCIIe/yeT Cla-
Oble CTOPOHBI MAIlIMH WJIM JIIofied. 3a Bce Tofpl, YTO S 3aHMMAJICs TECTUPOBAHMEM, XOTs MHE Ha
3TO OOBIYHO JAIOT HE/ENH, s YCIIEIHO B3JIaMbIBa 1Ie/b MPUMEpHO 3a yac. CaMblil JOJATUI B3JIOM,
MIOMHIO, TPOAOJIKAJICS TPU Yaca. DTO Kacaercs Jo00ro 6aHka, MeJULIMHCKOTO, IPAaBUTEILCTBEHHOTO
WY KOPIIOPATUBHOTO YUPEkKJEHHsI, KOTOPBIA KOT/a-TMO00 HAaHUMAaJT MEHs [J1s1 TECTUPOBaHHMsI Ha TPO-
HUKHOBEHHUE.

[Tpu 3TOM 51 HE Mory Ha3BaTh ceOs1 OTIMYHBIM neHTectepoM. o mkasne ot 1 mo 10, roe 10 —
BBICIIIMIA AT, MOM CIOCOOHOCTH COCTABJISIIOT MpUMepHO 6 vimn 7. C TOUKM 3peHusI CIIeHUaINCTa 10
UB s gyBcTByIO ceOsl JIyqIlIIM B MHpPE, HO sl BECbMa IOCPEICTBEHHbIN B3JIOMIIMK. fI ObUT OKpYXeH
MOTPACAIOLIMMU NEHTECTepaMy, KaK MYKUMHAMH, TaK U JKEHIIMHAMH, KOTOpble HE MOMBIIUISIA O
HaIlMcaHUM COOCTBEHHBIX MHCTPYMEHTOB IIEHTECTUPOBAHUS WM HE CUMTAII CBOU JIEWCTBUS yCIIell-
HBIMU, €CJTM HE OHM ITPUBEJIH K CO3/IaHUIO XOTsI ObI OJHOTO COOBITHSI C ITpeAynpeskaeHneM B jorax. Ho
Aaxe JII0AU, KOTOPBIX s orleHuBalo Ha 10 0ayioB, OOBIYHO CUMTAIOT ceOsl cepeIHAYKOM U BOCXUILA-
I0TCSl IpyTMMU TIEHTECTEPAaMM, KOTOPbIX, 10 UX MHEHUIO, AeCATKH. HacKoJbKO ke XOpOIIX AOJKHBI
OBITb 3TU XaKepbl?

BaMm He HyKHO OBITh MCKJTIOUUTENBHBIM, YTOOBI CTaTh OYEHb YCIIEHTHBIM XakepoMm. [ Hadana
Kapbepsl J1a)ke He HYKHO YCIEIIHO B3JIaMbIBaTh KJIMEHTa, KOTOPBIA Bac HaH:I (51 pearnonaraw, 4yro
BaM IUIATSAT 32 3aKOHHBIE TeHTeCThl). Ha camom zene KireHTs! OyayT B aOCOMIOTHOM BOCTOPre, €Cin
BHI He B3jloMaeTe cucteMy. OHM CMOTYT IIOXBACTaTbCsl, YTO HaHSUIA XaKEPOB, a UX CETh BbLIEPKAa
araky. DTo OeCIpPOUTPBIIIHBIA BapUaHT JJIs1 BCEX YYaCTHHMKOB. BBl moyyaeTe cBOM JEHBIHM, a OHU
pamyloTcs, 4To araka oTpakeHa. Ha mMoeil mamsTu 3T0 eIMHCTBeHHasi paboTa, rie He MOXET OBbITh
TUIOXOro pe3yibTara. K coxanenuio, s He 3HAKOM HH C OJHUM TEHTECTEPOM, KOTOPBIN KOIaa-Inoo
YCTIEIIHO B3J1aMbIBaJI 8ce CBOM LIeU. $1 yBepeH, UTo eCTh XaKepbl, KOTOPbIE TEPIAT HEYyauy, HO I0/1aB-
Jsolee OONBIIMHCTBO «COPBYT CBOM KYIID».

IIpumeuyanue. Ecium Bamm TecThl He OOHAPYXKMIIM CIAOBIX MECT, a KJIMEHT BCKOPE ObLI CKOM-
IIPOMETUPOBAH PeaIbHBIMU 3JI0yMBIIIJIEHHUKAMH, 3TO BBICTABUT Bac He B JlyullieM cBete. Eciu 310
IIPOM30IIET HECKOJIBKO pa3, AypHas cllaBa He 000MET Bac CTOPOHOM, U Bbl, BEPOSITHO, OyJET UCKATh
HOBYIO padoty. Crabbie Mecta ectb. MimuTe ux.

OOBIYHO TMEHTECTEPHI AENAIOT YTO-TO eIlle, YTOObI POM3BECTH BIleYATIEHUE HAa CBOMX KJIMEH-
ToB. Harpumep, ynaneHHO CHUMAIOT TeHepaJbHOTO AMPEKTOpa 3a pabourM CTOJIOM Ha BeO-Kamepy
WM B3JIAMBIBAIOT MApOJib K cepBepy M pasmelnanT «Becenoro Pomkepa» Ha pabodyeM cTosie KOM-
IbIOTEPA CETEBOTO AJIMUHUCTPATOPA. DTO CTOUT THICSUM C10B. He CTOUMT HeJooLeHnBaTh, HACKOJIBKO
OJIHa IIyTasi KapTUHKA MOKET MOBBICUTD YAOBJIETBOPEHHOCTD KJIMEHTOB Ballell padoToil. OHu OymyT
BCIIOMMHATH O HeW (M XBacTaThCs BAMH) CITYCTS TOJIbl TIOCJIE TOTO, KaK Bbl 3aKOHUUTE padoty. Eciu
MOXeTe, BCerja 3aKaHYMBaiiTe KPaCUBbIM jKECTOM. DTO MOU «30JI0TOM COBET».
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Cekpet B3J10MAa

Ecnu y XakepoB U €CTb CEKpeT B3JI0Ma, TO OH TOYHO HE B TOM, KaK JIOMaTh. DTO MPOLIECC U3Y-
YEeHUsI MPABUIBHBIX METOJOB U KMCIOJL30BAaHUS BEPHBIX MHCTPYMEHTOB, TOYHO KaK Y JIEKTPUKOB,
CaHTEXHUKOB WM cTpoutesield. Her onpeneneHHoro crnocoda B3noma. OHAKO CyIIECTBYET BIIOTHE
KOHKPETHBIN HA0OP IIaroB, KOTOPbIe 0OBETUHSIOTCS B O0JIee KPYITHBIE STAITBI; STO MPOIIECC, KOTOPHI
BKJIIOUAeT B ceOs BCe, YTO HEOOXOAUMO XaKepy IS BHITIOHEHUSI 3a1aui. He Kaxplil Xakep mpoxo-
aut Bee maru. Hekotopble BooOIie enaoT Toiabko oauH. Ho B 11enom, ecu Bl OyaeTe cieoBaTh
Tarnam, To, CKopee BCero, MpueTe K ycrexy. Bel MoxeTe MponmycTUTh OMH WM HECKOJIBKO IaroB
1 BCE PAaBHO OBITh YCIIEIITHBIM XaKepoM. BpeIoHOCHBIE TIPOrpaMMBI U APYTHe UHCTPYMEHTHI B3JIOMa
YacTO TO3BOJIAIOT MPOITYCKaTh IIarv, HO MO KpaiiHel Mepe OAWH W3 HUX — MepBOHAYAIbHOE TPO-
HUKHOBeHHUe — Tpedyercs Bceraa. HezaBucnmo ot skenaHus crenath O(UIMAIBHYI0 Kapbepy Xakepa,
ecJi Bbl coOMpaeTech OOPOTHCS CO 3JIOYMBIIITIEHHUKAMU, HY’KHO TIOHUMaTh METO/IOJIOTHIO B3JIOMA.
Mopenu MOTYT pa3iMuarhcsi, BKJII0Yas KOJMYECTBO IIaroB, UX Ha3BaHUS U KOHKPETHbBIC ETad, HO
BCE OHM COJIepKaT OHU U Te K& OCHOBHbIE KOMITOHEHTHI.

MeTtoaoJuaorus B3joMa

Mertoposnorus B3JioMa COAEPKUT CIIELYIOIUe TPOrPECCUBHbIE ITIar!.
1. Co0p unpopmanuu.

2. [IpoHUKHOBEHHUE.

3. Yupornenwe jioctyna B OyayieM (HeoOs3aTeIbHbIN ).

4. Pa3BeiKka CUCTEMBEI.

5. [epemeiienre (HeOOsA3aTEbHBIN).

6. BrlnostHeHNE HAMEUEHHOTO JICHCTBUS.

7. 3ametanue caeaoB (HeoOs3aTe IbHBIN ).

Coop uncopmanun

Kax npaBuio, ecim Xxakep He pacCUMTBIBAET B3/IaMbIBaTh BCE MOTEHLIMAIBHO YSI3BUMBbIE CAMTHI,
OH NpUJIEPKUBAETCS KOHKPEeTHOH Lienu. [IpoHMKas B KOHKPETHYI0 KOMIIAHMIO, NEpBOE, YTO OH
ZIeNaeT, 3T0 cCoOMpaeT O Hell BCIo MH(OPMAIIHIO, KOTOpasi IOMOXKET POHUKHYTh B ciucTemy. to IP-
azipeca, agpeca 3JeKTPOHHOM MOYTHl U IOMEHHbIE UMEHA. XaKep y3HAeT, CKOJIbKO MOTEHLIMAIbHBIX
CalTOB U CEPBUCOB, K KOTOPBIM OH MOXET MOJIY4UTh AOCTYI, NOIKJIIOUYEHbI K KoMnaHuu. Vcrons3ys
CpeACTBa MaccOBOM MH(OPMAIMH U ITyOINYHbBIE JOKYMEHTbI, OH HAXOJUT CBEICHHS O PYKOBOAUTEISX
BBICLIETO 3B€HA U MPOYMX COTPYAHUKAX [UIsSl IPOBEAEHUS aTak CPEACTBAMU COLIMAIbHON UHKEHEPUH.
Xakep MpocMaTprBaeT HOBOCTH, YTOOBI Y3HATh, KAKOE KPYITHOE IPOrpaMMHOE 00ecrieYeHUe HeJJTaBHO
Ky 00bEKT, KaKHe POUCXOIMIIN CAUSHUS WK pa3fie/ieHus (TakKue MEepONpUATHs YacTo COIPO-
BOX[AIOTCS OC/abieHreM ypOBHS O€30IIaCHOCTH), U Jake C KaKUMH MTapTHEPaMH B3aMOJIEHCTBYET
«KepTBa». MHOrre KOMIaHu# ObUTM CKOMIIPOMETHPOBAHBI TOpa3o Oosee cadbiM MapTHEPOM.

B OonbIIMHCTBE XaKepCKUX aTak BaKHEE BCErO BBIACHUTb, C KAKUMH LM(PPOBBIMU aKTHU-
BaMH CBsi3aHa KomraHusi. OOBIYHO HASHTU(PHUIUPYIOTCS HE TOJIBKO OCHOBHBIE (ITyOJIMUHbIE) CAlTHI 1
CITy>KOBl; yallle 3JI0yMBIIUIEHHUKY TOJIe3Hee 0OpaTuTh BHUMAHKE HAa MEeHee MOMYyJIspHbIe, TAKHe KaK
pecypchl COTPYAHUKOB M MapTHepoB. Takue CailThl M cepBephl, CKOpee BCero, nMeroT donee cnadyo
cructeMy O€30MaCHOCTH, HEKENM KPYIHBIE MOPTAJIbl KOMITAaHUH.

3areM TOJIKOBBII XaKep HauMHaeT coOnpaTth cBesieHus 000 BceM [10 u cepBucax, IOCTYHBIX Ha
KaK/IOM M3 3TUX CafiTOB. DTO MPOIECC, M3BECTHBIN Kak cOOp U(pPOBHIX OTIedaTkoB. OUeHb BaKHO
y3HaThb, Kakue onepaunoHHsle cucreMsl (OC) u ux Bepcun ucnonssyiores. Bepcun OC moryT ckazarb
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Xakepy 00 ypOBHsIX 3aIIUThl CUCTEMBI U OLIMOKaX, KOTOPbIE MOTYT MJIA HE MOTYT MPUCYTCTBOBATb.
[IpencraBum, 4to oH BcTpeuaet ornepaioHHyio cucteMy Windows Server 2012 R2 nium Linux Centos
7.3-1611. Tlo To¥i ke MpUUYMHE OH MIIET MPOrpaMMbl U Bapuallii BEPCHI MPOrpaMMHOTO odecrie-
yeHus1, padoTtaromuye Ha Kaxaon u3 3tux OC. Ecim 310 Bed-cepBep, OH MOXET BCTpeTuTh Internet
Information Server 8.5 na Windows nmm Apache 2.4.25 na Linux. OH npoBOIUT WHBEHTAPU3AIIUIO
Ka’KJI0TO YCTPOMCTBA, ONEPAMOHHON CUCTEMBI, PUJIOKEHUI U BEPCUI, 3aITyILIEHHBIX Ha KaXIOM U3
1ieJIeBbIX 00bEKTOB. Beera syudiiie mpoBecTH TIATEIbHYI0 MHBEHTAPU3ALIUIO, YTOOBI MOTYYUTh TOJI-
HYIO KapTHHY, HO B IPYTUX CIy4asx Xakep MOXET HAlTH KPYITHYIO YSI3BUMOCTh Ha paHHe! CTauu 1
MepeiTH K crieylomiemy mary. Ecim oTOpocuTh 3TOT OBICTPHIN CIOCO0, Kak MPaBUIIo, YeM OOJbIle
uH(popMaLK Xxakep codepeT o ToM, 4To padboTaert, Tem Jsydiie. Kaxnoe gononxauresnsHoe 10 u Bep-
CHsI TIPEAOCTABIISIET IOTIOHUTENIbHBIE BOBMOXKHBIE BEKTOPBI aTaKH.

IIpumeuyanue. HekoTopple Xakepbhl Ha3bIBAIOT OO HETEXHWYECKUH cOop MHpOpMaIuu
TIOMCKOM CJIEJIOB, a MIOUCK MH(OPMAIMK 00 OMEPAIMIOHHON CUCTEME U MPOrPaMMHOM O0eCIIeYeHUH
— c60opoM 1T POBBIX OTIIEUYATKOB.

IMopoii, korga xakep MOAKIIOYAETCA K CATy, TOT YCIyXKJMBO OTBEYaeT OYeHb MOAPOOHON
uH(pOpMaIHet 0 BEpCUsIX TPOrPaMMHOT0 0OecTieueHus1, TOITOMY He HyKHbl HUKAKHUE IOTIOTHUTEITb-
Hble UHCTPYMeHTHI. Ha citydaii, eciii 3Toro He MpOMCXOMT, CYIIECTBYET MHOTO MHCTPYMEHTOB, YITPO-
mapux coop @ poBkIX oTreyaTtkoB. Ha ceroqHs nepBbiil KHCTPYMEHT, KOTOPBIN HCTIOb3YeT XaKkep
st coopa 1UGpoBbIX oTIedaTkoB, — 310 Nmap (https://nmap.org/). [Iporpamma pa3padotaHa B
1997 rogy. OHa npejicTaB/ieHa B HECKOJIBKMX BEPCUSIX, MOJIEPKUBAIOIIUX OMEepPAIIIOHHbIE CUCTEMBbI
Windows u Linux, u, 1o cyTH, MpeACTaBiIser coOor IMBEUIAPCKUN apMENCKUIA HOX, TOJBKO JIJIs
xakepa. Nmap MOXeT BBHITIOJTHSATD BCE BUIbl CKAHUPOBAHUSI U TECTUPOBAHUSI XOCTA, ¥ 9TO OYEHb XOPO-
Ui criocod cOopa UG POBHIX OTIIEYATKOB. 17151 3TOTO CyIIeCTBYIOT U 00JIee MOIIIHBIE MTPUIOKEHHMS], B
YaCTHOCTH COCPEJJOTOUEHHBIE Ha cOOpe OIpe/IeNIeHHBIX JaHHBIX, TAKMX Kak WH(OpMaIus o Bed-cep-
Bepax, 6a3ax JJaHHBIX WM cepBepax eKTpoHHOU noutkl. Hampumep, mporpamma Nikto2 (https://
cirt.net/Nikto2) He Tonpko apdpexkTnBHee Nmap codupaeT 1upoBbie OTIIEUATKH ¢ BeO-CEpBEpOB,
HO U BBITIOJTHSIET THICSYM TIEHTECTOB U TIO3BOJISIET BBISIBUTH YSI3BUMbIC MECTA.

IIpoHuKHOBEHME

ITO 1ar, KOTOpPbIiA MO3BOJISIET XaKepy MOMYYUTh NEPBOHAYAJIbHBIN A0CTYI. OT ero ycnemHo-
CTH 3aBHCHUT BeCh JajibHEWImi nporecc. Eciu xakep xopoio nopadoTta Ha 3tarne CHATHS [udpo-
BBIX OTIIEYATKOB, TO IPOHUKHOBEHHE OYyJIeT NeWCTBUTEIBHO HE TAKUM YK CIIOKHBIM. YeCTHO roBops,
s Beerna ero npoxoaui. B cpepe B ectb HerocTaTku: UCONB3yeTCsl CTapoe MporpaMMHoOe oOec-
MIeYeHNe, OCTAIOTCSl HE3AKPhIThIE YSI3BUMOCTH M3-3a UITHOPUPOBAHUS ATyl U NOYTH BCEra YTO-TO
HENpaBUJIBHO HACTPOEHO B CHCTEME ayTeHTU(UKALIUK.

Ipumeuanue. OnuH U3 MOUX JTIOOMMBIX TPIOKOB — atakoBaTh [10 U ycTpoicTBa, KOTOpHIS
crieranucTh o VB ucTonb3yioT 4J1st 3aiMThl CBOMX ceTeid. YacTo Takoe obecrieueHre 1 yCTpoicTBa
poOIeMaTUYHO MPONATYMTh, U B HUX HA MHOTHE TOIbl OCTAIOTCS He3aJIaTaHHbIE YSI3BUMOCTH.

Ecmm Bapyr Bce I1O 1 ycTpoiicTBa MOTHOCTHIO 3aIIMINEHBI (2 TAKOro He ObIBAET), TO MOXKHO
aTakoBaTh Yepe3 Yel0BeYeCKUi (haKTop, KOTOPHIM BCErJa OKA3bIBAETCS] CAMBIM C1a0bIM 3JIEMEHTOM
cuctembl ypaBHeHHs. Ho 6e3 nepBoHavaIbHOTrO MPOHUKHOBEHUS /1J1s1 Xakepa Bce notepsiHo. K cua-
CTBIO /ISl HETO, €CTh MHOTO CMOCOOOB NMPOHHMKHYThH K KepTBE. BOT pasnuyHbie METOIpbl, KOTOpbhIE
XaKep MOKET 17151 3TOrO MCHOJIb30BaTh:

* ysi3BUMOCTH HyJieBoro AHs (Oday);
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* HEMporaT4YeHHoe MPorpaMMHoe 0OecTieueHuE;
* BPEIOHOCHBIE MPOTPAMMBI;

* coLMaJTbHASL MHKEHEPUS;

* IonOOp MapoJeii;

* MepexBaT WM aTaka MoCpeIHNKa;

* yTeuKa JIaHHBIX;

* HeMpaBWIbHAS KOH(UTYpaIysi 000pyI0BaHNS;
* OTKa3 B 0OCITy)KUBaHUM;

* y4acTue MHCAJepOB, MAPTHEPOB, KOHCYJIBTAHTOB, TPOM3BOAUTENEH 1 IPYTHX TPETHUX JIUIL;
* T10JIb30BATEJILCKUI (PAKTOP;

* (pU3UYECKUI1 JOCTYII;

* MOBBIIIIEHNE TIPUBUJICTU.

Va3BuMoOCTH HYJ1€BOTO JHS

VszBumoctr HysneBoro gHs (Oday?) — 3TO SKCIUIOWTHI (BHEAPEHMS), KOTOPbIE BCTPEYAIOTCS
peke, UeM Jpyrue U3BeCTHbIE yA3BUMOCTHU, OOJIBIIMHCTBO KOTOPBIX IPOU3BOJUTEH JABHO 3aKPbLIH
naryamu. JIJ1s1 ero ucnpaBiieHUs elie He BBIMYILIEH aTy, ¥ OOIECTBEHHOCTh (Kak, BIIPOYEM, U pa3-
paboT4rK) He 3HaeT 00 3ToM. JIoOble KOMIBIOTEPHBIE CHCTEMBI, HA KOTOPBIX MPHCYTCTBYET MpO-
rpaMMHOe oOecriedeHHe C YSI3BUMOCTSIME HYJIEBOTO JHsI, ITO/IBEP:KEHbI B3JIOMY, €CJTH TIOTEHIMAIbHAS
KEepTBa He yNAJIUT €ro WM He UCIONb3yeT MHCTPYMEHT AJIsl CMATYeHMs MOCIeICTBUI (Hanpumep,
OpaHaMay3p, CIMCOK KOHTPOJIS JOCTYyIa, CerMeHTalus nocpecrsoM BuptyaibHbix JIBC, cpeacrsa
3aIIUTHI OT TepenoHeHus Oydepa U T. 1.).

VA3BUMOCTHM HYJIEBOTO [HS HE TaK PaclpOCTPAHEHbl, KaK JApPYrue SKCIUIOMTHI, MOITOMY He
MOT'YT MIOCTOSIHHO 9KCILTyaTHPOBAThCS 3I0yMBIIIJIEHHUKOM. Ecii xakep uMu 3710ynorpediisier, OHU
OyayT oOHapyXKeHbl U UCIIpaBJieHbl crienmanictamu 1o Vb v 100aBneHsl B CUTHATYpbl aHTUBUPYC-
HBIX IporpaMM. B OGOJBIIMHCTBE TaKMX CUTyalMid crieranuctsl o b MoryT ucnpapisiTb HOBbIE
IKCIUJIOUTHI Yepe3 HECKOJIbKUX YacoB, MAKCUMYM JHeH nocie oOHapyxeHus. Koraa B Xon uayT yss-
BUMOCTH HYJIEBOTO JHSI, OHU JIMOO UCIIONB3YIOTCSl OYEHb IIUPOKO MPOTUB HECKOJIBKUX LIeJIel cpasy
U151 MAKCUMAJTBHO BO3MOKHOTO 3(ppeKTa, MO0 MPUMEHSIOTCS TOJIBKO B KpaiiHeM ciydae. Jlyumive B
MHpe MpodheCCHOHATIbHBIE XaKepbl OOBIYHO UMEIOT MOIOOPKH YA3BUMOCTEN HYJIEBOTO JHS, KOTOpbIE
UCIIONB3YIOT TOJIBKO TOT/Ia, KOIJla BCEe OCTaJIbHBIE MOAXObI HE ylanuchk. U axe B TaKuMX CUTYyalUsX
OHHM aTaKyIOT TaK, YTOObI COXPAHATh MAKCUMAJIbHYIO CKPBITHOCTD. YSI3BUMOCTb HYJIEBOTO JTHSI MOKET
OBITH UCTIOJIb30BAHA JUIS TTOTYYSHH S IEPBUYHOTO JOCTYIA K OCOOSHHO YCTOMYMBO# CUCTEME, a 3aTeM
BCE €€ CJIe/Ibl YAAISIOTCS U Jlajiee pean3yloTcs Oosiee TPaAUIIMOHHbIE METO/IBI B3JIOMA.

HerOIIaT‘leHHOC nporpaMmMHoO¢€ obecrneuyeHne

Bospemsi nHenpornaryenHoe 10 — omHa W3 MIaBHBIX NMPHYUH, MOYEMY KOMITBIOTEPOM WJIH
YCTPOICTBOM 3aBJaJIeBaeT 3JI0YMBbIIUICHHUK. Kaxaplidi rof myOJUKYIOTCS CBEIEHHS] O ThICS-
yax (0OBIMHO 5-6 THICAY, T. €. OKONO 15 B JeHb) HOBBIX OOHAPYXEHHBIX YSI3BUMOCTSIX
B TOMYJISIPHOM TporpaMMHOM obOecriedeHnd. (ITo3HaKOMHUTBhCS CO CIMCKOM MOXHO Ha CaiTe
ciyk0bI Oe3onacHocti Microsoft: https://www.microsoft.com/ru-ru/security/business/security-
intelligence-report.) Pa3zpaboTunku, Kak mpaBuiio, CTapaloTcs Mucarh Oosee 3alUIeHHbIA KO 1
UCIIPABJISITh COOCTBEHHBIE OIMOKHM, HO YHCIIO MTPOrpaMM ¥ MIJUTMAPIOB CTPOK KOJA PacTeT, OTOMY
o011ee KOJIMYECTBO OIMTMOOK OCTAeTCsl OTHOCUTEIbHO HEM3MEHHBIM B TeUeHHE TIOCTSAHMX ABAIATH
7eT. BOBIIMHCTBO pa3pabOTUMKOB CBOEBPEMEHHO BBITYCKaIOT Maryu a1t cBoero [10, u varie Bcero
MIPOMCXOIUT 3TO MOCTE TOro, KaK ys3BUMOCTb CTAHOBUTCS 0OIen3BecTHOM. K coxanenuio, mombs3o-

2 Yyraercs Kak «3epo-Ipi». — IIpum. nepes.
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BaTeJIM UX NPOLYKLMH, KaK U3BECTHO, HEPACTOPOITHO IIPUMEHSIOT 3TU NIATYM, HEPEIKO JaXke OTKJIIO-
Yasi IpolLielypy aBTOMaTH4eCKOro 0OHoBJeH!s1. OnpeesIeHHbI MPOIEHT NOJIb30BaTeNIel 1 BOBCE HE
naryut cucteMbl. OHU JIMOO UTHOPUPYIOT MPEAYNPEKICHUS U ONIOBEIIEHUsI 00 OOHOBJIEHUSIX, JINOO
pasapaxaioTcs P UX MOSABJIECHUH, MO0 BOOOIIE He 3HAIOT, 3a4eM MX MPUMEHSTh (HalpuMep, MHO-
Tié TOProBble CUCTEMbI HEe YBEIOMJISIOT KACCUPOB O HEOOXOOMMOCTH OOHOBJICHUS). BOMBITMHCTBO
9KCIUIONTOB KacaloTCs IPOrPaMMHOI0 0OECTIeueH s, KOTOPOe He MaTYMIIOCh (T. €. He OOHOBJISIIOCH)
B TEUEHUE MHOTUX JIeT. [laxe eci KOHKpEeTHas: KOMITAaHUS WX II0JIb30BaTENb UCTIPABIIAET KPUTHYE-
CKHe ysI3BUMOCTH TaK ke ObICTPO, KaK OHU TOSIBJISIOTCS, TEPIEIMBBIN XaKep MOKET JKAATh «IbIpY>»,
KoTopasi OyzieT oOHapy:KeHa CO BPEMEHEM, M 3alTyCTUT COOTBETCTBYIOLIYIO aTaKy, Ipesk/e YeM cIe-
nyanucTsl 1o Vb yeneloT BEIABUTH €€ 1 MHULIMUPOBATh BBIITYCK MaTya. (Xakepy OTHOCUTENBHO JIETKO
ynaercst oOparHasi pa3paboTKa TaKMX «Opeleii», 1 OH y3HAeT, Kak dKCIUTyaTHpOBaTh Ty WM MHYIO
ySI3BUMOCTb.) Kak ysI3BUMOCTbh HYJIEBOTO JHS, TaKk ¥ 0ObIyHbIe ysi3BuMocTd [10 cBomsATcs k HeOe3-
OIACHBIM METOJaM, IPUMEHSAEMBIM IPH pa3pabOTKe MPOrpaMMHOro odecreueHus. Mbl paccMOTpUM
uXx B 1ase 6.

BpenoHnocHble porpaMmal

BpenoHocHbIe mporpaMmbl ObIBAIOT pa3HbIX BUIOB. Hanbonee n3BecTHbIE U3 HUX — 9TO BUPYCHI,
TPOSIHCKME IIporpamMmMbl 1 4epBU. [Ipu 3TOM coBpeMeHHblE BPEJOHOCHBIE MPOrpaMMbl YacTo IMpej-
CTaBJISIIOT COOOH TMOPUIHYIO CMECh HECKOIBKUX THIOB. BpenoHocHoe 10 mo3BosnsieT xakepy pea-
JIM30BaTh METOJ KCIUIONTA, YTOOBI OBUIO MPOIIE aTaKOBaTh WIJIM YTOOBI OBICTpEe OXBAaTUTH OOJIb-
1Iee KOJIM4ecTBO kepTB. Korma oOHapykuBaeTcsi HOBBIN 9KCIUIONT, crierranucThl o VB 3HatoT, uto
aBTOPbI BPEIOHOCHBIX MPOrpaMM Oy/yT UCIIONB30BATh ABTOMATU3MpOBaHHOE BpeoHocHoe [10 nis
Oosee OBICTPOrO PacrpoOCTPaHEHUsA. DTOT MPOLECC U3BECTEH KaK «BOOPYKEHHE». B To Bpems Kak
9KCIUIONTOB CJIe/lyeT u30eraThb, 3a4acTyi0 MMEHHO MX SKCIUTyaTalus co31aeT HauOObIINIA PUCK IS
KOHEYHBIX I0JIb30BaTeNell U OOIIECTBEHHOCTU. be3 BpeJOHOCHBIX MTPOrpaMMm 3J10yMBIIUIEHHUK ObLT
Obl BbIHYK/EH aTaKOBaTh KaXAylo kepTBY noodepesHo. C MX MOMOILBI0 MUJIMOHBl KOMIIBIOTEPOB
MOT'YT TIOJIBEPrHYThCSl B3JIOMY B TEUEHUE HECKOJIBKMX MUHYT. Mbl HO3HAKOMHUMCS C BPEJOHOCHBIMU
[porpamMmmamHu rnoosuxe B riase 9.

COIII/IaJIbHaH HHKCHEPUA

OpnHa U3 caMbIX YCHEIIHBIX CTpaTeruii B3JIoMa — ColMalibHast MHkeHepusi. HezaBrcrmo oT Toro,
OCYIIECTBJISIETCS] OHA BPYUYHYIO MJTM aBTOMAaTHUECKH, 3TO XaKEPCKUI TPIOK, OOMaHBIBAIOIINI KOHEY-
HOTO TI0JIb30BaTelIsl, KOTOPbI HAHOCUT Bpell COOCTBEHHOMY KOMIIBIOTEPY WJIM OE30MacHOCTH. DTO
MOZKET ObITh IEKTPOHHOE MMCbMO, KOTOPOE OOMaHOM MPHUHYKIAET IEPEUTH MO BPEJOHOCHOH CChUIKE
WM OTKPBITh 3apaXeHHOE BJIOJKEHHE. XaKep MOXKET 3aCTaBUTh MOJb30BATENs PACKPHITH CBOM Tep-
COHaJIbHbIC JaHHbIC JJIs1 aBTOPU3AlUK (TaK HasbiBaeMbldl (puinuHr). ColnaabHast MHKEHEPUs YkKe
JaBHO HAXOIUTCS Ha JIAMPYIOLIHMX TIO3UIIMSIX CPE/IU aTaK, pean3yeMbIX Xakepamu. OTIbITHBIA XaKkep
B «Oenoyt nuisine», KeBuH MUTHUK, — OOWH U3 JIy4YIIMX TPUMEPOB COIMAIBHBIX WHKEHEPOB-3J10-
YMBIIIUIEHHUKOB. Pedb 0 HeM IoizieT B I1aBe 5, a colrasibHas nHkeHepus 6osee NogpoOHO paccMart-
puBaetcs B Iase 4.

Iox6op mapoei

[Taponu mnm ux gepuBayy MOTYT OBITh NOAOOPaHbl MM YKpaJeHsl. [lojiroe Bpems mpocToil
nogOop mapoJiel (MM ColMaIbHas MHKEHEPHs1) ObUT OHUM M3 CAMBIX HOIYJISIPHBIX CIOCOOOB IOy~
YEHUS1 HAYaJIbHOT'O JIOCTYIA K KOMIIBIOTEPHOM CUCTEME WJIU CETH M JI0 CHX TIOp TakoBbIM octaercs. Ho
Kpaka YYEeTHbIX JaHHBIX M TaK Ha3blBaeMble aTaky IMOBTOPHOIO BocnpousBeaeHus (pass-the-hash),
0 CYILECTBY, 3aTMWJIM aTaku CO B3JIOMOM Iaposieil B TeueHue MOCIAEAHUX HECKOJbKUX JieT. lpu
aTakax ¢ Kpaxed y4eTHBIX JaHHBIX 37I0yMBIIUIEHHUK OOBIYHO MOTy4YaeT afMUHUCTPATUBHBINA JOCTYII
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K KOMIIBIOTEPY WUJIM YCTPOMCTBY U MEPEXBAThIBAET OfIHY WJIM HECKOJIBKO 3alUCEeH YYETHBIX JaHHBIX,
XPpaHSIIMXCS B cUCTeMe (B MaMsTU UM HA JKECTKOM JIUCKe). YKPaJeHHbIEe JaHHbIE 3aTEM UCIIOJb3Y-
I0TCA JJIS JOCTyNa K IpyruM cucteMmaM. [loutu kaxasi KpyrHasi KOPIopaTuBHAsI aTaka BKJIIOYasa
Kpa)Xn YYCTHBIX JdHHLIX B Ka4€CTBE O6HIGFO KOMIIOHEHTA 9KCHJIOI7IT&, TakK 4TO Tpa)II/ILII/IOHHHﬁ noa-
O0p mapoJeli yxe He Tak MoIy/IsipeH. B3oMsl maposieit onucaHsl B riase 21.

HepeXBaT WIH aTaKa IMmocpeanuKa

[lepexsar u ataka nocpennuka (MITM-araka) cTaBsaT MO yrpo3y JIETMTUMHOE CETeBOE MOJI-
KJIIOUEHUE, TO3BOJISIS MOYYUTh JOCTYH K HEMY WJIM 3JIO0HAMEPEHHO Y4acTBOBATh B KOMMYHUKAIHUSIX.
BOJBIIMHCTBO TAKKX aTak YCIIEIIHBI U3-32 HEJJOCTATKOB B CETEBBIX WJIM IIPUKJIAIHBIX IPOTOKOJAX, HO
TaKke MOTYT ObITb Pe3yJIbTATUBHBI BCIIEACTBHE YesloBedecKoro (aktopa. B Haum 1HU camble 60Ib-
IIAe aTaKW MPOUCXOIAT B OecrpoBOIHBIX ceTssx. CeTeBble aTaku Oy/lIyT paccCMOTpEeHbI B IiaBe 33, a
OecnpoBO/IHbIE — B TaBe 23.

YTeuka maHHBIX

VTeuka nepcoHAIbHON MH(OPMALIMU MOXKET OBITh Pe3yJIbTaTOM OIHOW W3 ¢hopM B3JloMa, a
TaK)Ke HelpeJHaMEePEHHOTO WM IpeJIHAMEPEHHOro NEeWCTBUSI CaMOro BJJENblia JaHHBIX. Boib-
IIIMHCTBO yTEeYeK MPOMCXOAST U3-3a HelpeTHaMEepeHHOW (M He3allIWIIEeHHOW) UX MyOIuKaIuy WiIn
MOTOMY, UYTO HEKUI XaKep BBISICHWI CIIOCOO JOCTYMA K OMpe/ieieHHBIM ITePCOHATBHBIM TaHHBIM. Ho
WHCAl/IepCKHe aTak, KOTjia COTPYIHUK WJIM KOHTPareHT HaMepeHHO KpajeT WM UCIIONb3YeT mep-
COHAJIbHYIO MH(pOpMAIIHIO, — HE MeHee pacrpocTpaHeHHast popma B3noma. HekoTopbie riiaBbl 3TOM
KHUTU IMOCBALICHBI MTPEJOTBPALICHUIO YTECUYECK JaHHBIX.

HenpaBuiabHas koH(uUrypamusi 000py/10BaHust

HenpaBuibHast HacTpoiiKa KOMIBIOTEPOB TaKXke YacTO peajn3yeT OYeHb CIadble BapHAHTHI
3aIUTHl, THOTJA HEeTIpeIHAMEPEHHO. 51 He CMOTY COCUMTATh, CKOJIBKO pa3 3aXOAWII Ha OOIIEeI0CTYTI-
HbII BeO-CaliT U BUJIEN, UTO €ro caMble BakKHbIE (haiiiIbl HEOHSTHBIM 00pa30M JIOCTYITHBI BCEM TOJTb-
30BaresIsIM UM Jlaxe BceMy Mupy. Koraa Bbl cooOmaete MUpY, UTO J1I000M JKeNA0IIUI MOXET MOTy-
YUTH JIOCTYI K JIIOOOMY (paiility, KOTOPBIA UM HPABUTCSI, BAIll CAUT WM (hailsibl, XpaHSIIMECcs Ha HeM,
HeJoJro OyayT OCTaBaThCsl NPUBATHBIMU. be3onacHele onepalyoHHble CUCTEMbl M KOH(UTYpaluu
ornucansl B I1ase 30.

OTka3 B 00CIy:KUBAHUN

Jlaxxe ecnu Biajesel] He COBEPIIUI HU OJHOM OIIMOKY WJIM CTPOTO CTaBWJI BCE MATYM Ha Mpo-
rpaMMHOe oOecrieyeHre, ¢ oMol VIHTepHeTa Bce paBHO MOKHO B3JIOMATh TMOYTH JIOOOW CalT
WK KomIbloTep. [laxe eciu Bbl COBEPUIEHHBI, KOMIIBIOTEPBI, KOTOPBIE BbI UCIOJIB3YETE, MOJIaraloTcs
Ha OJIHY MJIM HECKOJIbKO HETIOIKOHTPOJIBHBIX BaM CITy0, KOTOPbIE IOTEHIIUAIBHO YSI3BUMbL. CeromHs
MaciTaOHbIe aTaKu OTKa3a B 00CTyKMBAHUM MOTYT TMOJIOKUTh WM 3HAYUTEIIHLHO MOBJIUSATH HA paboTy
TMIOYTH JTI0OOTO caiiTa WM KOMIThIOTEpA, MoK TIoueHHOro K IHTepHeTy. B mporiecce Takux atak 4acto
NepeIaloTCs MUUTAAP/ABI BPEIOHOCHBIX ITAKETOB B CEKYH/LY, M3-3a KOTOPBIX N1a1a€T (CTAHOBUTCS HEJI0-
CTYIIEH) LIeJIEBOM CalT (WJIM €ro BbllecTosALMe/HuxkecTosimue cocean). CynecTByIoT IECATKU KOM-
MEpPYECKHUX, B TOM YHUCJIe HE3AaKOHHBIX CITYKO, KOTOpPbIe MOKHO MCIIOIB30BATh KaK JIsl CO3AAHMS, TaK
Y JIJIS1 3aIIUTHl OT MOIIHBIX aTak OTKa3a B 00CIy)kuBaHUU. PaccMoTpuM X B riaBe 28.
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VYuacTue uHcaiiepoB, IapTHEPOB, KOHCYJbTAHTOB,
NPOU3BOANTEJIel U APYTrUX TPeTbUX JIMI]

I[a>1<e €CJIM Ballla C€Tb U €€ KOMITbIOTEPhI COBEPIIICHHBI (‘{TO €IBa JI1 BO3MO)KHO), BBl MOXETEC
OBITD CKOMITPOMETHUPOBAHBI ,Ile(beKTOM B CUCTEME TMOAKJIIOYCHHOI'O MapTHEPA U PIHCElfI,I[CpOM. Ota
KaTeropura AOBOJIbHO INWPOKA U MEPECEKACTCA € PAAOM APYIUX XaKEPCKUX METOAOB.

IToab3oBareabckuil pakTop

DTa KaTeropus IPOHMKHOBEHUS TAKIKe MepeceKkaeTcs ¢ ApyruMu merogamu. Harpumep, rnosns-
30BaTe/Ib MOXKET CITy4ailHO OTIIPABUTh NIEPCOHAJIbHBIE JAHHBIE HEABTOPH30BAHHOMY I10JIb30BAaTEIIO,
yKa3aB B ajjpece JIeKTPOHHOM MOYTHI OIMH HEBEPHO BBEJEHHBIN cuMBOIIL. [Tosib30Batesb MOXeT city-
YailHO MPOIYCTUTh KPUTHUYECKUH 1aTy 11 cepepHOro 10 wim ycTaHOBUTh HEBEPHOE pa3pellieHue.
Yacras ommOKa Noab30BaTessl — OTBeYask Ha JEKTPOHHOE MUCHMO ONpeeIeHHOMY YeIOBEKY WIIN
rpyMIie JIoAe, CIy4aitHO pa30ciiaTh MMChMO BCEM MJIH JIaKe, 10 OIIMOKe, OTpearnpoBaTh B HETaTHUB-
HOM KJnoue. $1 OTAeIBHO BBIAGIWII MOJI30BATEIbCKUE OIIMOKHU TOJBKO MOTOMY, YTO 4eI0BEUYECKUI
(bakTOp MHOTIA CpadaThIBAET, M XaKePbl TOTOBBI STUM BOCIIOIb30BAThCS.

Pusnyeckn 10CTyNn

OO1enpuHATOe MHEHUE [JIACUT, YTO, €CJM 3JIOYMBIIIJIEHHUK MMeeT (PU3MUECKUd JOCTYI K
YCTPOWCTBY, OH MOKET ITPOCTO YKPAcTh €ro (CeKyH/a — M Balll MOOWIIBHBIH Tesie(OH O1aronoayaHo
yBe€/IeH) U YHUUTOXUTh WM B UTOre OOOMTH BCE CPEACTBA 3ALLMUTHI Il IOCTyNA K MEPCOHAIbHBIM
JaHHBIM. DTOT METOJ, OCTAETCS JOBOJIBHO YCTIEIIHBIM JI0 CUX TOP, Jjake MPOTUB CPEICTB, SBHO Mpe[-
Ha3HAUEHHBIX IS 3alUThl OT (pU3MUecKuX artak. Hampumep, MHorue mporpammsl MM(POBaHUS
JMCKA MOTYT OBITh B3JIOMaHbI C TIOMOIIIBIO 3JIEKTPOHHOTO MUK POCKOIIA /1J151 BBISIBJIEHH S 3AILUILIEHHOTO
CEKPETHOTI'0 KJIloua IMyTeM UICHTU(PHUKALUK OTAEIbHBIX IEKTPOHOB, COCTABJISIONIMX KJTod. Wi one-
paTUBHAsI TaMSATh MOKET OBITh 3aMOpOKeHA OAIIOHYMKOM CO CKAThIM BO3IYyXOM, YTOOBI IIPOYUTATh
CEKPETHBIN KJII0Y IU(pPOBaHNS B OTKPHITOM BHE M3-32 OIMOKM B TOM, KaK OHA XPAaHUT JaHHBIE.

IloBblleHNe NMPUBHJIETUil

Kaxaplil xakep UCIOb3yeT OMH U3 METOJIOB IPOHMKHOBEHUSI, ONMCAHHBIX B MPEIbIAYIIUX
paznenax, YToObl MOMYUYHTh JOCTYII K 11eIeBO cucteme. EIMHCTBEHHBIH BOIIPOC — 9TO TUM JOCTYIIA,
KOTOpBIY OH NosTy4aeT. Ecim xakep ucnosb3yeT nporpaMmMHoe 00ecrieyeHne WM CITyKObI, 3aITyIeH-
Hble B COOCTBEHHOM KOHTEKCTe Oe30IacHOCTH IMOJIb30Batesisl, OH N3HAYAJIbHO MMEET TOJBKO Te Ke
IIpaBa J0CTYIa U pa3pelieHus], 4YTO U aBTOPU30BAHHBIN M0JIb30BaTE b. VI OH MOXET OTKPBITh CBSI-
Toi ['paanb ¥ MOMyYUTh MOJHBIA JOCTYN K aJIMUHUCTPATUBHON cucteMe. Eciay 3710yMblIITIEHHUK
TIOJTyYaeT TOJIbKO OOBIYHbBIE, HEMTPUBIIIETPOBAHHBIE pa3peIIeHHsI JOCTYTIA, TO OH OOBIYHO BHITTOTHSIET
BTOPYIO aTaKy JJIsl SCKaJIAlMU NPUBIIETHIA, YTOOBI MOMBITATHCS TOMYYUTh O0JIee BBICOKUH JOCTYII.
ATaku 3CKajalyy MPUBUIIETUI OXBATBIBAIOT BECh CIIEKTP, MO CYIIECTBY, IyOIUpys Te K€ MOAXOMbI,
YTO W Ui IPOHMKHOBEHMSI, HO OHM HAYMHAIOTCS ¢ OoJiee BBICOKOW HAYaJIbHOW TOYKH, yXKe UMEIo-
I1Iell HEKOTOPBIN JOCTYII. ATaKU C MOBBIIIEHUEM MPUBUIIETUI OOBIYHO TIPOIIE BHITIOIHUTH, YeM Tep-
BOHAYAJIbHBIE KCIUIONTHL. Y MOCKOJBbKY HauaJIbHBIE SKCIUIONTHI IOUTH BCET/1a TApaHTUPOBAHHO Oy Iy T
YCHEIIHbIMY, SCKaJIalvsl IPUBUIETMI HAMHOTO TIPOILE.

Vnpouenue gocryna B Oyaymem

3areMm, XOTS 9TO HeOOSI3aTe bHO, MOCIIE TOyYeHH I IEPBOHAYAILHOTO JIOCTYTIA, 3JI0YMbIIILICH-
HUK padoTaeT HaJ peaau3alyeil TOMOTHUTEIBHOrO METO/a, YTOOB YO@IAHUTHCS, YTO CMOXET JIeTKO
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MOJTY4UThb IOCTYI K TOMY ke pecypcy uin 10 B crenytommii pa3. MHoOrue xakepbl pa3MeIiaoT «Ipo-
CITYIIMBAIOIIIT» O3KI0P, C MOMOIIBI0 KOTOPOT'O MOKHO MOJKTIOUUTHCS BHOBb. B Ipyrux ciyvasx ato
O3HaYaeT B3JIOM NapoJied WM CO3/1aHME HOBBIX YUYETHBIX 3allMCeld. 37I0YMBIIUIEHHUK BCErJa MOXET
UCTIONB30BATh T K€ IKCIITIOUTHI, KOTOPBIE YCIIEIITHO OTPAO0TaNIM B MPOIILIBIA pa3, YT0Obl CHOBA B3JIO-
MaTh CUCTEMY, HO OOBIYHO TIPUMEHSIET JPYroil METOM, KOTOPhIN OyzeT padoTaTh, Aake eClu KepTBa
UCTIPaBJISIET YSI3BUMOCTb.

Pa3Beaka cucreMbl

anIC BCEro, Kak TOJIbKO xaKep HpOHI/IK B CI/ICTeMy, OH HAYMHACT BBIIIOJIHATH KOMAaHIbI WUJIU
MPOrpaMMBbl, YTOOBI y3HATh OOJIBINE O 1IeJIM, K KOTOPOU TMOTyYeH JOCTYI, U O TOM, UTO C Hel CBs-
3aHO. OOBIYHO 3TO O3HAYAET MMOUCK B OINEPATUBHOW MaMsTH, (hafiIOB HA JKECTKOM JIUCKE, CETEBBIX
TMO/IKJTIOUEHHIA, OOIIMX PeCypCcoB, CIIYKO U mporpaMm. Dta HH(GOpMAIIUsI UCTIONb3YeTCs IS Ty IIero
MOHUMaHUSI LIEJIH, a TaKKe JJIs IJITAHUPOBAHUS CJIEYIOIIEN aTaku.

Ilepemernenue

710 penxas pasHOBUIHOCTh aTaKu WM BPEJOHOCHOTO BO3JEHCTBUS, MPUMEHSEMOTO s
B3JI0Ma onpejiesieHHoH e, [TouTn Bee Xakepbl M BpeIOHOCHBIE MTPOrpaMMBbl XOTST MOJUYMHUTH ceOe
KaK MOHO Oosbliie. Kak TOJIbKO OHM MOMTyYaloT ZOCTYI K IEpPBOHAYAIBHOM LIeJIH, pacpOCTpaHEeHHe
UX BIMSIHUS B TIpefiesiax OJHOM CeTH MM 00beKTa yrpolnaercsi. MeTosisl IPOHUKHOBEHHU ST XaKepOB,
HIepEeYrCIIEHHBIE B 9TOU IVIaBe, CYMMUPYIOT Pa3jIMuHbIe CIOCOObI, KOTOPHIMU OHHM MOTYT 3TO C/IeJIaTh,
HO, CpaBHMBasI MX C MIEPBOHAYAIbHBIMU YCHIIMSIMH, MOCIEAyolee epemerieHue ooneryaercs. Ecim
aTaKyIOIIUH IBUKETCS K JPYTUM MOJ0OHBIM LIeJIsSIM, 9TO Ha3bIBaeTcsi OOKOBBIM repemernienrueM. Ecim
3JI0YMBIIIJIEHHUK NEPEXOUT C YCTPOUCTB ¢ OJHOM NPUBIJIETHel Ha OoJiee BBICOKYIO Miu OoJiee HU3-
KYIO, 9TO Ha3bIBAaeTCs] BEPTUKAJIBHBIM NEPEMEILICHIEM.

BonbIIMHCTBO aTaKyIONMX MEPEXOAAT OT HU3KUX YPOBHEH K BHICOKMM, UCIIONIB3YS METOJIBI BEp-
THKQJIBHOTO NepeMeIieHHs (OIATh e, peastu3ysi METObl XaKePCKOTO MPOHUKHOBEHH S, C KOTOPBIMHU
MBI TIO3HAKOMUJIUCH). [locie MpOHUKHOBEHUSI OHU MIIYT MApOM OT YYETHOH 3aIllich JIOKAJBHOTO
aJMHUHKCTpAToOpa. 3aTeM, €CJIM 9TU YUeTHBIE JaHHbIe COBMECTHO MCHOJIb3YIOTCS] HECKOJIBKUMU KOM-
HBIOTEPaMH (UTO YacTo OBIBAET), OHM MEPEMEIAl0TCs] TOPU3OHTAIBHO U NOBTOPSIOT MPOILIECC, MOKa
HE CMOT'YT TMOJIYYUTh AOCTYI K CaMbIM MPUBUJIETUPOBAHHBIM YUETHBIM 3amucsiM. MHoraa 3T1o jaena-
eTcsi BO BpeMs IIepBOro B3JI0Ma, TaK KaK aBTOPU30BaHHbIN M0JIb30BATE)b WM CUCTEMA YKE UMEeT
OYeHb BBICOKHE MPUBUIIETUH. 3aTeM OHM NIePEeMEIAIOTCsl Ha CepBep ayTeHTH(HUKALUK U CUUTHIBAIOT
yueTHbIe JaHHbIE KaXJOT0 MMOJIb30BaTes. DTO CTAaHJAPTHBIN aJITOPUTM 111 OOJIBIIMHCTBA COBPEMEH-
HBIX XaKepCKMX aTakK, ¥ Mepexojl OT NePBOHAYAIBHOTO B3JIOMa K ITOJTHOMY OBJIAJJCHHIO CETHIO MOXET
3aHATh MEHee vaca.

Kak xakepy cpenHeil pyku, MHEe OOBIYHO TpeOyeTcsi OKOJIO yaca, YTOObI IPOHUKHYTh, U eIle
Yac, 4ToObl 3aXBaTUTh LIEHTPAIM30BAHHYIO0 0a3y JaHHBIX ayTeHTH(]UKauu. Tak 4To Ha 3aXBar CETH
KOMIIAHUU B CPEHEM YXOAUT OKOJIO JIBYX 4acoB. CaMoe Joroe MpOHUKHOBEHUE 3aHSUI0 Y MEHS TpU
Jaca.

BoinoJsinenune 3AlVIAHUPOBAHHOI'O IleﬁCTBI/IH

[Nocne hopMupoBaHus ja3eek M YCTAHOBKM MPaB COOCTBEHHOCTH Ha (Dailyibl XaKepbl BHIIOJ-
HAIOT TO, YTO HAMEPEBAIMCH CIEJIATh (€C/IU TOJIBKO AEHCTBHE B3JIOMA HE BHISIBUJIO HOBBIE 3aaun). Y
KaJI0ro Xakepa ecTb 1eib. OpuIManbHbli IEHTECTEP 3aKJII0YAaeT JOrOBOP Ha BBIIIOJTHEHHUE OIHOW
WIA HECKOJIbKUX MpoLeAyp. 3JI0YMBIIUIEHHUK MOXET paclpocTpaHAaTh BpepoHocHoe 10, yurtarh
WIA KpacTb KOH(UAEHIMAIbHYI0 UH(POPMALIMIO, BHOCUTh BPEIOHOCHBIE U3MEHEHUS U NIPUYUHSTD
uHoii Bpea. Lesb xakepa, keJtaoiero CKoOMIpoOMETUPOBAaTh OJHY WM HECKOJIBKO CUCTEM, — YTO-TO C
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Hell crenath. JJaBHBIM-/IaBHO (B WJIM TPU AECATUJICTHS Ha3ad) LEJbI0 XakepoB ObUIO MPOCTO MpPO-
JEeMOHCTPUPOBATh, UTO OHU B3JloMaiu cuctemy. CeronHsi 99 % B3JI0MOB KPUMHHAJILHO MOTUBUPO-
BaHbI, M XaKep coOMpaeTcs CliesiaTh YTO-TO BPEAOHOCHOE [IS LIENH (IaXe eClv eJMHCTBEHHBIN yIIepo,
KOTOPBII OH HAHOCHUT, 3TO CKPBITHOE IPOHUKHOBEHUE /151 IOTEHIMAIbHBIX JercTBuil). Hecankimo-
HUPOBAHHBIN IOCTYI 6e3 MPSAMOro yiepOa — 3TO Bce paBHO yImepo.

3amMmeTaHue cJjeaoB

Hexkotopble xakepbl MHITAIOTCA 3aMeCTH cjiebl. PaHbllle 3TO Jienany Moyt Bce, HO B HAIIU
JHA KOMIIBIOTEPHBIE CHCTeMbI HACTOJIBKO CJIOXKHBI U TIPUCYTCTBYIOT B TAKOM KOJIMUYECTBE, UTO OOJTb-
IIIMHCTBO BJIAJICJIBIICB JIAHHBIX HE TTPOBEPSIOT Xakepckue ciieibl. OHYM He TIPOBEPSIOT JIOTH, HE UIIYT
HUKAKWX npu3HakoB HE3aKOHHOTO MPOHUKHOBEHU S, €CJTN Te He OpocaioTcs B ra3a. Kaxiplii rox
OTYeT KOMIaHuU Verizon o paccieJOBaHUSIX CIydYaeB HeCAaHKIIMOHMPOBAHHOTO JOCTYIA K JaHHBIM
(https://www.verizon.com/business/resources/reports/dbir/) coobiaer, yTo OOJBIIMHCTBO aTa-
KYIOIIIUX OCTAIOTCSl He3aMEUeHHBIMU B TEUCHHE HECKOJIbKUX MeCsIIeB WU Aaxe Jiet, a 6onee 80 %
arak ObLTM OBl 3aMeYeHBI, eclii Obl crieranicTsl o VI morpyaumuck Hajx aHaim3om. M3-3a takou
CTATUCTUKY OOJIBIIIMHCTBO XaKEePOB yke He YTPYKAAIOT ceOs1 3aMeTaHheM CJIeIOB.

Xakepsl CErofiHsI e1lle MEHbIIe CTPEMSATCS K TOMY, TIOTOMY UTO MCIOJIB3YIOT METO/IbI, KOTOPbIS
HEBO3MOXHO OOHAPYKUTh TPAJAUITMOHHBIME criocoOamu. Vmu eiicTBrS Xakepa HACTOJIBKO Pacipo-
CTpaHEHbI B CpeJie KePTBbI, UTO MPAKTUIYECKN HEJIb3s1 OTJIMUUTD JISTUTUMHYIO JISITeJIbHOCTh OT He3a-
KOHHOU. Harprimep, mociie B3jioMa Xxakep OOBIYHO BBITIOJHSIET JISCTBUS B KOHTEKCTE O€30MacHOCTU
3aKOHHOTO TIOJTb30BaTeJIs, YacTo MOJydasi IOCTYI K TeM ke cepBepam | Ciryxk0am, 4To W Mocye-
HUl. V1 OHU UCTIONB3YIOT Te K€ MHCTPYMEHTHI (HallpuMep, MporpaMMHOe oOecrieueHre YIaIeHHOTO
JOCTYTIA U CIIEHApUH), YTO U aJIMUHUCTPATOPbl. KTO MOXeT ompeienTh, 4To 3JI0HAMEPEHHO, a YTO
Het? O6macTr OOHApYKeHUS] BTOP)KEHU pacCMaTpUBAlOTCs B I1aBe 14.

B3JioM CKy4HO ycrnenieH

Ecnu BBl XOTUTE 3HaTh, KaK XakKepbl B3JIAMBIBAIOT, TO OOpaTWIMCh MO aapecy. EnuHcTBeH-
HOE, YTO OCTaJIOCh CHIeJIaTh, 3TO JOOABUTh MHCTPYMEHTHI, TIOOOMBITCTBO M HacToiuuBOCTh. [Iporecc
B3JIOMa HACTOJIBKO YCIIEIIEH, YTO MHOTUE MEHTECTEePhI MOCIe IEPBOHAYaILBHOIO BOCTOPra oT Ipodec-
CHOHAQJIBHOIO XaKMHI'A Yepe3 HECKOJIBKO JIET BMAJAIOT B YHbIHUE U MEHSIOT cepy IesTelIbHOCTH.
[Morumaere, HaCKOJIBKO Xopomio oTpadoTaH mnponecc? Bor nouemy cnenmanucram no B HyxHO
OOpOThCS C XaKepaMH.
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ABTOMATH3UPOBAHHAA BPeJJOHOCHAS
NporpaMMa Kak MHCTPYMEHT B3Ji0Ma

BpenonocHasi mporpaMmMa MOKET BBITOJHSTH OIMH UJIM HECKOJIBKO I1arOB B aBTOMATHUECKOM
pekMMe WM TiepefaTh Xakepy yIrpaBjieHHe, Kak TOJbKO IIeb JOCTUTHYTa. BONMBIIMHCTBO Xakep-
CKHX T'PYIII COYETAIOT COLMAIbHYI0 MHKEHEPUI0, aBTOMAaTU3upoBaHHOe BpenoHocHoe [10 u nevictBus
CaMUX XaKepoB ISl JAOCTYKEHMS 1ienieil. B OombImX rpymnmax oTaesbHbIM XakepaM MOTYT Ha3Ha-
YaThCsl POJIM U JIOJDKHOCTH. BpenoHOoCHas mporpaMMa MOKET BHIIOJIHUTH OIUH IIAr MPOHUKHOBE-
HUS U JIOCTUTHYTH yCTieXa, He THITasiCh OCYIIECTBUTH J0OO0M U3 Opyrux maroB. Hampumep, camas
ObICTpasi BpeloHOCHasI rporpamma B uctopun, SQL Slammer, umena pasmep Bcero 376 6aiit. OHa
BBITIOJTHSIA 337149y 10 niepenonHenuto 6ypepa Ha UDP-nopre SQL 1434 HezaBUCMMO OT TOTO, OBLT
1 Ha 1iesieBoM ycTporictBe 3amyieH SQL. ITockonbKy Ha OONBITMHCTBE KOMITBIOTEPOB OH HE BBITION-
HsIETCs1, MOXKHO TOJlyMaTh, UTO aTaka OyzneT BecbMma HeaddektuBHa. Ho Het, 3a 10 MUHYT 3TOT YepBb
n3MeHu1 mup. Hu oiHa BpeoHOCHasi mporpaMma HUKOTAA Jaxe He MPUOIKaIach K 3apakeHuIo
TAKOT'0 KOJIMYECTBA YCTPOUCTB 3a CTOJIb KOPOTKOE BPEMSI.

IIpumeuyanue. Eciy s npormycTit Kakoi-To HIar B XakepCKOM METOA0JIOTMHU WU CIIOco0 Mpo-

HUKHOBEHUs, ripotty nporiieHus. C Ipyroil CTOpoHBI, s e Mpeaynpexai, yTo s HA4eM He MpruMe-
yaTesIbHBINA XaKep.
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9THKA B3JIOMA

S1 xoTen Obl AymMaTh, 9YTO MOM YUTATE]I — STUYHBIE XaKePhbl, KOTOPBIC TIPOBOASAT B3JIOM CBOUX
1ieJiel 3aKOHHBIM 00pa3oM. B3yioMm caiita, Ha KOTOPBIH y Bac HET MPeIopee/ICHHBIX U BRIPAKEHHBIX
MOJIHOMOYMI, HEITUYEH M YaCTO He3aKOHEH. Takke He3TUYHO (1 Jake He3aKOHHO) B3JIOMaTh CaiT 1
COOOIIUTH BJIA/IENIbIIAM O HalIGHHOHN YSI3BUMOCTH OecriaTHO. HeaTHIHO 1 4yacTo HE3aKOHHO HAWTU
YS3BUMOCTb, a 3aTeM MOIPOCUTD BJIAJIETIbLIEB CaliTa HAHATH Bac B KayecTBe neHTecrepa. [locienHee
MTPOUCXOIUT CILIONIb U psAAoM. Eciii BbI cOOOIIUTE KOMY-TO, YTO HAIIUIM CIIOCOO B3JIOMATh €TI0 CANThI
WIA CepBEpHl, U TOMpocuTe padoTy, ITO OyIET paccMaTpUBaThCsl Kak BbIMOraTebcTBO. Mory Bac
YBEPUTh, UTO ITOUTH BCE BJIAICIIBIIBI CANTOB, MOTyYaIOIe TAKOW HETTPOITIEHBIN COBET, HE 3ayMalOTCsI
O BaIllel TI0JIb3€e M He 3aXOTAT Bac HaHUMaTh. OHU YBUJIAT B BaC Bpara M repeiayT JIejio aJBOKaTaM.

OcrasnpHast YacTh KHATH TIOCBSIIIEHA OMTUCAHUIO0 KOHKPETHBIX TUTIOB B3JI0Ma, METO/IOB TTPOHHMK-
HOBEHUs M CMIOCOOOB MPOTUBOCTOSIHUS UM CO CTOPOHBI crieraincToB 1o VB, Ecim BeI xoTHTe 3apa-
OaThIBATh HA )KU3Hb XaKEPCTBOM HJIM OOPOTHCS C XaKepaMHu, CJIeAyeT MOHSATh KX MeToosoruio. Jloau,
YIIOMSTHYTHIE 3/1eCh, — TUTAHTBI B CBOEW O0JIACTH, ¥ BBl MOKETE MHOTOMY Y HUX HayduThcs. [lymaio,
Jyuiiie Bcero Havath ¢ bpioca [lIHaiiepa, peus 0 KOTOpoM MOIET B cieayoiel riase. MHorue cum-
TalOT €ro OTLIOM COBPEMEHHON KOMITBIOTEPHOI KpUIITOrpacuu.
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3. IIpoduas: bproc IInaiiep

Bproc IIHaiiep oOnagaet cTosib OOIBIIMM OIBITOM U 3HAHUSIMHU, UTO ITPU €ro yIIOMUHAHUKA MHO-
'Y€ JIIO/I UCHIOJIB3YIOT CJIOBOCOYETAaHHUE «CBETUIIO MHAYCTPUN» UM Ha3bIBAIOT €r0 «OTLIOM COBPEMEH-
HOU KOMIIbIOTEpHOM Kpunrorpadun». OnHako unrepec IlIHaiiepa He orpaHnumMBaeTcs mWMppamu,
OH yXe JaBHO 3ajaercsi Oosee IJ00aIbHBIMU BOIIPOCAMK O TOM, Mo4eMy B cdepe MH(POPMAIMOH-
HOI1 0€30MTaCHOCTH 32 BCE T AECSATUIIETHS TPOM3OIILIO TaK Mo yaydiieHuii. [JockonbKy oH nmeer
aBTOPUTETHOE MHEHME IO HIMPOKOMY KpPYyry BOIPOCOB, cBsi3aHHbIX ¢ b, ero yacto npuriamaior B
Ka4ecTBe IKCIIEPTa Ha HAIIMOHAJIbHBIE TeJIEBU3UOHHBIE 11I0Y. HeckobKo pas oH Jaze BhICTYHA epejt
Konrpeccom Coenmnennsix IlItaros. [lIHaiiep nuieT KHUTH 1 BeZIET OJIOTH, U s BCera CYUTal O3Ha-
KOMJIEHHE C €r0 padoTaMM MOJy4eHHeM Heo(UIIMaIbHOM CTeNeH! MarucTpa B 001acT UHpopMaLu-
OHHOW Oe3omacHocTH. $1 1 HamoIoBUHY He ObLT OBl TeM crienmaauctoM no UB, kotopeiM crain, 6e3
3HAHUM, KOTOpBIE MTOYEPIHYJI Y Hero. OH MO HEO(PULIMAJIBHBIN HACTABHUK.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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