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BBenenne

B coBpemeHHy10 LM(POBYIO SMOXY KOMIbIOTEPHAs1 O€30MaCHOCTh UMEET NEPBOCTENIEHHOE 3Ha-
yeHre. C pocTOM 3aBHCHMOCTH OT TEXHOJIOTMH yrpo3a Kubeparak craja Oosee pacipoCcTpaHeHHOH,
4yeM Koraa-Jinoo mpexae. [locnencrsus HapyieHus: 6e30MacHOCTH MOTYT BapbHpOBaThCs OT (PMHAH-
COBBIX TOTEPh 10 HEMOMPABUMOTO yiepOa Uil pernyTaluy KOMIIaHuH. [J1s1 Toro 4Tto0bl OCTaBaThCs
B BBIUTpbILIIE, HEOOXOIMMO UMETh MOJHOE MPECTABIEHHE O KOMIIBIOTEPHOI O€30IIaCHOCTH U Pa3iny-
HBIX METOJax 3alUThl OT HECAHKIIMOHMPOBAHHOIO JIOCTYIA U aTaK.

OTa KHUTa — UAEATbHOE PYKOBOJCTBO JJIs1 BCEX, KTO XOUET MOHATh U 3allUTUTh CBOU LU PO-
Bole akTuBbl. Harmmcannas [erpom IOpeeBrnuem JleBamoBbiM, OBIBIIMM XaKEpPOM M CIIEIMATIICTOM
1o KrOepOe30acHOCTH, OHa (POPMHPYET YHUKAIBHBIN B3I HA MUp KuOepOe3omnacHocTH. Mmest
7IBa BBICIIMX 00pa30BaHMs — B 00JIACTH KOMIIBIOTEPHOH O€30MacCHOCTH ¥ 9KOHOMHKH, aBTOP TpeJia-
raet pocToe, HO BCECTOPOHHEE PACCMOTPEHUE CJIOKHBIX KOHUENUMiA. [leTp sBisercs Takxke ycren-
HBIM KPUOTOTPENIEPOM U MIHBECTOPOM M YK€ MHOTO JIeT 3aHUMAETCsl aITOPUTMUYECKON TOProBIIeit
C UCTIOJIb30BaHMEM HEMPOHHBIX CEeTel M KJIACCMUECKHMX aJITOPUTMOB LIEHOBOIO JICHCTBUSL.

B kHure, cocTosiei 13 BOCbMHU IJIaB, PACCMaTpPUBAETCs BCe, HAYMHAS C OCHOB KOMITBIOTEPHOI
©€30IMacHOCTH 1 3aKaH4YMBasl HOBBIMU TexHoNorusamMu. OHa 1aeT riryboKkoe MOHUMaHUe BCeX acIieK-
TOB KOMITBIOTEpHO O€30IaCHOCTH, OT CETEBOM OE30MaCHOCTHU M 3aIUThl KOHEYHBIX TOYEK 10 KPHII-
Torpaduu 1 mudpoBaHus JaHHBIX. Kpome Toro, 31eck paccMaTprBaloTCs TPOLIELYpbl pearupOBaHuU s
Ha MHIUJEHTHI U aBApUITHOTO BOCCTAHOBJICHHS, 4 TAKKe I0PUINUECKHE U HOPMATHBHBIE TPEOOBAHUS
K KOMITBIOTEpHO Oe3omacHocTH. Eciy BBl pyKOBOIUTEND MPEApUsATHS, TPOGECCHOHAT B 001aCTH
KOMIBIOTEPHOH 0€30MacHOCTH MIIM MPOCTO YeJIOBEK, KOTOPOMY MHTEPECHO Y3HaTh 0 Kubepoesormnac-
HOCTH, 9Ta KHUTa — UJeasbHbIA pecypc Ui Bac.
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00 aBTOpE

Iletp FOpbveBuu JleBamos, ponusinuiics 13 aBrycra 1980 roga B Cankr-Ilerepoypre (Poc-
cusi), — ObIBIIMI XaKep, a HbIHE CHEeUAJIMCT 10 KOMITbIOTEpHOI Oe3omacHocTi. OH 3aHUMAaeT YHH-
KaJIbHYIO MO3UIIMIO, TIO3BOJISIIONIYI0 €My OLIEHUBATh MUP KMOepOe30MacHOCTH ¢ ABYX CTOpoH. Mmes
JBa BBICIIAX 00pa30BaHMsI — B 00JIACTH KOMITBIOTEPHOU O€30MacHOCTH M SKOHOMHUKH, OH YMEET Ipo-
CTO TIMCATh O CJIOKHBIX BEIlax.

JleBaioB mpoiies HHTEPECHbIN MyTh OT U3BECTHOIO XaKepa /10 CHEUAIIMCTA IO KOMITBIOTEPHOM
6e3onacHoctu. Ilog HuKom Peter Severa oH Hamucasn Tpu KPYMHBIX OOTHETa IJis PACCBUIKM Cllama
Y YIPaBJIsI MU, ObLT MOJEPATOPOM Ha HECKOJMBbKUX (popymax XxakepoB u KapraepoB. OQHAKO ero
KU3Hb M3MeHmIach B 2017 roay, koraa oH Obul apectoBaH B Mcnanuu no 3anpocy u3 CIIA 06 skc-
tpaauimu. OTObIB cpok Kak B Wcmanum, Tak u B CIIA, JleBamos ceilyac HaXoAUTCs Ha CBOOOE
1 3apa0aThIBaeT HA )KU3Hb 3aKOHHBIMU CIIOCOOAMHU.

Hecmotpst Ha cBoe nporiioe, JlepartioB TBepao Beput B cBOOOAY MH(POPMAIUHY U JEJTUTCS CBO-
MMM 3HAHUSIMU C IpyruMu. [JaHHas KHUTA SIBJISIETCS] IOATBEPIKASHUEM ITOTO, IIPEJICTaBIIsIsI COOOM
BCEOOBEMJTIONIEE PYKOBOJCTBO MO KOMIIBIOTEPHOI O€30I1aCHOCTH, AOCTYITHOE ITMPOKOMY KPYT'y UMTa-
TeJIel, a He TOJIbKO MpodeccuoHaiaM B 00JIacTH KOMIbIOTEpHOM Oe3omnacHocTi. C MOMOIIIBIO 3TOM
KHUTY JIeBaloB CTpeMUTCS 1aTh [IEHHbIE 3HAHUS O MUpe KuOepOe30macHOCTH U IOMOYb OpraHu3a-
LUSAM 1 YaCTHBIM JIMLIAM 3alIUTUTh CBOU (P POBbIE AKTUBHI.

[erp JleBaioB He TOJNBKO IKCIEPT B OOJACTU KOMITBIOTEPHON OE30MaCHOCTH, HO U YyCIIelll-
HBIl KPUNITOBAJIIOTHBIN Tpeiep, UCIONb3YOIUi cOOCTBEHHBbIE aNropuT™Mbl. Kpome storo, nocnen-
Hue roapl [leTp yBieKcsl HEM3BEJAHHBIMM I[TTyOMHAMM KCKYCCTBEHHOTO MHTEJUIEKTa, M3y4das ero
C HEYTOMUMOM CTPACThIO U JIIOOOMBITCTBOM. DTa MOYTH MaHUAKAIbHAsI YBJIEUEHHOCTh MPEBpaTHUIa
€ro B OJHOTO U3 BeJyIIUX CIEIUATUCTOB B JAHHON 00IacTH.

HononuurensHyo uHpopmanuio o Ilerpe JleBaoBe U ero TEKyIMX MPOEKTaX Bbl HaWAeTe
Ha caiute https://SeveraDAQ.ai/.

INetp Takske XoTes Obl BBIPA3UTh OarofapHOCTh CBOeMy chiHy HukuTe, 063 MbITIMBBIX BOMPO-
COB KOTOPOT'O 3Ta KHWIa BpsAJ JM yBHeaa Obl CBET, M CBOEH JII0OMMOI skeHe Mapuu 3a ee mocTo-
SIHHYIO TIOJZIEPKKY, 3a00Ty ¥ J11000Bb. W Takke OH BhIpaxkaeT OarofapHOCTh BEIMKOJIEITHOMY a/1BO-
kary Osnbre JleonunoBHe VcstHamaHOBOI 3a ee rpodeccuoHalibHyio padoTty. [loTpscaroiiee BiaieHe
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YK P® u ero npaBolpuMEeHUTEIbHOM MPAKTHUKON, OTPOMHBIH OIBIT, YECTHOE U OTKPBITOE OOIICHUE
C KJIMEHTaMU U aJIeKBaTHBIH MOIXO/ K IEHOOOPA30BaHUIO — UTO eIlle HY)KHO OT aJBOKaTa?

B 2023 roany B uznarenscrse «[lutep» BhIXOAAT elie 1Be KHUTU aBTopa: «HoBble (prHAHCHI:
onokueiin, DeFi, Web3 u kpuntoBamotsl» u «Python ¢ Hyss».
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OT u31aTeJiLCTBA

Bammm 3ameuanus, npesioxkeHusi, BOMPOCH! OTIPABISANTE 10 aapecy comp @piter.com (u3a-
TeJILCTBO «IIutep», KoMIbIOTEpHAsA PeJaKLIKs).

Mb1 Oyziem pajibl y3HaTh Baille MHEHue !

Ha Be0-caiite nzaarenbcTBa www.piter.com Bl HaiiieTe IOAPOOHYI0 HH(POPMAIIHIO O HAIITIX
KHUTax.
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I'naBa 1. BBe/leHue B KOMIILIOTEPHYIO 0€30MACHOCTD

00630p 00JaCcTH KOMIIBIOTEPHOI 0€30MacCHOCTH

Komnvromepnas 6e3onacnocmu, Takke U3BECTHASI KaK KUOepOe30nacHOCHb WA UHPOpMAayU-
OHHASL OE30NACHOCMb, — ITO TIPAKTUKA 3AIUTHl KOMIIBIOTEPHBIX CUCTEM, ceTell U KOH(pUIEHIMAb-
HOHM MH(OPMALMK OT HECAaHKIIMOHUPOBAHHOIO JIOCTYTIA, UCIIONB30BAHUS, PACKPbITUS, HAPYIIEHHUS,
MonuQHKAIMY WK YHUUTO)ReHUs1. OHa TpeacTaBiisieT coO0i CoueTaHne TEXHUIECKUX U OpraHu3a-
IIMOHHBIX Mep 715 o0ecrieueHr s KOH(HIEHIMATBHOCTH, IIEIOCTHOCTH M IOCTYITHOCTH MH(OpMaIn
Y CUCTEM.

KommbloTepHasi 0e30MacHOCTh BakHA, MOCKOJIBKY OHa IMOMOTaeT 3allluTUTh OpraHU3aluu
Y OT/EJIBHBIX JIIOAEH OT IIMPOKOrO CIIEKTPA Yrpo3, CYIIECTBYIOIIMX B HU(PPOBOM MUPE. ITHU yTPO3bI
MOT'YT IPUHUMATh Pa3IlyHble (DOPMBI, TAKKME KaK BUPYChI U BPEJIOHOCHbIE IPOrPaMMbl, (DUIIMHIOBBIE
acepsl ¥ MONBITKY B3JI0Ma. be3 Hajuiexxalmx Mep KOMIIbIOTEPHOI O€30I1aCHOCTH 9TH YIpO3bl MOTYT
HAHECTH 3HAYMTEJIbHBIN yIepO, BKI0Yasl (PMHAHCOBbIE TIOTEPH, PEMyTAMOHHBIN yIIepO U MOTepio
JIMYHON UH(OPMALIIH.

Knubepb6esonacHocCTb

o 0
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[Mpunoxedna Wrdopmaywa Cets logoepxadne Kpuntorpa- Ynpaenedne O6yyeHwe BoccraHoBneHue
g patouem thrueckan OOCTYNOM KOHEYHBIX nocne agapwii

COCTOHHMK 3dllmnTa nonbIoBarenci

B opranuzanusax kommnbloTepHast 6e30MacHOCTbh MMEET pellialoliee 3HaYeHUe 11 3aUThl KOH-
(uaeHIMaIBPHON NH(OPMALIUK, TAKOH KaK JaHHbIE KIUEHTOB, (PMHAHCOBBIE IOKYMEHTHI U MHTEJIEK-
TyaJibHasi COOCTBeHHOCTh. Hapy1ieHune 6e30macHOCTH MOKET PUBECTH K IOTEPE I0XOA0B, Cy1eOHBIM
MCKaM U y1epOy /j1s pernyTtauuu koManuu. Kpome Toro, opraHuzaiyuy HeCyT I0pUAMYECKYI0 U 3TH-
YECKYI0 OTBETCTBEHHOCTb 3a 3aIIUTY JMYHON MH(OPMALIMM CBOMX KJIUEHTOB M COTPYIHUKOB.

JI7151 YaCTHBIX JIML KOMIbIOTEpHAs1 O€30MaCHOCTb TaKKe BaKHA: UM TpeOyeTcs 3allUILaTh JIM4-
HYI0 UH(OPMAIIHIO, TAKYI0 KAK HOMEpPa KPEAUTHBIX KapT, HOMEPA COLIMAIIBHOTO CTPAXOBAHUS U T. II.
Hapyiienue 0e30macHOCTH MOXET MPUBECTH K Kpaxe JIMYHBIX JAaHHbIX, (PMHAHCOBBIM MOTEPSM
1 yiepOy AJs penyTaluu.

B coBpemeHHOM 11IM(POBOM MUpPE KOMIIbIOTEPHAst 0€30MaCHOCTh BakHA Kak HUKoraa. C pocToMm
UCIIONB30BaHUSl TEXHOJOTMII BO BceX cdepax Halled XM3HU KOJIMYECTBO KOH(HIECHIMATbHOM
uH(pOpPMalMY, XpaHsIIEHcs B MHTEPHETe U NepeJaBaeMoil yepe3 Hero, pacTeT SKCHOHEHIUAIBHO.
Tak 4TO CTaBKM B CiTyyae HapyllleHus1 O€30MaCHOCTH ellle HUKOrJa He ObUIM CTOJb BBICOKH. [ToaTomy
OYeHb BaXHO, YTOObl OPraHM3allMM M YACTHBIE JIMIIA TIPUMEHSIM IPOAKTUBHBINA MOJOXOM K 3alluTe
CBOMX CUCTEM U IAHHBIX [TyTeM BHEJPEHHUSI CPEACTB KOHTPOJIsI OE30I1aCHOCTH U MePeJOBOM IPAKTUKH.
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0630p THIIOB Yrpo3

B umgpoBoM Mupe cyiecTByeT MHOKECTBO THIIOB YTPO3, KOTOPbIE MOTYT IPUHUMATh Pa3Jiiy-
Hble (popMmbl. PaccMOTprM HEKOTOpBIE U3 HanOoJIee PacpOCTPAHEHHBIX.

* Bupyc — 310 TN BpenoHocHoro 10, mpeaHasHaueHHOTO /1711 CAMOBOCIIPOM3BECHUS U pac-
MPOCTpaHEHUsI Ha Jpyrve KOMIBIOTEphl. 3apa3vB KOMIBIOTEP, BUPYC MOXET BBI3BATh IIMPOKUIA
CITEKTp TPoOJIeM, TAKMX KaK 3aMe/JIeHHue ero padoThl, yaayieHue (ailJioB ¥ Kpaxa JTMIHON WH(POP-
MalHu.

e Bpeoorocroe I10 — 310 MUPOKUI TEPMUH, KOTOPBII OXBAThIBAET JIIOOOH THUI BPEIOHOCHBIX
MIporpaMM, BKJIIOUYasi BUPYCHI, Y€PBEW, TPOSTHCKMX KOHEH U MporpaMMbl-BbIMOratesiu. BpenonocHoe
[1O MoxeT UCnonb30BaThCs Il KPaXu JJMYHON MH(MOPMALIK, yAEpKaHUsST KOMITBIOTEPHBIX CUCTEM
B 3JIOKHUKAX U paclipoCTpaHEeHHs BPEIOHOCHBIX MTPOTPaMM Ha JPYTrHe KOMITBIOTEPHL.

e QuuuHez — TO TUT aTaKW COIMAIBLHOW MHXEHEPUH, HAIPaBJIEHHbIA Ha TO, YTOObI OOMaHOM
3aCTaBUTh YeJIOBeKa MPEeIOCTaBUTh JMUHYI0 WH(MOPMAIIUIO, HAITPUMEP yUeTHBIEe TaHHBIE JJIs1 BXOAA
B CHCTEMY WJIM HOMEpa KPeIUTHBIX KapT. PHUIMHIOBBIE aTaKW YaCcTO OCYIIECTBIISIOTCS Yepes MeK-
TPOHHYIO [TOYTY, TEKCTOBbIE COOOIIECHUSI HJTH COLIMAIbHBIE CETH, ¥ OHU MOT'YT OBITh OY€Hb YOeTUTE b~
HBIMU.

* Xaxepcmeo — 3T0 HECAHKITMOHUPOBAHHBIN JJOCTYI K KOMITBIOTEPHOM CHCTEMe WA KOHTPOJIb
HaJ Hell. Xakepsl MOTYT 33JIeCTBOBATh PA3IMYHbIE METOMbI IJIsI TIOyYEeHH S IOCTYTA K KOMIIBIOTep-
HOW cUCTeMe, TaKhe KaK MUCITIOIb30BaHUE YSA3BUMOCTEN B IPOrPAMMHOM OOecliedeH!H, TIPUMEHEHUE
YKPa/IeHHBIX YYETHBIX JaHHBIX [UIsI BXOAA B CUCTEMY WJIM TAaKTHKA COLMATbHON WHXEHEPHH.

e Ransomware — 310 THI BpepoHocHoro I10, kotopoe mmdpyer ¢ailsibl KepTBH U TpedyeTr
OIUIaThl B OOMEH Ha KJII0Y IeiupoBKU. OHO MOXKET BHI3BATh 3HAUMTENbHBIE COOM B padOTe OpraHu-
3alMid ¥ YaCTHBIX JIMII, [IeJIasi UX JaHHbIE HEJIOCTYITHBIMH.

e [[enenanpasnennas nocmosinuas yeposa (Advanced Persistent Threat, APT) — 310 TuIl KMOEp-
aTaKu, OCYIIECTBIISIEMON CIIOKHBIM CIIOCOOOM, 37I0YMBIIIUIEHHUKOM, XOPOIIIO 00eCIIeYeHHBIM pPecyp-
camu. Lems APT — ycraHOB/IeHHE TOJTOCPOYHOTO MPUCYTCTBUS B CETU OOBEKTA aTaKU M YTeUKa JaH-
HBIX B TEUEHHUE JUIUTEILHOTO BPEMEHH.

* Pacnpedenennniii omxasz @ oocayocusaruu (Distributed Denial of Service, DDoS) — 310 THI
KrOepaTakH, 1eJTb KOTOPOH — cleaTh BeO-CalT WM OHJIAH-CEPBUC HEIOCTYITHBIM, TIEPErpy3UB €ro
TpaUKOM U3 MHOKECTBA UICTOUHHKOB.

ITO JUIIb HECKOJIBKO IPUMEPOB THIIOB YTPO3, CYIIECTBYIOIIMX B I poBom mupe. [To mepe
Pa3BUTHS TEXHOJIOTMIA TIOCTOSIHHO TOSIBJISTIOTCS] HOBBIE YTPO3bI, TO3TOMY BaKHO OBITh B Kypce MociieI-
HUX TEHJCHIMIA B 00JIACTA KOMITBIOTEPHOI 0e30MacHOCTH, YTOOBI 3alUTUTh Ce0sl U CBOI0 OpraHu3a-
IHIO.

12



I1. JleramoB. «Kubepkpernocts. BcecTopoHHEE pyKOBOACTBO MO KOMIBIOTEPHOH OE30ITaCHOCTH»

Bupychl
W BpegodocHoe MO PUwmHr
W counansHas
WHXeHepusa

MHucaiipnepckue

yTpo3bi
YTeuka aaHHbIX

HecaHKUMOHMK-
pPOBaHHBIA

AocTyn

Buabl KOMIBIOTEPHOM 0€30MaCHOCTH

KommbloTepHy1o 6€30MacHOCTh MOXKHO pa3lesiTh Ha HECKOJIBKO THIIOB, KaXIbIi 13 KOTOPBIX
MMeeT CBOI0 YHUKAJIbHYIO HAIIPaBJIEHHOCTb U Lieau. PaccMOTpUM HeKoTOphle U3 Hanbosee pacipo-
CTPaHEHHBIX TUIIOB KOMITBIOTEPHOI O€30I1acHOCTH.

» Cemesasi be3onacHocme. DTOT TN OE30MACHOCTH HAINPABJIEH HA 3aIlUTY LIEJIOCTHOCTH
Y JOCTYITHOCTH CETU M MPOXOJSAIIMX Yepe3 Hee JaHHBIX. Mepbl ceTeBor Oe30MacHOCTH BKIIIOYAIOT
OpaHaMay3pbl, CUCTEMbl OOHAPYKEHUsI BTOPXKEHUI U BUPTYasibHbIe YacTHbie ceTd (VPN).

e bezonacnocmu KoHeuHbIX mouek. DTOT TUI OE30IIACHOCTU HAIpaBjeH Ha 3aIlUTy OTAETIb-
HBIX YCTPOWCTB, MOJKJII0OYAEMBIX K CETH, TAKMX KaK KOMIIBIOTEPBI, CMAPT(OHBI U IUIaHIIEThI. Mepsbl
0€30MacHOCTH KOHEUHBIX TOYEK BKJIIOYAIOT aHTMBHMPYCHOE MPOrpaMMHOE OOecredYeHHe, CUCTEMBI
MIPEIOTBPAIIEHHUs] BTOPXKEHUN U peIleHus] TI0 YNpaBIeHHI0 MOOWIbHBIME ycTpoiictBamu (Mobile
Device Management, MDM).

* besonacrocme npunodiceruii. STOT TAN OE30MACHOCTH HAIIPABJIEH Ha 3aIlUTY IPOrPAMMHBIX
MPUJIOKEHHUH, KOTOPblE PadOTAIOT Ha KOMITbIOTEPE MM MOOMIJIBHOM YCTPOMCTBE. Mepbl Oe30macHo-
CTU NPWIOKEHUI BKJIIOYAIOT MOANUCAHUE KOJIA, «[IECOYHHUILY>» Y CAMO3AIIUTY [TPUJIOKEHUI BO BpEMS
BoinosiHeHus (Runtime Application Self-Protection, RASP).
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e OOnaunas 6e30nacHocne. ITOT TUTT OE30MACHOCTU HAMPABJIEH HA 3alUTY JAHHBIX U MPU-
JIOKEHHH, pa3MeleHHbIX B oOnake. Mepbl 6€30MacHOCTH B 00Jlake BKJIIOYAIOT KOHTPOJb JOCTYIIA,
g poBaHUEe U CETMEHTALNIO CETH.

e bezonacrocmyo IoT. DTOT TN OE30IIACHOCTH HAINpAaBJIeH HA 3aIUTy YCTPOMCTB MHTEpHETa
Bemeit (Internet of Things, IoT) u cereil, K KOTOPHIM OHU TOAKJTIOUEHBL. Mepbl OE30MacHOCTH
IoT BKJIIOYAIOT 3aIIMTY BCTPOEHHOTO MPOrPaMMHOTO 00ECHeYeHus] YCTPONCTBA, IPOTOKOIOB CBSI3H
Y UHTEP(ENCOB yrpaBIeHUS.

* OnepamusHasi 6e30nacHocmy. DTOT BUJ, OE30MIACHOCTY HAIPABJIEH Ha 3aIlUTy (PU3NIECKHX
aKTMBOB UM NIEpCOHAJIA, a TaKke KOH(UAECHIMAIbHOW UH(POPMALIMM U JaHHBIX. Mepbl onepaTvBHON
0€30MacHOCTH BKJIIOYAIOT KOHTPOJIb JIOCTYIIA, IPOBEPKY OMOrpapruecKrx JaHHBIX U IJIaHbI pearu-
POBaHMS HA UHIIUJCHTHI.

Kaxapiit n3 3TMX BUIOB GE30MACHOCTH BAXKEH CaM Mo ceOe ¥ UTPaeT PeIaloNLyio pojib B 3alUTe
KOMITBIOTEPHBIX CHUCTEM, CeTell M KOH(UACHIMATbHOU MH(POPMAIMK OT HECAHKIIMOHUPOBAHHOTO
goctyna u yrpos. [ns oGecrieueHusi MOJMHOW 3aIIUThl OPraHU3alMsM HEOOXOAMMO PEealn30BaTh
KOMILJIEKCHYIO CTpaTeruio 0e30MacHOCTH, BKJTIOUAIOIYI0 BCe 9TU BUAb Oe3omacHocTu. Kpome Toro,
Ba)XHO OTMETUTb, YTO OE30IMaCHOCTh — 3TO HETIPEPHIBHBIN MPOIIECC, TOITOMY PEryJIsIpHBI MOHUTO-
PMHT, TECTUPOBaHKE U OOHOBJIEHUE CPEJICTB KOHTPOJIsE O€30MacCHOCTH HEOOXOIUMBI, JIJIsI TOTO YTOOBI
OHU OCTaBaJIUCh I(P(PEKTUBHBIMU MPH 3aAILUTE AKTUBOB OPraHU3allvy.

Ba:xxHocTh YipaBj€HHUA pUCKaMU

Vnpaenenue puckamu — 3HAYNMBIA ACTIEKT KOMIbIOTEpHOW Oe3omacHOCTH. OHO BKJIIOYAET
B ce0sl 8bisieneHUe, OUEHKY W onpedeneHue Npuopumenos TOTEHIMAIbHBIX PUCKOB O€30MacHOCTU
IJIs1 OPTaHU3AIINY, A TAKXKE NPUHsimue mep 10 X CMITYEHHUIO UM YCTPAHEHUIO.

OnHOl U3 OCHOBHBIX MPUYMH BaKHOCTU YIPaBJICHHUSI PUCKAMHU SIBJISIETCS TO, YTO OHO MO3BO-
JISIeT OpraHu3alvsM COCPENOTOUUTb YCHIIMS M0 o0ecredeHu0 Oe30MacHOCTH B Haubosee BasKHBIX
111 HUX 00nacTsIX. BbIsABIIsAS U OlleHWBAs IOTEHIIMAIbHBIC PUCKU, OPrAHU3AIMK MOTYT OIPEICIUT,
KaKue U3 HUX HanOoJjiee BEPOSATHBI M Kakue OylyT MMeTh HauOOJbIIINE TIOCIIE/ICTBHS B ClIydae BO3-
HUKHOBEHHMSI. DTO MO3BOJISIET UM OIPESIIUTH MPUOPUTETHOCTh CBOMX YCHJIMH O oOecriedeHuIo Oe3-
OIACHOCTH U HAIIPAaBUTh PECYpPChl B Hanbosee BakHbIe Chephl.

VnpapieHre puckaMu Takke IOMOraeT OpraHMu3alusM ObITh IPOAKTUBHBIMU B CBOEM TOJIXOJIE
K Oe3onacHocTu. OpraHu3alyy, yrpasisiolie pUCKaMH, CIIOCOOHBI HE TOJIBKO K/aTh, TOKA MPO-
W30MJIET MHIMIEHT Oe30MaCHOCTH, a 3aTeM pearupoBaTh Ha HEro, HO U MPE/IBUJIETh MOTEHIIUAIbHbIC
po6IeMbl 6€30MaCHOCTH U TIPEANPUHAMATS ATy JIJIS UX TPeI0TBPAIICHUS.

JIJ1s1 OLIEeHKM PUCKOB U YIIPABJICHUS] KIMU UCTIONB3YIOTCS pa3INuHble METOJIbI, TAKKME KaK MOjie-
JIMPOBAHHUE yIpo3 U OIEHKA yA3BUMOCTeN. Modeauposariue yzpo3 — 3TO MPOIECC, KOTOPBII MOMOTaeT
OpraHU3aIMsIM OIPEJICSIUTh U TIOHSATh MOTEHIIMAIBHBIC YTPO3bI UI1 UX CUCTEM, IIPUJIOKESHUI 1 JIaH-
HbIx. CHavaa yCTaHaBJIMBAIOT aKTHBBI, KOTOPbIE HEOOXOIMMO 3alUTHTh, 3aTeM BBISBIISIOT TO, YTO
MOXET UM YIPOXKaTh, U OLICHUBAIOT BEPOSITHOCTh U BJIMSIHUE KAX/IOW YIPO3bL.

Ouenka ysi3eumocmeii — 3TO TPOIECC HAXOKICHUSI M OLIEHKH CJTa0bIX MECT B CHCTEMAaX U CETsIX
opranuzaimu. Ciofa BXOOWUT BbISIBJICHHE MPOPEX B CHCTeMe Oe30MaCHOCTH OpraHU3alluv, TaKHUX
KaK OTCYTCTBYIOIIME MCIPABJICHUsI MJIM HEMPABUIILHO HACTPOESHHBIE CHCTEMBI, U OLICHKA UX BO3MOX-
HOTO BJIMSTHUSL.

OpraHu3aiusm BaXHO PeryJsipHO MepecMaTprBaTh CBOM CTPATETUH U MPOLIECCH B 3TOM 00a-
CTH, YTOOBI YOEAUTHCS, YTO OHU MO3BOJSAIOT 3((PEKTUBHO YIPABISTH PUCKAMH JJISI CBOUX CHCTEM
Y JAHHBIX.
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Poub CTAHAAPTOB U JYYIIHX ITPAKTHK

CrnenoBaHue OTpAC/IEBBIM CTAaHIAPTAM U TMePEJOBOM MPAKTHUKE B 00JIACTU KOMITBIOTEPHOM Oe3-
OIACHOCTHU — BKHBIM aCHeKT Mojiepkanus 6e3onacHoi cpenpl. CTaHIapThl ¥ NiepeoBasi MpakTUKa
MIPE/ICTABIISIOT COOOW OCHOBY AEATEbHOCTHA OPraHU3alliil, TApAaHTUPYIOHIEH, YTO B HUX BHEIPEHbI
HEOOXOIMMBbIE CPEeNICTBA KOHTPOJIS AJIsI 3aIIUThl CBOMX CUCTEM U JAHHBIX.

OnHIM 13 OCHOBHBIX ITPEUMYIIECTB COOMIONCHUS CTAHIAPTOB U CJII0BaHM S TIEPEOBBIM IPaK-
THKaM sIBJISIETCS] TO, YTO OHU OOECTIEUMBAIOT OO SI3bIK M €IMHOE MOHUMaHKe CPEJICTB U METO/IOB
KOHTPOJIS €30MacHOCTH. DTO MO3BOJISIET OpraHu3ausam 3(hGheKTUBHO OOIIAThCS IPYT C APYrOM U CO
CTOPOHHMMH TOCTABIIMKAMH O TPUMEHSIEMBIX Mepax 0e301acHOCTH.

CraHaapThl SIBJISIIOTCS AJ1s1 OPraHU3aIMi TAIOHOM, 110 KOTOPOMY OHHU MOTYT OIIEHMBATh COO-
CTBEHHBIE MepPbl OE30IMaCHOCTU. DTO TO3BOJISIET UM OIPEAEIUTh 00JaCTH, B KOTOPHIX HEOOXOAUMO
COBEPIIIEHCTBOBATBCS, M CPABHUTh COOCTBEHHBIE MEpbl O€30MAaCHOCTH C MEpaMu APYTMX OpraHu3a-
1.

K Hamnboree mmpoko UCrosb3yeMbIM cTanaapTaM Oe3onacHocty otHocsiTes ISO 27001 — mesx-
AYHAPOIHBIN CTAaHIAPT MO yIpaBjieHnio nHpopMarmonHoit 6e3onacHocTbio U NIST 800-53 — cran-
aapT, ormyOIMKOBaHHBIM HarioHaIbHBIM MHCTUTYTOM cTaHaapToB u TexHonorui (NIST) u conepxa-
WA PeKOMEHJAIINY 110 00ecTieueHHI0 0e30MmacHOCTH (heAepaTbHbIX MH(POPMAITMOHHBIX CUCTEM.

[MoMUMO CcTaHIAPTOB CYIIECTBYET TaKXKe Psiji JIyUIIUX MMPAKTUK, KOTOPHIM OPraHnu3aliiyd MOTYT
CJIeZIOBATh /17151 IOBBIILIEHUsT YPOBHs 6e30macHOCTU. K HUM OTHOCSITCSL pery/sipHble TPEHUHTH 110 6e3-
OIACHOCTH sl COTPY/IHUKOB, BHEIPEHHNE TIOJIMTUKY HAJEKHBIX TIAPOJIEH, PeryisipHOe UCTIpaBJIeHHe
1 OOHOBJICHHE CHCTEM U IPOrPaMMHOTO 00eCTIeYeHUsI.

OpranmusanusiMm HeoOXOAMMO BHEIPATh CPelICcTBA KOHTPOJS OE30MacHOCTH, COOTBETCTBYIO-
M€ OTPAC/IEBBIM CTAaHJAPTAM U TEPEAOBOM MPAKTHKE, YTOObI 3AIIUTUTh CBOM CHCTEMBbI U JTaHHBIC
ot yrpo3. Kpome Toro, BaxxHO OBITh B Kypce MOCTEAHUX CTAaHAAPTOB OE30MAaCHOCTH M TEepeoBOU
MPAKTHKH, TTOCKOJIBKY JIaHAIA(]T Yyrpo3 MOCTOSHHO MEHSIETCsl U JUIsl OOpbObl C HOBBIMU YTPO3aMHU
pa3pabaThIBAIOTCS] HOBBIE CTAHAAPTHI U TIPAKTHUKH.

Baxnocrtsb pearnposanua Ha HHIUICHTDbI

Peazuposaniue Ha UHKUOEHMbl — BAXHEHINNIA aCTIeKT KOMITbIoTepHOU Oe3omnacHocTh. [lon HuM
MOHUMAIOTCSI IEWCTBUSI, KOTOPbIE TIPEANPUHIMAET OpraHM3alysl, KOrja Moio3peBaeT Wiu NOATBep-
KJAeT, YTO MPOU3OIeS MHIUASHT Oe3onmacHOoCTH. Llenb pearpoBaHusi HA MHIIMAEGHT — MUHUMU3H-
POBaTh HAHECEHHBI UM yIIepO, KaKk MOKHO OBICTpee BOCCTAHOBUTH HOPMAJIbHYIO PaOOTy U U3BJIEUb
YPOKHU U3 CJIOKHMBIIEWCS CUTYAIUH, YTOOBI MPEJOTBPATUTH MOJOOHOE B OYAyILIEM.

O BaXHOCTH pearupoBaHMs Ha WHIMIAECHTHI OE30MaCHOCTH MOXHO CYIHTh IO TOMY, UTO JIaXKe
camble 3(p(PeKTUBHBIE TPEBEHTUBHBIE MEPHI HE TAPAaHTUPYIOT, YTO MPOOIEeMbl He BOSHUKHYT. Opra-
HU3AIWH JIOJKHBI OBITh TOTOBBI CBOEBPEMEHHO U 3(P(EKTHBHO pearnpoBaTh Ha UHIMACHTHI, YTOObI
MUHUMHU3UPOBATh HAHECEHHBI MU YIIIEPO.

S¢ddekTrBHOE pearnpoBaHKe HA UHIMICHTH TpeOyeT HAMMYUsI YETKO Pa3padOTaHHOTO NAdHA
peazuposanusi, B KOTOPOM YKa3aHbl pOJIM M 00SI3aHHOCTH JIMII, 3aHSTHIX B YCTPAHEHUH UHIUIECHTOB,
HPOLEYPBI, KOTOPBIM HEOOXOAUMO CJIEI0BATh, U UCTIONb3yeMBbIe IIPH 9TOM IPOTOKOJbI CBsI3H. [1nan
JOJKEeH BKJTIOYATh MPOIIEAYPbl OOHAPYKEeHU S, TIOKATM3ALMH 1 JIMKBU/IAIIMY UHIIM/ICHTA, a TaKKe BOC-
CTaHOBJICHUS T10CJIE HETO.

['pynmbl pearpoBaHvsi HA WHIMIEGHTHI JOJDKHBI ObITh OOYYEHBI M OCHAIIEHBI ISl paOoOThI
C IIMPOKUM CIIEKTPOM MPOoOJIeM, BKJII0YAsI BCIBIIIKM aKTUBHOCTU BpegoHocHoro [10, HecaHKIIMOHM-
POBaHHBIN AOCTYN U CTUXHIHBIE OeicTBUs. OHU TaKXke JOJKHBI UMETh HEOOXOAUMBIE MHCTPYMEHTHI
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1 000pyIOBaHKeE 151 pearupOBaHusI HA MHIMICHTHI, HATIPUMEP UHCTPYMEHTHI JUTSl KPUMHHATHUCTUKA
Y CHCTEMbI Pe3ePBHOTO KOIMPOBAHUSI.

Elnle olHUM BaXHBIM aclieKTOM pearrpoBaHMs HAa MHIUACHTHI SIBJISETCS CIOCOOHOCTh M3BJIe-
KaTh U3 HUX YPOKHU ¥ BHOCHUTb YJIyUIIICHUS B CUCTEMY Oe30macHOCTH opranu3anuu. Ciojia BXOJIST aHa-
JIU3 VHIIMJICHTA [UIs OTIPE/IC/ICHUs] IPUYMHBI M MacITaboB yiiepOa, a Takxke BbIsBICHHE 00aCTei,
B KOTOPBIX MOKHO YCHJIUTh KOHTPOJIb O€30MaCHOCTH OPraHU3aI|H.

Jaske npuHsiTHE caMbIX (PPEKTUBHBIX TPEBEHTHUBHBIX Mep He CIIOCOOHO 3aCTPaxoBaTh OT BO3-
HUKHOBEHHSI MHIUICHTOB OE30MacHOCTH, NMOTOMY OpPraHW3alliU JOJIKHBI OBITh TOTOBBI CBOEBpE-
MEHHO U Pe3yJIbTATUBHO pearupoBaTh HA HUX. DTO MO3BOJISIET MUHUMHU3UPOBATh YIliepO, HAHECeH-
HbII MHIIUJICHTOM, KaK MOXHO ObICTpee BOCCTAHOBUTh HOPMAJTbHYIO paOOTy U U3BJICUb YPOKHU, YTOOBI
MPEIOTBPATUTH MOAOOHOE B OyIyIIieM.

PoJib CTOPOHHHUX MOCTABIIUKOB YCJIYT 0€30MacHOCTH

MHorue opraHu3aliy NoJIaraioTcs Ha CTOPOHHUX IMOCTABIIUKOB YCIYT O€30MacHOCTH, KOTOPhIS
MOMOTAIOT UM 3aIIUTUTh CBOM CUCTEMBI U JAHHBIE OT YTPO3. DTHU MOCTABIIUKH MTPEJIaraioT I POK Uit
CIIEKTP YCIIYT, BKJII0YAsk KOHCYIBTHPOBAHKUE IO BOIIPOCaM Oe30IacHOCTH, aHAIU3 YIPO3, YIIpaBJIicHHE
yI3BUMOCTSIMU M pearupoBaHue Ha UHIIUAICHTHI.

O/HUM U3 OCHOBHBIX IMPEMMYINECTB OOpAIIeHNsI K CTOPOHHUM TIOCTaBIIUKaM yCIIyT Ge3ormac-
HOCTH SIBJISIETCS TO, YTO OHM MOTYT IIPUBHECTHU B OPraHU3AIINI0 TAKOW YPOBEHb 3HAHUI U OITBITA, KOTO-
POro CJIOKHO JIOCTUYb COOCTBEHHBIMH CHJIaMU. Harmprmep, KOHCAJITUHTOBBIE (DUPMBI TIO BOIIPOCaM
0e30IMacHOCTH MOTYT JIaTh PEKOMEH/IAINH 110 peaTu3aliii KOMIUIEKCHON ITPOrpaMMbl O€30MacHOCTH,
BKJII0YAsl BBISIBJICHUE MMOTEHIMAIbHBIX YTPO3, OLEHKY YS3BUMOCTEH U BHEJPEHUE CPEJCTB KOHTPOJIS
TSI CHUKEHUST PUCKOB.

[MocTaBnwKY JaHHBIX 00 Yrpo3ax MOTYT IIOMOYb OPraHW3AIMsIM OCTaBaThCs B Kypce MOCIe/I-
HUX Yrpo3, MPEIOCTaBlisisl B PEKUME peajbHOro BPeMEHH HH(OPMAIIMI0 O HOBBIX YSI3BUMOCTSIX
Y BPEJIOHOCHBIX IIPOrpaMmMax. DTO MOKET [TOMOUYb OPraHU3aIMsIM OBICTPO BBISIBJIATH MOTCHIIUAIBHBIE
yrpo3bl U pearupoBaTh Ha HUX 10 TOTO, KaK OHU CMOT'YT HAHECTH 3HAYMTEIIbHBIN yIIepo.

TMocTaBIIMKY YCIIyT O YIPABJICHUIO YA3BUMOCTAMHU MOTYT ITOMOYb OPTraHM3alMsIM BbISIBUTh
U YCTPaHHUTh YA3BUMOCTH B UX cHcTeMax M ceTsax. Cioa MOryT BXOAUTh PEry/IsipHOE CKaHWPOBAHUE
ysI3BUMOCTEH, TECTUPOBAHUE HA ITPOHUKHOBEHKE M OLIEHKA PHCKOB.

TMocTaBIIMKY yCIIyT MO pearkpOBaHMI0 HA MHIIMAEHTBI MOTYT TOMOYb OPraHU3alvsM B CTydae
BO3HUKHOBEHU s TIPOOIEM ¢ Oe30MacHOCTBIO, TPEOCTABUB IKCIIEPTHBIC 3HAHUS U PECYPCHI IS JIOKA-
JIM3AIMK UHIIUMIEHTa, BOCCTAHOBJICHHUSI TIOCJIE HETO M U3BJICYEHHS YPOKOB U3 CUTYaIIUH.

Eme oaMH BaXKHBIA acCleKT IMPUBJICUYECHHUS] CTOPOHHMX IOCTABIIMKOB YCIYr O€30MaCHOCTH
3aKJII0YAeTCsI B TOM, YTO OHM MOTYT TIOMOYb OpPraHU3aIisAM COOTBETCTBOBATh OTPACIEBBIM HOPMaM
U cTaHjapram. MHoOrue opraHu3aiuu oOsi3aHbl coOmonaTh Takue Hopmbl, kak HIPAA, PCI DSS
1 SOX, kotopsie comepxkar ocoOble TpeOoBaHUS K Oe3onacHOCTH. CTOPOHHUE MOCTABIIUKU YCIYT
0e30MacHOCTH MOTYT TIOMOYb OPraHU3aIMsAM B 9TOM, OIICHUBasi 0€30MaCHOCTh, BBHITIOHSS TECTUPO-
BaHME Ha MPOHMKHOBCHUE M OKasbiBas JApyrue ycayrd. OmHAKO OpraHu3alisaM BakKHO TINATEIBHO
OLICHUTDb U BBIOPATh MOAXOMAIIETO IMOCTABIIMKA YCIYT 0€30MacHOCTH, COOTBETCTBYIOIETO KOHKPET-
HBIM IMOTPEOHOCTSIM U OIOIKETY, a TAK)KEe UMETh YeTKOe TIpe/ICTaBIeHre 00 00beMe U OrpaHMUCHHUSIX
MPEJOCTABISIEMbIX UM YCITYT.
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DBOJIIOIHS KOMIIbIOTEPHOI 0€30IacHOCTH

IlepBble JHU KOMIBIOTEPHOH 0€30MaCHOCTH

[NepBble THM KOMMBIOTEPHOW OE30MACHOCTH MOXHO OTHecTd K 1950-1960-m romam, korma
KOMITBIOTEPBI BIEPBbIE CTAJIM KCIOJIb30BAThCS MPABUTEILCTBEHHBIMU CTPYKTYPAaMH U OU3HECOM.
B TO Bpemsi OCHOBHOI 3aqayeid OblTa 3aluTa KOH(PUICHIIMATBHBIX CBEICHUM, TAKUX KaK CEKpeT-
HbIE NPaBUTEILCTBEHHBIE JOKYMEHTHI U CiykeOHasi nHpopManus. OCHOBHOE BHUMaHUE YAEISUIOCH
(usnyeckoit 6€30MacHOCTH, HaPUMEP 3alIUTEe KOMITBIOTEPHON KOMHATHI OT HECAHKIIMOHUPOBAHHOTO
AOCTYIa ¥ OrPaHIUYEHHUIO YHCIIA JIOAEH, UMEIOIIUX JIOCTYI K KOMITBIOTEPY.

OnHO U3 MepBHIX 3aJI0KYMEHTHPOBAHHBIX HAPYIIEHUH KOMITBIOTEPHON OE30MacHOCTH Mpo-
u3onwio B 1963 roay, koraa komnblorep B MaccadyceTckoMm TexHonornyeckom uHcturyte (MIT)
ObLT MCIIONB30BAaH JJIsl COBEPIIEHUs] MEXAYTOPOAHBIX TelepOHHBIX 3BOHKOB 0O€3 pa3pellieHus.
STOT MHIMICHT NPUBEJ K pa3padOTKe MepBOi CUCTEMbI KOMITBIOTEPHON 0€30MacHOCTH, Ha3BaHHOU
Compatible Time-Sharing System (CTSS), B KoTopo#i ObUT peann30BaHbl TAKUE MEPBI OE30MACHO-
CTH, KaK ayTeHTU(DUKAIW MOJIb30BaTesield M pa3pellieHnst Ha TpuMeHeHue (haiisioB.

B 1970-1980-x romax, Korja KOMITBIOTEPHI CTAIM HMCIONB30BaThCs Oojiee MIMPOKO, aKIEHT
B KOMIIBIOTEPHOM O€30MacHOCTH CMECTWJICSl Ha 3alUTy KOMIBIOTEPHBIX ceTeid. Pa3Burtie wHTEp-
Hera B 1980-X rogax co3aajo HOBblE BO3MOKHOCTU JIs1 XaKEPOB MOJIYyUUTh HECAHKIIMOHU POBAHHBIN
JOCTYI K KOMITBIOTEPHBIM CHUCTEMaM U MPHUBEJIO K MOSBJIEHUIO HOBBIX Yrpo3 0€30MacHOCTH, TaKUX
KaK BUPYCHI 1 YepBH. B 3T0 BpeMsi 3a KOMITLIOTEpHYI0 O€30MacHOCTh 0TBevasl B ocHoBHOM U T-otaen,
a 0COOBIX CIIEIMAIMCTOB MO GE30MacHOCTU ObIO0 HeMHOTro. O01acTh KOMIBIOTEPHOU O€30MacHOCTH
BCE ellle HAaXOIWIach B 3a4aTOYHOM COCTOSIHMM, M CYILIECTBOBAJIO MajO CTAaHAAPTOB WJIM JIyHIIHX
MPAKTHK.

Ha 3ape komnbloTepHOI O€30MaCHOCTH OCHOBHOM 3a/1aueii OblIa 3amuTa KOH(UACHIIMATBHON
nH(pOPMaIK, 1 OCHOBHOE BHUMaHHE YAEISIIOCh (PU3NUECKOi Oe30macHOCTy. [1epBbie cUCTeMbl KOM-
MBIOTEPHOU Oe30MacHOCTH ObUTH pa3padoTaHbl B 1960-X rogax yisl 3aiUThl OT HECAHKIIMOHUPOBAH-
HOT'O JIOCTYTIa, HO TI0 MEepe POCTa UCTIOIb30BaHU I KOMITBIOTEPOB U CETeH pociia M MOTPeOHOCTH B Oosiee
COBEPIIEHHBIX Mepax 0e30MacHOCTH ISl 3alIUTH OT HOBBIX BUJOB YTPO3.

Poct uncaa ku6epyrpo3s

VBennyeHne KoIM4ecTBa KMOepyrpo3 MOXHO MPOCIAEIUTh C TIEPBBIX AHEH CyIECTBOBAHUS
KOMITBIOTEPHBIX CeTel U MHTepHeTa. [1o Mepe TOoro Kak KOMIThIOTEPBl CTAHOBMIIUCH BCe Oosiee TECHO
CBSI3aHHBIMHM MEXIy COOOH, Yy KHOEpIpECTYITHUKOB TMOSIBJISUINCH BO3MOKHOCTH JUISI TIONYYEHUSs
HECAHKLIMOHMPOBAHHOTO AOCTYIA K KOMITBIOTEPHBIM CUCTEMAM.

OpnHOM M3 MepBBIX IMMPOKO PaclpoCTpaHEHHBIX KMOepyrpo3 crail uyepBb Moppuca, KOTOPHIi
B 1988 rony nopasus ThICSIYU KOMITBIOTEPHBIX CUCTEM U TTPOIEMOHCTPUPOBAIT YS3BUMOCTh KOMITHIO-
TEpHBIX CETel Il BPEJAOHOCHBIX MTPOrpaMM. 3a 3TUM I0CJEJOBAJIO MOSIBIEHUE BUPYCOB, KOTOPbIE
MOTJIA OBICTPO PACHPOCTPAHSTHCS Yepe3 MEKTPOHHYIO MOUTY U Apyrue (popMbl IEKTPOHHON KOM-
MYHHKAIIUH.

ITo mepe pocra nomynsipHocTy uHTepHETa B 1990-2000-X romax KuOepyrpo3sl MPOAOKaIN
Pa3BUBaTHCS U CTAHOBIJIMCH BCe O0JIee N30IIPEHHBIMU. XaKephl HAYaJIi aTaKoBaTh BeO-CalThl U BeO-
MIPUJIOKEHHU S, YTO MPUBEJIO K MOSIBIIEHUIO HOBBIX TUIIOB YTPO3, TAKUX KaK MEKCAaNTOBBII CKPUIITUHT
(Cross-Site Scripting, XSS) u ataku ¢ ucnonb3oBanueM SQL-UHBEKIHIA.
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C pa3BUTHEM COLMANILHBIX CeTel KUOePIPEeCcTYIMHUKN HAYaIW MTPUMEHSATh TAKTUKY COLUAIIb-
HOW MHXXEHEePHUH, YTOOBI OOMAHOM 3aCTaBUTh TOJIb30BATENIEH MPEJOCTABUTh JIMYHYI0 HH(OPMAITUIO
WIM TIEPEUTH TIO BPEJIOHOCHBIM CChUIKaM. Bce Gosiee pacrnpoCTpaHEeHHBIMH CTAIM (DUIIMHTOBBIE
aTak¥, KOTJia XaKephbl PacChUIAIOT JIEKTPOHHBIE MMChbMA MM COOOIIEHHMS], BbIIaBasi ceOs 3a Hamexk-
HBII KICTOYHUK, YTOOBI YKPACTh JIMUHYIO MH(POPMAITUIO WIH YUETHBIE JIaHHBIC ISl BXOJIA B CHCTEMY.
Kpowme Toro, nosiBiieHue MOOMIBHBIX YCTPOKMCTB M MHTEPHETA BEICH MPHUBEJIO K POCTY KOJIMYECTBA
HOBBIX TUTIOB YIPO3, TAKUX KaK MOOUJIbHBIE BPEIOHOCHBIE mporpammbl 1 [oT-araku.

Poct uHayCcTpHUN 6€30MaCHOCTH

Poct unHmycTpum 6€30MacHOCTM MOKHO pacCMaTpvBaTh Kak OTBET Ha YBEJIMUYEHUE YHCIIA
Y M30IIPEeHHOCTH KrOepyrpos. [Io Mepe pacmmpeHus UCTIONb30BaHUsI KOMITBIOTEPOB M CETel BO3-
HUKJIa HEOOXOAUMOCTDb B O0Jiee COBEPILEHHBIX Mepax Oe30MacHOCTH ISl 3aIlUThl OT HOBBIX BUJIOB
yrpo3. DTO MPUBEJIO K MOSBJIEHUIO HOBOM OTPACIU, OPUEHTUPOBAHHON Ha 0OecrieueHre KOMIbIoTep-
HOM 0e30IacHOCTH.

Nunycrpus 6e3onacHocTy Havana popmupoBatbes B 1990-x rogax ¢ mosiBlIeHUEM aHTUBHUPYC-
HOTO TIPOrPaMMHOTO obOecrieueHusi U OpaHIMayIpOB, KOTOpbIe ObUIM MpEAHA3HAYECHBI ISl 3aIIUTHI
KOMITBIOTEPHBIX CHCTEM OT BHPYCOB M HECAHKIIMOHMPOBAHHOTO JocTymna. MHmycTpusi 6e30macHo-
CTH pearnpoBajia Ha POCT MOMYJISIPHOCTA MHTEpPHETa, pa3padaTbiBas HOBbIE MPOAYKTHI U YCIYTd
TSI 3aIUTH OT BEO-yrpo3, TAKUX KaK MEKCAaUTOBBIM CKpUNTUHT (XSS) u ataku SQL-MHBEKITHIA.

B 2000-x romax uHIycTpusi O€30MacCHOCTH MPOAOIKAIA Pa3BUBATHCS, MOSBIISUIMCH HOBBIE
MIPOIYKTHI U YCIIYTH, TAKME KaK CUCTEMbl OOHApYXeHUsI W TPEeIOTBPAIleHNs BTOpKeHuH (intrusion
detection and prevention systems, IDPS), cuctemsl ynpasieHus: uHOpMaIyend u COOBTUAMU Oe3-
ornacHocTH (security information and event management, SIEM) u ruiatropmbl aHATUTUKY Oe3011ac-
HOCTU. PocT KonmmuecTBa OOMaYHBIX BBIYUCICHUN M MOOWJIBHBIX YCTPOKCTB MPHBEN K pa3padOTKe
HOBBIX TIPOYKTOB U YCIIyT O€30MacHOCTH, MpeAHA3HAYEHHBIX UMEHHO JIJIS1 9TUX TEXHOJIOTUH.

Kpome Toro, nnmycTpust 6e30MacHOCTH pa3pacTaeTcsl U BKIIIOYAeT B ceOsl IMMPOKUI CIEKTP
yCIyr B oOnacTu Oe30IMacHOCTH, TAKMX KaK TECTUPOBAaHKME HA MPOHUKHOBEHHE, YIpaBJIeHHE Ysi3-
BUMOCTSIMH, PearupoBaHNe HA WHIMJCHTHl ¥ KOHCYJIBTHPOBAHUE O BOIPOCAM COOTBETCTBHUS. DTO
TMO3BOJISIET OPraHU3alMsM TepeiaBaTh oOecredeHne YacTh WIM BCeX CBOMX MOTpeOHOCTel B 00a-
cTu 0E30MacHOCTH Ha OTKYIl SKCrepTaM 1o Oe3onacHocTd. K ToMy ke K MHIYCTpUHM Oe30MacHo-
CTH Terepb OTHOCUTCS INMPOKHIA CIIEKTP CepTH(HUKATOB O€30MACHOCTU M CTAaHJAPTOB COOTBETCTBUS,
takux kak ISO 27001, SOC 2 u PCI DSS, koToppie MOMOraloT opranu3aiysM 00ecIiequTh Oe30mac-
HOCTb CBOMX CHCTEM M JaHHBIX.

COBpeMeHHOC COCTOAHHEC KOMHLIOTepHOﬁ 0e30macHOCTH

HeiHenHee cocTosiHue KOMITBIOTEPHOUM 0€30MacHOCTH HEMPOCTOe U TIOCTOSTHHO MEHSIoIeecs,
MOCKOJIBKY MPOJIOJIKAIOT TOSIBIIATHCS HOBBIE TEXHOJIOTMU M yTpo3bl. Kubepyrpossl CTaHOBATCS BCe
OoJiee CJIOKHBIMU U PAa3HOOOPA3HBIMU, I OPTAHM3AIIUY JIOJKHBI IPUMEHATh MHOTOCTOPOHHUM TIOJI-
XOJI K CBOEH 3alluTe.

OnvH 13 OCHOBHBIX aCIIEKTOB COBPEMEHHOTO COCTOSTHUSI KOMITBIOTEpHOM O€30MacHOCTH — pac-
TyIIasl yrpo3a Kuoeparak. Xakepbl U KHOepIpecTyITHUKH UCTIONB3YIOT PA3TUYHbIC TAKTUKH IS TIOJTY-
YeHUs] HeCAaHKIIMOHUPOBAHHOTO JIOCTYMA K KOMITBIOTEPHBIM CHUCTEMaM M KPaXku KOH(UICHIIUAIb-
Hol uHpopmauuu. K HUM oTHOCATCS putuuHe, 6De0OHOCHbBIE NPOZPAMMBL, NPOZPAMMbI-ELIMOAMENU
U cospemerHble nocmosiHHble yeposol (APT).

Ente omHIM BakKHBIM aCTIeKTOM SIBJISICTCSI pACTyIliee UCIIOb30BaHUE OOJIAUHBIX BHIYUCIICHUI
1 MOOWIBHBIX yCTpocTB. [To Mepe TOro kak Bce OOJIbIIE OPraHMU3alUi TIEPEHOCAT CBOM JIAHHBIC

W IIPUJIOKCHUA B 06)1211(0, a COTPYOHUKH IPUMCHSAIOT MOOWJILHBIE YCTpOfICTBa IJIA JOCTYyIIa K JaHHBIM
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KOMITaHUH, TIOBEPXHOCTh aTaKH JIJIsI KUOSPIPECTYITHUKOB PaCHIMPSIETCs. DTO MPHUBEJIO K pa3padoTke
HOBBIX TTPOIYKTOB U YCIIyT O€30MacHOCTH, CHICIIMAILHO MPETHA3HAYCHHBIX JIJI1 OOJAYHBIX U MOOWTh-
HBIX Cpell.

Kpome TOro, B COBpeMEHHOM COCTOSTHMM KOMITBIOTEPHOU O€30MacHOCTH Bce OoJiblliee BHU-
MaHMe yIeJseTcss COOMOICHUI0 HOPMATUBHBIX TpeOoBaHM. OpraHu3aiyu JIOKHBI COOTBETCTBO-
BaTh pa3au4HbIM HOpMaMm, TakuM Kak GDPR (General Data Protection Regulation), HIPAA (Health
Insurance Portability and Accountability Act) u PCI DSS (Payment Card Industry Data Security
Standard), koTopble coiepkaT KOHKpETHbIE TPeOOBaHUS K 3aIuTe KOH(UACHIIMATBHBIX JaHHBIX.

CoBpeMeHHOEe COCTOSTHME KOMIIBIOTEPHOI 0€30MacHOCTH BKJTIOUAET B ceOsl Bee Oosiee MMPOKOoe
WCIIOJIb30BaHUE MCKYCCTBEHHOTO MHTEJUIeKTa U MaiHHOro o0ydeHust (MW u MO) a1 noBbIIIeHUS
6e3zonacuoct. 1 1 MO npumeHstiotest [yt 0OHapykeHHUs] KUOepyrpo3 M pearpoBaHus Ha HUX
B PeKUME PeasIbHOTO BpeMeHH, aBTOMATU3aIMK 33]a4 O€30MacHOCTU U YIyUIleHUs OOIIero YpOBHS
0e30IacHOCTH.

Tenaennuu u Oyaymue pa3padoTKu B 00J1acTH KOMIIbIOTEPHOI 0€30MacHOCTH

TenneHun u Oyaymive pa3padOTKU B OONIACTH KOMITBIOTEPHOW Oe30MacHOCTH HAIlpaBJICHBI
Ha yCTpaHeHHe Bce OoJiee CIIOKHBIX M PA3HOOOPa3HBIX KHOEPYrpo3, ¢ KOTOPHIMU CTAJIKUBAIOTCS Opra-
Huzauu. [lepedncinm HeKOTOpble U3 STHX TEH/ICHIIUN.

* Keanmosvie eviuucaenusi. C MX MOSBICHUEM TPAAUIIMOHHBIE METO/IBI IIU(POBAHUS CTAHYT
HEaKTYaJIbHBIMU. DTO CBA3AHO C TEM, UYTO KBAHTOBBIE KOMITHIOTEPBI MOTYT JIETKO B3JIOMATh CYIIIECTBY-
fome Metons mugposanus. [loatomy pazpadoTka METOIOB MU(pPOBAHMUs, YCTONUMBBIX K KBAHTO-
BbIM BBIYHCJIEHUSIM, — 9TO MPHOPUTETHAS 3a/1a4a JJIs1 OyAyIIero KOMIbIOTEPHON O€30MacHOCTH.

e HckyccmeenHulii unmennekm u mawurtoe ooyuerue. Ilo Mepe COBepIIEHCTBOBAHUS TEXHO-
noruu U/MO 6ymyT UCONB30BaThCS /IS TTOBBIIIICHUS YPOBHSI KMOEpOE30IMacHOCTH 32 CUeT aBTO-
MaTU3alny 3a/a4 Oe30MacHOCTH, OOHAPYKEHHUSI YIPO3 M pearnpoBaHKsl Ha HUX B peKUME PeaTbHOTO
BpEMEHHU, a TaK)Ke MOBBIIICHUSI OOITIero YPOBHST O€30MacHOCTH.

e bezonacrnocme unmeprema eeuieli. [1o Mepe TOro Kak Bce O0JIbIIIe YCTPOUCTB MOIKTIOUAETCS
K MHTEPHETY, PacIIUpseTCsl TOBEPXHOCTh aTaku it KubepripecTymHUKoB. besonacHocts 0T — 310
HOBasi 00J1aCTh, KOTOpAsi HAIIPaBJIeHA HA 3aIUTY ITUX YCTPOKUCTB OT KNOEpaTakK.

e Texnonozusi 6a0Kkuelina . Bee 4arie ucmosnb3yeTcs ISl 3allUThl JaHHBIX U TpaH3akuuid. OHa
oOecrieyrBaeT HeM3MEHHYIO M ITPO3PAYHYIO 3aIMCh BCEX TPAH3AKIIUMIA, 3aTPY/AHSIS 37I0yMBIIIJIEHHUKAM
TO/IJICSIKY JAHHBIX WJIM MOIICHHIUYECKUE ICUCTBHS.

e Oonaunas 6ezonacrocms. I1o Mepe TOro Kak Bce O0JIbIIe OPraHU3alui epPeHOCAT CBOU JJaH-
HBIE U TIPUWIOKEHUsS B 00JIAKO, MOTPEOHOCTh B PEIICHUSIX MO 0O0ecreueHN0 0€30MacHOCTH, OpUeH-
TUPOBAHHBIX Ha OOJauHble cpefpl, OyneT pactu. K HUM OTHOCATCA pelieHrst Oe30MacHOCTH, KOTO-
pble MOTYT ObITh Pa3BEPHYTHI B MYJBTHOOMAYHBIX Cpe/iaX, a TAKKE PeIIeHusI, CIIOCOOHBIE 3allUTUTh
OT crierupUIecKux Jisi 0OIaKka yrpo3, TaKUX KaK yTeuka JaHHBIX W HelpaBIIbHAST KOH(DUTYpaIusl.

BunsiHue TeXHOJOrn4ecKux ,IIOCTI/I)KeHI/Iﬁ Ha 0e30MaCHOCTDh

Pa3BuTHe TEXHOJOTMI 3HAYMTENILHO TOBIUSIO Ha cdepy KOMIBIOTEPHOH Oe30MacHOCTH.
C mnosiBJIeHHEM HOBBIX TEXHOJIOTMI YaCTO BO3HMKAIOT HOBBIE MPOOJIEMBI U BO3MOKHOCTH B 00JIaCTH
0€30MacHOCTH.

OI[HO N3 OCHOBHBIX HOCJICI[CTBI/II'/JI pa3BI/ITI/I}I TeXHOJIOFI/Iﬁ IJIA 6G3OHaCHOCTI/I — TIIOBBIIIICHUC
CJIO)KHOCTH U pa3HO0Opasust Kubepyrpos. C BOBHUKHOBEHHUEM HOBBIX TEXHOJIOTUH, TAKUX KaK 00J1a4-
HBbI€ BBIYUCJICHHU A, MO6I/IHI)HI>IC YCTpOﬁCTBa n I/IHTepHeT BCHIGI;'I, HOBerHOCTI) aTaku Jid KI/I6epHpe-
CTyHHI/IKOB paCI_HI/IpI/IHaCI). 9TO HpI/IBeJIO K ITOABJICHUIO HOBBIX THUIIOB KI/I6€pYFpO3, TaKHX KakK Bpeno-

HOCHBIE TTPOTPaMMBI 1JIsl OOJIAYHBIX BHIYMCIICHUN U aTaku, crierdguansie 1s [oT.
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BrusiHue TeXHOIOrMYEcKoro mporpecca Ha 0e30MacHOCTh MPOSIBIISIETCS TAKKe B TOM, UTO BCE
6oJiee MUPOKO MCHOBb3YIOTCS UCKYCCTBEHHBIN MHTEIJIEKT M MamiHHOe o0yuyenue. /MO npume-
HSIIOTCSI JUTS1 TIOBBIIIIEHH ST O€30MACHOCTH MyTeM aBTOMATU3aIMK 33/1a4 O€30MacHOCTH, OOHAPYKEHU S
yIpo3 M pearupoBaHusl HA HUX B PEKMME peaslbHOrO BpEeMEHHM, a TaKkKe ISl YIydIlleHHs! OOIIero
ypoBHs1 6e3omacHOCTH. OIHAKO 3TH K€ TEXHOJIOTUHM MOTYT 3aJJeCTBOBATh MTPOTUBHUKHY ISl TPOBE-
JEHUS TIePe/IOBbIX KOepaTak U YKJIOHEHHUS OT OOHAPYKEHHMSI.

Kpome Toro, pa3Burue TEXHOJIOTMA IPUBEJIO K PAaCIIMPEHUI0 UCIONb30BaHMS IU(POBAHUS.
OHo npuMeHsieTcsl IS 3aIIUThl CEKPETHBIX CBEJEHUI OT HECAHKIIMOHUPOBAHHOTO JJOCTYIA U MMEET
pelaoiiee 3HaYeHUe ISl COXpaHEeHHMs! KOH(MUACHIMAILHOCTH M LIEJIOCTHOCTH JaHHBIX. OgHaKo
C TIOSIBJIEHWEM KBAaHTOBBIX BBIUMCIICHUI TPAAUIIMOHHBIE METOIBI MM(ppoBaHus ycrapetoT. [lostomy
pa3paboTKa MeTOIOB IMM(MPOBAHUS, YCTOWYMBBIX K KBAHTOBBIM BBIYMCIICHUSIM, — MPUOPUTETHAS
3aaya s OyIyniero KOMITbIOTepHON 0e30MacHOCTH.

PasBuTre TexHONMOrMi 00yCIOBMIIO TaKKe paclIMpeHre MCTOMb30BaHUs OOJAYHBIX BBIUKCIIE-
HUI 1 MOOWJIBHBIX YCTPOKCTB, UTO CO3/1aJI0 HOBBIE MPOOJIeMbl O€30MACHOCTH, CBSI3aHHBIE C YTEUKOM
JaHHBIX, HETIPABUIIBHOW KOH(PUTypalveld 1 COOTBETCTBUEM HOPMATUBHBIM TPEOOBAHUSIM.

Poab NpPaBUTEJALCTBA U MEKYHAPOAHBIX opraHn3aum‘i
B o0ecreuyeHun KOMHLIOTepHOﬁ 0e30macHOCTH

Ponb mpaBuTesibcTBa ¥ MEXAYHAPOIHBIX OPraHM3alvid B 00JIACTH KOMITBIOTEPHOH Oe30IacHO-
CTH 3aKJII0YaeTCs B pa3padOTKe MOIUTUKH, TIPABUI U PYKOBOISIIMX MTPUHIIMIIOB JIJIS1 3AIIUTHI TPaX-
JaH, OpraHu3aluil ¥ cTpaH OT Kudepyrpo3. Ha HallMOHaIbHOM ypOBHE MPAaBUTENBCTBA OTBEYAIOT
3a 3alIUTy COOCTBEHHBIX CEeTed M KPUTHUYECKON MH(PACTPYKTYpHI, a TaKXke COOMOACHNE 3aKOHOB
Y TIPaBWJI, CBA3AHHBIX ¢ KMOepnpecTymHocThio. Ciofa OTHOCATCS pa3padOTKa 3aKOHOB O KrOeprpe-
CTYITHOCTH, CO3JaHUe TMOAPa3IeJeHUI MO PaCcCIeIOBaHII0 KMOSPIPECTYIUICHUI W TIPECIeJOBAHUIO
MIPECTYITHUKOB, a TAKXKe MOJJIep)KKa OPraHN3allni, CTAaBIINX KePTBAMH KHOepaTak.

MexayHapornHble opraHu3aimu, Takue kak Opranmsamus O6bveaunennsix Hammii (OOH),
Esponeiickuii coo3 (EC) u Opranuzanus Cesepoariantuyeckoro goropopa (HATO), Takxe urpator
OIpeJIeJICHHYIO POJIb B 00eCTieUeHIH KOMITBIOTEPHOU 0€30IaCHOCTH, CIOCOOCTBYS MEX TyHAPOIHOMY
COTPYIHUYECTBY M 0OMeHy uH(popMarmen Mexay crpaHamMu. OHEM pa3pa0aThiBAIOT W IMPOJABUTAIOT
ME>K/IyHapOIHBIE CTAaHIAPTHI U MEPEIOBYIO MPAKTHKY B 00IACTH KOMITLIOTEPHON O€30I1acHOCTH.

OnHNM H3 PUMEPOB MEKIYyHApOJHOTO COTPYAHMYECTBA siBiisieTcsl BymanemiTckasi KOHBEH-
1Sl O KUOEPIPECTYITHOCTU — MEPBBIA MekTyHAPOIHBIA JOTOBOP O MPECTYIIEHHUSIX, COBEPIIAEMbIX
Yyepe3 UHTEPHET U APYTrvue KOMITBIOTEPHBIE CETH, B YaCTHOCTH, O HAPYILIEHUSIX aBTOPCKHX IPaB, KOM-
MBIOTEPHOM MOIIEHHUYECTBE, JETCKOM MOpPHOrpaduy M HapyIIeHUsIX ceTeBoil Oe3onmacHocTH. OHa
HarpapjieHa Ha TapMOHM3AINI0 HAIIMOHAJIBHBIX 3aKOHOB, COBEPIIIEHCTBOBAHUE METOIOB pacciieJoBa-
HUS U pacliipeHue COTPYAHNYECTBa MeX 1y cTpaHaMu. Kpome Toro, MHOrre MexayHapOoJHbIE Opra-
HU3AIMHU OKa3bIBAIOT TIOMOIIb BXOASIIMM B HUX CTPaHaM B Pa3BUTUH X MOTEHIMAIA KUOEP3aIUThI
u pearupoBaHus Ha uHUMAEHTb. Hanpumep, HATO opranusyer mjis CTpaH-4IEHOB TPEHUPOBKU
1 ydeHus no kuOepsammre, a EC Bbimenser cpeacta Ha UCCIEA0BAHUS U Pa3pabOTKU B 00IACTH
K1OepOe30MacHOCTH.

PoJib uHAUBHYAJBLHO U KOPIIOPATUBHOI
OTBETCTBEHHOCTH B KOMINBLIOTEPHON 0€30MacCHOCTH

WunuBuyanbHasi 1 KOPIOpaTUBHASI OTBETCTBEHHOCTh B KOMITBIOTEPHON O€30MaCHOCTH UMeeT
pelnaooinee 3HaYeHue i1 oOecTieueH s 3auThl KOH(pUAESHIMAIbHONW HH(pOpMAIUU 1 o0men 6e3-
OIACHOCTH CETeU U CUCTEM.
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Jlionu 00s13aHbI 3AIUIIATE JIMYHYI0 MH(OPMALIMIO U 3HATH O TIOTEHIMAIBHBIX PUCKaX U YIpo-
3ax, CBSI3aHHBIX C UX JESATEILHOCTHIO B MHTEPHETE. DTO MPeaycMaTpUBAET UCIOIb30BAHHUE HAICKHBIX
naposne, mojepxanye MporpaMMHOro 0O0ecredeH s U CUCTEM Oe30MaCHOCTH B aKTyaJIbHOM COCTO-
SIHUM, a TaKXKe OCTOPOKHOCTH MPH CTOJKHOBEHUH € (PUIIMHIOM U APYTUMH TAKTUKAMH COIMATbHOM
VHKEHEPHH.

Kopropariuu HecyT OTBETCTBEHHOCTD 3a 3alIUTYy CBOMX CETel, CUCTEM U KOH(MUIECHIIMATBHON
MH(pOPMAIK KJIMEHTOB U COTPYTHUKOB. Clofja BXOAST BHEJpEeHNE HAKHBIX TIOJUTUK U TPOLIELYP
0e30MacHOCTH, O0OyUeHHE COTPYAHUKOB O30MaCHOMY MOBEACHMIO, & TaKKe PEryIsipHbIA IEpecMOTp
1 OOHOBJIeHHEe cucTteM Oe3ornacHocTu. KpoMe Toro, KOMImaHuM HECyT IOPHINYECKYI0 M STUYECKYIO
OTBETCTBEHHOCTb 32 COOOIIIEHNE O HAPYIIEHUSIX JaHHBIX U IPYTHX MHIMAEHTaX O€30MacCHOCTH COOT-
BETCTBYIOIIM OpPraHaMm M MOCTPaIaBIIUM cTopoHaM. OHU TakXke JOJIKHBI COOMIOAaTh HOPMAaTUBHBIE
aKThl U OTpacJieBble CTAaHJAPTHI, Takue Kak OOLMiA perfaMeHT 10 3alliuTe JaHHBIX M CTaHAapT 0e3-
OIMACHOCTH JAaHHBIX MHAYCTPHUHU TUIATEKHBIX KapT.

Komnanum orBevaior u 3a odecrieueHre 0e30MacHOCTH CBOMX IMPOLYKTOB U YCIIYT, a TaKke
yCTpaHeHue OOHAPYKEHHBIX YSA3BHMOCTEN B cUCTeMe Oe30MacHOCTU. DTO BKJIOYAET B ceOs Mpeno-
CTaBJICHUE PETYJISIPHBIX OOHOBJIEHHI O€30MTaCHOCTH M COTPYAHUYECTBO C MCCIIeA0OBATEIMH Oe30mac-
HOCTH TSI BBISIBJICHUSI 1 YCTPAHEHUs ySI3BUMOCTEH.
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IlocaeacTBusa HApyMIeHHIT KOMIIBIOTEPHOI 0€30MacCHOCTH

Buabl HapymeHnii KOMILIOTEPHOI 0€30MacCHOCTH

CymiecTByeT MHOXECTBO TUIIOB HAPYIIEHUI KOMITBIOTEPHON O€30MaCHOCTH, KaXbIN U3 KOTO-
PbIX UMEET YHUKAJIbHbIE XaPAKTEPUCTUKU U MOTEHIMAJIbHBIE TTOCIEACTBUSA. PaccMOTpUM HEKOTOpbIE
pacrpocTpaHeHHbIE TUIIBI.

* Amaku 6pe0oHOCH020 npoepammHozo obecnevenusi. IlonpasyMeBaOT UCHOIB30BaHUE Bpe-
JOHOCHOTO TIPOrPaMMHOTO OOECIIeUeHHs, TAKOTO KaK BUPYCHI, YEPBH WM TPOSTHCKUE MPOTPAMMBbI,
IJ1s1 TIOJTyYE€HU 1 HECAHKLIMOHM POBAHHOTO JIOCTYIA K KOMITBIOTEPY WJIU CETH.

e Quuuurnzosvie amaku. CBSA3aHbl C UCNOIB30BAHUEM MOIIEHHUYECKUX JEKTPOHHBIX MHCEM
WM BeO-CallTOB, MPU3BAHHBIX OOMAHOM 3aCTaBUTD TMOJIL30BATENIEH MPEIOCTABUTh KOH(UAECHIINAb-
HYI0 MH(OpMaLMIO, HATPUMEP YUETHbIE JaHHBIE [IJIs1 BXO/a B CUCTEMY WM (pUHAHCOBYIO0 MHGOpMa-
LUIO.

e Ransomware-amaku. CBsizaHbl ¢ npuMeHeHMeM BpenoHocHoro I1O, kortopoe mmdgpyer
(baiisibl skepTBBI M TpeOyeT BHIKYI B OOMEH Ha KJTIOY /ISl paciii(pOBKH.

e PacnpedenenHvle amaku muna «omkas 6 oocayscusaruu» (DDoS). CBsi3aHbl ¢ niepenoiHe-
HHEM BeO-caiiTa I cepBepa MOTOKOM TpaduKa, 4To JeJIaeT ero HeJOCTYITHBIM ISl 3aKOHHBIX TOJTb-
30BaTenen.

e Amaxu ¢ nomowwiro SQL-unwexyuii. [lonpazymMeBaloT BHEIpEHUE BPEJOHOCHOTO Kojia B 0a3y
JAHHBIX CaiTa, YTO MO3BOJISIET 3I0YMBIIIJIEHHUKY MOJTY4UTh JOCTYI K KOH(PUIEHIMAIBHON UH(POP-
MalHu.

* Amaku ¢ npumeneHuem cogpemerHvlx nocmosuHvix yepo3 (APT) . [lonpazymeBaloT JJIUTeNb-
HYIO U LieJIeHaNpaBJIeHHYI0 KHOeparaky, Kak MpaBHJIo, CO CTOPOHBI TOCYJapCcTBa WU IPYTHX BBICO-
KOKBAJIM(UIIMPOBAHHBIX M 00/1A1AI0IIUX OOJIBIIMMH pecypcaMy CyOBEKTOB.

* Uncaiioepckue yepo3vi. CBSI3aHbI C y4aCTHEM COTPYIHUKA, MOAPATIMKA UM APYroro MHCam-
Jepa, KOTOPBIA 3JI0HAMEPEHHO MCIIOJIb3YET CBOM AOCTYII K CUCTEMaM M JaHHBIM OpraHU3allvu.

Kaxaplil U3 3TUX TUIOB aTak MOXET UMETh 3HAYMUTEJIbHbIE MOCJIEICTBUS JJIsl OpraHU3allly,
BKJII0YAsi (DMHAHCOBBIE MOTEPH, YIIEpO peryTaluy U JOBEPUI0 KJIMEHTOB, a TAKKe MOTepl0 KOH(pU-
AEHIMAIBbHON MH(pOpMaIy. BaxHO MOHMMATh, KaKUe THITbl HApyLIEHUH Oe30IacCHOCTH MOTYT IPO-
W30UTH, YTOOBI UMETh BO3MOKHOCTh 3(P(PEKTUBHO UX OOHAPYXKMBATh M PearupoBaTh Ha HUX.

PdHUHAHCOBbIE nocJaeaACTBUA HAPYIICHUA 0e30macHOCTH

Hapymenus 6e30nmacHOCTH MOTYT 3HAUUTEJIBHO TIOBJIUSITH Ha (DUHAHCOBOE COCTOSIHUE OPTaHU-
3allMU — OHA MOKET TIOHECTH KaK MpsIMbIe, TaK M KOCBEHHBIE 3aTpathl. [IpsMble 3aTpaThl, CBSI3aHHbIC
C HapylIeHueM Oe30MacHOCTH, BKIIIOYAIOT PACXOIbL:

* Ha opuouuecKue ycayeu u coonto0eHue HOPMAmueHblx mpeoosaruii . OpraHu3ali MOTYT
CTOJIKHYThCS €O IITpad)aMy M CAHKIMSAMU 32 HECOOMOCHNE HOPMATUBHBIX aKTOB U 3aKOHOB, CBSI-
3aHHBIX C 3aIIUTON U 6e30MaCHOCTHIO JAHHBIX

e paccaedosarue u soccmarosnerue . OpraHu3asaM MOKET MOTPeOOBATHCS HAHSTH BHEIITHUX
9KCTIEPTOB ISl paccieJOBaHUsI HAPYILIEHUs U ONpeesieHu s MacIuTaboB yiepoa;

* yeeOoM.AeHUe U KpeOummblli MoHumopure . OpraHu3anysM MOXET MOTPeOOBaThCS YBEAOMUTD
MOCTPA/IABIINX JIUI] U TIPEAOCTABUTh UM YCIyTH KPEAUTHOIO MOHUTOPHHTA;
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* npepvlearue oesmenvrocmu . OpraHu3aluy MOTYT MOTEPATH JOXOA U MOHECTH JIOTIOTHUTEb-
HBIE PACXO[bl, €CIM MM TPHUIETCSI OCTAHOBUTH padOTy Ha BpeMsi BOCCTAHOBJICHUsI TIOCTIE YTEUKH
MH(pOpMaINY;

* xubepcmpaxosarue. HeKoTopbple OpraHU3allii MOTYT MMETh TMOJUCHl KHOEPCTpaXOBaHUs,
KOTOPBIE MOTYT MIOMOYb MOKPBITh PACXO/Ibl B CIy4ae HApyILIEHHUS.

KocBenHble 3aTpaThl, BbI3BaHHBIE HAPYILIEHUEM O€30IaCHOCTH, CBSI3aHBI:

* ¢ yuwepoom penymayuu u 0ogeputo KaueHmos. Hapyiienne 6e30MacHOCTA MOXKET HaHECTH
yuiep0 pernyTayy OpraHu3aliiy, U3-3a Yero KJIMEHTH MOTePsIIoT JOBEpUe K Hell;

* nomepeii UHMeENNEKMYANbHOU codcmeenHocmu . HapyiieHne 0e30MacHOCTH MOXET TpUBe-
CTH K TOTepe LIEHHOW HMHTEJUIEKTYyaJIbHO COOCTBEHHOCTH, TaKOW KaK KOMMEpUYECKHe CEKpEThI
WM uHMOpMaLys, SBJISI0MAsACS COOCTBEHHOCTHIO KOMITAHUY;

* nomepeii 0enosvix 8o3moNcHocmeli. HapyrieHre 6e30MacHOCTH MOXET MPUBECTH K yTpaTe
JEJIOBBIX BO3MOXHOCTEN U CHUKEHUIO KOHKYPEHTHBIX IIPEUMYIIIECTB;

* MPYOHOCMSIMU C NpUBLeUeHUueM U yoepocanuem compyonukoe. Hapymenne 6e30macHOCTA
MOJKET 3aTPYJHUTB /711 OPraHU3alMy PUBJIEYEHUE U YIepKaHHUE JIyUlIMX CIELIUATUCTOB.

B 1ieniom (pmHAHCOBBIE MOCEICTBUS HAPYIIEHNs O€30MIaCHOCT MOTYT OBITh 3HAYUTEIILHBIMU,
Y OpraHM3alysIM ClIeyeT YUYUTHIBATh STH BO3MOXKHBIE PACXOJIbl PH pa3padOTKe cTpaTeruii 6esomnac-
HOCTH.

Bumnsinue Ha penyrannmo 1 J0BEpue KJIMCHTOB

Hapyiienne 6e301acHOCTH MOXET 3HAYUTETHHO MOBJIUATH HA PEMyTaIMIO OpPraHU3al|y U JI0Be-
pue KIreHTOB. To, YTO MPOMCXOOUT HapylleHHe Oe30IaCHOCTH, MOXET Pa3pyIIHTh €€ PEeIyTaluio
B IVIa3axX KJIMEHTOB U IIMPOKOH OOIIECTBEHHOCTU. DTO CIIOCOOHO BBI3BAThH JIOJTOCPOYHBIC TIOCTIE/I-
CTBUSI JIJIs1 OPraHU3alliK, TaK KaKk KJIMEHTHI Oy/IyT OracaThCsi BECTU C Hel Jiesia B OyayIiem.

Brusinue Ha perrytanuio MOXeT ObITh OCOOEHHO Cepbe3HBIM, KOTT]a pacKphIBaeTcsk KOH(PHICH-
1MaibHasl UM JuyHasi uHdopmaims. Harpumep, eciiv B opraHuzaiiiy Mpou3ouaeT yreuka nHpop-
Malliy, B pe3yJIbTaTe KOTOPOi OyayT PacKphITHI JIMUHBIEC JaHHbIE KJIMEHTOB, TAKHE KaK HOMepa Kpe-
AUTHBIX KapT WJIM HOMEpPAa COUHUAJIbHOIO CTpAaXOBaHUS, KJIIMEHTBI HO6OHTCH JOBEPUTH el JIUYHbIE
JAaHHbIC B 6YIIyH_[CM. ITO MOXET IMPUBECTU K NTOTEPE KJIIMEHTOB U JOXOOOB.

[MoMyMO BIMSHUS HA peryTanyio HapylleHre 0e30MacHOCTH MOXeT 3HAYMTETLHO TIOBJIUSITH
Ha JOBEPHUC KJIIMCHTOB. Koma UX JIM4YHasda I/IH(l)OpMaHI/IH PaCKpPbBIBACTCA, OHU MOI'YT Ha4aTb COMHE-
BaTbCA B CHOCO6HOCTI/I OpraHm3zanyu 3allilUTUTL UX JaHHBIC. ITO MOXET IMPUBECTU K IMOTEPE KIIMCHTOB
Y CHUKEHHMIO JIOSUTBHOCTHU K OpeHTy.

[NocnencTBus HapynieHUs1 6€30MaCHOCTH MOTYT OBITh CYIIECTBEHHBIMU sl opraHu3auuu. Eif
MOXET TOTPeOOBAThCS BIOKUTh 3HAYUTEIILHBIE PECYPCHI B CITYKOY MO CBSA3SIM C OOIECTBEHHOCTHIO
Y KPU3KCHOE yIpaBJieHHe, YTOObI CMSATUYHTH YIepO, HAHECEHHBIN ee peryTaluy ¥ JOBEPHUIO KJIMEH-
TOB.

Bo3eiicTBHEe Ha HHTEJJIEKTYaJbHYI0 COOCTBEHHOCTh
1 KOH(hHIeHIHAJIbHYI0 HH(OPMAIUIO

Hapyiienne 6e30macHOCTH MOXET 3HAUMTENILHO TOBJIUATh HA WHTEJJIEKTYaJIbHYI0 COOCTBEH-
HOCTh M KOH(PHMIEHIMATbHYI0 MH(OPMALIMIO OpraHu3aluu. HMHmeanekmyanbHas coOCmeeHHOCHb
(MC) BrimouaeT B ceds1 MaTeHTH, TOPrOBbIe MAPKH 1 ABTOPCKHE ITPaBa M MOKET OBbITh LIEHHA /7151 Opra-
Huzauuu. K kongudenyuanvroii ungpopmayuu 0OTHOCSTCS KOMMepUecKas TaiiHa U KOH(UAEHIIUAb-
Hasl JiesioBasi uHpopmalusi.
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Korma nmpoucxonut Hapyiienue 6e3onaciHocti, UC u koHpuaeHma pHass nHQOpMAaIys opra-
HU3ALWHU MOTYT OBITh PACKPBITHL. DTO MOKET HAHECTH YIIEpO OpraHU3aliy Pa3InIHBIME CIOCOOAMH.
Haripumep, KOHKYpEHTbI OpraHU3alii MOTYT UCTIONb30BaTh packphiTyio MIC 1 KOH(pUASHIMAIBHYIO
MH(pOPMAIIMIO 1J1s TIOJTyYeHUs] KOHKYPEHTHOIO MPEUMYILECTBA. DTO MOXKET IPUBECTHU K IOTEPE 0N
PbIHKA M JJOXOJIOB OPraHU3allnH.

Kpome Toro, packpsiTre KOH(pUASHIMATBHON HH(POPMAIMY MOKET HAHECTH YILIepO peryTaluu
opranuzanuu. Hanpumep, ecim koHpuaeHMaibHas nHgopmarysi pupMbl OyJeT pacKpbITa, €€ MOTyT
CuecTh HeOpEKHOU WM He 3aCTyKUBAIOIIEH JOBEpHsI, UYTO CIIOCOOHO MTPUBECTH K TIOTepe KJIMEHTOB
Y CHUKEHHMIO JIOSUTBHOCTHU K OpeHTy.

Hapymienne 6e30macHOCT MOXKET IPUBECTU HE TOJIBKO K PACKPHITHIO, HO U K Kpaxe VC u koH-
dunennmanpHON MHpOpPMAUU. DTO MOKET ObITh OCOOGHHO OIMACHO YISl OpraHu3aluii, KOTOpbIe
B 3HAYMTEJILHOM CTETICHH T0JIaraloTcsl Ha HUX MPY Pa3BUTUM CBOETO OM3Heca. XaKkep WM 37I0yMBbIII-
JIEHHUK MOJKET YKPacTb 3Ty MH(OPMALIMIO U MCIOJIb30BaTh €€ B CBOMX MHTEPEcax, YTo MOXET IpH-
BECTH K TOTEpE JI0XO/IOB, J0JM PhIHKA ¥ KOHKYPEHTHBIX IIPEUMYIIECTB OPraHU3alInH.

UroObl CMATYMTH MOCHIENCTBUSI HapymeHnus: 6esonacHoctd miist C u KoH(pHIEHIMATbHOMN
uH(pOpPMaIK, OpraHU3alMsIM CJIeAyeT MPeanpUHSTh Iard no ux 3ammre. Cioma MOXET BXOAUTD
BHEJJpEeHME HAJIS)KHBIX Mep O€30MacHOCTH, TAKMX KaK MIM(pOBaHUE W KOHTPOJIb JOCTYIA, a TaKKe
PEryJIsIpHBII MOHUTOPUHT HAPYIIEHUHA W TIOJO3PUTENBHON akTMBHOCTA. KpoMe Toro, opraHuszanuu
JOJDKHBI MMETh TIUTaHBI pearpoBaHUsl Ha HapylleHue Oe30MacHOCTU M JIMKBUIAIWMH TOCIIE/ICTBUM,
YTOOBI MUHUMU3UPOBATH YIEpO, HAHECEHHBI UX UHTEJUIEKTYaIbHON COOCTBEHHOCTH Y KOH(UIEH-
LMAJIbHOM MH(OPMALIHH.

Bo3eiicTBHEe Ha HAIMOHAJBHYIO 0€30MaCHOCTh
H KPATHYECKYI0 HH(PPACTPYKTYPY

Hapyiienne 6e30MacHOCT MOXET 3HAYMTENIbHO MOBJIUSATh Ha HAMOHAJBbHYIO O€30MacHOCTh
U KpUTHYECKYI0 MHppacTpykTypy. Ilon xpumuueckoii ungppacmpyxmypoii TOHUMAIOTCSI CUCTEMBI
Y aKTHBbI, HEOOXOAUMBIE AJIs1 (PYHKIIMIOHMPOBAHUsI OOIIECTBA, TAKME KaK JEKTPOCETH, CHCTEMBI
BOJOCHAOKEHUS U TpaHCHOPTHbIE ceT. OHU YacTO KOHTPOJIMPYIOTCSI KOMITBIOTEPHBIMH CUCTEMAMMU
Y CETSMH, YTO JIeJIaeT UX ySI3BUMBIMHU JJIs1 KHOepaTak.

Korga wnapymieHune 0e30macHOCTH TMPOMCXOAWT HAa HAIMOHAJIBHOM YPOBHE, 3TO CIOCOOHO
Cepbe3HO MOBJMSATH Ha OE30IMaCHOCTh CTPAHBI M €e rpaskaaH. Harnpumep, Xxakep Wi 3710yMbIIUIEHHUK
MOET MOJIyYUTh KOHTPOJIb HaJl CUCTEMaMM KPUTUYECKOM UH(PPACTPYKTYpbl, TAKUMHU KaK JIEKTPO-
WA TPAHCTIOPTHBIE CETH, YTO MOKET IPUBECTHU K IIPEKPAILIEHUIO NI0/1a4H IEKTPOIHEPTMU WJTH OKa3a-
HUS TPAHCTIOPTHBIX YCIIYT, U3-32 Yer0 BOZHUKHET PUCK Ui rpakaad. Kpome toro, HapyieHue 6e3-
OIMACHOCTHU CIIOCOOHO MPUBECTH K PACKPBITHIO KOH(DUACHIIMAIBHOW MH(OPMALIMK O HAIIMOHAIBHOW
0€30MacHOCTH, U3-3a YEro CTPaHa MOXET MOIBEPIHY ThCS PUCKY IIIMHAOHAKA UM JPYTUX 3I0HAMEPEeH-
HBIX JercTBuil. Kpome Toro, HapyieHue 6€30MacHOCTA MOKET Cepbe3HO TMOBIHUATh HA SKOHOMUKY
crpanbl. Harpumep, HapynieHre 6e30MacHOCTH KPYITHOTO (PMHAHCOBOTO YUpesKIeHU s WU (POHI0BOM
OVpXKU MOXKET IIPUBECTH K yTpare J0Bepust K (PMHAHCOBOHM CHCTEME M KaK UTOT — K (PUHAHCOBOMY
KpU3UCY.

UYUToObl CMATYUTD MOCIIENCTBHS HAPYILIEHUsI OE30MacHOCTH JIs1 HAIIMOHAJIBHOW O€30MacHOCTH
U KPUTUYECKOU MH(PPACTPYKTYPbl, CTPaHbl JOJKHBI MPEANPUHATD IIary MO 3alUTEe CBOUX CHCTEM
Y aKTHUBOB. DTO MOXET ObITh BHEAPEHUE HA/ICKHBIX Mep O€30MacHOCTH, TaKUX KaK IIU(pPOBAHUE
Y KOHTPOJIb JIOCTYIIA, a TaKXkKe PEryIsipHbII MOHUTOPUHI HAPYIIEHUI M MOA03PUTENIBHON aKTUBHO-
cru. Kpome Toro, crpaHsl TOJKHBI IMETh TUIAH pearupoBaHus Ha HapylleHue 0e301acHOCTH U JIMK-
BUIAIIUY TIOCJIE/ICTBUI, YTOOBI MUHUMHU3UPOBATH yIIepO, HAHECEHHBI HAITMOHAJILHOM 0€30MacHOCTH
Y KPUTUYECKU BaKHOU MH(PPACTPYKTYpeE.
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Kpome Toro, s npegorBparieHust Kudeparak Ha HallMOHATBbHYIO O€301acHOCTh M KpUTHYe-
CKM BaKHble MH(PACTPYKTYpPbl U pearupoBaHusl HA HUX BaXKHO MEXAYHAPOIHOE COTPYIHUYECTBO.
CrpaHbl, MeXIyHAPOJHbIE OPraHU3AIMY U YACTHBIN CEKTOP AOJDKHBI paboTaTh BMecTe, 0OOMEHUBASICh
uH(pOpMaIye U epeaoBbIM OIBITOM IJIs1 YKPETJIeHHUS KOJJIEKTUBHOW OE30MacHOCTH.

CooTBeTcTBHE HOPpMAaTUBHLIM TpCﬁOBaHI/IHM
H OPUIANIECCKHUEC NMOCIEACTBUA HapymeHnﬁ 0e30macHOCTH

Cobnto0eHue HOpMamuHbIX MpedoBaHull N puouMecKue nocAe0Cmeuss HapyuleHuli de3onac-
Hocmu — BOXHBIN acTIeKT KOMITBIOTEpHOU Oe3omacHocTH. HapyieHus: MOryT mpuBECTH K HeCOOo-
JICHUIO 3aKOHOB M HOPMATHBHBIX aKTOB U TIOBJIEYb 32 COOOM I0pUAMUYecKre 00s3aTeNIbCTBA JIJIsI Opra-
HU3ALIUN.

Coomeemcmeue mpe0o8anusim — 3TO COOJIOICHNE 3aKOHOB, MPABWII, CTAHIAPTOB U TMOJIUTHK,
PEryJIupyIomux IesaTebHOCTh OpraHu3ai. Bo MHOTHUX OTpacisiX MPOMBIILICHHOCTH CYIIECTBYIOT
CrieIajibHble TpeOOBaHMS K 3amuTe KOH(pUACHIMAIBHBIX JaHHBIX, HAIIPUMEp CTaHaapT Oe3orac-
HOCTH JIAaHHBIX WHIYCTPHHU IJIATEKHBIX KApPT ISl KOMITaHUM, 0OpadaThIBAIOIINX OMEPAIUN C Kpe-
JOWTHBIMU KapTaMH, WM 3aKOH O MEPEHOCUMOCTU U MOAOTYETHOCTH MEIUIIMHCKOTO CTPaXOBaHUS
IJTsI KOMIIAHUH, 0OpadaThIBAIOIIMX METUITMHCKYI0 nH(popmarmo. HapyieHre 6e30MmacHOCTH MOXeT
MIPUBECTH K HECOOJIOICHHUIO STUX HOPM, YTO TIOBJIeYeT 3a COOOH mTpadbl, IEH! U MOTEHIUAIBLHYIO
noTepio On3Heca.

[MomuMo coOmioIeHNs HOPMATUBHBIX TPEOOBAaHWI OPraHU3AIMU HECYT I0pUANYecKre 00s13a-
TEeJIbCTBA, CBSI3aHHBIC C HapyIIeHUAMU Oe3onmacHocTh. OHU 00s3aHbI 3aIUIIATh KOH(UICHITNATb-
HBIC JAaHHBIC, U HEBBIMTOJTHEHUE 3TON 0OSI3aHHOCTU MOXET IIPUBECTH K CyIeOHOMY pa3OMpaTe/ibCTBY.
Hanmpumep, ecnu HapyiieHve 0e30MacHOCTH MPHUBOAUT K TOTepe JIMYHON MH(OpPMAIIUU, YaCTHbIC
JIMIIa MOTYT MPEIbsIBUTh OpraHW3allMd UCK O BOo3MelleHuH yiepOa. Hapyrenue Ge3omacHocTu
MOJET MPHUBECTH TaKke K TOMY, UTO KJIMEHTHI, aKIIMOHEPHI U JPyrvie 3aUHTEPeCOBAHHBIE CTOPOHBI
MOTYT MPEIbABUTH CYICOHBIN UCK K OPraHM3aIluM 3a YOBITKU, TIOHECEHHbIC MU B pe3y/IbTaTe Hapy-
IIeHUSI.

YUroOBl CMSTYHTH MOCTICACTBUS HApYyIIeHUs] O€30MacHOCTU /Il COOMIONICHUS] HOPMATHUBHBIX
Y TIPaBOBBIX TPeOOBaHMIA, OPraHU3AIIMH JIOJKHBI IMETh HAIeKHYI0 TIporpaMmy Oe3omacHocti. OHa
MOJET BKJIIOYATh B ceOsl PETyISIpHYIO OICHKY PUCKOB, BHEJIPEHHE CPENICTB KOHTPOJIsI Oe30MacHo-
CTU W TUIAHOB pearupoBaHMs Ha MHIUAEHTH. OpraHuzanusam cieayeT peryisipHO TiepecMaTpuBaTh
1 OOHOBJISITH CBOM TPeOOBaHKS K COOTBETCTBUIO U IOPUANYECKIE 00SI3aTe/IbCTBA, 2 TAKKE YOSTUThCS,
YTO Mporpamma 0e30MacHOCTH COOTBETCTBYET 3TUM TPEOOBAHUSIM.

Kpowme Toro, opranu3aiium JOJKHBI UMETh IJIaH pearipoBaHKs Ha HapyIleHre 0e30MacHOCTH,
KOTOPBIH JIOJKEH BKJIIOYATh YBEJOMIICHHE MTOCTPAIABIINX JIUIL U PETYJIUPYIOIIUX OPraHOB, a TaKkKe
COTPY/IHUYECTBO B paMKaX paccClieIOBAaHUI 1 CyIeOHBIX pa3OoUpaTesibcTB. DTO MOMOXKET OpPraHn3a-
UM POAEMOHCTPUPOBATH, YTO OHU TIPEANPUHSIIN IATH JJII CMSITIeHU s TIOCIISICTBUI HAPYIIICHUS
1 coOmmoieHrs] TpeOOBaHUI 3aKOHOIATE IbCTRA.

Bumsinne HapymeHuii 6e30NacHOCTH HA YeJIOBeKa

Bo3neiicTBre HapyiieHui 6€30MacHOCTH Ha YeJIOBeKa YacTo YIYCKAIOT U3 BUIY, HO OHO MOXKET
OKa3aTbCsl 3HAYMTENbHBIM. Korma mpoucxoauT HapyileHue O0e30MacHOCTH, JIIOAW U OpraHu3alluH,
KOTOPBIX 3TO KAacaeTcsi, MOTYT WCIBITHIBATh HEraTUBHbIE IMOLIMH, TaKMe KaK I'HEB, pa30odyapoBa-
HUe U cTpax. Harmpumep, KJIIMEHTH MOTYT TIOTEPSATh AOBEpHe K KOMIIAHWUM, TIOABEPIIIIECs B3IOMY,
a COTPYIHUKHM — MOYYBCTBOBATh Ce0s1 OCKOPOJEHHBIMU, €CIA UX JIMYHAsI MH(OPMAIHs OKa3aniach
T0J] YTPO30id.
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Hapymienne 6e30macHOCTH MOXKET HMPUBECTH K TMOTepe COTPyAHMKaMH paboThl U (puHaAHCO-
BOI HE3AIIUIIEHHOCTH, a TaKXKe HAHECTH peryTalMOHHbIN yiepd koMmanusM. Kpome toro, B ciy-
Yyae HapyleHus1 0€30MaCHOCTA OpPraHU3alMsM PUXOIUTCS TPATUTh BPeMsl M pecypchl Ha BOCCTa-
HOBJICHUE HOPMaJIbHOW JEATEIbHOCTH U YCTPAHEHUE MOCNIE/ICTBUMA, YTO MOXKET OTBJIEKATh CPEJICTBA
OT APYTUX BaXHBIX MPOEKTOB U MHUIIMATHB. Boee Toro, HapyiieHust 6e30MacHOCTH MOTYT ITOBJIHSTD
Ha MICUXUYECKOE 30POBbE JKEPTB M HAHECTU UM JIOJITOCPOYHBIN IICUXOJIOrUYecKuii yiepo. OpraHu-
3aIMsIM BaXKHO MOAJICPKUBATH COTPYAHUKOB M KJIMEHTOB, MOCTPA/IABIINX OT HAPYIIIEHHs Oe30MacHO-
CTH, YTOOBI CMSITYUTH [Isl HUX TIOCTIEICTBUS CIIOKHUBIIEHCS CUTYAINH.

BaxHO Takke OTMETHUTh, YTO HapyIlIeHUsI OE30IaCHOCTH MOTYT MMETh ropaszio Oonee cepbes-
HbIe TIOCJIECTBHS ISl MAJIOTO M CpeiHero OM3Heca Mo CPAaBHEHHIO ¢ KPYIMHBIMH OpraHU3AIMSMH.
Mautble npenpuATHA MOTYT HE UIMETh PECYpPCOB ISl BOCCTAHOBJICHUS I1OCJIE HAPYIIEHUS U ITOCTpa-
JaTh CUJIbHEE C TOUYKH 3PEHHs YITYIIIEHHOU BHITO/IB M PEYTAIMOHHOTO yIepoa.

Poab pearnpoBaHusi HA HHIU/EHTHI B CMATYeHUAN
nocJie/ICTBUII HAPYIIEHNH 0€30MaCHOCTH

Peazuposanue Ha UHKUOEHMbI — TO KPUTUIECKU BaKHBINA aCTIeKT KOMITBIOTEPHON O€30MacHo-
CTH, KOTOPBIN BKJIIOUAeT B ceOsl BBISBIICHUE, JIOKAIM3AIUIO U CMATYCHUE TIOCIIE/ICTBIIA HAPYIIICHUI
6e3omacHocTr. Kora mporucxoquT MHIUIEHT 0e30MacHOCTH, KOMaH/Ia pearipoBaHusl HA WHIUICHT
OTBEYaeT 3a OBICTPYIO OIICHKY CUTYAlIMU U TIPUHSTHE Mep Il MUHUMU3AIUH yiiepoa.

D¢ dekTrBHOE pearupoBaHre HAa WHIMICHTHl HAYMHACTCSA C UX OOHApYXeHUS W UICHTU(U-
Kalluu. DTU AEUCTBUS MPEIIoNaraloT MOHUTOPHHI CUCTEM U CeTell Ha HaJM4Yue MPU3HAKOB TOJI0-
3pUTETbHON aKTUBHOCTH, a TaKke BHEAPEHHE MPOLeIyp ISl COOOIIEHUS O MOTCHIMATbHBIX UHITU-
neHTax Oe3onacHocTu. [Tocie oOHapy)keHUS U UICHTU(DUKAIIMN WHIWICHTA IPyIa pearupoBaHus
OyneTt paboTaTh HaJ €ro JJOKAIU3aIel, N30JMpysl 3aTPOHYThIE CUCTEMBI M CETH JIJIs1 IIPeJOTBPAILCHUS
pacripocTpaneHus atakd. Kak TOJNbKO MHITUIEHT OyJeT JIOKAJIW30BaH, rpyra pearipoBaHus Had-
HET OLIEHWBATh MACIITA0 yiepOa 1 onpeaessaTh JeUCTBUsI, HEOOXOOUMBbIe 1Jis ero ycrpaneHusi. OHu
MOTYT BKJIIOUaTh BOCCTAaHOBJIEHHE CUCTEM U JIAaHHBIX U3 PE3ePBHBIX KOIWM, BHEIPEHUE UCTIPABIICHUI
WM OOHOBJIEHUH O€30MaCHOCTH, a TAKKe MPOBE/ICHNE CYJeOHON SKCIIEPTHU3bI 1T OTIpeAeIeHHs] IPH-
YWHBI MHIWICHTA W BBISIBIICHHS 3I0YMBIIILJICHHUKOB.

OpHuM U3 Hambosiee BaXKHBIX aCTEKTOB pearpoBaHUs HA WHIMICHTHI SBJISETCS KOMMYHU-
Kanus. ['pyrina pearpoBaHust Ha WHITMICHTHI TOJDKHA TECHO COTPYIHHYATh C JPYTMMU OT/IC/IAMH,
takumu Kak UT u ropuaudeckuii, 4To0bl BCe 3aMHTEPECOBAHHBIE CTOPOHBI OBUTM B KypCe CHUTYa-
MM ¥ MOTJIA TIPUHATH HYXHbIe Mepbl. Kpome Toro, rpyrme pearnpoBaHusl MOXeT TIOTpeOOBaThCS
OOIaThCs C BHEIIHUMHU CTOPOHAMHU, TAaKMMHU KaK MPABOOXPAHUTENIbHbIE OPraHbl, PeryIupyroIiye
OpraHbl U KJIMEHTHI.

[Tpornecc pearnpoBaHust HA MHITUICHTHI IOJKEH TaK ke BKITIOUATh aHAJIA3 UHIIUACHTA U OLICHKY
3(pHeKTUBHOCTH IJTaHa pearupPOBaHUS Ha HETO. DTO MO3BOJIACT OPraHU3AIMSIM BBISIBUTH 00JIaCTH, TIe
MOHO YCOBEPIIIEHCTBOBATH MPOIIETYPhI, U BHECTH HEOOXOMMbIC N3MEHEHUS B TUIAH pPearupoBaHUs
Ha WHITUJICHTHI, YTOOBI JIyYIlle TIOATOTOBUTHCS K OyIyIUM UHITUICHTAM.
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BakHOCTH NPOAKTHBHOIO IOAX0a
K KOMIIBIOTEPHOI 0€30IacHOCTH

IIpeumyiecTBa NPOAKTHBHOIO MO/X0/1a K KOMINLIOTEPHOI 0€30MaCHOCTH

IIpoaxmueéHbslii n0Ox00 K KOMITBIOTEPHOM O€30MACHOCTH — 3TO TIOAXO, IIPH KOTOPOM IPHOPUTET
OTJaeTCs MPEeBEHTUBHBIM MepaM, a He peakTUBHBIM. [IprMeHsisi TPOaKTUBHBIN MOIXO, OpraHU3aIN
MOT'YT JIy4Ille TIPeABUAETh MOTEHIIMAIbHBIE YIPO3bl O30MACHOCTH ¥ 3aIMINATLCS OT HUX 10 TOrO,
KaK OHHM HaHecyT yIepo.

OnHUM U3 KJTIOYEBBIX MPEMMYIIECTB MPOAKTUBHOTO MOAXOAA SIBJISETCS TO, YTO OH ITOMOTaeT
MUHUMHU3UPOBATh TIOCIECTBHS HapyIIeHUsI Oe30MacHOCTH. Biarogapst BHISBICHHIO U YCTPAHEHUIO
ySI3BUMOCTEH 10 TOro, KaK KIMU CMOTYT BOCIIOJIb30BAThCS 37I0YMBIIUICHHUKHY, TAKOW TIOIXO/ MOXKET
MOMOYb CHU3UTh CEPbE3HOCTh HAPYILICHU I, ECJIM OHO BCE ke MPOM3011ILI0. Kpome Toro, mpoakTMBHBIHI
TIOJIXOJ1 CIOCOOEH TIOMOYb TOJTHOCTHIO MTPEIOTBPATUTh HAPYIIIEHHE, YTO MOXKET CIKOHOMUTh OPraHu-
3aIlM 3HAYMTENILHOE BPEMs, ICHbIH U PECYPCHI.

[MpoakTuBHAst GE30MACHOCTD TAKkKe MO3BOJISIET OPraHU3aIMSIM JIYUIle IOHATH CBOIO TIO3UIIHIO
B oOnactu Ge30macHOCTH. PeryssipHo olileHrBast yI3BUMOCTH M IPOBOJISl TECTUPOBAHME HA TPOHUKHO-
BEHME, OpPraHM3aly MOTYT JIydllle MPeCTaBUTh, KAKUE CYILIECTBYIOT PUCKU OE30IIaCHOCTH U HA YeM
UM CJIeqyeT COCPEIOTOUUTh YCHIIUS. DTO MOMOXKET TaKKe OMpeesTh 00acTH, B KOTOPBIX JIydIle
BCEro paclpesiesuTh pecypchl, HATPUMEpP MHBECTHPOBATh B HOBBIE CPEICTBA 3AIUTH MM OOYYUTh
COTPY/IHUKOB MEPEOBbIM METoIaM oOecreueHrst 6e30MacHOCTH.

Eime omHvM MpenmyIiecTBOM MPOAKTUBHOIO TMOAXOAA SIBJISETCS TO, YTO OH MOXET IOMOYb
OpraHu3alMsM COOTBETCTBOBATH HOPMATUBHBIM TPEOOBAHUSM U OTPACIeBBIM CTaHAapTaM. Vcrmomb-
3ysl TAKOW TOJXO[l, OPraHU3aIK MOTYT MPOIEMOHCTPHPOBATD JIOJKHYIO OCMOTPUTEBHOCTD U COOT-
BETCTBHME HOPMATHBHBIM TpeOoBaHusIM, TakuM Kak HIPAA, PCI DSS u np.

BakHOCTb peryJisipHOi OIl€eHKH ySI3BUMOCTeil
U TECTHPOBaHMs HA NPOHUKHOBEHHE

[TpoakTUBHBIN MOAXO/ K KOMIBIOTEPHOU O€30MAaCHOCTU MPEAToaraeT MpUHATHE YIIPEKAao-
IIUX Mep MO BBISIBJICHUIO M CMSTUYEHUIO TIOTEHIIMAIBHBIX PUCKOB OE30MacCHOCTH 0 TOTrO, KaKk UMH
CMOTYT BOCITIOJIb30BaThCs 3/I0yMbIIUIEHHUKH. OJHUMHU U3 KJIIOUEBBIX ACIIEKTOB TAKOT'O IMOJX0/A SBJISI-
I0TCS1 Pery/isipHasi OLIEHKa YSI3BUMOCTEW U TECTUPOBAHKUE Ha IPOHUKHOBEHUE.

Ouenka ysazeumocmeli BKJIIOYAET BbISIBJIEHUE U OLEHKY MMOTEHIMAIBHBIX YA3BUMOCTEN B KOM-
nbIOTEpHON cuctemMe 1K ceTu. Cioia MOTyT BXOAUTD BbISIBJIEHHE OTCYTCTBYIOIIHX MaTUei M OOHOB-
JIEHWIA, HETIPABUJILHOW KOH(DUTYpaIVY WK JPYTUX MPOOIeM, KOTOPbIE CIIOCOOHBI UCTIONb30BATh 3710~
YMBIIIEHHUKU. Tecmuposarie Ha npoHuKHoGe e , TAKXKEe N3BECTHOE KaK MIEHTECTUHT, UIET JaJIblIIe,
aKTUBHO IBITASICh 3a[I€MICTBOBATh 3T YA3BUMOCTH JJIs1 ONIPEIeNIEHUs] OTEHIMAIbHOTO BO3/IEICTBUSA
YCHEIIHOW aTaKu.

Perynsipnas oueHka ys13BUMOCTEN 1 TECTUPOBAHKE HAa IPOHUKHOBEHHE BaKHBbI, [IOCKOJIBKY OHU
MOT'YT TIOMOYb OPraHU3AIUSAM BBISIBUTh U YCTPAHUTh MOTEHIMATbHbIE PUCKH O€30MacCHOCTH A0 TOTO,
KaK MMU CMOTYT BOCIOJIb30BaThCsl 37I0YMBIIUIEHHUKU. BBISABIIAS yA3BUMOCTY U OLIEHUBAsI IOTEHLM-
aJIbHOE BO3/IEMICTBUE YCIEUIHOM aTaKW, OpraHU3allid MOTYT OMNpEeNUTh MPUOPUTETH U BHEAPUTH
HEeoOXoIMMble Mepbl OE30MaCHOCTH ISl CHIKEHHSI 9TUX PUCKOB. Kpome Toro, 3T MeponpHsTUs
MOMOTAl0T OpPraHU3alMsIM JAEUCTBOBATh B COOTBETCTBUM C OTPACIEBBIMHM CTaHAAPTaMHU U HOPMaMH,
a TaKkke MOHSATH OOIIYI0 CUTYalUIO C 0€30MaCHOCTHIO.
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BaxHO OTMETHTB, 4TO OLIEHKY YSI3BUMOCTE U TECTUPOBAHUE HA IPOHMKHOBEHHE JOJIKHBI ITPO-
BOJIMTH OTIBITHBIE CHIEIIUAJIMCTHI B COOTBETCTBHHU C OTPACJIEBBIMU CTaHIApTaMu U mpaBuiamu. Kpome
TOTO, CJIeAyeT UMETh IJIaH pearnpoBaHusl Ha MHIUJICHTHI, YTOOBI B CITydae HapylIieH!s 0e30MacHOCTH
opraHu3anys Obljla TOTOBa K ObICTpoMY U 3(h(PEKTUBHOMY pearnpoBaHUIO.

PoJib 00yueHnsi COTPYIHUKOB HaBbIKaM 0€30MacHOCTH

Obyuerue compyoHUKO8 HABbIKAM 0€30NACHOCHU — BaXHBIA KOMIIOHEHT MPOAKTUBHOIO IMO/I-
X012 K KOMITBIOTepHO# Oe3omacHocTi. OHO BKJTIOYAET B ce0s1 MHPOPMHUPOBAHUE COTPYIHUKOB O pa3-
JIMYHBIX BU/IaX KMOEPYrpo3, a Takke oOydyeHre TOMY, Kak UX pacro3HaTh U cMsArduTh. Cioga MOKeT
BXOJWTH OOyYEHHE 10 TaKMM TeMaM, KaK BBISIBJICHUE W MpeJoTBpalieHue (pUIIMHTOBBIX adep, mpa-
BUJIbHOE OOpallieHre ¢ KOH(pUIeHIMaIbHON NH(pOpMAIIMel ¥ UCTIONb30BaHe OJ0OPEHHOTO0 KOMIIa-
HUEW TPOrpaMMHOTO 0OeCTICUeHH S ¥ IPOTOKOJIOB O@30MaCHOCTH.

OnHO U3 ITIaBHBIX MPEUMYIIECTB 0OyUYEeHUs MO BOPOcaM Oe30MacHOCTH 3aKTI0UAETCs] B TOM,
YTO OHO TMOMOTAeT CHU3UTh PUCK YEIOBEYECKMX OIIMOOK, KOTOphIE OKA3bIBAIOTCSI OCHOBHOW MpH-
yrMHOW HapymieHus: Oe3omacHOCTU. COTPYAHUKHM, KOTOpbIe OCBEJOMJICHBI O PHCKaX M 3HAIOT,
KaK UX BBISIBUTH U U30€XKaTh, C MEHbIIIEH BEPOATHOCTHIO CTAHYT XEPTBaMU (PUIMUHIOBOU ahephl
WJIM HeTllpeTHaMEePEHHO PacKpoloT KOH(UICHIIUATbHYI0 MH(OPMALIHUIO.

PerynspHoe oOydeHue momoraer COTpyAHHKAM 3HaTh O HOBEWIIMX Yrpo3ax Oe30MacHOCTH
Y JIyqIIux npakTukax. [To mepe pasButust i poBoro JanamagTa u KuOepyrpo3 BaXHO, YTOObI OHU
OCTaBJIMCh B Kypce COOBITHIA ¥ COOTBETCTBYIOIIUM 00pa30oM aJaNTUPOBAIU CBOE MoBeneHue. Kpome
TOro, 0Oy4eHHe 1Mo BOIpocamM OE30MacHOCTH MOKET CIYKUTh CIOCOOOM (DOPMHUPOBAHUSI KYJIBTYphI
6e3omacHocTH B KoMmaHuu. [loquepkiBasi BAXKHOCTbh O€30MaCHOCTH U JieJiasi €e PeryJsipHOA YacThio
0OyYeHUsI U Pa3BUTHUsI COTPYAHUKOB, KOMIIAHUU MOTYT TOOMIPSITh MX K aKTUBHOW POJIM B 3alllUTe
AKTHBOB KOMITAaHUH.

BaxxHO oTMeTHTh, 4TO OO0ydeHHe MO BOIMpPOcaM OE30MacCHOCTH JOJKHO ObITh HENpPEphIBHBIM
MIPOLIECCOM, a HE Pa30BbIM MeponpusaTHeM. Kubepyrposbl 1 TEXHOJIOTUU TIOCTOSIHHO Pa3BUBAIOTCS,
MO3TOMY COTPYIHHMKH JOJIKHBI MOTyYaTh OOHOBJIEHHYIO MH(OPMAIIHIO.

BHeJ]peHI/Ie HaJCKHOI'0 IiIaHa pearupoBanudad HA HHIIUACHTDI

Haoedxcrwiii naan peazuposanus HA UHKWUOEHMbl — BAXKHEUITNI KOMIIOHEHT MPOAKTUBHOTO MO/~
XoIa K KommbloTepHOU Oe3omacHocTr. OH mpeacraBiisieT codboil HAOOp Mpolieyp W peKOMeHa-
Wi, KOTOPHIM OpraHM3aIvsl ClieqyeT B Cliydae MHIMIEeHTa OEe30MacHOCTH, TAKOrO KaK yTeyKa JIaH-
HbIX WK Kubeparaka. Llenb miiaHa pearnpoBaHus Ha UHIUICHTHl — MUHUMHU3UPOBATh TIOCIIE/ICTBUS
MHIIM/IEHTa 0e3011aCHOCTH, JIOKAIN30BaTh YIIEpO U KaK MOXKHO ObICTpee BOCCTAHOBUTh HOPMAJIbHYIO
padory.

[TnaH pearMpoBaHWsI HA MHIIMJCHTHI JIOJKEH OIPENEsATh PO U OOS3aHHOCTH Pa3IUYHbIX
TPYII ¥ OT/IE/IbHBIX JIMII B OPraHU3alliK, TAKUX KaK IPyIIa pearnpoBaHusi HA MHIUACHTHI, IPyIIa
koMmyHuKaimu u UT-otaen. OH IOMKEH BKJIIOYATh TaKXke MOAPOOHbBIE MPOIIEAYPhl BBISBICHUS
MHIIUJICHTOB OE30MacHOCTH, PearnpoBaHKsI HA HUX U COOOIIEHHS O MpodJieMax.

OnHMM U3 KJIIOYEBBIX 3JIEMEHTOB HA/IC)KHOTO TUIAHA PEearMpoBaHKs HA MHIUACHTHI sSBIISIETCS
peryJisipHoe TeCTUpOBaHUE M OOyueHHe. DTO MOMOraeT yOe[uThCsl B TOM, YTO BCE WICHBI I'PYIIITbI
pearpoBaHus HA MHIIMICHTHI 3HAKOMBI CO CBOUMH POJISIMU U 00SI3aHHOCTSIMHU, a IJ1aH OyaeT 3 dek-
THBEH B CJlyyae peasibHOro uHiaeHTa. O0ydyeHre MOXeT MpeycMaTprBaTh HACTONbHBIC YUeHUs,
MOJICJIMPOBAHE CLICHAPHEB MHIMICHTOB, a TAK)Xe PEryJISIPHBIA IepecMOTp ¥ OOHOBJICHHE TUIaHa pea-
I'MPOBaHUs HA UHIIU/ICHTBI.

Ele oHUM BaXXKHBIM aCIeKTOM HaJeKHOTO IUIAHA PearMpoBaHMs Ha WHIUICHTHI SIBJISCTCS

CIIOCOOHOCTH K 3(P(PEKTUBHOM KOMMYHHUKAIIUY KaK BHYTPH KOMIIAaHUH, TaK ¥ 3a ee rpejeaamMu. 1o
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MpeaycMaTprBaeT HAJMYME YEeTKOW CyOOpIMHALIMU M OMPE/IeIEHHOTO KOHTAKTHOTO JIMIIA, a TaKkKe
IIJIJAHA KOMMYHUKAIIAX, B KOTOPOM YKa3aHO, KOTO U KaK CJIeyeT YBEAOMJIATh B ClIy4ae MHIMJICHTA.

Poab aBTOMaTH3aI[uM 1 HHCTPYMEHTOB 0€30MaCHOCTH

B coBpemeHHyI0 1TU(POBYIO 3MOXY aBTOMATH3ALMsl M MHCTPYMEHTHI O€30MaCHOCTH HIPAIOT
’KU3HEHHO BaKHYIO POJIb B 3allIUTE OPraHU3aIMi OT KUOepyrpo3. Agmomamusayust Oe30nacHocmu —
3TO UCTIOb30BaHME TEXHOJIOT U JIJIs1 aBTOMATH3ALIMH MTOBTOPSIONINXCS U TPYJOEMKHX 3a/1a4 Oe30rmac-
HOCTH, TAKUX KaK MOHMTOPHUHT, pearupoBaHye Ha MHIMICHTHI U 0OecrieYeHre COOTBETCTBUS Tpe-
O0BaHUSAM. DT MHCTPYMEHTHI NIPeIHa3HAUEHbI 1JIs OOHAPYKEHUs MHIMAECHTOB OEe30MacHOCTH, X
aHaJIM3a U pearupoBaHus Ha HUX B PEKUME PealbHOrO BPEMEHHM, UTO MO3BOJISIET CHU3UTh PUCK Hapy-
IIEHUs1 1 MUHUMU3UPOBATh €r0 MOCIEACTBUS.

OnHO W3 KIIOYEBHIX MPEUMYILNECTB ABTOMATH3ALMU CHCTEM Oe30MacHOCTH — BO3MOKHOCTb
OBICTPOI ¥ TOUHOU 0OPaOOTKHU OOMBIINX 0OOBEMOB JaHHBIX. DTO MO3BOJISAET KOMaH1aM O€30MaCHOCTH
BBISIBJISITH YTPO3BI M PearnpoBaTh Ha HUX rOpaso ObICTpee, YeM MOKHO ObUTO OBl C/Ie/aTh BPYYHYIO.
Kpome Toro, apromaru3zarnusi 6e30MacHOCTH ClIOCOOHA TOMOYb OPraHU3alMsIM BBISIBUTH 3aKOHOMEp-
HOCTHY ¥ TEHAEHIIMY B IJAHHBIX OE30MaCHOCTH, KOTOPbIE MOTYT OBITh MCIIOJIb30BAHBI ISl YTy UIlIeHUSI
00I1Iero ypoBHsI 0€30MacHOCTH.

Cy1iecTByeT HECKOIBKO THIIOB CPEJICTB aBTOMATU3AIMU OE30MacHOCTH.

* Cucmemul ooHapyoicerust emopxcenuti (Intrusion Detection Systems, IDS) — nipeHa3HauY€HbI
1J1s1 OOHAPYKEHUsI BPEIOHOCHON aKTUBHOCTH U OTOBEILIEHUS O HEl B CETH WJIM Ha XOCTe.

e Cucmemwl npeoomapauierust emopxcenuti (Intrusion Prevention Systems, IPS) — npeaHa3Ha-
YeHsl 1Sl OOHApYyKeHHsI U OIIOKMPOBAHMS BPETOHOCHOW aKTUBHOCTH B CETH MJIM Ha XOCTe.

e bparomayspel — IpeJHa3HAUEHBI U151 KOHTPOJIS CETEBOro TpauKa Ha OCHOBE 3apaHee orpe-
JeJIeHHBIX TIPABUIJT O€30IIaCHOCTH.

e Cucmemvl ynpasnerus ungopmayueli u codvimusamu oezonacHocmu (Security Information
and Event Management, SIEM) — ipeiHa3HaueHbI 111 cOOpa, XpaHEHU s ¥ aHAJIM3a CBSA3AHHBIX C 0e3-
OIACHOCTBIO JAHHBIX U3 PA3JIMUHBIX UICTOYHHUKOB, TAKUX KaK CETEBbIE )KYPHAJIbI, C LIEJIbIO BbISIBICHUS
yIpo3 ¥ pearupoBaHus Ha HUX.

e [Lnamgbopmui 3auumst koneunvix mouek (Endpoint Protection Platforms, EPP) — nipeiHa3Ha-
YeHBI 1JIs1 3AlUTHl KOHEYHBIX TOYEK, TAKMX KaK KOMITBIOTEPHI, CEPBEPbl 1 MOOWJIbHbIE YCTPOICTBA,
ot BpenoHocHoro [10 u apyrux yrpos.

o [Inamgpopmor Security Orchestration, Automation and Response (Security Orchestration,
Automation and Response, SOAR) — nipeJHa3Hau€HBb! ISl aBTOMATU3allMM PearipoBaHKs HA WHIM-
JEHThl U OPKECTPOBKH BBINOJHEHUsI CIIEHApUEB Oe30IMacHOCTH C KCIHOMb30BAHMEM DPa3TMYHBIX
MHCTPYMEHTOB M T1aT(hopM O6€30MacHOCTH.

BHenpenue cpenctB aBTOMaTU3ald ¥ MHCTPYMEHTOB O€30MaCHOCTH MOXET MOMOYb OpraHu-
3aIMsIM TIOBBICHTH OOIIMI ypOBEHb Oe30MacHOCTH U Ooliee 3(P(PEKTUBHO pearupoBaTh Ha yrpo3bl.
OpHaKo Ba)KHO OTMETHUTD, YTO STU UHCTPYMEHTBI 3(P(PEKTUBHBI JIMILL HACTOJIBKO, HACKOJIBKO 3 deK-
THBHBI JTIIOJW, IPUMEHSIONIHE UX, TI03TOMY pery/sipHoe oOydeHHe COTPYJHUKOB M OOCTYXKUBAHHUE
WHCTPYMEHTOB MIMeeT pellaloliee 3HaueHue /I oOecTieueHNs UX MPaBUIbHON HACTPOWKH U 3(pek-
TUBHOT'O WCIIOJIb30BAHUS.

BaxkHocTb peryJisipHoro o0HOBJIEHHSI IPOrPaAMMHOTI0
oOecrneyeHns ¥ ynpaBJjeHusl HCIPaBJIeHUIMHI

KommbiotepHas 6€30MacHOCT — 3TO TIOCTOSITHHO Pa3BUBAOIIAsICS 00JIACTh, U OTHUM U3 HanOO-
JIEC BAXKHBIX ACIICKTOB MOAACPKAHUA 6G3OHaCHOCTI/I BalllUX CUCTEM SABJIACTCA PETYJIAPHOE IIPUMCHE-
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HUe OOHOBJICHUI U UCIIPABJICHUI MTPOrPAMMHOTO 0OecriedeHrst. DT OOHOBJICHUSI YacTO BKJIIOYAIOT
Ba)KHBIE MCTIPABJICHUs 0€30MTACHOCTH M MICTIPABJICHU I YSA3BUMOCTEN, OOHAPYKEHHBIX B TPOrPAMMHOM
oOecrieueHny. be3 peryisipHeIX OOHOBJICHUI CUCTEMBI PUCKYIOT OKa3aThCsl B3JIOMAHHBIMU 37I0YMBIIII-
JICHHUKaMH, KOTOPBIC MOI'YT UCIIOJIb30BATh 3THU YA3BUMOCTHU.

OmHUM U3 OCHOBHBIX CIIOCOOOB BBIMTYCKA MPOU3BOTUTEISIMU MPOrPAMMHOTO 0OeCTieUeHHS
OOHOBJICHUI M UCTIPABJICHUI SIBJISIETCS TAK HA3BIBAEMBIN MEXAHUBM OOHOBAEHUS NPOZPAMMHOZ0 0Dec-
neuenusi. Kak npaBuio, 310 BCTpoeHHast (PyHKIMS IPOrpaMMHOTO 0OecTieueHus1, KOTopasi IepUou-
YCCKU IMPOBEPACT HAJINYUC O6HOB_HCHI/II'/JI, ABTOMATHYECKH 3arpyXa€T U yCTaHABJIMBACT UX. Baxno
yOeIUThCs, UTO ITU MEXaHU3MbI BKJIIOUEHBI M HACTPOCHBI HA PETYJISIPHYIO IIPOBEPKY OOHOBJICHUI.

Ente oyH BakHBIN aceKT yIpaBJieHUs UCTIPABICHUAME — o0ecTieueH e TOro, YTo0bl Ha BCEX
cucTeMax padoTasM caMble IMOCIIEIHIE BEPCHU IPOrPaMMHOT0 0OecTieueHHsi. ITO KacaeTcst He TOIBKO
OTEepAIMOHHBIX CUCTEM M MPUJIOKEHUH, HO 1 MUK POIIPOr pPAMMHOTO 00eCTIeueHH s JTIOOBIX YCTPOKCTB,
TaKUX KaK MapIIpyTU3aTOpbl U CETEBbIE YCTPOWCTBA XpaHEeHU s TaHHbIX. [logepkuBas nporpaMMHoe
oOecrieueHre B aKTYaJIbHOM COCTOSIHUM, OpraHW3allid MOTYT CHU3WTh PHUCK HMCIIONIB30BAaHUS YS3BU-
MOCTEH U OIrpaHUYUTDb IMOTCHUIHAJIBHBIC TOCJICACTBUA HAPYIICHU A 6e3OHaCHOCTI/I.

BaxHO Takke OTMETHTb, UTO He BCe OOHOBJICHUSI TPOrPaMMHOI0 0OeCTieueH sl CBSI3aHbI ¢ 0e3-
OIMAaCHOCTBIO. MIHOTAa OHM MOTYT BKJIIOYATh HOBBIE (DYHKIIMM WIJIM UCIIPABJIEHHSI OMIMOOK, TIPU STOM
Ba’)XHO COIIOCTaBUTHb HeO6XOIII/IMOCTb O6HOBJIGHI/IH C NOTCHUHAJIbHBIMHW PUCKAMHW U HAPYIICHUSAMU,
KOTOpbIe MOTYT BO3HUKHYTh. Takxke BaXHO MMETh HAJEKHYIO Cpely TeCTMPOBaHHUs, 4TOObl yOe-
JWTHCS, YTO OOHOBJIEHHSI HE BHOCAT HOBBIX ITPOOJIeM U He HAPYIIAIOT COBMECTUMOCTb.

Poab pearnpoBanina Ha MHIIMACHTLI B HpOﬂKTHBHOﬁ cTpaTrerum 0e30MmacHOCTH

[TpoakTHBHBIN MOAXOA K 0OECIIEYEHHIO KOMITBIOTEPHON O€30MaCHOCTY MMEET pellaioliee 3Ha-
YeHHUe B COBPEMEHHYIO IIU(PPOBYIO MOXY, MOCKOIBKY KMOEpYTpO3bl MTPOJOJIKAIOT PA3BUBATHCS U CTa-
HOBAITCSI Bce Oosiee m3ompeHHbIMU. OIUH M3 BaXHBIX aCMEKTOB IMPOAKTUBHOHM cTparteruu Oes-
OIMACHOCTU — pean3alisl Ha/Ie)KHOTO TUIaHa pearnpoBaHusl Ha UHIMAEHTH. OH IOMKeH BKJIIOYATh
MIPOILIE/Ly PbI IO BHISIBJICHUIO M JIOKATU3AIMK HAPYIIIEHU! O€30MaCHOCTH, CMSITYEHHIO UX TTOCIIE/ICTBUM,
a Takke MH(GOPMHUPOBAHUIO 00 MHITUICHTE KJTIOUEBBIX 3aMHTEPECOBAHHBIX CTOPOH, TAKUX KaK KJIM-
€HTBI U COTPYJHUKH.

PerynsipHast onieHKa ys3BUMOCTEH 1 TECTUPOBAHUE Ha TPOHUKHOBEHHE TAKKe SIBJISIOTCS BaXK-
HBIMH KOMITOHEHTaMHU [TPOAKTUBHOM cTpaTeruu 6e3onacHocTu. OHKM MOMOTaI0T OPraHU3aIIMsIM BbISIB-
JSATh W YCTPAHATh MOTEHUMAIbHBIE YSI3BUMOCTH 0€30MaCHOCTH 10 TOro, KAK UMM CMOTYT BOCHOJIb-
30BaThCs 3N0YMbIIUIEHHUKU. Kpome Toro, oOydeHne COTpyAHMKOB HaBbIKaM O€30MacHOCTH MMeEET
OoMbIIIOE 3HAYEHHE [IsI TIPEIOTBPAILICHU I HAPYIIEHHA Oe30MaCHOCTH, TIOCKOJIBKY COTPYAHUKH IOy~
YaloT MH(POPMAILIMIO O PUCKAX U O TOM, KaK UX BBISIBUTH M U30€KATb.

ABTOMaTH3aIUS U MTHCTPYMEHTHI O€30MaCHOCTH UTPAIOT BaXKHYIO POJIb B TPOAKTUBHOM CTpaTe-
ruu 6€30MacCHOCTH, TIOCKOJIBKY OHH TIOMOTAIOT OpraHu3aiusM ObicTpee 1 (pdeKTHBHEe OOHAPYKU-
BaThb yrpo3bl ¥ pearupoBaTh Ha HUX. PeryisipHoe 0OHOBJIEHUE POrPAMMHOT0 0OECTIeYeHHsI U YIIPaB-
JIEHMe WCTIPABJICHUSIMH TaKkKe BaKHbI, TOCKOJIBKY OHU TIOMOTAIOT OOECTICUUTD 3aIUTY BCEX CUCTEM
Y TIPWJIOKEHUH OT U3BECTHBIX YS3BUMOCTEH.

Hakonern, pearupoBanie Ha MHIIUIEHTHI UTPAET BaXXHYIO POJIb B TPOAKTUBHOM CTpaTeruu 0e3-
OIMACHOCTH, TIOCKOJIBKY TIOMOTaeT OpraHu3aiusaM ObICTpo 1 3((PEKTUBHO pearnpoBarh Ha Hapylle-
HUS1 0€30I1aCHOCTH, MUHUMM3UPYsI TIOCIIEICTBUSI MHIIMICHTA U CHIKAsl PUCK OyIyIMX HENpPUSTHO-
creil. IIpuMeHsisi MPOAKTUBHBIA MOIXO/, OPraHU3AIMU MOTYT OMepekaTb COOBITHS M 3alMIIAThCS
OT MOCTOSTHHO BOZHHMKAIOLIMX KHOEpyTpo3.
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BaxHOCTh MOHUTOPHHIa U OOHAPY:KEHHUS YTPO3

KommbloTepHasi 6e30MacHOCTh — BaKHEHUIIUI aClIeKT COBPEMEHHBIX TEXHOJIOTHIA, TIOCKOJIbKY
OHAa TOMOTaeT 3aUIUTUTh JIMYHYI0O U KOPIOPATMBHYI MH(OPMALIMIO OT HECAaHKLIMOHWPOBAHHOTO
JOCTYTa, WCHOJIB30BaHMS, PACKPBITUS, HAapylIEeHWs, MOOU(UKALMM WM YHUUYTOXEeHUs. OpHum
U3 KJIIOYEBBIX JIEMEHTOB IMPOAKTUBHOIO MOAXOAa K KOMITBIOTEPHON O€30MaCHOCTH SIBJISIETCSI MOHU-
TOPUHT ¥ OOHApYXEHUE Yrpo3. DTO MperoaraeT MoCTOSHHbIA MOHUTOPUHT CETH U CHCTEM Ha Ipe-
MET MOA03PUTENIbHOI aKTUBHOCTU U BBISIBJIEHUE MTOTEHIIUAIBHBIX YIPO3.

MOHMTOPUHT ¥ OOHApYKEHHE YIPO3 MOTYT ObITh OPraHU30BAHBI C TIOMOIIBIO PA3TMYHBIX METO-
0B, TaKUX KaK cucmemvl oOHapydicenus emopoiceruti (IDS), npeHa3sHaYeHHbIE AJ1s1 OOHAPYXKEeHUS
HECAaHKLIMOHMPOBAHHOW AaKTUBHOCTU B CETH WM CUCTEME U NPEAYNPEeKICHUs O HEll MepcoHasa
CITykO0bl 6€30MacHOCTH. [Ipyrum METoIOM SIBISIETCS UCNOAB308AHUE CUCTIEM YNPABAEHUS UHGOPMA-
yueil u codbimusmu oezonacrocmu (SIEM), KoTopble COOMPAIOT, aHATU3UPYIOT U COTIOCTABIISAIOT JAaH-
HbIE )KYPHAJIOB U3 PA3IMYHBIX UCTOYHMKOB JJIs1 BBISIBIEHUSI TTOTEHIMATBHBIX YTPo3 G€30MacHOCTH.

Ele onuH BaXHBINA aCleKT MOHUTOPMHTA M OOHApY:KEHUsI YTpo3 — 3TO paseeoka yepo3. OHa
npearnonaraet coop 1 aHaM3 UHGOPMAIMK 00 U3BECTHBIX M BOSHUKAIOIIMX YTPO3ax, TAKUX KaK Bpe-
nonocHoe [10, pummmHr u 1pyrue kuobepataku. T CBEIeHUsI MOTYT ObITh UCTIONIb30BAHBI 1715 OOHOB-
JIEHUSI CUCTEM M MPOTOKOJIOB O€30MaCHOCTH, a TaKke 0Oy4YeHHsl COTPYIHUKOB METO/IaM BBISIBIICHUS
MOTEHLIMAJIBHBIX YTPO3 U PearnpoBaHus Ha HUX.

Perynsipable olieHKa ys3BUMOCTH M TECTUPOBAaHUE HA IPOHUKHOBEHHE BAXKHBI U ISl BbISIBIIE-
HUS ¥ YCTPaHEHUs MOTEHIMAIBHBIX YS3BUMOCTEN B CHCTEMax M CETsIX. BBIMOIHATH MX MOXKHO COO-
CTBEHHBIMU CHJIAMU WJTH C TOMOILBIO CTOPOHHUX MOCTABIIMKOB YCIIyT Oe30nmacHOCTU. OHYU BKIIIOYAIOT
B ce0s1 IMUTAIMIO peaJIbHbIX aTaK JUIsl BBISIBJICHUS CJIa0bIX MECT B CUCTEMAX M CETSIX.

Poab pearnpoBsanina Ha HHIIMACHTLI B HpOﬂKTHBHOﬁ cTpaTrerumn 0e30macHOCTH

I1han peazuposanusi Ha UHUUOEHMbL — STO BAKHEUIIMN KOMIIOHEHT MPOAKTUBHOM CTpaTeruu
6e3omacHocTr. OH MpeCTaBIseT coOOOM HaOOP MPOIEAYP U PEKOMEHAINIA, KOTOPHIM OpraHU3aIuy
MOT'YT CJIeJOBaTh B CJIy4ae MHIMICHTA WK HapyleHus Oe3onacHocTy. Lless pearnpoBaHust Ha MHIU-
JEHThl — MUHIMU3UPOBATH YIIepO, HAHECEHHBI MMU, ¥ KaK MO>KHO ObICTpee BEpHYTb CCTEMBI U OTle-
paly OpraHU3aliy B HOPMAJIbHOE COCTOSTHHE.

B xopo1io npomyMaHHbIH TUIaH pearipoBaHMs HA WHIMICHTHI JOJKHBI BXOAUTH CJEIYIOIIUe
JIEMEHTHI.

» Hoenmugpuxauus unyuderma. Cioaa BXOTUT OOHapyKeHVe UHIUICHTA, a TAKXKe ONpe/Ie/ieHIe
ero MaciTada u Cepbe3HOCTH.

e Jluxeuoayuss unyudenma. ITlocne BBHISBICHUS WHIMICHTA ClENyeT JIOKAIN30BaTh €ro
Y TIPEeJOTBPATUTh PACIIPOCTpaHeHue. [[Jsi STOro MOXHO OTKJIIOUMTh CUCTEMY OT CETH, OCTAaHOBUTb
padoTy ciyk0 1 MPUHSTH Ipyrrie Mephl IO OrpaHUYEHHUIO yiiepoa.

e Jluxeuoayust npuuurel urnyudenma. ClenyionyM IaroM siBJIsSeTCsl YCTpaHEHHe TMPUYNHBI
MHIIM/IEHTA, HAarpuMep yaasienue BpegoHocHoro IO vumm ucnpaBiieHre ysa3BUMOCTEH.

e Boccmaroenenue nocae unyudenma. Cioga BXOAUT BO30OHOBJIEHME HOPMAJIbHOM PaOOTHI
Y OKa3aHUs YCITYT, a TaKKe JTIOOBIX TJAHHBIX WJIM CUCTEM, 3aTPOHYTHIX MHIIUIEHTOM.

* Uzeneuennvie ypoxu. Iocne ycTpaHeHUs MOCTEACTBUN MHIMICHTA BaXXHO MPOAHATU3UPO-
BaThb MMPOU3OIIIE/NIee, ONPEAETUTb 00IaCTH, TPeOyIOHe YIydIIeH!s], U TP HEOOXOANMOCTH BHECTH
M3MEHEHHMsI B TUIAH pearupoBaHus HAa MHITUICHT.

BasxHO peryssipHO MPOBEPATH M MIEpecMaTpUBATh TUIAHBI pearipoBaHMsI HA MHIUACHTHI, YTOObI
yoenuTbes B X 9(p(EKTUBHOCTH B PETbHBIX YCIOBUSIX. Tak:ke Hy)KHO, YTOOBI BCE COTPYJHUKH ObLITH
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O3HAKOMJICHBI C IJTAHOM PearpoBaHKsI Ha MHIIU/ICHTHI, CBOMMH POJISIMU U OOSI3aHHOCTSIMH B CJTydae
MHIIUICHTa OE30IIaCHOCTU M TIPOILTA 00yJYeHHe MPOIe/lypaM pearupoBaHusl Ha MHIUACHTHI.

[MpoakTHBHBIE CTpaTerny G€30MACHOCTH BKJIIOYAIOT PErYJIsIPHYIO OIIEHKY YA3BUMOCTEH 1 TeCTH-
pOBaHKE Ha MPOHUKHOBEHKE, OOyUeHUE COTPYIHMKOB OCHOBaM O€30MacHOCTH, BHEIPEHUE HAJICK-
HOTO TUIAHA pearupoBaHust HA MHIIM/ICHTBI, UCTIOJIb30BAaHUE CPEICTB ABTOMATU3AIIMKM U UHCTPYMEHTOB
0e30MacHOCTH, pery/IsipHOe OOHOBJIEHHE MPOrPaMMHOT0O OOeCTieYeHusI U yIIpaBJIeHNE UCTIPABIICHU-
sIMU, MOHUTOPUHT U OOHapykeHue yrpo3. [IpruMeHsisi MpOaKTUBHBIN MOAX0 K O€30MacHOCTH, Opra-
HU3AIMY MOTYT JIy4llIe TIOATOTOBUTHLCS K OOHAPYKEHUIO MHIMIEHTOB O€30MaCHOCTH M PearipOBaHUI0
Ha HUX, MUHIMHU3UPOBATh yIepO M OBICTPO BEPHYTHCS K HOPMaJIbHOW padorte.

BaxnocTthb MMPOAKTUBHOI'O MOAX0Jda B YCJI0OBHUAX COBPEMEHHLBIX YIpo3

B coBpeMeHHBIX yCIIOBUSIX OYEHb BaKHO MPUMEHSITh MPOAKTHBHBIN MOAXOM K 0OECIIeueHHIO
KOMITBIOTEpHOU Oe3omacHoCcTU. CIIOKHOCTh M YacToTa KuOeparak ObICTPO PacTyT, MU OpraHU3alluH,
KOTOpbIE TOJIaraloTCsl NCKIIIOUYMTEIPHO HA PEaKTUBHBIE MEPHI, MOIBEPraloTCs MOBBILICHHOMY PHCKY
HapyieHus 6e3onacHocTH. [TpoakTMBHBINA MOAX0 K 0€30MacHOCTH MPEIosiaraeT peain3aluio Mep
MO TMPEAOTBPAIIEHUI0 ¥ OOHAPYXEHUIO MOTEHIMAIBHBIX YIpo3, a TaKKe pearpoBaHUI0 Ha HUX
10 TOTO, KaK OHM CMOT'YT HAHECTH 3HAYMTEIIbHBIN yIepO. DTOT MOIXO0/ BKJIIOYAET B ce0sl cOUeTaHue
TEXHUYECKMX M HETEXHUYECKUX MEp KOHTPOJISI, TAKUX KaK peryJsipHasi OlleHKa ysS3BUMOCTEH, TECTH-
pOBaHME Ha MPOHUKHOBEHKE, OOyUYeHHUEe COTPYJHUKOB OCHOBaM O€30MacHOCTH, IUIAHUPOBAHUE pea-
TMPOBaHMsI HA MHIIMEHTHI ¥ UCTIONB30BAHUE CPENICTB aBTOMATU3AIMN OE30MacHOCTH.

Pezynsapnas oyenka yazeumocmeii 1 mecmuposaHue Ha NPOHUKHOBEHIe — BaXKHEHNIIIIE KOMIIO-
HEHTHI POAKTUBHOM cTpaTeruu 6ezonacHocTy. OIeHKY OMOTaloT OpraHu3alsiM BBISIBIISITH U OTpe-
AeNSTh MPUOPUTETHI YI3BUMOCTEH B CBOMX CETSIX M CUCTEMax, a TECTUPOBaHME Ha MPOHUKHOBEHHUE
MMHUTHUPYET peasibHble aTaKu /sl MPOBEPKU (P(PEKTUBHOCTH CPEJICTB 3aIUTHI. BHISIBIISAS U ycTpaHsis
YSI3BUMOCTH IO TOTO, KaK 3JI0YMBIIIIJIEHHUKHA CMOTYT UMM BOCIIOJIB30BaThCsl, OPraHU3alluK CHAKAIOT
PUCK YCHEUIHOM aTaKHU.

OobyyeHue COTPYOHMKOB HaBBIKAM O€30MAaCHOCTH TaKkKe SIBJISIETCS BaKHEHIIUM aCIIEKTOM
MPOAKTUBHOTO Moaxoza K obecrieueHnio Oe3onacHocTH. COTPYAHMKH YacTO OKa3bIBAIOTCS TEPBOM
JIMHUEN 3alUTHl OT KUOEPYrpo3, ¥ OHM JOJIKHBI 3HATH O PUCKAX, O TOM, KaK BBISIBJISATh IOTEHIIAAIIb-
HBIE YTPO3bl U pearupoBarh Ha HUX. OOy4YeHue OIKHO OXBAThIBATh TAKME TEMbl, KaK PACIIO3HABA-
HUe (PUITMHTOBBIX MTHCceM, Oe30macHasi padoTa B MHTEPHETE U BA)KHOCTh OOHOBJICHH I TIPOIPAMMHOTO
00ecreyeHus: U CUCTEM.

BHenpenue HaJie:KHOTO TJIaHa pearnpoBaHus Ha MHIUICHTHI — 3HAUMMBbIN 9JIEMEHT MTPOaKTHB-
HOH cTparerunt 6e30nacHoCTU. B HeM HOMKHBI OBITh OMMCAHBI TIPOLIETY Pl M 0OS3aHHOCTH T10 BbISIB-
JICHUIO Y JIOKAJIM3AIMK MHIUIEHTa O€30MacCHOCTH ¥ BOCCTAHOBJICHUIO 1ocie Hero. Hamaume xoporto
JOKYMEHTHPOBAHHOTO TUIAHA PearupoBaHus HA MHIIUIEHTH MOKET MOMOYb OPraHU3aIsIM MUHUMU-
3UpOBATh MOCJENCTBHUS HApYIIeHUs] OE30MaCHOCTH U COKPATUTh BpeMsi, HEOOXOAMMOeE Ui BOCCTa-
HOBJICHHSI HOPMAJIbHOM paOoThI.

ABTOMaTH3aIMs ¥ MHCTPYMEHTHI O€30MaCHOCTH TaKXke WI'PAIOT BaXHYIO POJb B MTPOAKTUBHOM
crpareruu 0e30MacHOCTH. ABTOMATH3AIIMsI MOKET TOMOYb OPraHU3aIUAM ObICTPO BHISIBIISITH YTPO3BI
Y pearupoBaTh Ha HUX, & TAKME MHCTPYMEHTHI, KaK CUCTEMbI OOHAPYKEHHUsI BTOP)KEHHI U YITPABJICHHUSI
uH(popMaIyent 0 6e30MacHOCTH U COOBITUSIMHI, MOTYT TIOMOYb OPraHU3AIMSAM KOHTPOJIUPOBATh CBOU
CETH Ha MpeAMET MOI03PUTEIbHON aKTUBHOCTH.

PerynsipHoe 0OHOBJIEHHE MPOrPAMMHOIO OOECTIieueHHs M YIIpaBJIeHUe UCTIPABICHUSIMU — 3TO
3HAUYMMble KOMIIOHEHTHI IIPOAKTUBHOM CTpaTeruy 6€30MacHOCTH. YSI3BUMOCTH ITPOrPaMMHOTO odec-
TMIEYCHH I YaCTO MCTIONB3YIOTCS 3MI0YMBIIIJIEHHUKAMH, TaK 4TO, MOAJEPKIBAasi MPOrpaMMHoe odecrie-
YEeHUE B aKTyaJIbHOM COCTOSIHUM, OPraHMW3alliy MOTYT CHU3HUTh PUCK YCTIEIITHOM aTaKu.
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B 3akmoueHue cieryer OTMETHTh, YTO MTPOAKTUBHBIN MOIXO K KOMIIBIOTEPHOM O€30MacHOCTH
KpaiiHe Ba)keH B YCJIOBUSIX COBPEMEHHBIX yrpo3. BHeApsis KoOMOMHALIMIO TEXHMUECKUX U HETEXHHIYe-
CKHMX CpeJCTB KOHTPOJIsI, OPraHU3aIA MOTYT CHU3UTh PUCK HapyIIeHUs] O€30MacHOCTA ¥ MUHUMM-
3UpOBATh MOC/IE/ICTBUSI MHIIMJICHTA B CIy4ae ero BO3HMKHOBEHHUs. K Takum cpeicTBamM OTHOCSTCS
peryJsipHasi OlleHKa ysI3BUMOCTEH, TECTUpOBaHKE Ha TPOHUKHOBEHUE, 00y4YeHHe COTPYTHUKOB HaBbI-
KaM 0e30MacHOCTH, MIaHMPOBAHNUE PEArupOBaHMs HA MHIMICHTHI, aBTOMAaTU3alUsl U UHCTPYMEHTHI
0e30MacHOCTH, a TaKke PeryJsspHoe OOHOBJICHUE MPOrPaMMHOTO 00eCIIeUeHHs.
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PoJb moJib30BaTeisi B KOMIILIOTEPHOI 0€30MacHOCTH

BaxHocTbh Ha/Ie’KHBIX apoJiel U ayTeHTH(PUKAIAH

3HAYMMOCTh HAJIC)KHBIX TApoJiell U ayTeHTU(PUKAIIMM HEBO3MOXHO MEPEOIICHUTh, KOT/ia pedb
UJIET O KOMITbIOTepHOU Ge3omacHoCTU. [laposy 9acTo oKa3bIBAIOTCS MEPBOM JIMHUEH 0OOPOHBI TPO-
THB HECAaHKIIMOHUPOBAHHOTO JJOCTYTIA K CUCTEME UJIH CETH, TaK UYTO CJIa0ble UJIM JIETKO yraJbiBacMble
MapoJv MOTYT C/€JIaTh 3TU CUCTEMBl YSI3BUMBIMU J1J1s1 aTak. HajexHble mapoiau AOJIKHBI COCTOSITh
KaK MUHUMYM 13 12 CUMBOJIOB ¥ BKJIIOUATh B ceOsI TIPOMUCHBIC ¥ CTPOYHBIE OYKBBI, I PHI ¥ CITCIH-
asnibHble cMMBOJIBL. [laponu crenyer peryjasipHO MEHSTh U He 33JeCTBOBATh IOBTOPHO 151 HECKOJIb-
KHMX YYETHBIX 3alIMCeN.

ObecneunTd JOMOMTHUTEIBHBIA YPOBEHb OE30MaCHOCTH MOTYT TaKHe METOMBI, KaK MHO20aK-
mopnas aymenmugbuxauust (MFA). OHa TpeOyeT OT Iojb30BaTesiell He TOJBKO MapoJisi, HO U BTO-
poii (hopMbl UASHTUPUKAIIMM, TAKON KaK OTIEeYaTOK Majiblia WIA OMHOPA30BBIN KO, OTIPABJICHHBIM
Ha MOOWJIBHOE YCTPOWCTBO. DTO 3HAYUTEIIHHO YCIOKHSET 3I0YMBIIICHHUKAM MOTyYeHHe AOCTyma
K CHCTeMe, 1aXe eCJIM OHU BBISICHUIIY TTApOoJib IyTeM (PUIIMHTA WK IPYTUMHU CIIOCOOaMHU.

BasxHO, 4yTOOBI MMOTBL30BATENH YIEISIM BPeMsl CO3JaHUI0 HA/IEKHBIX Maposiell v MOIIepKaHUIO
MX aKTYaJIbHOCTH, a TaKKe MIPUMEHSUIH JIOTIOJIHUTEIIbHbIE METObI Ay TEHTU(MDUKAIIUY TaM, I7IE ITO BO3-
MOKHO. DTO IMOMOXKET 3aIUTUTh KaK JIMYHbIE, TAK U KOPIIOPATUBHBIE CUCTEMBI U CETH OT HECAHKITH-
OHMPOBAHHOTO AOCTYTIA.

Pojb 00yuennsi 1 uH(popMHIPOBaHUS MOJIb30BaTeJeil

OO6yuenvie 1 THGOPMUPOBAHKE MOJTb30BaTE el UMeeT pelaiee 3HAYSHUE 17151 TTOIIePKaHU T
o01ert 6e30MacHOCTH CUCTEMBI WITH CETH. YTPO3bl KHOepOe30MacHOCTH MOCTOSIHHO PacTyT, U TOJb-
30BaTesIsiM, 9TOOBI 3aIIUTUTHCS], HEOOXOAMMO 3HATh O HOBEUIIINX METOAAX, TPUMEHSIEMBIX 37I0YMBbIIII-
neHHUKaMu. OHM JOJDKHBI TIOHMMATh, YTO TPEACTABIISIOT COOOW pa3iWYHble THIBI YIPO3, TAaKUe
Kak (pumHr, BpegoHocHoe [10 u conmabHas MHKEHepHUsl, a TaKKe 3HaTh, KAK UX BBISIBUTH U U30e-
KaTb.

OnuH U3 OCHOBHBIX CIIOCOOOB TOBBIIIEHHSI OCBEIOMJICHHOCTH IOJIb30BATeNeld — PEryysipHOe
MpOBeJIeHNe TPEHUHIOB M 00pa30BaTeIbHBIX MporpaMm 1o 6ezonacHocTd. Ciofa OTHOCSATCS OYHBIE
TPEHWHTY, OHJIAWH-YPOKH U 00pa3oBaTe/IbHbIe MaTepUaibl, TAKME KaK OPOIIIOPHI U IJIAKaThl. DTH
MPOrpaMMbl MOTYT TIOMOYb TOJIB30BATENSAM MOHSATh BaXHOCTb OE30MACHOCTH M JaTh UM 3HAHUS
Y MHCTPYMEHTBI, HEOOXOAMMBIE TSI BBISIBJICHH S TIOTEHIIMATIBHBIX YTPO3 M pearupoBaHusl Ha HUX.

Eme omHMM BaXKHBIM acrieKTOM OOyuYeHUsi U MH(MOPMHUPOBAHMS TOJIb30BATENEH SIBIISIETCS
noouipeHue 6€30MacHoOro MoBeeHus B uHTepHeTe. Jliofei cienyer npu3biBaTh UCHOIb30BaTh HAIEHK-
Hble Y YHHMKaJbHBIE MApOJH, HE MEePEXOQUTh IO TMOAO3PUTEIbHBIM CChUIKAM U TPOSIBIATH OCTO-
POXHOCTb TP Iepesiauye JUYHOW MH(pOpMauuu B MHTEpHETe. Takxke HY)KHO MH(POPMHUPOBATH UX
O BaKHOCTU OOHOBJIEHHS TIPOIPAMMHOTO OOECTIEUYeHHs] U CHCTEM U O JOCTYITHBIX UM HACTPOMKaX
6e3omnacHoct. Kpome T0ro, BaKHO perysipHO HAIOMUHATH COTPYAHUKAM O TIOJIUTHKE U IPOLEypax
0e30MacHOCTH OpraHu3aIuy U TpeOOBaTh COOMONATh UX. DTO MOMOXET YOSAUTHCS, UTO BCE MOJH30-
BaTeJIM 3HAIOT O CBOMX O0S3aHHOCTSX W MPEANPUHUMAIOT HEOOXOMMBIE IIIary JIJIs1 3AIUThHl AKTUBOB
OpraHu3aIvy.
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Buansinne conuaabHol HHKeHepUH U (prummHra

Crpemsich 00ecnednTh KOMITBIOTEPHYI0 O€30MacHOCTD, ClIeyeT OYeHb BHUMATEJILHO CIICAUTD
3a MPOSIBJICHUEM BJIMSIHUSI COIMAILHOM WHXXeHepuu W (puinmHra B JaHHoil cdepe. Couuanvras
UHDHCEHePUsi — ITO UCTIONIb30BaHKE TICUXOJIOTMYECKUX MAHUTTYJISLIAM, AJ151 TOTO YTOOB 0OOMaHOM 3aCTa-
BUTH JIOJEH pa3IacuTh KOH(UIEHIMATIbHYI0 MH(GOPMALMIO WA BBIIOJIHUTD JEHCTBUS, KOTOPbIE
MOT'YT IOCTaBUTh MOI yTPO3Y UX 0e30MacHOCTh. PuuurHz —3T0 (hopMa COIMATLHON UHXEHEPUH, KOTO-
pasi BKJIIOYAeT B ceOs1 MCTIONb30BAHME TIOJJIENTbHBIX IEKTPOHHBIX MTUCEM, BEO-CaliTOB T TEKCTOBBIX
COOOIIEHUI, KOTOPBIE BHINISAAT KaK UCXOSIIHE OT 3AKOHHOTO UCTOYHUKA, B TIOMBITKE YKPACTh JINY-
HYI0 MH(POPMaMIO WM YUYETHbIE JaHHBIE JUISl BXOJA B CUCTEMY.

@DuImMHroBbIe aTaKM CTAHOBSITCS Bce Oosiee N3OLIPEHHBIMU, M UX ObIBAET TPYIHO OOHAPYKUTb.
KubepripecTynmHUKY MOCTOSTHHO HaXOAAT HOBBIE CIIOCOObI OOMaHyTh TMOJIb30BaTesel, YToObI 3acTa-
BUTbh UX PACKpPbITh JIMYHbIE JAHHBIE UM OTAAThH JEHbIU. [I1s1 3TOro OHM 3aAEUCTBYIOT pa3nyHbIe
TAKTUKH, TAKKME KaK CO3JaHue TIO[/IEIbHBIX BeO-CalTOB, OTIIPAaBKa (DAJIBIIUBBIX JEKTPOHHBIX MIHCEM
VI TEKCTOBBIX COOOIIEHUI 1 MPHMEHEHHNE COITUATBHBIX CETEH.

ITH aTaky MOTYT UMETb CEPbE3HbIE MTOCIIEACTBUA KaK 11 OTAEIIbHBIX JIOEH, TaK U J1s1 OpraHu-
3anui. OOBIYHOMY UeJIoBeKY (DUITTMHTOBAsI aTaka MOKET HaHECTH (DMHAHCOBBIN yIIepO, Y HEro MoryT
OBITh YKpaJIeHbI JINYHBIEC JaHHbIE UJIM €T0 KPeAUTHAs UCTOPUs YXYIIIUTCS. YcnenHas (puIMHroBast
araka Ha OPraHM3alMI0 CIIOCOOHA MPUBECTU K yTpare KOH(UICHIIUATIBHBIX JTAHHBIX, (PDMHAHCOBBIM
MOTepsIM U yIepOy IS peryTaliu.

BaxHO, 4TOOBI JIIOAM W OpraHM3aly 3HAMM 00 THX THUIAX aTak W MPEeJIPUHUMAIH IIar
st 3amuThl. K HUM OTHOCATCA MH(OPMHUPOBAHHUE TOJIb30BaTesield 00 OMacHOCTSIX (PUIIMHTA, BHE[-
peHue 1BYX(paKTOPHOW ayTeHTU(UKAIMK U TIPUMEHEHNe aHTU(PUIITMHTOBOTO MPOrpaMMHOro odec-
neyeHus. Kpome Toro, opraHuzanusaM BakHO MMETh IUIAaH pearupoBaHUsl Ha MHLMAEHTHI B CIyvae
ummzroBoii araku. OH Mojpa3syMeBaeT HAIMYME CrElMaTbHOM KOMaH[bl, KOTopasi OydeT 3aHH-
MaTbCsl MHIUJICHTAMH, CBSI3AaHHBIMH C (DUILIUHIOM, a TaKke PeryisipHoe oOyueHHe COTPYIHUKOB,
YTOOBI TOMOYb UM PACHO3HATH MOMBITKY (PUIITMHTA 1 U30€kKaTh UX.

Ba:kHocTh 0€30MacHOr0 MPOCMOTPA BeO-CTPAHUIl M JIEKTPOHHON MOYTHI

HeBo3MOXHO MepeolieHnTh BaKHOCTh OE30MacHOrO MPOCMOTpa BeO-CTPaHMIL U JIEKTPOHHOM
TMIOYTHI, KOTJ]a peub UAET O KOMITBIOTEPHOW Oe30MacHOCTU. VIHTEpHET M /eKTPOHHAsI MMOYTa CTaJIH
HEOThEMJIEMOM YaCThIO MOBCETHEBHOM KU3HH, HO OHU TaK)Ke HECYT 3HAUMTEJIbHbIe PUCKH s Oe3-
onacHoctu. OHUM U3 HanOoJee PacpOCTPAHEHHBIX CIIOCOOOB MONTyUYeHUsT KHOEPITPeCTyMHUKAMU
JOCTyna K KOH(UAEHIMAIbHOM MH(MOPMAMU SBJIAIOTCS (PUILIMHIOBBIE adepbl, KOTOpble 3ajei-
CTBYIOT MOAJIEIIbHBIE JIEKTPOHHBIE MMChMA WM BeO-CalThI, YTOOBI OOMAHOM 3aCTaBUTh MOJTb30BATE-
JIef PacKphITh JIMUHYI0 nH(popMaruio. OueHb BaXKHO, YTOOBI JIIOAM TOHUMAJIM, KaK Pacro3HaTh 3TH
acepsl ¥ U30€KaTh UX M TEM CAMBIM 3aIUTUTDb CeOsl U CBOM OPraHU3alvy.

Pabotas B uHTEpHETE, CIIE/IyeT C OCTOPOKHOCTHIO MEPEXOIUTD MO CChIIKAM MIIM 3arpysKaTh BJIO-
JKEHWS N3 HEU3BECTHBIX UCTOUYHUKOB. Takke BaKHO OOHOBJIATH BeO-Opay3ephl U JiIo0oe JIpyroe mpo-
rpaMMHOe OOecTieueHre, UCTIONb3yeMOoe /ISl JOCTYyIa B MHTEPHET, MOCKOJIbKY MHOTHE YSI3BUMOCTH
B cUcTeMe Oe30MacHOCTH OOHAPYKUBAIOTCS M PETy/IsipHO UcpaBisiorcsi. Kpome Toro, pekoMeHmy-
eTCsl IPUMEHSITh Ha/Ie)KHbIE aHTUBUPYCHBIE IPOTPaMMBI M M30€raTh MOoCeIIeH!sI ITIOTEHIIUAIBHO OTac-
HBIX BeO-CaiTOB.

DNeKTPOHHAsI IOYTA TaKKe HECET 3HAUMTENIbHBIN PUCK 1 6e3omacHocTi. OHa He TOJBKO CTa-
HOBUTCSI HHCTPYMEHTOM (DUIIIMHTOBBIX ahep: YacTO YUETHBIE 3aMUCH IEKTPOHHOH MOYTH OKA3bIBa-
I0TCSI MUIIIEHBIO KUOEPIIPECTYITHUKOB, KOTOPBIE MBITAIOTCS MOTYYUTh JOCTYI K KOH(PHUICHIMATbHOMN

uH(pOpPMaIVHY, yragbiBasi WM BOpys Mapoiau. YToObl 3alUTUTHCS OT STOTO, TOIb30BATENN AOIKHBI
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OBbITh BHUMATEJIbHBI K ITUChMaM, KOTOpbIE OTKPHIBAIOT, U BIOXKEHUSIM, KOTOpbIe 3arpyxaiot. Criemyer
oCTeperarbCsi OTKPbIBaTh MMCbMa OT HEU3BECTHBIX OTIIPABUTEJIEN UJIU COZIEPKAIIME TOA03PUTENIbHbIE
BJIOKEHHUSI WIN CCBUIKM. BakHO MPUMEHSATh HaJeKHbI YHUKAIbHBIA NApoib I KaKA0M yYETHOW
3aIMCH JEKTPOHHOW NOYTHI M IBYX(PaKTOPHYIO ayTeHTU(UKALINIO, €CJIM OHA JIOCTYITHA.

3Has 00 3TUX pUCKaxX M MPUHUMAsl COOTBETCTBYIOIIME MephI MPEIOCTOPOKHOCTH, TOTb30Ba-
TEJIM MOTYT 3HAYUTEIbHO CHU3UTh BEPOATHOCTh CTaTh KepTBOHM KuOepaTaku. OHAKO BaKHO OTMe-
TUTb, YTO HUKAKME MEPBl HE SBJIAIOTCS CTOMPOLIEHTHO HAJIeKHBIMHU U BCETrJa MOJIE3HO UMETh ILIaH
pearupoBaHusl Ha MHLIMICHTHl HA CTydail HapyIlIeHus Oe30MacHOCTH.

Poab yYupaBjeHuda Y4€THBIMHU 3alIUCAMA nmoJib30BaTeJieil u KOHTPOJA JOCTYyIIa

VipapieHre y4eTHbIMU 3alUCSAMU 0JIb30BaTeNed M KOHTPOJIb AOCTYIA UrPAIOT PeIIaoIIyio
poJib B obecrieueHny Oe30MacHOCT KOMIBIOTEpHO crcTeMbl. Clofia BXOAAT YIPaBJIeHUE YUETHBIMU
3amucsIMH, BKJII0YAsi CO3JaHNE HOBBIX, OTKJIIOUEHHE WM yIaJIeHUE TeX, KOTOpble OOJbIle He HYKHBI,
a TakXe YCTAaHOBKAa M U3MEHEHHWE pa3pelleHMil JOCTyma Ui pa3InyHbIX crenyanucroB. Hamnexa-
LU KOHTPOJIb I0CTYIIA FapaHTUPYET, UTO TOJIBKO YIIOJTHOMOYEHHBIE JIMIA UMEIOT JOCTYI K KOH(U-
AEHUMAJIBHON MH(OPMALIUKM M CUCTEMaM U 4TO M0JIb30BATEN MOTYT BBIIOJIHATH TOJIBKO T€ AEUCTBUS,
Ha KOTOPbIE OHU YIIOJIHOMOYEHbI. DTOr0 MOKHO JOCTUYb Pa3IMYHbIMU METOJAMU, TAKUMU KAK KOH-
mpons 0ocmyna Ha 0cHose poAeli, KOTOPbIA Ha3HAYaeT CIelUaIMCTaM OIpe/lelIeHHbIE POJIU U pa3pe-
IIEHUs1 HA OCHOBE MX JOJKHOCTHBIX (DYHKUMIA, WK usdupamenvroe (OUCKpEUUoHHoe) ynpasrerue
00Ccmynom, TIO3BOJISIIOIIEE CUCTEMHOMY aIMUHHUCTPATOPY YCTAHABJIMBATh KOHKPETHBIE pa3peIIeHUs
OTIEJIbHBIM TOJIb30BATENSAM. PerynsipHblii mepecMoTp U OOHOBJIEHHE CpPEeICTB KOHTPOJIS JOCTyNa
MIOMOKET MPEeJOTBPATUTh HECAHKIIMOHUPOBAHHBIN JOCTYN U OOECIEYMTh BO3MOKHOCTbH TOJIYYaTh
JOCTYI K KOH(pUJECHIIUATIBHOU MH(OPMAIIUU TOIBKO aBTOPU30BAHHBIM TOJIb30BaTe/IsiM. BHeipeHue
MHOTo(haKTOPHOM ay TeHTH(HUKALIMKI — MEPbl O€30MaCHOCTH, TPEOYIOIIEH OT MOIb30BaTeNIeH peain3a-
IIUM HECKOJIBKHUX (DOPM MICHTU(PHUKAILIUH, — TAKXKE MOKET TTOMOYb B 00eCIIEYeHUH KOHTPOJISL JOCTYTIA.

Hakonen, ynpaBieHre y4eTHBIMM 3allUCSIMM TOJIb30BaTeell U KOHTPOJb JIOCTYIa BaXKHBI
IJIs oA JiepkaHusi 6€30MacHOCTU cucTeMsl. [lonb30BaTesnsiM HYKHO MPUCBOUTh YHUKAJIbHBIE YUeT-
HBIE 3aIUCH C COOTBETCTBYIOUIMMHU YPOBHSIMU JOCTYIIA, & HEAKTUBHBIC WM HEHYKHBIE — OTKJIIOUUTh
win ynanute. CliefyeT Takke peryisipHO MPOBEPSATh, UYTO MOJIb30BATENIM MOTYT MOIYYUTh JOCTYII,
HEOOXOIMMBIA UM 11 padOThI, & TAKKE BBISBIIATH M OT3bIBATh JAOCTYI YBOJICHHBIX COTPYIHUKOB.

Ba:xHoCTh 6€3011aCHOCTH NEePCOHATbHBIX YCTPOICTB

B 1mmdpoByo 31MoXxy HEBO3MOXHO TMEPEOLEHUTh BAXXKHOCTh OE30MaCHOCTH MEePCOHATBHBIX
ycrpoiicTB. ITockonbKy Bee Oosbllie Toel UCONb3YIOT JTUYHbIE YCTPONCTBA, TAKUE KaK cMapT(OHbI
Y HOYTOYKH, JUTs1 IOCTYTA K KOH(pUICHITNATIBHON MH(POPMAIIMH 1 BBIITOTHEHU s paOOUMX 3a/1a4, OYEHb
BaXXHO, YTOOBI 3TH YCTPOKCTBA OBUIM JIOJKHBIM 00pa3oM 3amiuiieHsl. Hapyimenue nx 6e3omacHoCTu
MOKET UMETh CEepbE3HbIE MOCIEACTBUSA, BKJIIOYAsA PACKPHITUE JTUYHON MH(pOpMali, (PUHAHCOBbIE
MOTEPU M peryTAlMOHHBIN yIIepo.

Onun n3 Hanbomee 3(PHEKTUBHBIX CIIOCOOOB 3AIIUTHI IEPCOHAIBHBIX YCTPOUCTB — YOSUThCS,
YTO Ha HUX YCTAaHOBJIEHA TOCJIE/IHSISI BEPCHS ONEPAIIMOHHON CHCTEMbI M IPUMEHEHBI Bce OOHOBIIE-
HUS G€30MACHOCTU. DTO MOMOXKET 00ECNeUUTh YCTPAHEHUE BCEX M3BECTHBIX YS3BUMOCTEH U 3aIUTY
YCTPOWCTBA OT BHOBb MOSIBUBIIMXCS Yrpo3. Kpome Toro, nosip3oBaresiv JOIKHbBl YCTAHOBUTD HA CBOU
MIepCOHAJbHBIE YCTPOMCTBAa aHTUBUPYCHOE M AHTUBPEIOHOCHOE MPOrpaMMHOE 0OECTIEUeHHE 1 pery-
JISIPHO OOHOBJISITH €TO.

Eiie omHYM BaKHBIM aCMeKTOM O€30MacHOCTH MEPCOHATBHOTO YCTPOMCTBA SIBJISIETCS UCTIONb-
30BaHME HA/IeKHBIX YHUKAJIBHBIX [TApOJIel 1 BKJIIOUEHHE IBYX(DAKTOPHON ay TEHTU(UKALIMU 1S BCEX
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YUETHBIX 3alMceil. DTO MOMOXKET MPEeJOTBPATUTh HECAHKLIMOHMPOBAHHBIA JOCTYIl K YCTPOMCTBY
1 Mmoo KOH(pUISHITATBHON HH(POPMAITUH, KOTOPYIO OHO MOXET COIEPKATh.

[Nonp30BaTeny Takke TOMKHBI 3HATH O MOTEHIMAIBHBIX pUCKax myOonmuHbIx ceteil Wi-Fi u mo
BO3MOXXHOCTH M30erath MOAKIoUeHust K HUM. Eciu ke 310 HeoOxoauMo, cleayeT 3aJeicTBOBAThH
BUPTYaJIbHYIO YacTHYI0 ceTh (VPN) mu1s mmmdgpoBaHus UHTEpHET-COEMHEHMS M 3alUThl CBOUX JIaH-
HBIX.

Hakoner1, BaxHO, 4TOOBI MOJTb30BATENH 3HATMA O PUCKaX IMepexoa Mo CChUIKAM TN 3arpy3KH
BJIO)KEHUH W3 HEM3BECTHBIX MCTOYHMKOB, MOCKOJbKY OHM YacTO MOTYT COIEpPXkaTbh BPEIOHOCHOE
10 v npuBoguTh K (PUIIMHIOBBIM acdepaM. Takke MM HYKHO 3HaThb O PUCKax, CBSI3AHHBIX
C WCIOJIb30BAHUEM HE3AIMIIEHHBIX MPUIOKEHUI WM XpaHEHUEM KOH(UIEHIIMAIbHON UH(pOpMa-
IIUU B OOJTAYHBIX CEPBUCAX.

Pounb nmoab30Barejieil B pearnpoBann Ha HHIUAECHTBLI 1 COCTABJICHHNHA OTUYE€TOB

KommbloTepHasi 6e30MmacHOCTb — 3TO 00111asi OTBETCTBEHHOCTD, U TIOJIb30BATENIM UI'PAIOT pellia-
IOUIYI0 POJIb B 3aIIUTE COOCTBEHHBIX YCTPOWCTB U MH(MOPMAIIMH, a TAK)KE BBISIBICHUU WHIIUAECHTOB
0€30MacHOCTH 1 ONOBEIeHUH O HuX. KiTloueBoil acrieKT OTBETCTBEHHOCTH IMOJIb30BaTeseld — MOHU-
MaHMe Ba)KHOCTH pearipoBaHusl Ha MHUIUIEHTHl 1 UHPOPMUPOBAHUS O HUX.

PearmpoBaHue Ha MHIIUIEHT — TO MPOLIECC BBISIBICHUS U JIOKAJM3ALIMHI HapyIIeHus Ge3omac-
HOCTW WJIM JPYroro MHIMAEHTA Oe30MacHOCTH M cMsArdeHus ux mocieactBuil. Cioma MOTyT BXO-
IWUTh TaKWe 33a4d, KaK BBISIBJIEHHE MCTOYHMKA WHIMAEHTA, BOCCTAHOBJICHUE HOPMAJIBHOW paOOTHI
1 O0IIEHHE C KITI0YEBBIMH 3aMHTEPECOBAaHHBIMH CTOPOHAMU. BakHO, YTOOBI OJTb30BaTEIN IIOHUMAJTH
CBOIO POJIb B pearipoBaHUY HA MHITUICHTHI, a TaKkKe ObLTH OCBEIOMJIEHBI O MPOIIeAypax U MPOTOKO-
J1ax, IPUMEHSEMBIX /JIs1 OITOBELICHHUS O HUX.

[Nonp30BaTe M MOTYT UTPATh BXKHYIO POJIb B BBISIBJICHIH MHIIMAEHTOB 0€30MacHOCTH ¥ UH(OP-
MHUPOBaHUM O HUX. i1 3TOrO JIIOAM JOJKHBI OBITh OAMTENbHBI K TOJO3PUTESIEHON aKTUBHOCTH
Ha COOCTBEHHBIX YCTPOMCTBAX M B CETSIX M OCBEJOMJICHBI O PAaCIIPOCTPAHEHHBIX TAKTHKAX COIMAIIb-
HOW WHXeHepud U pumumHra. VM cieyer 3HaTh, Kak COOOIIATh O MOJAO3PUTEIILHON aKTUBHOCTH,
Y TIOHUMATh, HACKOJIbKO Ba)KHO J€JIaTh 3TO CBOeBpeMeHHO. Kpome Toro, mosp3oBaresisimM J10KHO
OBITh M3BECTHO, YTO JIeJIaTh B ClIy4yae MHIIMAEHTa OE30MaCHOCTH, HAPUMep Kak 0e30MacHO BBIKJIIO-
YUTb CBOM YCTPOICTBA WX OTKJTIOUUTHCS OT ceTU. OHM TaKke JOJIKHBI 3HATh O IOTEHIUAJIBHBIX PUC-
Kax Jy1sl JIMYHOU MH(pOPMAIIMK U IPUHUMATh MEPBI 110 €€ 3aluTe.
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I'1aBa 2. CereBast 0e301acCHOCTD

bpanamayspbl U cucTeMbl 00OHaApPY:KeHus/
npeaoTBPalieHusi BTOPKeHU

Tunsl 6pangMay3poB U cJaydyau UX HCIOJIb30BaHMS

Bparomayspul — KIII0YEBON KOMIIOHEHT CETeBOU O€30MaCHOCTH, KOTOPBIH CITYKUT [T 3AIUTHI
ceTeil OT HECAaHKIIMOHMPOBAHHOIO JocTyna U atak. CyIecTByeT HEeCKOJIbKO TUIIOB OpaHIMay3poB,
KaK/IbIi U3 KOTOPBIX MMEET YHUKAJIbHbIE CLIEHAPUU MTPUMEHEHU I U BO3MOKHOCTH.

* ['ocyoapcmeentivle Oparomayspel . OTCISKUBAIOT COCTOSIHUE KAXKIOTO COSMHEHU S, TPOXO/Is-
niero yepe3 Hux. OHU MOTYT OIPENIENNTh, SBJISETCS MAKET YaCThI0 3aKOHHOI'O COEIMHEHUS UJIH HET,
1 OJIOKMPOBATH JII0OOH MOAO3PUTEINBHBIN Tpaduk. ['ocynapcTBeHHbIE OpaHAMAaY3phl YACTO UCTIONb3Y-
I0TCSl B KOPHOPATUBHBIX CETSIX JJIs1 3aIIUThl OT BHEIIHUX yIPO3.

e bpanomayspel HO6020 nokonenust (next-generation firewalls, NGFW) . 910 ycOoBepIIEHCTBO-
BaHHas1 (popMa OpaHIMAay3POB C KOHTPOJIEM COCTOSIHUSI, KOTOPBIE BKJTIOYAIOT JOMOIHUTE IbHbIE (DYHK-
1[UM, TaKKe KaK IyOOKasi MpoBepKa MakeToB, MpeJoTBpalleHre BTOPKEHUI U KOHTPOJIb MPUJIOKe-
Huit. NGFW paspaboransl 1151 oOecrieueHus 6ojiee IeTaIbHOrO KOHTPOJIS Hajl CETEBBIM TpauKoM
Y 4aCTO UCMOJIB3YIOTCS B KOPIOPATUBHBIX Cpelax AJIsl 3alUThl OT COBPEMEHHBIX YTPO3.

e bpanomayapwi, opuenmuposarHvle Ha npunodicerus . [lpenHa3HaueHbl 151 IPOBEPKU U KOH-
TpoJs Tpaduka Ha ypoBHe NpriokeHUd. OHU MOTYT UICHTHU(DHUIMPOBATH U OJIOKUPOBATH ONpejie-
JIEHHBIE TIPUJIOKEHUS M TIPOTOKOJTBI U YaCTO IPUMEHSIIOTCS ISl 0OeCTICUeHUsT COOMIONECHUST TIOJTUTUK
©e30MacHOCTH U TpeOOBAaHUI COOTBETCTBUSI.

e Oonaunvle Opanomayspsl . Pa3memmaioTcs B 001ake U 00eCTieunBaloT 0e30MacHOCTh OOJIAYHbIX
pecypcoB u yciyr. Pa3BepThiBaTh UX U yNPaBIIATh UMU JIETKO, U OHU YacTO UCTOJIB3YIOTCSl OpraHu-
3alMsAMU, KOTOpbIe IEPEBOAAT CBOI0 MH(PACTPYKTYPY B 00JAKO.

e Becnpogoonvie Opanomayspsi . [1peiHa3HAYEHBI 151 3aIUTH OECITPOBOIHBIX CETEH OT HECAHK-
IMOHUPOBAHHOTO JI0CcTyna U atak. OHM MOTYT MPUMEHSTHCS 711 U3OJISAUN OeCIIPOBOJHBIX ceTei
OT MPOBOJHBIX U JIJIs1 KOHTPOJISL JOCTYMA K OECITPOBOAHBIM PECYpPCaM.

» bpanomayspel ¢ yHuguyuposaruvim ynpaenenuem yepozamu (unified threat management,
UTM). TlpenHa3HaueHsl JUisl 0OecTieueHns] HECKOJBKUX (PYHKIMI OE30MacHOCTA B OTHOM YCTPOU-
CTBe, BKJIIOUasi OpaH/IMay3p, 3aIlIUTy OT BTOPKEHUI U aHTUBUPYC. OHM YaCTO UCHOMB3YIOTCS B MAJIOM
U cpefiHeM OM3Hece 1J1s1 00ecriedeHUs] KOMIUIEKCHON Oe30MacHOCTH 110 JOCTYITHOH TIeHe.

Kaxapiii tin OpanamMayspa uMeeT CBOM OCOOSHHOCTH TPUMEHEHUs U rpeumyiiectsa. Opra-
HU3AIUsM CJIE/IyeT TIIATEIbHO OLIEHUTh COOCTBEHHBIE IOTPEOHOCTU B OE30IACHOCTH U BBIOPATH MO/
XOISAIINIA BapUAHT.

KoundurypupoBanue 6panamMay3poB H ynpaBJjieHHe HMH

Bpanamayspsl — 3TO BaKHEHIIMI KOMIIOHEHT CETeBOM O€30MacHOCTH, W MpaBWJIbHAS HX
HACTPOIKa M YyNpaBjieHHe MMM HEOOXOIUMBI Ui obOecriedyeHus: 3(PQPEKTUBHON 3aIlUTHl CETH
OT HECAHKIIMOHMPOBAHHOIO JOCTyna M arak. CyllecTBYeT HECKOJIBKO KJIIOYEBBIX IIIArOB, KOTOPbIE
HEOOXOIMMO TPENPUHATD MIPU HACTPOIKe OpaHAMayIpa U YIpaBJIeHUU UM, BKJIOYAs CIIELyIOIIHe.

1. Onpedenenue u eHeOperue noAUmMux 6e30nACHOCMU,, KOTOpble OyIyT peryaupoBaTh €ro

pa60Ty. Onu HAOJIZKHBI OCHOBBIBATBCS HA KOHKPETHBIX TpeéoBaHI/IHX 0€e30MacHOCTH OpraHmsanumn
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Y YYUTHIBATh TaKKe (DAKTOPBI, KaK TUIIbI pa3pelieHHOro TpachuKa, TUIIbI TOJIb30BaTesIel U YyCTPOKCTB,
KOTOPBIM pa3pellieH IOCTYII K CETH, U YPOBEHb O€30MaCHOCTH, TPEOYIOIIMIACS TSl Pa3IMYHbIX YacTei
CeTH.

2. Hacmpoiika anemenmog ynpagneHust 0ocmynom. ITo CIAeIyIolui mar nocie onpeese-
HUS TIOJIUTUK Oe30MacHOCTH, OH OyleT odecreunBarh ux coomonenre. OOBMHO OH TpeaycMaTpH-
BaeT CO3[jaHue MPABUJI, ONPEESIONNX, KaKMe TUTIBI TpaduKa pa3pelieHo MpoIycKaTh yepes OpaH-
May3p, a Kakre OJ10KupoBaTh. KOHTPOIIb TOCTyTa MOKET 3aJeCTBOBATHCS TAKKE JIJIs1 OrpaHIUSHU ST
JOCTYIA K OIpe/IeNICHHBIM MOJIb30BaTENIsSIM MJIM YCTPOWCTBAM HJTH [TsI OTpe/ie/IeHUs] TUIIOB CEPBUCOB,
K KOTOPBIM MOKHO TOJTyYHTh JOCTYII U3 CETH.

3. Vnpaesnernue opanomayspom u monumopune . TlocnemHuii mar B HaCTpolike OpaHaMayspa
U YIpaBJIeHUM UM — OOECIIeUeHUe ero MPaBWIBbHOW PadOThl, a TaKKe CBOEBPEMEHHOE OOHapyXke-
HHUE U YCTpaHeHHe JIOObIX MHIMICHTOB Oe30macHoCcTh. OOBIYHO 3TO MPEeaycMaTpUBAET YCTAHOBKY
CHCTEM MOHUTOPHMHTA U TPOTOKOJIMPOBAHUS, KOTOPbIE MOTYT OTCIICKHUBATh TPA(UK, MPOXONAIINI
yepe3 OpaHaMay3p, U Mpeaynpexaarh aJMUHUCTPATOPOB O JIIOOOH MOAO3PUTETbHON aKTUBHOCTH.
Takxe HEOOXOAUMO PEryIsIPHO OOHOBJIATH MPOrpaMMHOE OoOecrieueHrue U KOH(pUTypario OpaH/-
May3pa, 4TOObI OH MOT' 00eCIIeUTh 3aIUTYy OT HOBEHIIIUX yrpo3.

4. Caedxtcenue 3a 0OHOBACHUSIMU U UCNPABAEHUSMU De3onacHocmu . Bpanamayapsl, Kak ¥ 1odoe
Apyroe mporpaMmMHoOe oOecTieueHre, UMEI0T YA3BUMOCTH, KOTOPbIE MOTYT OBITh UCTIONB30BAHBI 3710~
YMBIIIJIEHHUKaMU. YTOOBI MPEeAOTBPATUTh 3TO, BAXKHO MOAAEPKHUBATh MIPOrpaMMHOE OOecrieyeHue
OpaHaMay3pa B aKTyaJJbHOM COCTOSTHUM C ITOMOIIBIO TIOCTIEAHUX OOHOBJIEHUI U MCTIPaBJICHUN 6e3-
OIAaCHOCTH.

5. Pezynsipnoe mecmuposarue 6paromayspa . ITo ToMoraeT yoequThCsl, YTO OH HACTPOEH Mpa-
BUJIBHO U 00ecTieunBaeT HeOOXOOUMBIA ypOBeHb O€30MacHOCTH.

Cucremsbl 06Hapy>1<eHm{ H nmpeaoTBpameHnsa BTOp)KeHI/Iﬁ

Cucmemwt ooHapyoicenus u npedomepauerust emoprceruti (IDPS) — 310 HHCTPYMEHTHI Oe3011ac-
HOCTH, TIpeJHa3HauCHHbIE s OOHAPYKEHHS U MPeJOTBpalieH s HECAHKIIMOHUPOBAHHOTO JOCTYIA
Wi atak B cetd. OObIYHO OHU UCTIONB3YIOTCS /ISl MOHUTOPHUHTA CETEBOTO TpauKa U BHISBICHUS
3aKOHOMEPHOCTE!, YKa3bIBAIOIIMX HA HAJIMUME aTaKU UM BTOPKEHUS.

CymectByet 06a ocnosnvix muna IDPS: na 6aze cemu u na 6aze xocma. Ceresbie IDPS pas-
MEIIAIOTCS B CTPATErMYECKUX TOUKAaX CETH M OTCIICKUBAIOT BECh BXOMSIIMN U UCXOISAIIUN TpahuK.
IDPS Ha 6a3e xocTa yCTaHaBJIMBAIOTCS HA OT/IEJIbHBIE YCTPOWCTBA MJIM XOCTHI U OTCIIEKUBAIOT TOJIHKO
aAKTMBHOCTb Ha 3TOM KOHKPETHOM XOCTE.

OpmunM u3 KkmoueBblx npeumyinectB IDPS sBisercs To, 4To OHM MOTYT OOHApy:KMBATh
KaK M3BECTHbIE, TAaK M HEM3BECTHBIE YIPO3bl. DTO JOCTUTAETCS OJarofapst UCTOIb30BAHUIO OOHADY-
JHCEHUsL HA OCHOBe CUZHAMyYp, KOTOPOE UILET OIpe/ieieHHbIe MAa0IOHbI B CETEBOM TpaduKe, U 0OHA-
DYIHCEHUSI HA OCHOBE AHOMAAULL , KOTOPOE UILET HEOOBIYHYIO WU MOAO3PUTETbHYI0 aKTUBHOCTD.

Eme ogna BaxHasi ocodeHHOcTh IDPS 3akimodaercss B TOM, YTO OHM MOTYT MPEIIPHUHUMATD
aBTOMATHYECKHUE EMCTBUA /17151 IPEAOTBPAILEHNUS] BTOPXKEHUS UM aTaku. K HUM MOTyT OTHOCUTBCS
OoKMpoBaHKe TpaduKa, CBI3aHHOTO C aTaKOH, MOMEIEHNE TTOPAKEeHHOTO YCTPOWCTBA B KAPAHTHH
WM JJaKe OTKJIIOYEHHE BCEH CETH, €CITU 3TO HEOOXOIMMO.

OpHako BakHO OTMETHTh, uTo IDPS He 3aMeHSIOT Opyrue Mepbl Oe30MacHOCTH, TaKue
Kak OpaHaMayspbl M aHTUBUPYCHOE IMporpamMmHoe odecrieueHre. OHU JIOKHBI MCTIONB30BATHCS
B COUETAHUU C IPYTrMMHU UHCTPYMEHTaMU ISl 0OeCTieYeHsI KOMIUIEKCHOTO pelIeHHs Oe30MacHOCTH.
Kpome Toro, BaxxHO peryJisipHO OOHOBJISITH U nofiepkuBath IDPS, 4Tto0bI yOIUThCS, YTO OHU CIIO-
COOHBI OOHAPYKMBATh HOBEHIIIME YTPO3BI.
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Xakep Epanomayap Cepeep

Buenpenne u oocay:xkuBanue IDPS

CucreMbl OOHapyKeHHS U TIPENOTBPAILCHUsI BTOP)KEHUIN — 9TO BAXKHBI KOMIIOHEHT CETEBOM
6e3omacHocT. OHM MOHUTOPSAT CETEeBOM TpapMK Ha MPeAMET MPU3HAKOB BPEJIOHOCHOM aKTHBHO-
CTH, TAKUX KaK TIOMBITKM HECAaHKIIMOHMPOBAHHOTO JIOCTYIA WM M3BECTHBIE MIa0I0HbI atak. OOHa-
pyxkuB ux, IDPS MoxeT npeanpuHsTh pa3nuyHble NEWCTBUS [JIs1 MPEJOTBPAIIEHUS YCHEIIHOTO
BTOPXXEHUsI, HAITpUMep 3a0IOKMPOBaTh TpahUK-HAPYIIUTENb WA TTPEAYTPEAUTH MEPCOHAT CITyKObI
0€30MacHOCTH.

Buenpenue u obcimyxuanue IDPS TpeOyeT TiiaTebHOro IMIaHUPOBAHUS U TOCTOSTHHOTO KOH-
Tposis. [lepBbIM 11arom siBisieTcs onpezeaenue tumna IDPS, Haubosnee momxoasimero ajist Hyk 1 opra-
Huzaiuu. CyiectByer Heckoibko TUIOB IDPS: Ha 6aze xocma, cemesvie u 6ecnposoonsvie. Kaxapiii
THIT IMEET CBOM CHJIbHBIE U CJTa0ble CTOPOHBI, TOTOMY BaKHO TIIATEIHHO OIEHUTH CrieM(UIecKue
TpeOOBaHMsI OPraHU3allMU U BHIOpATh HAMOOJIEe MOIXOAINEe PelleH e,

BeiOpannyo IDPS HeoOXonuMo MpaBMIIBHO HACTPOUTh M Pa3BEpHYTh. DTO TOApa3yMeBaeT
HACTPOMKY ITapaMeTpOB MOHUTOPUHIA U OMOBELIEHUs, a Takke nuHterpauuio IDPS ¢ npyrumu cpen-
cTBaMH O€30MaCHOCTH, TAaKUMH Kak Opanamayspbl 1 VPN. Takske BaxHO yoeautbes, uto IDPS mpa-
BWJIHO CETMEHTHPOBAHA B CETH, YTOOBI IIPEIOTBPATUTH €€ 00XO[ MJIM KOMITPOMETAIIHIO.

ITocne paseepreiBanus IDPS oueHb BaXHO NOAAEPKUBATH €€ C IIOMOLIBIO PETYJIIPHOIO MOHU-
TOPHUHTa M OOHOBJICHU . DTO IIpeycMaTprBaeT MOHUTOPHHT xkypHasioB IDPS Ha npeameT mono3pu-
TEeJILHOW aKTUBHOCTH M OOHOBJIeHHWe Oa3bl MaHHBIX curHatyp IDPS mocnemavimm onpeneneHusMu
arak. Takxke BaXHO Mepuoauyecku nposepATh 3pdexkTuBHOCT, IDPS ¢ momomnipio TecTupoBaHus
Ha MPOHUKHOBEHUE U OLIEHKHU YSI3BUMOCTEN.

NuTterpanus 6panamayspoB u IDPS quist nopbimennst 6e30nacHOCTH

BaxHo orMeTuTh, 4T0o OpanaMay3psl 1 IDPS nononHsoT apyr apyra B CBOeM MOAXOJE K ceTe-
BOI1 Oe3omacHOCTH. bpaHaMayapbl KOHTPOJIMPYIOT MOTOK TpaduKa, aHATU3UPYS U (PUIIBTPYsT BXOAS-
WA ¥ UCXOMSIIUN ceTeBor TpaduK Ha OCHOBe HaOopa 3apaHee ompezeeHHBIX MpaBui, a IDPS
OOHAPYKMBAIOT Y TIPEIOTBPAIIAIOT BTOPXKEHHU S, aHAIM3UPYs CETEBOU TpauK HA MpeIMeT OI03pH-
TEJIbHON aKTUBHOCTH WJIM U3BECTHBIX IA0JIOHOB aTak. BMecTe 3TH 1Be cucTeMbl 00eCTIeunBaIOT KOM-
IUIEKCHYIO 3alUTY OT IIMPOKOI'O CIIEKTPa YIpo3, BKJIIOYAsl HECAHKLIMOHUPOBAHHBIN JOCTYI, BPE/1O-
HocHoe [10 u ataku THIa «0TKa3 B 0OCTYKUBAHUM.

[Tpu nnTerpanmu 6panamayspoB u IDPS BaxHO yOeauThcs, UTO STH JIBE CUCTEMbI MOTYT B3a-
MMOJIEVICTBOBATh M OOMEHHMBAThCS MH(MOPMAIeld. ITO TO3BOJISIET JIyUllle COMOCTABIATh COOBITHS,
YTO MOXKET YIyYIIUTh pearnipoBaHue HAa MHIMICHTH U OOHapyxkeHue yrpo3. Hanpumep, ecm IDPS

OOHapyKMBaET MOI03PUTEIBHYIO AKTUBHOCTh, OHA MOXET IPEAYyIPeANTh OpaHaMay3p o OJIOKHpPOBa-
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HUM COOTBETCTBYIoMIero IP-apeca uimm cereBoro Tpaduka. AHAJIOTMYHO, €ClTM OpaHaMay3p OJOKU-
pyet coenuHenue ¢ IP-anpeca, IDPS mMokeT ObITh HACTpOEHA Ha TO, YTOOB OTMETUTH 3TOT IP-anpec
KAaK MOJO3PUTENIbHbIMN.

Eiie onuH BakHBIN acTieKT MHTErpauuu OpanamayspoB 1 IDPS — oGecnieuenue ux npaBuibHOM
KoH(puryparmu u oociayxkuBanus. Cioga BXogAT obecrieueHre padoThl HOBEHIIIErO MPOrpaMMHOTO
¥ MUKPOITPOTPAMMHOTO OOECTIeUeHHUs], a TaKKe MOJJIepKaHue UX B aKTyaJbHOM COCTOSIHUH C yue-
TOM TOCJIEAHMX JaHHBIX 00 yrpo3ax. Kpome Toro, HeoOXoqumMo peryisipHO IPOBOAUTH TECTHPOBAHUE
Y MOHUTOPHHT, YTOOBI YOSAUTHCS, UTO CUCTEMBI pabOTAIOT TaK, KaK 3aJyMaHO, ¥ BBISIBUTH JIOObIE
MOTEHIUAIbHBIE YS3BUMOCTH.

IlepenoBasi npakTHKa U OTpacJjeBble
cTaHJAapThl B o0aactu Opanamay’spoB u IDPS

Jns obecrieuenust appexTrBHOCTU OpanaMay3poB 1 IDPS BaxxHO BHEAPSITH MEPeI0BO OITBIT
U coOmoaaTh OTpacieBble CTaHAApThl. HekoTopble MpOrpecCMBHBIE METOIBl BKJIIOYAIOT PETyJsp-
HBII IepecMOTp ¥ OOHOBJIEHUE MPAaBUIT OE30MAaCHOCTH, MCIIOJIb30BaHKE HA/Ie)KHON ayTeHTH(PUKAIIIH
Y KOHTPOJISI AOCTYTIA, a TAK)KE MOHUTOPUHI CETEBOM aKTUBHOCTU HA MIPEAMET YEro-TO MOA03PUTEITb-
HOTO.

Uro kacaercs oTpacieBblX CTAHAAPTOB, TO OPraHU3ALMM MOTYT CJIEIOBATh PEKOMEHAALMSIM,
YCTQHOBJIEHHBIM TaKMMU OpraHu3alusMu, Kak HallmoHanbHbI MHCTUTYT CTaHAAPTOB U TEXHOJIOTUIA
(NIST) u MexnynaponHas opranu3zanus ro crangaptuzanmu (ISO). Onu npeoctaBisiior peKoMeH-
JalK ¥ CTaHAAPTHI U1l BHEIPEHUS ¥ OOCTYKUBAHUSI 3alMIIEHHBIX CETel, BKITIOUast OpaHaMayspbl
u IDPS. Kpome Toro, opranuzaiusim ciieiyeT pacCMOTPETbh BO3MOKHOCTb TTPOBEICHUSI PETYIsPHBIX
ayJJMTOB M OIIEHOK 0e30MacHOCTH ISl IOATBEpKACHUS (P PEKTUBHOCTH KOH(pHTYyparuii OpaHamay-
spa 1 IDPS. D10 NOMOXeT BHISIBUTDH YSI3BUMOCTH M CO BPEMEHEM YJIyUIIUTh YPOBEHb O€30MaCHOCTH
CeTH.

[TpupepxuBasch JyUIMX MPAaKTHK W OTPACIeBbIX CTaHAApPTOB [yIsi OpaHamMayspoB u IDPS,
OpraHU3aIMy MOTYT HaJle:KHee 3allIUTUTh CBOM CETH OT COBPEMEHHBIX KHOEPYrpo3 U COXPAHUTh KOH-
(puaeHIMAIBHOCTD, LIEIOCTHOCTD U JOCTYITHOCTh MH(OPMALIMU U aKTUBOB.

Bpanamaysp u IDPS B 00/1auHbIX 1 BUPTYaJIU3MPOBAHHBIX Cpegax

D710 BaKHasA TeMa, IMOCKOJIbKY Bce OOJIbIIe OpraHM3aluid MepeHOCsAT CBOIO MH(PACTPYKTYpPY
B 00J1auHble ¥ BUPTYAIU3UPOBAHHBIE Cpe/ibl. B HUX TpaguIMOHHOro moaxoaa K 0€30MacHOCTH MOKET
OKa3aTbCsl HEJOCTATOYHO, MOCKOJNbKY TUHAMHYHBIA XapakTep OOJaYHBIX M BUPTYaTM3MPOBAHHBIX
cpel co3JaeT AOMOIHUTENbHbIE podiemMbl. OpraHu3aysiM BaKHO MOHMMATh, B YeM 3aKJI0YAIOTCS
pa3nuuusl MeXAy JIOKAJbHBIMA M 0OnMauHbIMM OpaHamayspamu ¥ IDPS, a Takke Kak MpaBUIBHO
3aUUILIATh 3TU CPEJIBL.

OnHO U3 KJII0YEBBIX OTJIMYUI OOaYHON Cpejbl COCTOUT B TOM, UTO B HEHM OpraHm3ariysi MOXeT
HE UMETbH TIOJTHOTO KOHTPOJIS HaJl (PU3NIECKO MH(PPACTPYKTY PO, YTO CIOCOOHO 3aTPYJHUTH ITPUMe-
HEeHHUE TPAJULIMOHHBIX Mep Oe3omacHocTu. Kpome Toro, kK 001auHbIM U BUPTYaJTM3HUPOBAHHBIM Cpe-
J1aM MOTYT MPEAbSBIATLCS Pa3IMUHbe HOPMAaTUBHO-TIPABOBbIE TPEOOBaHMSI, KOTOPbIE HEOOXOIMMO
YUUTHIBATb.

OnuH U3 MOAXOAOB K 00ecreYeHNI0 Oe30MacHOCTH OOJIaYHBIX M BUPTYAJIM3UPOBAHHBIX CPE
3aKJIIOYAETCsl B KCMOMb30BAaHUM OOJIAYHBIX pEIIeHUH Oe30MacHOCTH, HANpUMeEp MpPHUMEHSEMbIX
MOCTABIIUKAMU OOJNAUHBIX YCIYT. DTH pelleHrs] MOTYT MPEIOCTaBISITh BCTPOSHHbIE (PYHKIMU Oe3-
OIACHOCTH, TaKMe KaK BUPTYyasibHble OpaHaMay3pbl 1 IDPS, KoTopbie J1erko HaCTpauBaloTCs U yIIpaB-
asotess. OIMHAKO BaXKHO 3HATh, YTO ITH pelleHUs He Bcerga OOecTieurBaloT TaKOW ke YpOBEHb
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HaCTpOﬁKH N KOHTPOJIA, KaK TPAJUILIUOHHBIC JIOKAJIbHBIC PEIICHW A, U MOT'YT 6])ITI) COIIPAKCHBI C pa3-
JIMYHBIMM 3aTpaTaMHi U OIrpaHUYCHUSAMM.

Jlpyroti Mojxo/ 3aKJI0YaeTcst B UCMIONb30BAHMU PEelIeHUI O€30MaCHOCTH CTOPOHHUX TPOU3BO-
auTesied, KOTOpble MOTYT ObITh MHTETPUPOBAHBI B OOJIAYHBIE W BUPTYAJIM3UPOBAHHBIE CPEIbl. DTH
pelleHrs] MOTYT TIPeJOCTaBIATh OoJiee TPOABUHYThIE (DYHKIMU OE30MaCHOCTH, MX MOXKHO aariTH-
POBaTh K KOHKPETHBIM HOTpC6HOCTHM OopraHusanuu. OIIHaKO Ba’)XHO y6€IlI/ITbCH, YTO 9TU PCHICHUA
COBMECTUMBI C OOJJAYHBIMU U BUPTYaTbHBIMU CPEJJaMH, B KOTOPHIX OHU OyIyT pa3BEpHYTHI, U UTO
MOHO 3(p(PEKTUBHO YIPABIATh UMU U KOHTPOJIMPOBATD UX.

B mo6om ciyyae HE0OXOIUMO UMETh KOMIUIEKCHYIO CTPATErrio Oe30MacHOCTH ISl O0JIauHBIX
Y BUPTYaJIM3UPOBAHHBIX CPEJl, BKJTI0UAst PETYJISIPHYIO OLIEHKY YA3BUMOCTEH, IJIAHUPOBAHKE pearupo-
BaHMSI HA MHILIMJICHTH M 0Oy4YeHHe COTPYAHUKOB OCHOBaM Oe30mMacHOCTH. Takke BaKHO UMETh YeT-
KO€ MPpEACTABJICHUE O HOPMATUBHbBIX Tp€6OBaHI/I}IX n TpC6OBaHI/IHX K COOTBETCTBUIO I 3THUX CPE
1 O TOM, KaK UX BBIIIOJIHUTD.

bpanamay3p u IDPS B IoT 1 MOOMJIBHBIX ceTsIX

DTOT pa3fen OCBEIlaeT YHHKaJbHbie MpoOJieMbl OE30MacHOCTH, BO3HHUKAIOIIUME B CBS3M
C pacrpocTpaHeHHeM YCTPOMCTB MHTEepHeTa Bellleld U MOOWIbHBIX cereil. loT-ycTpoiicTBa, Takue
KaK MHTEJUIEKTyaJbHble KaMepbl, TEPMOCTaThl U OBITOBAasl TEXHMKA, YaCTO MMEIOT OrpaHMYEHHYIO
BBIYMCITUTENIBHYI0 MOILITHOCTh M OOBEM MaMSTH, YTO 3aTPyAHSIET MPUMEHEHHEe TPaJUIMOHHBIX Mep
Oe30macHOCTH, TakMX Kak OpaHamayspel U IDPS. B To ke Bpemsi MOOWUJIbHBIE CETH YS3BUMBI
11l Pa3JIMYHBIX aTak, BKJIIOYas aTaKU TUIA «4eJIOBEK MOCepeIUHE» U HECAHKIIMOHMPOBAHHbIE TOUKU
JOCTYyTIA.

Jns1 pemeHus: 3TUX MpoOieM OpraHu3aliiyd MOTYT TPUMEHSTh Takhe Mepbl Oe30IMacHOCTH,
KaK CerMeHTaIysl CeTH, KOTopasi pernonaraeT ee paszeieHrue Ha 6ojee MeJKue MOICEeTH IJIsl orpa-
HUYEHUS TIOTEHITMAILHOTO BO3AeNCTBUs aTaku. Kpome Toro, MHorue ycrporictsa [oT u MoOmibHbIE
CETU MOAJIEPKUBAIOT BUPTYyasIbHbIe yacTHble ceTd (VPN) 1 1pyrue 3aiuiieHHble IPOTOKOJIbI CBA3H,
KOTOPBIE MOKHO KCIIOJIB30BATh ISl HIM(POBAHUS CETEBOroO TpauKa U 3aIlUThl OT OACTYIINBAHUS.

Emre omun BaxHbIi aciiekt 3amuThl [0T 1 MOOUITBHBIX ceTeil — oOecTieueH e MPaBIIbHON KOH-
(urypanmm ycTporcTB U OOHOBJIEHHE X MOCIIETHUMH MCIPABJICHUSIMU O€30MacCHOCTH. DTO MOKHO
chesaTh C TIOMOIIBIO PEelIeHUI 1O YIPaBIeHUI0 MOOMIIBHBIME YCTPOMCTBAMH, KOTOPBIE MO3BOJISIOT
NT-otnenam ynajieHHO yIpaBisiTh MOOMJIBHBIMHU YCTPOMCTBAMU M OOECTIEUMBATH UX O€30MaCHOCTb.

Takske BaKHO 3HATh O Pa3IMYHBIX TUIAX aTaK, KOTOpPbIE MOTYT ObITh UCIIOIb30BaHbI MPOTHB
IoT 1 MOOMIIBHBIX ceTel, TAKMX Kak pacrpeneseHHblid oTka3 B oocyxuBanun (DDoS), BpenoHoc-
Hoe I10 u ¢ummHr. [Ing 3amThl OT 3TUX TUIIOB aTaK OPraHU3alUsIM CJIEAyeT BHEPATh CUCTEMBI
OOHapyKeHUsI U TIPeIOTBPAILIEHNsI BTOPKEHUH, crielinaibHO pa3padoranHbie 11t [0T 1 MOOMITBHBIX
ceteid. DTH CUCTEMBI MOTYT OOHAPYKMBATh W MPEJOTBPAIATh ATAKH C TIOMOIIBI0 aHATN3a CETEBOTO
TpaduKa 1 BbISIBIEHUS MOJ03PUTEIbHON aKTUBHOCTH.

Poan 6pangmayspa u IDPS B pearupoBaHuu Ha MHIUI€HTHI

Ponb 6panamayspos u IDPS nipu pearripoBaHny Ha MHIIMICHTH OY€Hb BaXKHA J71s 00ECTICUeHHU I
0€30MacHOCTH M LeJIOCTHOCTH ceTu. Bpanamayspsl u IDPS — 310 nepBast TUHUSA 3alUTH OT KUOEpy-
I'po3, OHU MOTYT JIaTh LIEHHYI0 MH(OPMALIMIO BO BpeMsl pearnpoBaHus Ha MHIIMIEHT. bpanamayspsl
MOKHO HACTPOMTH Ha OOHApyKeHHe U OJIOKUPOBaHME TOJO3pUTENbHOTO Tpaduka, a IDPS — Ha oOHa-
py’keHHe KOHKPETHBIX IMIAOJIOHOB aTak W MH(MOPMHUPOBAHHE O HUX. DTO MO3BOJUT CIEIMATACTAM
0 PearupoBaHUI0 HA MHIUICHTHI OBICTPO y3HATH O MpodJieMe ¢ 6€30MacHOCTHIO, a 3aTEM JIOKAJTU30-
BaTh U YCTPAHUTDb yIpoO3Yy.
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Wurerpamms OpanamayspoB u IDPS ¢ mpouenypamMu M HMHCTpyMEHTaMU pearMpOBaHUS
HAa MHIUIEHTH MOXET MOBBICUTh 3(P(DEKTUBHOCTh M PE3yIbTATUBHOCTh YCTPAHEHUs MPOOIEMBI.
Harpumep, xypnainsl 6panamMayspoB u IDPS MoxHO aHaTM3MpoBaTh B peXUMe PeaibHOrO BpeMeHH
IJIs1 BBISIBJICHUSI UCTOYHMKA aTaKy U OTNpeeeHHs] MaciiTada MHIMIEHTA. DTO MOKET MIOMOYb Clie-
[IMAJTMCTaM TI0 pearupoBaHMUIO0 HA MHIUAEHTHI OBICTPO JIOKAJIM30BATh U JIMKBUIUPOBATh YTPO3Y U TEM
caMblM MUHUMM3UPOBATh BO3/IEIICTBIE HA OPraHU3aLMIO.

BaxHO OTMETUTD, YTO pearnpoBaHUe Ha UHUUJIEHTHl HE OTPAaHUYMBAETCS peaklMell Ha Hapy-
meHnsi O€30MacHOCTH, a BKJIIOYAET TaKXkKe BBISIBJIEHHE M YCTpaHEHHE YSI3BUMOCTE B CETH. DTO
npeaycMaTpuBaeT paboTy ¢ MmocTaBIMKamMu OpaHamay3poB v IDPS, yToObl yOeauThCsl, YTO CHCTEMBI
HACTPOEHBI U 00CITY)KMBAIOTCSI B COOTBETCTBUM C TEPEFOBBIM OMBITOM M OTPACIEBBIMU CTaHIAPTAMH.

bynymee opanamayspoB u Texnosioruii IDPS

Texnomnoruu 6panamay3poB 1 IDPS nocTosiHHO pa3BUBAIOTCS, OSIBIISIIOTCS] HOBBIE Pa3paOOTKU
Y YCOBEPIICHCTBOBaHM S, MOBHIIAIINE 3((PEKTUBHOCTL ITUX CUCcTeM Oe3omacHocTu. OnHa U3 TeH-
JEHIIUI, KOTOpasi CTAHOBHUTCS Bce OoJiee MOMYJIsIPHOM, — 9TO MCTIONb30BAHUE UCKYCCIBEHHOZ0 UHMEN-
NEKMa 1 MAWUHHO20 00YueHus: 7Sl paclipeHusl BO3MOXHocTel OpanamayspoB u IDPS. [lanubie
TEXHOJIOTMHM TIO3BOJISIIOT 3(peKkTuBHEe OOHAPYKWBATh M MPEAOTBpAIaTh Yrpo3bl, a TaKXkKe YIyd-
I1aTh pearupoBaHue Ha UHIUIEHTHL. KpoMe Toro, poct oObema 0OIaYHbIX BHIYMCIICHUN U YBETMYe-
HUE YKCJIA MOJKII0YEHHBIX YCTPONCTB CTUMYJIUPYIOT Pa3pab0TKy HOBBIX TEXHOJIOTH OpaHIMay3pOB
u IDPS, cnenianbHO peyHa3HAUEHHBIX 1 9TUX Cpell. Bupmyanuzayus cemegolx (pyrxuuii (network
Sfunctions virtualization, NFV) n npozpammno onpedensiemole cemu (software-defined networking,
SDN) Takxke pacrpOCTpaHSIOTCS BCe MIMPe, YTO MO3BONIAET Oojiee TMOKO U ONePaTUBHO YIPABIIATH
cereBoi Oe30omacHOCThI0. Ellle oiHOW TeH/IEHIUEN SIBIISICTCS UHMezpaust HECKOAbKUX cucmem Oes-
onacHocmu, TAKUX Kak OpaHaMaydpbl, CHCTeMbl OOHAPYKEHHUSI ¥ PEIOTBPAIICHU s BTOPKEHUH, aHTH-
BUPYCHBIE CUCTEMBI, CHCTEMbI 3aIIUTHI OT BPEJOHOCHBIX MTPOrpaMM H T. 1. Bce 311 TexHomorum Oyay T
paboTaTh BMecTe, YToObI 0OecrieunTh OoJiee Hale)KHOE U KOMITIEKCHOE pellieHHe Mo Oe30MacHOCTH.
Kpome Toro, Hopmbl 6€30MacHOCTH U TPeOOBAHUSI COOTBETCTBUS MPOIOIKAT UTPATh BaXKHYIO POJIb
B Pa3BUTHM TeXHOJOruM OpanamMayspoB u IDPS, nockosbky opranu3zanyu o0s3aHbl OyayT puaep-
JKHUBAThCS CTPOTUX CTAHIAPTOB O€30MACHOCTU M PYKOBOASIIUX TIPUHITUITOB JIS 3aIIUTH KOH(U/IEH-
[IUAJTBHBIX JAHHBIX U 00eCTieUueHNsI COOTBETCTBHUSI HOPMATHBHBIM TPEOOBAHMSM.
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VPN u 6e30macHOCTb YAaJ€HHOr0 J0CTyna

Tunsl VPN 1 cayyan ux ucnoJib30BaHus

370 BaXXHBIH pazfes, B KOTOPOM 0OCYRKIAIOTCS pa3IMUHbIe TUTIBI BUPTYaTbHBIX YaCTHBIX CETeHl
(VPN) 1 ux npumeHeHue 1Jis 3allUThl YJaJIEHHOTo AocTymna K ceTh. CyIecTByeT HECKOJIbKO TUIIOB
VPN, Kak/1plii U3 KOTOPbIX UIMEET YHUKAJIbHbIE XapaKTEePUCTUKU U ClTyyau UCTob30BaHus. Paccmor-
PUM HEKOTOpbIE M3 HanOoJee pacpOCTPAaHEHHBIX THIIOB.

* VPN c yoanennvim 0ocmynom. [103BosseT yaaaeHHbIM [0JIb30BATENISAM MOIKIII0YAThCSA K CETH
¥ TIOJTy4aTh JAOCTYIH K pecypcaM, Kak ecjii Obl OHU HAXOAMJIMCh B JIOKaJIbHOM ceTh. VX Jacrto 3aneit-
CTBYIOT COTPYJHUKH KOMITaHUM, KOTOPBIM HEOOXO/IMM JIOCTYII K €€ pecypcam MpH yAaJeHHo# padorte.

e VPN om caiima k catimy. CoeqUHSET iBe Win OoJiee CeTel, TIO3BOJISIsi COBMECTHO MCIIONB30-
BaTh PECypPChI M TIOJIy4YaTh K HUM JIOCTYII, KaK eCJv Obl OHU HAXOIMIIUCh B OAHOU ceTu. DToT Tl VPN
YacTo NMPUMEHSIIOT OPraHU3alvH, YbU CITYKOBl pa3HECEHbI TEPPUTOPUAIBHO.

e Mobunwvrvie VPN. TlpenHa3sHadyeH 1Sl UCTIONL30BAHUS HA MOOWIIBHBIX YCTPOWCTBAX, TAKUX
Kak cMapTdOHHI U I1aHmeTsl. OH MO3BOJISET MOMy4aTh O30MACHBIN JOCTYII K CETH B MY TH.

e SSL VPN. Ucnonssyer Secure Sockets Layer (SSL) unu Transport Layer Security (TLS)
1151 M pOBaHK S KOMMYHUKaIMNA. OH 4acTo 3aJeHCTBYeTCs IS 0OecrieueHn s 0e30MacHOro 0CTymna
K BeO-pecypcam.

* MPLS VPN. IlpumeHsieT MHOTOIPOTOKOJIbHYI0 KoMMyTaluio Metok (Multi-Protocol Label
Switching, MPLS) st o6ecrieuenust paboThl YaCTHOM CeTH uepe3 OOLIeIOCTYHYI0 UH(PPaCTPyK-
TYpY. DTOT TUII YaCTO MCIONb3YIOT KPYIHbIE OPraHU3aLUM U151 COEJUHEHUST HECKOJIBKUX O(PUCOB.

Kaxapiit u3 3tux tvnos VPN umeeT yHUKaJIbHbIE TPEUMYILECTBA U HEJOCTATKH, U X BBHIOOD
OyleT 3aBHCeTh OT KOHKPETHBIX MoTpeOHocTel opranu3anyu. Hanpumep, VPN ¢ ynaneHHBIM 10CTY-
MOM TIOJIe3HA IS TIPEANIPUSTHI, TJie COTPYIHUKM YacTo padoTaloT yaajieHHo, a VPN «ot caiita
K CaliTy» U/ICAJIbHO TIOAXOIUT JIsl OPraHU3alui ¢ HeCKonbKumu orucamu. Moowitsnass VPN npuro-
JUTCS COTPYAHUKAM, KOTOpble YacTo myTeniecTByioT. SSL VPN nose3Hs! ajist opraHuzanuii ¢ 60Ib-
UM KOJIuecTBoM BeO-pecypcoB, a MPLS VPN — 1151 KpynHBIX OpraHU3aliiii, KOTOphIM HEO0OXO-
JOMMO COEJUHUTH HECKOJIBKO O(PUCOB.

OpraHu3anusM BaxXHO TIIATEIbHO OLIEHUTh CBOU MOTpeOHOCTH U BbIOpaTh VPN, KoTOpast Hau-
JydIIM o0pa3oM oTBevaeT uM. Kpome Toro, opraHuzanusiM clieyeT peryisipHO IPOBEPSTh U OOHOB-
75T cBoM VPN, uTOOBI yOEIUTBCS, UTO OHU MPOIOIIKAIOT COOTBETCTBOBATH U3MEHSIOMIMMCS TIOTPeO-
HOCTSIM U 00€CTIeYMBAIOT ONTUMAJIbHYIO O€30MaCHOCTb.

IIpoTokoabl VPN u metoas! mmdpoBanusi

OcHoBoii 6e3omacHocT VPN siBiistiorcst mpotokosibl VPN 1 metons! mmdpoBanus. OHu oTBe-
4aloT 3a 6e30MacHYI0 Tiepeiavy JaHHBIX Yepe3 MyOJTUIHbIA UHTePHeT U UX 3aIIUTy OT HeCAaHKITUOHH-
pOBaHHOTO A0CTyMa. B 3TOM paznene Mbl 00cyTum Hanbosee 9acTo UCTOJb3yeMble TPOTOKOIb VPN
¥ MeTofIbl I(POBAHMUS, & TAKKE UX CHIIbHBIC U CJTa0ble CTOPOHBI.

[Tpotokonsr VPN oTBevaloT 3a YCTaHOBJICHHE W TOAJEpKaHMe Oe30MacHOr0 COCJUHEHUS
Mekay KireHToMm U cepeepom VPN. Ilepeuncinm yacto ucrnosnb3yeMmble IpoToKoiabl VPN.

» TyHnuenvHwlli npomokon «mouxa — mouka» (Point-to-Point Tunneling Protocol, PPTP) —
OIMH W3 cTapedimmx mpoTokoioB VPN, KoTopelil cunrtaercs HaumeHee O6e3omacHbiM. PPTP mpocr
B HACTPOUKE U TOACPKUBACTCS OOBITMHCTBOM OTEPAIIMIOHHBIX CUCTEM, HO ero (pyHKIUM Oe30mac-
HOCTU MUHUMAJIbHBI.
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e TynnenwvHwlll npomokon emopoeo yposHs (Layer 2 Tunneling Protocol, L2TP) — 310 paciiu-
penue PPTP, cuuraercs 6onee Ge3onacHbiM. OH UCTIONB3YET T XkKe METO/bl Ay TEeHTU(MUKAIMH, UTO
u PPTP, Ho npenyaraet 1OMONMHUTENTbHBIE (DYHKITUH O€30MaCHOCTH, TaKHMe Kak M pOBaHUE JaHHBIX.

e [Ipomoxon 6e3onacHocmu npu ucnoavzoearuu npomokona IP (Internet Protocol Security,
IPSec) — 310 HaOOp MPOTOKOJIOB, 0OECNIEUNBAIOIINX OE30MaCHOCTh WHTEPHET-KOMMYHUKaIWid. OH
CUMTAETCS] OHUM M3 CaMbIX Oe30macHbIX MPoToKooB VPN 1 mMpoko npuMeHsieTcst B KOPIopaThB-
HBIX Cpe/ax.

* Open VPN — 310 O6ecruiatHblid TpoToKoa VPN ¢ OTKPBITHIM UCXOTHBIM KOJJOM, KOTOPBIH CUMTa-
eTCs1 OHUM M3 caMbIX Oe3omacHbiX. OH ucnosb3yeT ondmoreky OpenSSL aist g poBaHus v COB-
MECTUM C HIMPOKUM CIIEKTPOM OMNEPALIMOHHBIX CUCTEM.

Mertoapl mmgpoBaHUs OTBEYAIOT 3a MIM(POBAHKE JAaHHBIX Mepe]] UX Nepeaadel yepe3 UHTep-
HeT. PaccMoTpuM Hanbosee 4acTo MCHob3yeMble.

* Pacuupennviti cmanoapm wugbposanusi (Advanced Encryption Standard, AES) — cummer-
PUUHBII AJITOPUTM IIM(POBAHK S, KOTOPbIN CYUTAETCS OHUM U3 CaMbIX HaJIe:KHBIX. OH IIMPOKO MpH-
MEeHsIETCS B KOPIIOPATUBHBIX Cpeiax U MOANCPKUBACTCs OONMBIIMHCTBOM IMPOTOKOTIOB VPN.

e Blowfish — cCAMMETPUYHBIA aJITOPUTM IIH(PPOBAHUS, KOTOPBIA CUMTAETCS OBICTPHIM U O€3-
onacHbM. OH MMPOKO MpUMeHsieTcst B moTpedutenbckux VPN 1 nonaepxuBaercs: OOIbIIMHCTBOM
poTokosnoB VPN.

* RSA (a60peBmarypa ot pamumii Rivest, Shamir u Adleman) — 3T0 aJIrOpUT™M acMMeTpUY-
HOTO MM(POBAHHUS, IIUPOKO UCTIONB3YEMbIi B KOPIMOPATUBHBIX cpeax. OH cuuTaercsi 6e30MacHbIM,
HO paboTaeT MeaJieHHee, YeM CUMMETPUYHBIE METO/IbI IU(POBAHUSI.

[Tpu Hactpoiike VPN BaxHO BHIOpaTh MpaBUIBHBIN IPOTOKOM U METO[, IIM(pPOBaHUS, COOT-
BETCTBYIOIIME BammM TNoTpeOHOCcTsM. PPTP mydiie Bcero moaxoauT Ajisi MaJIbIX MpPeApUsTHI
Y JIOMAIITHUX T0JIb30BaTesield, KOTOPHIM HYyXHa TpocTas U ynoOHas B npumeHennu VPN, a IPSec
u OpenVPN - 171 KOpIOpaTMBHBIX cpell, TPeOYIIIUX BBICOKOrO ypoBHsS Oe3omacHocTH. AES
u Blowfish — nmyurme metonpt mmdpoBanus st 6ompimmHeTBa VPN, a RSA — 111 KopriopaTUBHBIX
cpen, IUIsl KOTOPBIX 0e30IMacHOCTh OYeHb BaKHA.

KondurypupoBanue u ynpasiaenue VPN

DTO BaXKHBIN aCTIEKT 3aIUTHI YIAJICHHOTO JIOCTYIIA K CeTH. BUpTyasbHbIE YacTHBIE ceTH oOec-
neyrBaioT Oe3omacHoe 3amudpoBaHHOE COEMHEHNE, 00eCTIeurBaloIee YAaJIeHHBIM MTOJTb30BaTe M
JOCTYI K CETH, & CETU — JIOCTYII K YJaJIeHHBIM pecypcaMm.

Bhbi VPN VIHTepHrer
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ITpu HacTpoiike VPN BaKHO yUMTBIBaTh:

e mun VPN. Pazmuunble Tunsl VPN MMeEOT pasHble CLiEHApUM KCTIONb30BaHUS U KOH(UTY-
patmu. Harpumep, VPN ¢ ynajieHHBIM AOCTYIIOM MO3BOJSET OTAEIBHBIM IOJIB30BATENAM ITOJKJIIO-
YaThCs K CeTH yaajieHHo, a VPN Tuma «oT caiita K cailTy» COeaMHsIET MeX/1y COOOM Iiesble CEeTH;

e aymenmugpuxayuro. BaxxHO NpaBWIBHO ayTEHTU(ULMPOBATh NOJIb30BaTENEH, MOAKIIOUAI0-
HIMXCA K CETU. DTO MOXKHO CIEJIaTh C MOMOIIBIO PA3JIMYHBIX METOJOB, HAIIPUMEP 3aAEUCTBYS UMS
T0JIb30BaTEN s U NapoJib UM LM(PPOBOH cepTU(pUKAT;

* wugpposarue. VPN npumeHsoT mudpoBaHue 7151 3alMTHI TiepegaBaeMbix JaHHbIX. K pac-
MpocTpaHeHHbIM MeToaaM HmdgpoBanus otHocsatcss PPTP, L2TP u IPSec. BaxHo ncnonb3oBarb
HaJIeKHBIA METOJ IM(POBAHM S, KOTOPHI COOTBETCTBYET TPeOOBAHHAM OE30MaCHOCTH OPraHU3aIInY;

e npasuna opanomayspa . IlpaBuina GpanamMayspa J0KHBI ObITh HACTPOEHBI TaK, YTOOBI pa3pe-
I1aTh TOJIbKO HeOoOXOoqUMBIi Tpaduk yepe3 VPN-coenmuHeHne. To IOMOXET MPeIOTBPATUTh HECAHK-
IIMOHUPOBAHHBIN JOCTYH K CETH;

* noaumuku yoaneHHozo oocmyna. BaxHo UMETh MOJMTUKU, KOTOPBIE ONPENEIIsIoT, KaK yaa-
JIEHHBIE 10JIb30BATEIM MOTYT MOJYUYMTh JIOCTYI K CETH M YTO UM pa3pelIeHo AesaTh Mocje MOAKIIIo-
YeHUsI;

* MoHumopuHez u npomoxoauposarue. VPN-coeqrHeHNs JOKHBI KOHTPOJIMPOBATHCS U PETH-
CTPUPOBATHCS 1 OOHAPYKEHUSI JTOOBIX MHIIMAEHTOB O€30MAaCHOCTH U pearnpoBaHUsl HA HUX.

O6paszen korgurypanmu 11t VPN yaaneHHOro A0CcTymna ¢ UCIoib30BaHueM potokona PPTP:

1. Cozpaiite HoBoe VPN-coenunenue nHa VPN-cepsepe.

2. Hacrpoiite MeTon ayTeHTU(UKALIMK, HAIPUMED € TOMOILBI0 UMEHH 10JIb30BaTes U apoJIsl.

3. Ycranosute Merop mmdposanus PPTP.

4. Hactpoiite npaBuia OpaHamayspa, 4ToObl pa3peliuTh TOJIbKO HEOOXOIUMBINA TpaduK yepes
VPN-coenunenue.

5. Co3paiite NOIUTUKY YIAJIEHHOTO IOCTYIA, KOTOPAasi ONKCHIBAET MPaBUIa U PEKOMEHALUU
JUIs YIAJIEHHBIX TOJIb30BaTeIeH.

6. Bkimourite MOHUTOPUHT U TipoToKoupoBanue VPN-coeannenui.

Oo6paszen koHpuryparyu 111 VPN Mexay caiiTamu ¢ moMoInsio mpotokona [PSec:

1. Cozpaiite HoBoe VPN-coenuHeHue Ha JIOKaJIbHOM U ynaieHHoM VPN-ycrpoiicTBax.

2. Hacrpoiite metos ayTeHTU(UKALMK, HAIPUMEpP NPUMEHEHNE IU(POBBIX CEPTUPUKATOB.

3. YcranoBute uist Metona mudgposanus 3HaueHue [PSec.

4. Hactpoiite Ha 000MX yCTPOMCTBAX MpaBuiIa OpaHaMay3pa, YTOOBl pa3pelnTh TOJIBKO HE00-
xoaumblii Tpapuk yepe3 VPN-coenuHeHue.

5. Co3paiite NOIUTUKY YIAJIEHHOTO IOCTYIA, KOTOPAasl ONKCHIBAET MPaBUIa U PEKOMEHJALUU
JUIs YIQJIEHHBIX TOJIb30BaTeIei.

6. Bkimourte MOHUTOPUHT U IipoToKoupoBanue VPN-coeanneHui.

Takke BaXHO PeryjisipHO OOHOBJATh W TOMAEpXkuBaTh KoHpurypauuio VPN, utodsl yoe-
JWUTHCS, YTO OHA MPOJOIKAET COOTBETCTBOBATH TPeOOBAHUSAM OE30MACHOCTH OPraHU3allid U YTO
MoOble yS3BUMOCTH CBOEBPEMEHHO YCTPaHSIOTCS].

IlepenoBbie MeTOAbI OO€ECTIeYeHNsT
o0e3onacuoctu VPN u oTpacieBbie cTaHIapThI

BupryasbHble 4aCTHBIE CETH — 3TO PACIPOCTPAHEHHBIM METOJI 3aIlUTHI YIAJICHHOIO JOCTYIIa

K ceTi. OHU MO3BOJIAIOT MOJb30BATEJISIM MOAKIIIOYATHCS K CETH YIAJICHHO, KaK OyATO OHU (hPU3HUUECKU

TMOZIKJTIOUEHBI K CeTH, oOecnieunBasi 6e30MacHbIi Crioco0 JOCTYIa K CeTeBbIM pecypcaM v KOH(pU IeH-

IUAJIbHBIM JAaHHBIM. O)lHaKO BAXHO NPUMCEHATD NIEPEIOBLIC METOABI U ITPUACPIKUBATHCA OTPACTICBLIX
CTaHJIaPTOB, YTOOBI 0OeCreunTh Oe30MacHYI0 HACTPONKY U npuMeHeHne VPN.

46



I1. Jlepamor. «Kubepkperocts. BececTopoHHEE pyKOBOICTBO 1O KOMITBIOTEPHON O€30MacHOCTH»

OnuH n3 Hanbollee BaXXHBIX METOHOB oOecrieueHnst OesomnacHoct VPN — wcnonb3oBaHue
HaJIe)KHBIX METOJI0B HIM(POBAHU . DTO rapaHTUPYET, UTO AaHHbIE, llepeiaBaemble uepe3 VPN, 3amm-
IIEHbl OT HECAHKIIMOHMPOBAHHOTO JocTyna. Hanbonee yacto npuMeHsieMbIMU METOAaMH I PO-
Banus uisi VPN sBistiotcst npotokonsl Internet Protocol Security (IPsec) w Secure Sockets Layer
(SSL). s mmdppoBanus AaHHBIX [Psec ucmonb3yeT KOMOMHAIIMIO MTEPEAOBBIX CTAHAAPTOB MU(pPO-
Banus (advanced encryption standards, AES) u anropurmoB 6e30macHoro xemmpoBanus (secure hash
algorithms, SHA), a SSL — komOuHaIwio mmgpoBaHus ¢ OTKPHITHIM U 3aKPHITHIM KJIIOYOM.

Eie onyiH BaXHBIHM MepeoBOM METOI — MPUMEHEHNE METOIOB ayTeHTU(UKAIIUK IS oOecrie-
yeHus goctyna K VPN Tonbko aBTOpM30BaHHBIX NOJIb30BaTesiell. ITO MOXKHO CHEJaTh C MOMOILBIO
KOMOMHAIIMU MUMEH TMOJIb30BaTeN el U IapoJiei Ui METOJaMH ayTeHTU(UKAIIMY Ha OCHOBE CepTU(hU-
KATOB, TAKMX Kak IU(POBbIE CePTUDUKATH UM CMapT-KapThl.

BaxHO Takke peasm30BaTh MEphl KOHTPOJS JOCTYIa, YTOOBI OrpaHUuUTh AocTynm K VPN
Ha OCHOBE POJIA M OOSI3aHHOCTEH TOJTL30BATENIsl. DTOTO0 MOKHO TOOUThCS, HACTporB VPN Tak, 4TOObI
pa3permTh J0CTYI K ONpeIesIeHHbIM pecypcaM TOJIbKO Ha OCHOBE POJIM TOJIb30BATENs WU C ITIOMO-
IbI0 CUCTEMBI yIIpaBJIEHUsI JOCTYIIOM Ha OcHOBe pouiei (role-based access control, RBAC).

Kpome TOro, BaxxHO peryjaspHO NPOBOAUTh MOHUTOPUHI W ayJUT HCHOJIb30BaHUs VPN
IJTs1 BBISIBJIEHH ST JIIOOBIX TIOTEHIMAIBHBIX HAPYIIEHUH Oe30MacCHOCTH MM TIOMBITOK HECAHKIIMOHUPO-
BAHHOTIO J0CTYyIMA. [{J1s TOro MOKHO MPUMEHUTh MHCTPYMEHTHI aHaIU3a KypHajioB VPN win BHen-
PUTH CUCTEMBI yIIpaBJieHus MH(popMaruei u coobtusimMu 6ezonacHoctu (SIEM) it MOHUTOpUHTA
akTuBHOCTH VPN B pexnMe pealbHOro BpeMEHHU.

B nononHeHue K 3TMM nepeIoBBIM METO/1aM BaXKHO IIPUAEPKUBATHCS OTPACIeBbIX CTaHIAPTOB,
pazpaboTaHHBIX MesxayHapoaHo accormaryeii natepHer-nposaiinepos (ISPA), LleneBoit rpymnmoit
o paszpadotke unteprera (IETF) nu HanmoHnansHbIM HHCTUTYTOM cTaHAAPTOB 1 TexHoymoruit (NIST),
4yTOOBI 0OECTIeunTh Oe30MacHOe BHeAPEeH e U UcTioib3oBaHue VPN. DTu craHiapThl cofepkar peko-
MeHJaluK 1o pa3padboTke u BHeapeHuio VPN, a Takske 1o odecrieueHnio 6e30MacHOCTH ee MH(ppa-

CTPYKTYPHI.
VPN B 00J1a4HbIX 1 BUPTYAJU3HPOBAHHbBIX cpeIax

ITo mepe Toro kak Bce OOJbINE OPraHM3AIMN MEPEHOCAT CBOI MH(PACTPYKTYpPYy B OOJIAKO
Y BHEJPSIOT TEXHOJIOTUH BUPTYAJIM3allUK, Bce Oosee BaXHBIMU cTaHOBATCS VPN B 001a4HBIX U BUp-
TyaJIM3UPOBaHHBIX cpefiax. Mcnonb3oBanue VPN B 3THX cpefax Mo3BOJIsAeT 00eCcneunTh Oe30MacHbIN
yIaJIeHHBIN JOCTYII K pecypcaM M JOTIOIHUTEIbHBIN yPOBEeHb OS30MAaCHOCTH ISl OOJIAYHBIX U BUPTY-
AJIM3UPOBAHHBIX CETEN.

OnHUM U3 pacrpoCTpaHeHHBIX BapuaHToB puMmeHenust VPN B o0Omake siBjisieTcst oOecrieyeHme
0€30MacHOro yJaJIeHHOTO JIOCTyIa K 00MauHbIM pecypcaM. Haripumep, opranu3zanyst MOXeT 3a/1ei-
crBoBath VPN 17151 ipeiocTaBieHnsi COTPYAHUKAM JOCTYTIA K OOJaYHBIM IPUJIOKEHUSIM WIH JaHHBIM
U3 yIAJIEHHOTO MECTOIOJIOKEHHSI. DTO MOKET OBITh JOCTUTHYTO MOAKJIIOYEHUEM JIOKaIbHOro VPN-
IUTI03a OpraHu3anyu k oomaynomy VPN-1umo3y, mpegoctapiseMoMy 00Ia9HbIM TIPOBAUIEPOM.

Eme onqun BapuanT npumenennsi VPN B o0nake — 3aIuTa CBSI3M MEXy pa3InIHbIMHU 001ad-
HbIMM pecypcamu. Harpumep, opranuzanus MOXET UCob3oBaTh VPN 1171 3a1UThl CBA3U MEXKIY
OOJIaUuHBIM BeO-TIPUJIOKEHUEM U 00JIAYHOM 0a30i AaHHBIX. DTOrO MOXHO JIOCTHYb, co3maB VPN-
COeIMHEHNE MEXy IBYMsI OOJJAYHBIMHU pECypCaMH.

VPN MoryT “crosib30BaThCs TaKKe B BUPTYATU3UPOBAHHBIX CPeJax AJIsl 3aIlUThI CBSI3U MEXKIY
BUPTYAJIbHBIMU MalllMHaMU. Tak, opraHu3anus MOXeT NpUMeHATh VPN 11 3aIUThl CBA3K MEXKy
BUPTYAJbHBIMA MalllMHAMU, PAOOTAOIIMMHA B Pa3HBIX BUPTYAIM3MPOBAHHBIX Cpelax, HarpuMep
Mexay cpenoid VMware vSphere u cpeoit Amazon Web Services (AWS).

[Tpu Hactpoiike VPN B oOnake Ba)XHO UCIHONB30BaTh MPOTOKON VPN, KOTOpBIN Nomaepxu-
BaeTcs MpoBaiepom oonaka. Hampumep, ecnu opranmzanus npumensier AWS, eii crieayer B3sITh
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nporokon VPN, nonaepxxuBaembiii AWS, takoit kak [PSec wim OpenVPN. Kpome Toro, BaxxHO
3aJIeUCTBOBATh METO/IbI I POBAHMS, TIO[/IEPKUBAEMbIe TIOCTABIIMKOM O0Jaka, Takue kak AES-256
mwm RSA-2048.

Eie onHrM BaKHBIM MOMEHTOM TpH Uctionb3oBaHuu VPN B oOmake siBiisieTcst oOecrieyeHue
Hajiexanieid Hactpoiiku VPN-1umo3a v ynpasieHuss UM. JTO nogpasymeBaeT HacTpoilky VPN-
IUTI032 C COOTBETCTBYIOIIMMU MapamMeTpamMu 0e30MacHOCTH, TAKUMHU Kak OpaHAMAayIpbl M CHCTEMbI
OOHapyKeHUsI BTOPJKEHUH, a Takke MOHUTOpUHT VPN-1UTI03a Ha TipeiMeT COOBITHI Oe30MacHOCTH.

VPN 1151 yiajieHHOro J0CTyNna u yAaJeHHOH padoThl

BupryanbHble yacTHbIE CETU CTAIM BaXKHBIM MHCTPYMEHTOM JJIs1 OPraHU3aluid, CTPEMSIIMXCS
oOecrieunTh 6€30MaCHBIN YIAJICHHBINA JOCTYII ISl CBOMX COTPYAHUKOB. C pOCTOM 0OBbEMOB yIaJieH-
HOH paboThl U yIAJIEHHOTO AOCTYIIa OHU CTaJM BaKHBIM KOMITOHEHTOM MH(PACTPYKTYpHl Oe3omac-
HOCTH OpraHu3anuu. B atom paszzgene mbl oOcyaum nipeumyiiectBa VPN 1715 yoajJeHHOro JOCTya
Y yIQJIEHHOW paOOThl M MIPEIOCTAaBUM PYKOBOJICTBO 10 HacTpoiike VPN 1ist 3TO# e u ynpasie-
HUIO €I0.

VPN o6ecrieunBaiot 6e3omacHoe 3amuppoBaHHOE COSMHEHNE MEK/IY YAaJIeHHBIM ITOJIb30Ba-
TeJIEM ¥ BHYTPEHHE! CEThI0 OPraHu3aliy. JTO MO3BOJISIET MOJIb30BATENAM MOY4aTh JOCTYII K BHYT-
PEHHMM pecypcaM M JJaHHBIM, KaK ecid Obl OHM (PM3MUYECKU HAXOOWINCh B O(rice OpraHU3alum.
VPN Takxe o0ecrieuyrBaioT JOMOTHUTEIbHBIA YPOBEHb O€30MaCHOCTH, TAPAaHTUPYI, UYTO BCE IaHHBIC,
nepesaBaemble o VPN-coeanHenmo, 3aimgpoBaHbl, YTO 3aTPyIHSET XaKkepam MepexBar U YTeHue
KOH(pUEHIIMATTLHON UH(pOPMAITUH.

VPN Takxe npegocTapisiioT OpraHM3alysiM BO3MOKHOCTh KOHTPOJIMPOBATH JIOCTYIT K CBOEH
BHYTPEHHE! CeTH U yIpaBisaTh UM. TpeOysi OT yaleHHBIX TIOJIb30BaTe el MOAKIIOUEHH S K CETH Yepe3
VPN, opranusaiyy MOryT rapaHTHUpPOBATh, YTO TOJbKO aBTOPU30BAHHBIE MOJIb30BATEIM MOTYYaIOT
JOCTYI K BHyTPEHHUM pecypcam M JaHHBIM. DTO 0OCOOEHHO BaXHO J1JIs1 OpraHu3aliii, KOTopble pado-
TalOT ¢ KOH(PUJEHIMAIBHON WA CEKPETHON UH(OPMALIUEH.

HNurerpamus VPN ¢ apyruvu mepaMu 6e30MacHOCTH

VPN - 310 Ba)kHBII UHCTPYMEHT IS oOecriedeHrst 6e30IacHOCTH YIaJIEHHOTO IOCTYTIa U yAa-
JIeHHOH padoThl. OIHAKO OHM HE SIBJISIOTCS CAMOCTOSITENIBHBIM PEIICHUEM U JI0JKHBI ObITh MHTETPH-
POBaHBI C IPYTMMU MepaMu 0e30MaCHOCTH AJIs1 00ecTieYeH s KOMILIEKCHOM 3aIllMThl CETH OpraHu3a-
. [lanee mbl 00cyaquM BaxxHOCTh uHTerpauun VPN ¢ Opanamayspamu, cuctTeMamMu OOHapYKeHU ST
Y MPeJOTBPAICHUS] BTOPKEHUI U IPYTUMHU TEXHOJIOTUSIMUA OE30TaCHOCTH.

OnuH U3 KJTI0YeBIX acriekToB uHTerparmu VPN ¢ qpyriumu Mepamu 6e30macHOCTH — oOecrie-
YeHHUe TOro, yToOkl Tpaduk, mpoxoasimui yepe3 VPN, npoBepsiics Takxke OpanaMayspamu u IDPS.
ITO MO3BOJISIET JIyUllle COOTHECTU COOBITUS U YIYUIIUTh pearipoBaHre Ha MHIMAEHTH. Hanpumep,
eciu Oparamay3p um IDPS oOHapyxuBaoT ogo3putesibHbIi Tpaduk, uexonsanmii u3 VPN-coeau-
HEHHUS, €0 MOKHO OTKJIIOYMTh Ha BPEMsl pacciieJOBaHUs MHLIM/IEHTA.

Eme ogauMm BakHbIM actiekToM uHTerpaimu VPN ¢ apyrumu mepamu 6€30MacHOCTH sIBJISI-
eTcs oOecrieueHre Haiexarei ayTeHTiuguKanyu v apropusaiun VPN-coennHeHnid. DTOro MoxHO
nobutbcst uaterpauuein VPN ¢ crctemamu ayTeHTH(DHUKAIUK U aBTOpU3aliu, TakuMu kak RADIUS
i TACACS+. D10 rapaHTUpyeT, YTO TOJIBKO aBTOPU30BaHHBIE MOJIb30BATEIN MOTYT YCTaHABJIM-
BaTb VPN-coeauHeHus: M ypoBEeHb MX JIOCTYIA OIPaHUYEH B 3aBUCHMOCTH OT UX POJI U 00sI3aHHO-
CTeil.

INomumo unTerparmu VPN ¢ npyrumu Mepamu 6e30MacHOCTY BaKHO TaKKe BHEAPSITH Mepeo-
BbIE€ METO/Ibl U OTPAC/IEBBIE CTAHIAPTHI 1Sl HACTpOMKHU U ynpasienuss VPN. K Hum otHocsiTCs npu-
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MEHEHHUE HaJIeXKHBIX METOI0B g poBaHus, Takux Kak AES wim RSA, u peryasipHblii MOHUTOPUHT
u aynut VPN-coennHenmii 11 oOHapyKeHHs U IpeJOTBPAICHU s HECAHKIIMOHU POBAHHOTO JJOCTYTIA.

VPN B 0051auHbIX U BUPTYAIM3UPOBAHHBIX Cpefiax TpeOyioT ocodoro noaxona. Oomaunsie VPN
MOTYT 00ECIIeYUTh OOJBINYI0 MACIITAOMPYEMOCTh U THOKOCTh, HO OHHM TIOPOXKAAIOT M HOBBIE PUCKU
6e3omacHocT. OpraHu3alsaM cieayeT yoeauThes, 4To ux odnaunsie VPN npaBuibHO HACTPOECHHI,
a Mep 6e30MacHOCTH, MPUHUMAEMBIX TTOCTABIIMKOM, JOCTATOYHO JJISl 3AIIUTHI OT YIPoO3.

VPN 7141 yaajieHHOro JOCTyNa M yJaJIeHHON paOdOThI Takke TPeOyIoT 0COOBIX COOOpaKEHUI.
VnianeHHble COTPYAHUKN MOTYT TIOJTy4aTh JAOCTYN K CETH OPraHM3aliy C Pa3IMYHbIX YCTPOKCTB U U3
Pa3HBIX MECT, YTO MOXET CO3[aTh HOBbIe pUCKU Oe3oracHOCTU. OpraHu3aiiy JOKHB yOeIUThCs,
yro ux VPN mpaBWJIbHO HACTPOEHBI JUISl TIOJIEPKKU YIAIEHHOTO JIOCTYNa M yAaJeHHOW padoThl,
a COTPYIHUKH OOYYeHBI JTYUIINM PAKTHKaM Oe30MacHOCTH.

byaymee Trexnoaoruu VPN

BupryanbHble YaCTHBIE CETH CTAJI BaKHBIM MHCTPYMEHTOM, KOTOPBIN OpPraHU3alliy U YaCTHbIE
JIMIA UCTIONB3YIOT AJ1s1 oOecrieueHrst 6e30MacHOCTA CBOMX OHJIAWH-KOMMYHUKAIMIA U 3alUTHI JaH-
HbIX. [1o Mepe pa3BuTHS TEXHOIOIMIA pacIMps0TCs: BO3MOXHOCTH M pyHKIMKM VPN. B aToMm paszzene
MBI PACCMOTPUM HEKOTOpbIE KJIIOYEBbIE TEHACHIIMU U pa3pabOTKH, KOTOPBIE OMpPEAeIsIoT Oyayiiee
texHosornu VPN.

OpnHO¥ U3 OCHOBHBIX TeHAEHIMI B oTpaciu VPN sBiisieTcs NOBBILIEHHOE BHUMAHUE K BOITPO-
caM 0e30IMacHOCTU U KOH(UASHIIMAIBHOCTU. B CBSI3M ¢ pOoCTOM KO/IM4ecTBa KUOEPYrpo3 U yTeuek
JaHHBIX OPraHU3aIlMyU UIIYT CIOCcOOBb oOecrieyeHust Oe30MacHOCTU CBOMX CETel M 3allluThl KOH(U-
neHImanbHOM nH(popmanmu. B pesynbrate mocraBmuku VPN pa3padaThiBaloT HOBBIE TIepe/IOBbIC
(yHKIIMM Ge30MacHOCTH, TaKMe KaK MHOrO(paKkTOpHas ayTeHTH(HKALUs M CETH HYJIEBOTO JOBe-
pust. DTH (PYHKIMU TIOMOTAIOT 00ECHEYUTh JOCTYI K CETH TOJIKO aBTOPU30BAHHBIM TIOJIb30BATENISIM
1 g poBaHKE BCEX TaHHBIX, YTO 3HAYMTENILHO YCIIOKHSET IS XaKepOB KpaxXy KOH(UAECHIMATbHOW
MH(pOPMAIHH.

Eme onna tenpenuus B unayctpun VPN — pacrymmas nomynspHocTh oonaunbix VPN. Tak
MIPOMCXOIUT, TIOCKOJIBKY OpraHU3alluK CTpeMsTcs nepenectu cBoo UT-undpactpykrypy B 001aKo.
Stot Tun VPN no3BosisieT Nony4YuTh yAajaeHHbI JOCTYI K ceTh 06e3 HeoOXOOUMOCTH (PU3MUECKOTO
TMIOJIKJTIOYEHH 1. DTO OCOOEHHO MOJIE3HO [Isl OPraHU3allUi C yIaJIeHHBIMH COTPYAHUKAMHU WM COTPY-
HUKaMHU, KOTOpPBIE YaCTO HaxonsATcs B pazbe3nax. Oomaunsie VPN Takske mpeniaraior BO3MOKHOCTb
yBEJIMYEHUS WM yMEHbIIeHUs] MaciiTaba B 3aBUCUMOCTHU OT MOTPEOHOCTEN OpraHU3aIHH.

Tpetbeii Tenaenment B unaycrpun VPN siBiisieTcs: Bee Ooliee IMMUpoKoe UCIIONb30BaHKE UCKYC-
CTBEHHOTO MHTEJUIEKTA U MAIIMHHOTO 00y4eHHs /sl OoBbIeHus1 Oe3onacHoctd VPN. D1u TexHo-
JIOTUM MOTYT TIPUMEHSIThCS [JTs BBISIBIICHU ST M OJIOKUPOBAHMSI MO03PUTETbHON aKTUBHOCTH, OOHAPY-
JKEHHUsI yTpo3 Oe30MaCHOCTH M pearpoBaHUsI HAa HUX, a TAKKe [T TIOBBIIIEHUS TPOU3BOIUTEILHOCTH
ceru. Hanpumep, VPN Ha 6a3ze I MoryT ucnos30BaThes 1yisi OOHAPYKEHUSI U OJIOKMPOBKU BPEIO-
HOCHBIX MPOTrpaMM U (pUIIMHIOBBIX aTak, a VPN Ha 6a3e MO — 1151 BBISIBJICHUST 3aKOHOMEPHOCTEH
B CETEBOM Tpaduke 1 0OHAPYKEHHsI aHOMAJIHIA, KOTOpbIe MOTYT YKa3bIBaTh Ha KHOEpaTaKy.

Eme ogHo kimoueBoe coObiTue B MHAyCTprH VPN — pacTyiiee UCIonb30BaHUE TEXHOJIOTUH
onoxuerina. VPN Ha ocHOBe OI0OKYeiiHa MOTyT 0OecrieunTh 0osiee 6e30MacHbIN 1 3aIlUIIeHHbINA CITO-
co0 J0CTyIa B MHTEPHET 32 CUET CO3JaHMs ICIICHTPATM30BAHHOM CETH, YCTOMYUBOM K KHOepaTakaM.
Srot T VPN 0coGeHHO Toie3eH JyIsi OpraHu3aiyi, padoTalomux ¢ KOH(pUASHIIMATBHON HHDOP-
Maryel, TakuxX Kak (PMHAHCOBBIE YUPEXKIAECHUSI U MEJULIMHCKUE OpraHU3aluu.

B 3aksoueHne MOXHO cKaszarh, 4To Oyayinee TexHomorur VPN craHoButcs 6onee OGe3orac-
HBIM, TIPUBATHBIM U yIOOHBIM JUIs ofb3oBaresnieid. C nosBienreM ooaauneix VPN, pacimmpeHHbIX
dbyHk1uMi 6e30macHOCTH, a Takxe npuMeHennst U u rexHonorum 6;1okueiina VPN cTaHOBSTCS Bax-
HBIM MHCTPYMEHTOM, C MOMOIIBI0 KOTOPOI'O OPraHM3allMi U YacTHBIE JIMIA 3allUINAI0T CBOM JIaH-
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HBIE ¥ 00eCTIeUnBaiOT 0€30MaCHOCTh OHJIAH-KOMMYHHKaIUi. [T0CKOIbKY MUp CTaHOBUTCS BCe Ooiee
¢ poBbIM, TOTpeOHOCTH B VPN OyIeT TOJbKO pacTd, IMO3TOMY OpraHU3alysaM KaKk HUKOTIA BaXHO
OBITh B Kypce MOCJIeHUX TeHICHIMIA 1 pa3paboTok B MHIycTpun VPN.
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CeFMeHTaIII/IH CETHU N1 MUKPOCErMCHTAINA

CeFMeHTaHI/IH CE€TH U €€ MpcumMyliecrea

Cezmenmayusi cemu — 3TO TMPAKTUKA pa3leseHus: OOIBIION ceTH Ha Ooliee MesKKe, U30JUpOo-
BaHHBIE YaCTH, WJIM CETMEHTHL. DTO JeIaeTcsl A7l TOr0, YTOObI OrPAaHUYHTh MOTEHIMATBHBIN YIIepo,
KOTOPbII MOET BO3HUKHYTh B CITyyae HapylieHHs1 0e30MacHOCTH, IyTEM ero JIOKAIMU3AIMY B TIpejie-
Jlax cerMeHTa, B KOTOPOM IPOM30IILIO HapyieHue. Kpome Toro, cerMeHTaImio ceTd MOKHO MCTIOJb-
30BaTh JIs1 TIOBBIICHUS €€ MPOU3BOAUTEIBHOCTH, YBEINYEHUSI MACIITAOMPYyEeMOCTH U YIIPOIIEHHUSI
yIIpaBJIeHHUS €I0.

Cy1iecTByeT HECKOIBKO MTPEUMYILIECTB BHEIPEHHSI CETMEHTAIIMH CETH.

* Yayuwennas 6ezonaciocmu. brarogapsi cerMeHTaluuy ceTu Ha 0ojiee MeJIKUe YYacTKH 3710-
YMBIIIJIEHHUKY CTAHOBUTCS CJIOKHEE TMepeMeIaThcsi o Hed. DTO MPOUCXOAUT MOTOMY, YTO KakK-
JBIA CETMEHT OOBIYHO 3aIUINEeH COOCTBEHHBIM HAOOPOM CPE/ICTB KOHTPOJIsI O30MacHOCTH, TAKUX
Kak OpaHMayspbl U CUCTEMbl OOHAPYKEHHUSI BTOPXKEHUH.

e Coomeemcmeue mpedosarusim. Bo MHOTHX OTpacisiX CYIIECTBYIOT CTPOrHe HOPMATHBHBIE
TpeboBaHus1 U TpeOOBAHUS K COOTBETCTBHIO, /ISl KOTOPBIX HEOOXOAMMO CErMEHTUPOBATh CeTh. Takoe
4acTo BCTPEYAETCsl B 3/[paBOOXPAaHEHUH, (PMHAHCOBOW 1 NIPAaBUTEIbCTBEHHOU cbepax, rie Mo ceTsim
niepenaercs KoH(pUaeHIMa bHast THGOPMAITHS.

e [logvuuerue npousgooumenvHocmu cemuy. CErMEHTHPOBAHUE CETH TO3BOJISIET HANPABJIATh
TpauK B ONpe/ie/ieHHble 00IACTH, YMEHbIIIast IepPerpy3Ky 1 MOBBIIIAs OOIIYIO TPOM3BOANTEILHOCTD.

* bonee npocmoe ynpasnerue cemoto. CETMEHTUPOBAHUE CETH OOIeryaeT yrnpasjeHue, ycTpa-
HEHHUE HeroJa0K U MOJIEPHU3ALIMIO OTJEbHBIX €€ YYaCTKOB.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasinen OO0 «JIutpec».

IIpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB II0OJHYIO JIETaJIbHYIO Bepcuio Ha JluTpec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
coOom.
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